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Abst ract

The QAuth 2.0 authorization framework is widely used to provide
clients with del egated access to user data. However, the core
specification | eaves the definition of access scopes to individual
service providers. This has led to a fragnented ecosystem for comon
groupwar e services (Miil, Calendaring, Contacts), where each provider
uses proprietary, non-interoperable scope identifiers. dient
applications, such as desktop nmail clients, are forced to hardcode
configurations for a small nunmber of |arge providers, stifling

i nnovati on and harm ng open ecosystens.

Thi s docunent proposes a framework that conbines a mninmal set of
standardi zed QAuth 2.0 scopes with a detailed structure for use with
QAuth 2.0 Rich Authorization Requests (RAR). This hybrid approach
provides a sinple baseline for Iegacy clients while enabling
powerful, granular, and privacy-preserving authorization for nodern

clients. It defines RAR type val ues, actions, datatypes, and custom
fields for specifying fine-grained permni ssions for groupware
resources.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 21 January 2026.
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1. Introduction

VWhile QAuth 2.0 [ RFC6749] is ubiquitous, its reliance on provider-
defined scopes has created a fragnmented ecosystem for groupware. A
client application cannot automatically configure itself for a new
mai | or cal endar provider, as it has no standard way to request
specific pernissions like "read-only access to the 'Wrk' cal endar."

Thi s docunent specifies a solution that |everages the recent QAuth
2.0 Rich Authorization Requests (RAR) [ RFC9396] standard to define
structured, granular perm ssions. To nmaintain backward conpatibility
and provide a sinple path for basic clients, this detail ed RAR
structure is paired with a nminiml set of three high-level scopes.

This allows a client to request sinple access (e.g., scope=mail) or
to make a much nore specific request, such as asking for permssion
to read and del ete nessages only fromthe "I NBOX" fol der and send
emai|l as a specific alias. This inproves both security and user
privacy by adhering to the principle of |east privilege.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Goupware Scopes
Thi s specification proposes three aggregate scope values to represent
hi gh-1 evel access to a user’s groupware data. These scopes are
intended as a baseline for sinple clients or as a companion to nore
detailed Rich Authorization Requests.

urn:ietf:parans: oaut h: scope: mai |

Requests access to the user’s email. The specific |evel of access
SHOULD be further specified using a Rich Authorization Request of
type urn:ietf:paranms: oauth: auth-type:mail. |If RAR s not used,

this scope inplies full access.

urn:ietf: parans: oaut h: scope: cal endar
Requests access to the user’s cal endar data. G anul ar perm ssions
SHOULD be requested via a Rich Authorizati on Request of type
urn:ietf:parans: oaut h: aut h-type: cal endar
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3.

3.

1.

2

urn:ietf:parans: oaut h: scope: contacts
Requests access to the user’s contact data. G anular perm ssions
SHOULD be requested via a Rich Authorization Request of type
urn:ietf: parans: oaut h: aut h-type: cont act s.

Ri ch Authori zation Request Types for G oupware

Thi s docunent defines a set of type values and associated fields for
use within the authorization_details array of an QAuth 2.0 Rich
Aut hori zati on Request.

Cust om Aut hori zation Details Fields

Thi s specification defines the following new fields for use within
the authorization_details object to provide granular control over
groupwar e resour ces.

collections (array of strings):
This field specifies the names or unique identifiers of the
collections (e.g., mail folders, calendars) to which the request
is scoped. The special value "*" indicates all collections of the
specified datatypes. To solve the initial client bootstrapping
problem the special string value " default" (two underscores)
may be used. |f provided, the Authorization Server SHOULD grant
access to the user’s primary or default collection for the given
type (e.g., the INBOX for mail, the default cal endar for Cal DAV)
If this fieldis omtted entirely, access SHOULD be treated as if
no collections were granted. To prevent anbiguity, Resource
Servers SHOULD NOT allow users to create collections with nanes
that begin with two underscores.

type_specific_details (object):

Thi s object contains paraneters that are unique to a specific

aut hori zation type and do not fit into the other standard fields.
The 'nmail’ Authorization Type

This type is used to request granul ar access to a user’s emil.

type:
urn:ietf:parans: oaut h: aut h-type: nai |

Associ at ed Scope
urn:ietf:paramnms: oaut h: scope: nmai

Def i ned dat at ypes:
fol der, nessage, flag
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Defi ned acti ons:
list, create, read, update, delete
Contents of type specific_details:
send_as_aliases (array of strings):
Specifies the enail addresses the client is permtted to use in
the From header when performing a send action. The value "*"
i ndi cates any of the user’s avail able sendi ng addresses.
3.3. The ’'cal endar’ Authorization Type
This type is used to request granular access to a user’s cal endars.

type:
urn:ietf:parans: oaut h: aut h-type: cal endar

Associ at ed Scope
urn:ietf: parans: oaut h: scope: cal endar

Def i ned dat at ypes:
cal endar, event, freebusy

Defi ned acti ons:
list, create, read, update, delete

3.4. The ’'contacts’ Authorization Type

This type is used to request granular access to a user’s address
books.

type:
urn:ietf:paramnms: oaut h: aut h-type: contacts

Associ at ed Scope
urn:ietf: parans: oaut h: scope: contacts

Def i ned dat at ypes:
addr esshook, cont act

Defi ned acti ons:
list, create, read, update, delete
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4. Security Considerations

The principle of least privilege SHOUD be foll owed. A client
application SHOULD use Rich Authorization Requests to request the
narrowest set of perm ssions required for their functionality. For
exanpl e, a scheduling assistant application that only needs to find
open time slots should request only the freebusy datatype and the
list and read actions for the calendar type, limted to specific
cal endars if possible.

Aut hori zation servers MJST ensure that a user has explicitly
consented to the scopes and rich authorization details requested by a
client. Resource Servers are responsible for parsing the access
token and correctly enforcing the authorized perm ssions.

5. 1 ANA Consi derations

Thi s document requests the registration of new val ues in several
| ANA- nanaged registries.

5.1. CQAuth Scope Registry

Thi s docunent requests registration of the followi ng three values in
the "QAuth Scope Registry".

5.1.1. wurn:ietf:paramnms: oaut h: scope: mai |

Name:
urn:ietf:parans: oaut h: scope: nai |

Descri pti on:
Requests access to a user’s email.

Change Controller:
| ETF

Ref er ence:
Thi s docunent.

5.1.2. urn:ietf:parans: oaut h: scope: cal endar

Name:
urn:ietf:parans: oaut h: scope: cal endar

Descri pti on:
Requests access to a user’s cal endar dat a.
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Change Controller
| ETF

Ref er ence
Thi s docunent.

5.1.3. urn:ietf:parans: oaut h: scope: contacts

Name:
urn:ietf:parans: oaut h: scope: contacts

Descri pti on:
Requests access to a user’'s contact data.

Change Controller
| ETF

Ref er ence
Thi s docunent.

5.2. CQAuth Authorization Details Types Registry

Thi s docunent requests registration of the followi ng three values in
the "QAuth Authorization Details Types Registry".

5.2.1. urn:ietf:parans:oauth: aut h-type: mai

Name:
urn:ietf: parans: oaut h: aut h-type: nai |

Descri pti on:
Aut hori zation details for accessing enail resources.

Change Controller
| ETF

Ref erence
Thi s docunent.

5.2.2. urn:ietf:parans: oaut h: aut h-type: cal endar

Name:
urn:ietf:parans: oaut h: aut h-type: cal endar

Descri pti on:
Aut hori zation details for accessing cal endar resources.
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Change Controller:
| ETF

Ref er ence:
Thi s docunent.

3. urn:ietf:parans:oauth:auth-type:contacts

Name:
urn:ietf:parans: oaut h: aut h-type: contacts

Descri pti on:

Aut hori zation details for accessing contact resources.

Change Controller:
| ETF

Ref er ence:
Thi s docunent.
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endix A.  JSON Schema for Authorization Details

"QAuth 2.0

Thi s appendi x provi des non-normati ve JSON Schema definitions for the

aut hori zati on_details objects defined in this docunent.

Mai | Aut horization Details Schema
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"$schema": "https://json-schema. org/draft/2020-12/schema",
"title": "Mail Authorization Details",
"type": "object",
"properties": {

“type": {

"const": "urn:ietf:paramns:oauth:auth-type:mil"
}1
"l ocations": {
"type": "array",

"itens": {
"type": "string",
"format": "uri"

}

ctions": {
"type": "array",
"itens": {
"type": "string",
"enunl': |
"list",
"create",
"read",
"updat e",
"del ete"

]

}

}

atatypes": {
"type": "array",
"itens": {
"type": "string",
"enunt': [
"fol der",
"message",
"flag"
]

}

}

ol l ections": {

"type": "array",

"itens": {
"type": "string"

}

}

},

"type_specific_details": {
"type": "object",
"properties": {
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"send_as_aliases": {
"type": "array",
"items": {

"type": "string"

}
}
}

b,

"required": [
"type",
"actions",
"dat at ypes"

]

}
A. 2. Cal endar Authorization Details Schema
{

"$schema": "https://json-schema. org/draft/2020-12/schema",
"title": "Calendar Authorization Details",
"type": "object",
"properties": {

“type": {

"const": "urn:ietf:paramnms: oaut h: aut h-type: cal endar”
}
"l ocations": {
"type": "array",

"itens": {
"type": "string",
"format": "uri"

}

ctions": {
"type": "array",
"itens": {
"type": "string",
"enunl': |
"list",
"create",
"read",
"updat e",
"del et e"

}

]
}

,atatypes": {
"type": "array",

}
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"type": "string",

"enunt': [
"cal endar",
"event",
"freebusy"

]
}

ol l ections": {
"type': "array",

}

"itens": {
"type": "string"
}
}
b,
"required": [
"type”,
"actions",
"dat at ypes"
]
}
A.3. Contacts Authorization Details Schema
{
"$schemn": "https://json-schema. org/draft/2020-12/schema",
"title": "Contacts Authorization Details”,
"type": "object",
"properties": {
"type": {
"const": "urn:ietf:params: oaut h: aut h-type: cont act s"
b,
"l ocations": {
"type": "array",
"itens": {
"type": "string",
"format": "uri"
}
b,
"actions": {
"type": "array",
"itens": {
"type": "string",
"enunt': [
"list",
"create",
"read",
Bunch Expires 21 January 2026
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"updat e",
"del ete"
]
}

atatypes": {
Iltypell: " ar.r.ayll1
"itenms": {
"type": "string",
"enunt': |
"addr essbook",
"contact"”

]

}

}

ol l ections": {
"type": "array",
"itens": {

"type": "string"

}

}

equired": [
"type",
"actions",
"dat at ypes"

}

}

Appendi x B. Changes from Versi on -00

July 2025

This version represents a significant revision based on initial
community feedback. The core focus has shifted fromdefining a | arge
set of granular scopes to a nore flexible and nodern franmework that
conbines a mninmal set of aggregate scopes with the structured data
nmodel of QAuth 2.0 Rich Authorization Requests (RAR) [RFC9396].

Maj or changes i ncl ude:

* The docunent title has been updated to reflect the new focus on

Ri ch Aut hori zati on Requests.

* The nunber of proposed scopes has been reduced to three primary
aggregate scopes (rmail, calendar, contacts) to provide a sinple

baseline for all clients.
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*

A new nmaj or section has been added defining RAR type val ues,
actions, datatypes, and customfields (collections,
type_specific_details) that allow for fine-grained perm ssion
requests.

The specification is now nore closely aligned with the structure
and intent of RFC 9396, including the use of URIs in the |ocations
field.

An appendi x has been added wi th non-normati ve JSON Schema
definitions for the proposed authorization_details objects.

Aut hor’ s Addr ess

Cinton Bunch
Eneral d G- oupware Project
Enmai | : cdbunch@ner al dgr oupwar e. org
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