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Abst r act

Thi s docunent defines a new verifiable data structure type for COSE
Receipts [I-D.ietf-cose-nerkle-tree-proofs] specifically for use with
| edgers based on post-order traversal binary Merkle trees and which
are designed for high throughput, ease of replication and
conpatibility with cormodity cloud storage.

Post -order traversal binary Merkle trees, also known as history
trees, are nore commonly known as Merkle Muntain Ranges.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 18 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

Author’'s Address . . . . . . . . . . . . . . . . . . . .. ... 20
I nt roduction

The COSE Receipts docunent [I-D.ietf-cose-nmerkle-tree-proofs] defines
a common framework for defining different types of proofs, such as
proof of inclusion, about verifiable data structures (VDS). For

i nstance, inclusion proofs guarantee to a verifier that a given
serializable element is recorded at a given state of the VDS, while
consi stency proofs are used to establish that an inclusion proof is
still consistent with the new state of the VDS at a later tine.

In this docurment, we define a new type of VDS: a post ordered binary
merkle tree is, logically, the unique series of perfect binary nerkle
trees required to commt its |eaves.

Exanpl e,

6
2 5
01347

This illustrates MVR(8), which is conprised of two perfect trees
rooted at 6 and 7. 7 is the root of a tree conprised of a single
el ement .

The peaks of the perfect trees formthe accumnul ator

The storage of a tree nmaintained in this way is addressed as a |inear
array, and additions to the tree are al ways appends.

Proving and verifying are defined in ternms of the cryptographic
asynchronous accunul at or descri bed by Reyzi nYakoubov
(https://eprint.iacr.org/2015/718.pdf). The technical advantages of
post-order traversal binary Merkle trees are discussed in
CrosbyWal | achSt or age
(https://static.usenix.org/event/sec09/tech/full _papers/crosby. pdf)
and Post OrderTlog (https://research. swtch. com t| og#appendi x_a) .

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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* A conplete MVR(n) defines an mt with n nodes where no equa
hei ght sibling trees exist.
* | shall be the index of any node, including |eaf nodes, in the MWR
* g shall be the zero based height of a node in the tree.
* H(x) shall be the SHA-256 di gest of any val ue x

* || shall mean concatenation of raw byte representations of the
referenced val ues.

In this specification, all nunbers are unsigned 64 bit integers. The
maxi mum hei ght of a single tree is 64 (which will have g=63 for its
peak) .

3. Description of the Verifiable Data Structure

Thi s docunents extends the verifiable data structure registry of
[I-D.ietf-cose-nerkle-tree-proofs] with the follow ng val ue:

[ ety sl e s ey e p——_—
| Nare | Val ue | Description | Reference

B e oo s oo ey e
| MVR_SHA256 | TBD_ 1 | Linearly addressed, | This |
| | (requested | position conmitting, | document |
| | assignnent 3) | MVR inplenmentations, | |
| | | such as the MVR | edger | |
S . e S I +

Table 1: Verifiable Data Structure Al gorithns
4. Inclusion Proofs

The CBOR representation of an inclusion proof is
i ncl usi on-proof = bstr .cbor [

; zero based i ndex of a tree node
i ndex: uint

; path proving the node’s inclusion
inclusion-path: [ + bstr ]

]
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Note that the inclusion path for the index |leads to a single
permanent node in the tree. This node will initially be a peak in
the accunul ator, as the tree grows it will eventually be "buried" by
a new peak.

4.1. inclusion_proof_path

i nclusion_proof _path(i, c¢) is used to produce the verification paths
for inclusion proofs and consi stency proofs.

G ven:

* ¢ the index of the last node in any tree which contains i

* i the index of the mm node whose verification path is required.
And t he met hods:

* index_hei ght (Section 9.1) which obtains the zero based height ¢
of any node.

And the constraints:
* | <=c¢

We define inclusion_proof_path as
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def inclusion_proof_path(i, c):
path = []
g = index_height (i)
whil e True:

# The sibling of i is at i +/- 2"(g+1)
si blingoffset = (2 << @)

# If the index after i is higher, it is the left parent,
# and i is the right sibling
i f index_height(i+1l) > g:

# The witness to the right sibling is offset behind i

isibling =i - siblingoffset + 1
# The parent of a right sibling is stored i nmedi ately
# after
i +=1
el se:

# The witness to a left sibling is offset ahead of
isibling =i + siblingoffset - 1

# The parent of a left sibling is stored inmediately after
# its right sibling
i += siblingoffset
# When the conputed sibling exceeds the range of MVR(C+1l),
# we have conpleted the path
if isibling > c:
return path
pat h. append(i si bl i ng)

# Set g to the height of the next itemin the path.
g += 1

5. COSE Receipt of Inclusion

The cbor representation of an inclusion proof is:
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pr ot ect ed- header-map = {
&alg: 1) =>int
&(vds: 395) => 3
* cose-label => cose-val ue

}

* alg (label: 1): REQU RED. Signature algorithmidentifier. Value
type: int.

* vds (label: 395): REQU RED. verifiable data structure algorithm
identifier. Value type: int.

The unprotected header for an inclusion proof signature is:
i nclusion-proofs = [ + inclusion-proof ]

verifiabl e-proofs = {
&(incl usion-proof: -1) => inclusion-proofs
}

unpr ot ect ed- header-map = {
& vdp: 396) => verifiable-proofs
* cose-label => cose-val ue

}

The payl oad of an inclusion proof signature is the tree peak
committing to the nodes inclusion, or the node itself where the proof
path is enpty. The algorithmincluded root (Section 5.2) obtains
this val ue.

The payl oad MJUST be detached. Detaching the payload forces verifiers
to reconpute the root fromthe inclusion proof, this protects against
i npl ementation errors where the signature is verified but the payl oad
mer kl e root does not match the inclusion proof.

5.1. Verifying the Receipt of inclusion

The inclusion proof and signature are verified in order. First the
verifiers applies the inclusion proof to a possible entry (set
menber) bytes. The result is the merkle root inplied by the

i nclusion proof path for the candidate value. The COSE Signl payl oad
MJUST be set to this value. Second the verifier checks the signature
of the COSE Signl. |If the resulting signhature verifies, the Receipt
has proved inclusion of the entry in the verifiable data structure.

If the resulting signature does not verify, the signature may have
been tanpered with.
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It is recomrended that inplenmentations return a single boolean result
for Receipt verification operations, to reduce the chance of
accepting a valid signature over an invalid inclusion proof.
As the proof nust be processed prior to signature verification the
i mpl ement ati on SHOULD check the |l engths of the proof paths are
appropriate for the provided tree sizes.

5.2. included_root

The al gorithmincluded _root cal cul ates the accunul ator peak for the
provi ded proof and node val ue.

G ven:

* i is the index the nodeHash is to be shown at

* nodehash the val ue whose inclusion is to be shown
* proof is the path of sibling values commtting i
And t he met hods:

* index_hei ght (Section 9.1) which obtains the zero based height g
of any node.

* hash_pospair64 (Section 8.2.1) which applies Hto the new node
position and its children

We define included root as
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6

def included_root (i, nodehash, proof):
root = nodehash
g = index_height (i)
for sibling in proof:

# If the index after i is higher, it is the left parent,
# and i is the right sibling

if index_height(i + 1) > g:
# The parent of a right sibling is stored i medi ately after
i =i +1
# Set ‘root’ to ‘H(i+1 || sibling || root)’
root = hash_pospair64(i + 1, sibling, root)

el se:

# The parent of a left sibling is stored inmediately after
# its right sibling.

i =i + (2 <<9)

# Set ‘root’ to ‘H(i+1 || root || sibling)
root = hash _pospair64(i + 1, root, sibling)

# Set g to the height of the next itemin the path.

g=9+1
# If the path I ength was zero, the original nodehash is returned
return root

Consi stency Proof

A consi stency proof shows that the accunmul ator, defined in
Reyzi nYakoubov (https://eprint.iacr.org/2015/718. pdf), for tree-
size-1 is a prefix of the accunulator for tree-size-2

The signature is over the conplete accurmul ator for tree-size-2
obt ai ned using the proof and the, supplied, possibly enmpty, list of
ri ght - peaks which conplete the accurmul ator for tree-size-2

The recei pt of consistency is defined so that a chain of cunulative
consi stency proofs can be verified together
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The cbor representation of a consistency proof is:
consi stency-path = [ * bstr ]
consi stency-proof = bstr .chor |

; previous tree size
tree-size-1: uint

; latest tree size
tree-size-2: uint

’

the inclusion path fromeach accunul ator peak in
; tree-size-1to its new peak in tree-size-2
consi stency-paths: [ + consistency-path ]
; the additional peaks that
; conplete the accumul ator for tree-size-2,
; when appended to those produced by the consistency paths
right-peaks: [ *bstr ]
6.1. consistency_proof path

Produces the verification paths for inclusion of the peaks of tree-
size-1 under the peaks of tree-size-2

ri ght-peaks are obtained by invoking peaks(tree-size-2 - 1), and
di scarding |l ength(proofs) fromthe left.

G ven:

* ifromis the last index of tree-size-1
* jto is the last index of tree-size-2
And t he nethods:

* inclusion_proof_path (Section 4.1)

* Section 9.2

And the constraints:

* jifrom<=ito

We define consistency_proof paths as
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def consistency_proof_paths(ifrom ito):
proof = []

for i in peaks(ifrom
proof . append(i ncl usi on_proof path(i, ito))

return proof
7. COSE Recei pt of Consistency
The cbor representation of an inclusion proof is:

pr ot ect ed- header-map = {
&alg: 1) =>int
& vds: 395) => 3
* cose-label => cose-val ue

}

* alg (label: 1): REQUI RED. Signature algorithmidentifier. Value
type: int.

* vds (label: 395): REQU RED. verifiable data structure algorithm
identifier. Value type: int.

The unprotected header for an inclusion proof signature is:
consi stency-proofs = [ + consistency-proof ]

verifiabl e-proofs = {
&(consi stency-proof: -2) => consi stency- proof

}

unpr ot ect ed- header-map = {
& vdp: 396) => verifiable-proofs
* cose-| abel => cose-val ue

}
The payl oad MJUST be detached. Detaching the payload forces verifiers
to reconpute the roots fromthe consistency proofs. This protects
agai nst inplenentation errors where the signature is verified but the
payl oad i s not genuinely produced by the included proof.

7.1. Verifying the Receipt of consistency

Verification accommpdates verifying the result of a cumulative series
of consi stency proofs.
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Performthe followi ng for each consistency-proof in the list,
verifying the signature with the output of the |ast.

1. Initialize current proof as the first consistency-proof.

2. Initialize accurmulatorfromto the peaks of tree-size-1 in the
current proof.

3. Initialize ifromto tree-size-1 - 1 fromthe current proof.
4. Initialize proofs to the consistency-paths fromthe current
pr oof .

5. Apply the algorithmconsistent_roots (Section 7.1.1)

6. Apply the peaks algorithmto obtain the accurmul ator for tree-
size-2

7. Fromthe peaks for tres-size-2, discard fromthe left the nunber
of roots returned by consistent_roots.

8. Create the consistent accunul ator by appendi ng the renmining
peaks to the consistent roots.

9. If there are no remaining proofs, use the consistent accunul ator
as the detached payl oad and verify the signature of the COSE
Si gnl.

It is recomended that inplenentations return a single boolean result
for Receipt verification operations, to reduce the chance of
accepting a valid signature over an invalid consistency proof.
As the proof nust be processed prior to signature verification the
i mpl ement ati on SHOULD check the lengths of the proof paths are
appropriate for the provided tree sizes.

7.1.1. consistent_roots

consi stent _roots returns the descendi ng height ordered list of
el ements fromthe accunul ator for the consistent future state

I mpl enent ati ons MJST require that the nunber of peaks returned by
Section 9.2(ifrom equals the nunber of entries in accumnul atorfrom

G ven:

* ifromthe last index in the conplete MVR from which consi stency
was proven.
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* accumul atorfromthe node val ues corresponding to the peaks of the
accunul ator for tree-size-1

* proofs the inclusion proofs for each node in accunul atorfrom for
tree-size-2

And t he nethods:
* included_root (Section 5.2)
* Section 9.2
We define consistent_roots as
def consistent_roots(ifrom accumulatorfrom proofs):

fronpeaks = peaks(ifrom

# if length(fronpeaks) != length(proofs) -> ERROR
roots = []
for i in range(len(accurulatorfrom):

root = included_root (

fronpeaks[i], accumulatorfronfi], proofs[i])
if roots and roots[-1] == root:
conti nue
roots. append(root)
return roots

8. Appending a | eaf

An al gorithmfor appending to a tree naintained in post order |ayout
i s provided.

8.1. add_l eaf _hash
VWhen a new node is appended, if its height matches the height of its
i medi at e predecessor, then the two equal height siblings MJST be
merged. Merging is defined as the append of a new node which takes
the adjacent peaks as its left and right children. This process MJST
proceed until there are no nore conpletable sub trees.
add_I| eaf _hash(f) adds the | eaf hash value f to the tree.

G ven:
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*
val ue x

db an interface supporting append(entry)
-> entry net hods.

And t he net hods:

*

i ndex_hei ght (Section 9.1)

Section 8.2.1

W define add_| eaf _hash as

Decenber 2025

f the leaf value resulting fromH(x) for the caller defined |eaf

-> index and get (i ndex)

def add_| eaf _hash(db, f: bytes):
# Set g to 0, the height of the leaf itemf
g=0
t i to the result of invoking Append(f)

# Se
i = db. append(f)

# If index_height(i) is greater than g (#l ooptarget)
whil e index_height(i) > g:

# Set ileft to the index of the left child of i,

# which is i - 27(g+l)

ileft =i - (2 << g)

# Set iright to the index of the the right child of i,

# whichisi - 1

iright =i - 1

# Set vto Hi + 1] Get(ileft) || Get(iright))

# Set i to the result of invoking Append(v)

i = db. append(

hash_pospair64(i +1, db.get(ileft),

# Set g to the height
g +=1

of the newi,

return i

Bryce Expires 18 June 2026
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8.2. Node val ues

Interior nodes in the tree MIJST prefix the value provided to H(x)
wi th pos.

The value v for any interior node MJST be H(pos || Get(LEFT_CH LD) ||
Get (RI GHT_CHI LD))

The algorithmfor |leaf addition is provided the result of H(x)
directly.

8.2.1. hash_pospair64

Returns H(pos || a || b), which is the value for the node identified
by index pos - 1

Editors note: How this draft accomobdates hash alg agility is thd.
G ven:
* pos the size of the MVR whose |ast node index is pos - 1
* athe first value to include in the hash after pos
* b the second value to include in the hash after pos
And the constraints:
*  pos < 2764
* a and b MJUST be hashes produced by the appropriate hash alg.
We define hash_pospair64 as
def hash_pospair64(pos, a, b):

Note: Hash algorithmagility is tbd, this exanple uses SHA-256
= hashl i b. sha256()

S H

# Take the big endian representation of pos

h. updat e(pos.to_bytes(8, byteorder="big", signed=False))
h. updat e(a)

h. updat e( b)

return h.digest()
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9. Essential supporting algorithns
9.1. index_height
i ndex_height(i) returns the zero based height g of the node index i
G ven:
* i the index of any mmr node.
We define index_hei ght as
def index_height(i) -> int:
pos =i + 1
whil e not all_ones(pos):
pos = pos - nost_sig_bit(pos) + 1
return bit_length(pos) - 1
9.2. peaks

peaks(i) returns the peak indices for MVWR(i+1), which is also its
accunul at or.

Assumes MMR(i +1) is conplete, inplenmentations can check for this
condition by testing the height of i+1

G ven:
* | the index of any mmr node.
We define peaks

def peaks(i):

peak = 0

peaks = []

s =i+l

while s I'= 0:
# find the highest peak size in the current MVR(S)
hi ghest _size = (1 << log2floor(s+1)) - 1
peak = peak + highest_size
peaks. append( peak- 1)
s -= hi ghest_size

return peaks
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10.

10.

10.

11.

11.

11.

12.

Security Considerations
See the security considerations section of:
* [ RFC9053]
1. Detection of inproper inclusion
A receipt of inclusion shows only that the element is included in the
| edger. Defining whether that inclusion was legitimate, or in sone
way valid, is out of scope for this docunent.
2. M sbehaving Ledgers
A | edger can m sbehave in several ways. Exanples include the
following: failing to incorporate a leaf entry in the MVR, presenting
different, conflicting views of the MR at different tinmes and/or to
different parties.

Detection of a failure to include itenms in the first place is out of
scope for this docunent.

Havi ng i ncluded an el enent, |edger inplenmentations using this draft
MUST use consi stency proofs as the basis for proving entries are not
nmoved, nodified or excluded in future states of the MMR Sinmilarly,
consi stency proofs MJST be the basis for proving the unequivoca
hi story of additions.

I ANA Consi derations
Editors note: Hash agility is desired. W can start wth SHA-256
Two of the referenced inplenentations use BLAKE2b-256, W would |ike
to add support for SHA3-256, SHA3-512, and possibly Keccak and
Peder sen.
1. Additions to Existing Registries
Editors note: todo registry requests
2. New Registries

Nor mat i ve Ref erences
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Appendi x B. Assumed bit primtives
B.1. 1og2fl oor
Returns the floor of log base 2 x

def 1 o0g2fl oor(x):
return x.bit_length() - 1

B.2. npst_sig bit
Returns the mask for the the nobst significant bit in pos

def nobst_sig_bit(pos) -> int:
return 1 << (pos.bit_length() - 1)

The following printives are assuned for working with bits as they
commonly have library or hardware support.

B.3. bit_length

The m ni mum nunber of bits to represent pos. b01l1 would be 2, b010
woul d be 2, and b001 woul d be 1.

def bit_l ength(pos):
return pos.bit_I|ength()

B.4. all _ones

Tests if all bits, fromthe nost significant that is set, are 1
b0111 woul d be true, b0101 woul d be fal se.

def all _ones(pos) -> bool
nmsb = nost_si g _bit(pos)
mask = (1 << (nmsb + 1)) - 1
return pos == mask
B.5. ones_count
Count of set bits. For exanple ones_count(bl0l) is 2

B.6. trailing zeros

(v & -v).bit_length() - 1
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