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Abstract

Traffic exchanged over a network may be subject to rate-limt
policies for various operational reasons. This docunent specifies a
generic object (called, Throughput Advice) that can be used by
mechani sms for hosts to dynamically di scover these network rate-limt
policies. This information is then passed to applications that m ght
adj ust their behaviors accordingly.

The design of the throughput advice object is independent of the
di scovery channel (protocol, APlI, etc.).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 Cctober 2025.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Wng, et al. Expi res 30 October 2025 [ Page 1]



I nternet-Draft SCONE Bl ob April 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 2
2. Wiat's Qut? . . 4
3. Conventions and Deflnltlons . 5
4. Sanpl e Depl oynent Cases . 5
5. Throughput Advice Object 6
5.1. Throughput Paraneters . 6
5.2. Overall Object Structure . . 7
5.3. Throughput Advice |Instance Attrlbutes . e 9
6. Exanples . . . e 0
7. Security Cbn3|derat|ons e 24
8. | ANA Considerations . . . T 4
8.1. Rate-Limt Policy ijects Reglstry (}oup e
8.2 Instance Flags Registry . . . . . P %2
8.3. Traffic Category Registry . . . . . . . . . . . . . . . . 13
8.4. Rate Parameters Registry . . . . . . . . . . . . . . . . 13
9. References . . . 0
9.1. Normative References 0
9.2. Informative References . . . B
Appendi x A, Overvi ew of Network Rate- L|n1t PoI|C|es . . . . . . 16
Acknowl edgnments . . . . . . . . . . L . L . L . . ... 17
Authors’ Addresses . . . . . . . . . . . . . . . ..o .01y
1. Introduction

Connectivity services are provided by networks to custoners via

dedi cated terminating points, such as custoner edges (CEs) or User
Equi prent (UE). To facilitate data transfer via the provider

network, it is assumed that appropriate setup is provisioned over the
| inks that connect custoner termnating points and a provider network
(usually via a Provider Edge (PE)), successfully allow ng data
exchange over these links. The required setup is referred to in this
docunent as network attachnents, while the underlying link is
referred to as "bearers".
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The bearer can be a physical or logical link that connects a custoner
device to a provider network. A bearer can be a wireless or wired
link. The same or multiple bearer technol ogies can be used to
establish the bearer (e.g., WLAN or cellular) to graft custoner

term nating points to a network.

Figure 1 shows an exanmple of a network that connects CEs and hosts
(UE, for exanple). These CEs are servicing other (internal) hosts.
The identification of these hosts is hidden fromthe network. The
policies enforced at the network for a network attachnent are per-
subscriber, not per-host. Typically, if a CEis provided with a /56
| Pv6 prefix, policies are enforced in the network on that /56 not the
i ndividual /64s that will be used by internal hosts. A customer
term nating point may be serviced with one (e.g., UE#l1l, CE#1, and
CE#3) or multiple network attachments (e.g., CE#2). For the sake of
sinmplicity, Figure 1 does not show the interconnection with other
networks or multi-homed CEs.

Host s
00O
\ |/
| P + | FooNA--- -+ |
| UE#1 | | | +---NA----+ CE#2 |
LA 1 +"'NA""+ | LA 1
| Net wor k |
L . c---NA----+ |
I I I I I pmmme :
| CE#1 +------ ’ | +---NA----+ CE#3 |
L 1 | | L 1
[\ B ’ [\
00O 00O
Host s Host s

Figure 1. Sanple Network Attachnents

Customer term nating points are provided with a set of information
(e.g., IP address/prefix) to successfully be able to send and receive
traffic over a network attachnent. The required set of paranmeters to
provision a network attachment is a function of the connectivity
service offering. For exanple, a very limted set of paraneters is
required for mass-nmarket service offering while a nore el aborated set
is required for Enterprise services. A conprehensive |ist of

provi sioni ng paraneters that are avail able on the PE-side of a
network attachment is specified in

[1-D.ietf-opsawg-ntw attachnment-circuit].
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As discussed, e.g., in Section 4.2 of [RFC7567], packet dropping by
net wor k devi ces occurs mainly to protect the network (e.g.,

congesti on-unresponsi ve flows) and also to ensure fairness over a
shared Iink. These policies may be intentional policies (e.qg.,
enforced as part of the activation of the network attachnent and
typically agreed upon service subscription) or be reactive policies
(e.g., enforced tenporarily to nmanage an overload or during a DDoS
attack mtigation). Rate-limts are usually configured in (ingress)
nodes. These rate-limts can be shared with custonmers when
subscribing to a connectivity service (e.g., "A YANG Data Mdel for
Layer 2 Virtual Private Network (L2VPN) Service Delivery" [RFC8466]).

Section 5 defines a set of parameters that can be used by networks to
share the rate-linit policies applied on a network attachment:

Thr oughput Advice. The set of paraneters are independent of the
address famly

Thi s docunent does not assune nor preclude any specific signaling
protocol to share the throughput advices. These paraneters are

i ndependent of the channel that is used by hosts to di scover such
pol i ci es.

Whet her host-to-network, network-to-host, or both policies are
i ncluded in throughput advice is deploynment specific. Al these
combi nations are supported in this docunent.

Al so, one or nore throughput advice instances may be returned for a
given traffic direction. Exanples of such instances are discussed in
Section 6.

As one can infer fromthe nanme, a throughput advice is advisory in
nature. The advice is provided solely as a hint.

In order to ease mapping with specific signaling nechanisns, allow
for future extensions, and ensure consistent use of the advice, a new
| ANA registry is created in Section 8.

2. Wat’'s Qut?

Thi s docunent does not nmmke any assunption about:

* The type of network (fixed, cellular, etc.) that term nates a
network attachment.

* The services or applications that are delivered over a network

attachnent. \Whether one or nultiple services are bound to the
sanme network attachnent is depl oynment specific.
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* How the throughput advice is conputed/set.

* The protocol machinery for validating, refreshing, detecting
stale, and flushing out received advices.

* How applications running over a host can learn the bitrates
associ ated with a network attachnment. Typically, this can be

achi eved by invoking a dedicated API. However, the exact details
of the API(s) is OS-specific and, thus, out of scope of this
docunent .

3. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nakes use of the following term

Rate-limt: Used as a generic termto refer to a policy to restrict
the maximum bitrate over a network attachnent.

It can be used with or without any traffic classification
Arate-limt can involve limting the rate and/or burst size.
4. Sanpl e Depl oynent Cases

Sone depl oynent use cases for throughput advice discovery are
provi ded bel ow:

Adaptive Application Behavior: Discovery of intentional policy
appl i ed on network attachnments when such information is not nade
avai l abl e during the service activation or when network upgrades
are performed. Adaptive applications will use the information to
adj ust their behavior.

Concretely, applications are supposed to have access to all
t hroughput advi ce i nstances and woul d, thus, adjust their behavior
as a function of the paraneters indicated in a throughput policy.

Li kewi se, a host with multiple network attachments may use the
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di scovered throughput advice instances over each network
attachnent to decide howto distribute its fl ows over these
network attachments (prefer a network attachment to place an
application session, mgrate connection, etc.). That's said, this
docunent does not nmake any recommendati on about how a receiving
host uses the di scovered policy.

The t hroughput advice can feed mechani sms such as Section 4.4.2 of
[ RFC7661] or Section 7.8 of [RFC9002] to control the maxi num bur st
si ze.

Net work Assisted OFfload: A network nmay advertize a throughput
advice when it is overloaded, including when it is under attack.
The rate-limt policy is basically a reactive policy that is neant
to adjust the behavior of connected hosts to better control the
| oad during these exceptional events (issue with RAN resources,
for exanple).

The mechani sm can al so be used to enrich the tools that are
al ready available to better handle attack traffic close to the
source [ RFCI066] .

Better Local Services: A user nmay configure policies on the CE such
as securing sone resources to a specific internal host used, e.g.,
for ganming or video streami ng. The CE can use the throughput
advice to share these rate-limt policies to connected hosts to
adjust their forwardi ng behavior. Controlling the |oad at the
source will allowto partition the resources between connected
host s.

5.  Throughput Advice Object
5.1. Throughput Parameters

The t hroughput advice paraneters | everage existing technol ogies for
configuring policies in provider networks. Appendix A provides a
brief overview of how i nbound policies are enforced in ingress
networ k nodes. The reader may refer to [ RFC2697], [RFC2698], and

[ RFC4115] for exanpl es of how various combinations of Commtted
Information Rate (CIR), Conmitted Burst Size (CBS), Excess
Information Rate (EIR), Excess Burst Size (EBS), Peak Information
Rate (PIR), and Peak Burst Size (PBS) are used for policing.
Typi cal | y:

* A Single-Rate, Two-Col or Marker (1r2c) uses CIR and CBS

* A Single-Rate, Three-Col or Marker (1r3c) [RFC2697] uses CI R, CBS,
and EBS.
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* A Dual -Rate, Three-Col or Marker (2r3c) [RFC2698] uses CI R, CBS,
PIR, and PBS

* 2r3c when inplenented with [ RFC4115] uses CIR, CBS, EIR, and EBS
This node allows for a better handling of in-profile traffic
(refer to Section 1 of [RFC4115] for nore details).

An i nmpl enent ati on exanpl e of these variants (and others) can be found
at [ VPP].

This version of the docunent uses the commobn denom nator of all these
policies: C R CBS

5.2. Overall Object Structure

A t hroughput advice object may include multiple throughput advices
(referred to as "throughput advice instances"), each covering a
specific match criteria. Each of these instances adheres to the
structure defined in Section 5. 3.

Thr oughput advi ce objects are bound to the network interface over
whi ch the advi ce was received

The t hroughput advice object is described in CDDL [ RFC8610] format
shown in Figure 2. This format is nmeant to ease mapping with
encodi ng specifics of a given discovery channel that supplies the
t hr oughput advi ce.
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; Provides information about the rate-limt policy that is
; enforced for a network attachnent.
; One or nore throughput instances can be present in an advice.

t hroughput -advi ce = [+ throughput-instance]

t hroughput -i nstance = {
? instance-flags => fl ags,
? traffic-category => category,
throughput => rate-limt

}

; Indicates scope, traffic direction, and reliability type.

; Default value for scope is per subscriber policy.

; Default value for direction is network-to-host direction

; Default value for reliability is false (i.e., the policy is

; applicable to both reliable and unreliable traffic).

; If any of these paraneters is not present, this is equival ent
; to enclosing the paraneter with its default val ue.

flags = {
? scope: &scope-values .default subscriber,
? direction: &direction-values .default n2h
?reliability: &eliability-values .default any

}

scope-val ues = (subscriber: 0, host: 1, flow 2)
direction-values = (n2h: 0, h2n: 1, bidir: 2)
reliability-values = (any: 0, reliable: 1, unreliable: 2)

; Indicates traffic category to which the policy is bound.
; If the value is set to O, this nmeans that the policy is
; enforced for all traffic.

category = {
? tc: uint .default O
}

; Indicates the rate and burst |imts.
; Only CIR/CBS are nmandatory to include.

rate-limt = {
cir: uint, . Mops
cbs: uint .gt O, ; bytes
}

Fi gure 2: Throughput Advice Object Format in CDDL
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5.3.

Throughput Advice Instance Attributes

This section defines the set of attributes that are included in a
t hroughput advi ce instance:

Instance Flags (I F): These flags are used to express sonme generic
properties of the applicability of the instance. The follow ng
flags are defined:

W ng,

S (Scope): Indicates the granularity of enforcing policies.

Thi s paraneter specifies whether the policy is a per-
subscri ber, per-host, or per-flow policy.

D (Direction): Indicates the direction on which to apply the

encl osed policy.

When set to "00b", this flag indicates that this policy is for
net wor k-t o- host direction.

VWhen set to "01b", this flag indicates that this policy is for
host -t o- network direction

When set to "10b", this flag indicates that this policy is for
bot h net wor k-t o- host and host-to-network directions.

R (Reliability): Indicates the reliability type of traffic on

U

which to apply the encl osed policy.

For exanple, reliable could map to Queue-Building (@) and
unreliable could map to Non- Queue-Building (NQB). One of the
ways for application to nake reliability markings visible is by
followi ng, e.g., the considerations in Section 4 of
[1-D.ietf-tsvwg-ngb].

When set to "00b", this flag indicates that this policy is for
both reliable and unreliable traffic.

When set to "01b", this flag indicates that this policy is for
unreliable traffic.

When set to "10b", this flag indicates that this policy is for
reliable traffic.

No meaning is associated with setting the field to "11b". Such
val ue MJST be silently ignored by the receiver

Unassi gned flags. See Section 8. 2.
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TC (Traffic Category): Specifies a traffic category to which this
policy applies.
The foll owi ng val ues are support ed:
* "0": Al traffic. This is the default val ue.
* 1-63: Unassigned values. See Section 8. 3.

Conmitted Infornmation Rate (CIR) (Mops): An average rate that
speci fies the maxi mum nunber of bits that a network can send (or
receive) during one second over a network attachnent.

The CI R value MUST be greater than or equal to O.

If set to O (or a very low value), this indicates to the host that
alternate paths (if any) should be preferred over this one.

This paraneter is mandatory.

Conmitted Burst Size (CBS) (bytes): Specifies the maxi mum burst size
that can be transmitted at CIR

MJUST be greater than zero
This paraneter is mandatory.
6. Exanples
For the sake of illustration, Figure 3 exenplifies the content of a
t hroughput advi ce using JSON notations. The advice includes one

rate-limt instance that covers network-to-host traffic direction and
is applicable to all traffic destined to any host of a subscriber

{
"t hroughput - advi ce": |

"direction": O,

"scope": O,
"tc": 0,
"cir": 50,
"cbs": 10000

Figure 3: A JSON Exanpl e
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The advice conveyed in Figure 4 is sinilar to the advice in Figure 3.
The only difference is that default values are not explicitly
signaled in Figure 4.

{
"t hr oughput - advi ce": [
{
"cir": 50,
"cbs": 10000
}
]
}

Figure 4: A JSON Exanple with Default Values Not Explicitly Signal ed

Figure 5 shows the exanple of an advice that encl oses two instances,
each for one traffic direction.

{
"t hroughput - advi ce": |
{
"direction": O,
"cir": 50,
"cbs": 10000
b,
{
"direction": 1,
"cir": 30,
"cbs": 8000
}
]
}

Figure 5: A JSON Exanple with Both Traffic Directions

If both directions are covered by the sanme rate-limt policy, then
the advice can be supplied as shown in Figure 6

{
"t hroughput - advi ce": |
"direction": 2,
"cir": 50,
"cbhs": 10000
}
]
}
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Figure 6: A JSON Exanple with Single Bidir Rate-Linit Policy
7. Security Considerations
As discussed in Section 4, sharing a throughput advi ce hel ps networks
mtigate overloads, particularly during periods of high traffic

vol une.

An attacker who has the ability to change the throughput advice
obj ects exchanged over a network attachnment nmay:

Decrease the bitrate value: This nay |ower the perceived QS if the
host aggressively lowers its transnission rate.

Increase the bitrate value: The network attachment will be
overl oaded, but still the rate-limt at the network will discard
excess traffic.

Del ete or renmove the advice: This is equivalent to deploynments where
the advice is not shared.

8. | ANA Consi derati ons
8.1. Rate-Limt Policy Objects Registry Goup

Thi s docunent requests IANA to create a new registry group entitled
"SCONE Rate-Limt Policy Objects”.

8.2. Instance Flags Registry
Thi s docunent requests IANA to create a new registry entitled
"Instance flags" under the "SCONE Rate-Limt Policy Objects" registry
group (Section 8.1).

The initial values of this registry is provided in Table 1.
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R bty ey Lty ey o
| Bit Position | Label | Description | Reference |
e el e sl e s sty
| 1 | S | Scope | This-Docunent |
I +------- L i I i +
| 2-3 | D | Direction | This-Docunment |
i I +----- - I i I I T +
| 4-5 | R | Reliability | This-Docunment |
I i T +------- F-- - - - - - S I +
| 6-8 | | Unassigned | |
I +------- L i I i +

Table 1: Instance Fl ags

The allocation policy of this newregistry is "I ETF Revi ew'
(Section 4.8 of [RFC8126]).

8.3. Traffic Category Registry
Thi s docunent requests IANA to create a new registry entitled
"Traffic Category Types"” under the "SCONE Rate-Limt Policy Objects”
registry group (Section 8.1).

The initial values of this registry is provided in Table 2.

[ ool oo el s s ©}
| Value | Description | Reference |
+o——oo-o4 o4 oD ——————=—=+4
| O | Al traffic | This-Docunent |
+------- I I I T +
| 1-63 | Unassigned | |
+------- I i +

Table 2: Traffic Category Val ues

The allocation policy of this newregistry is "I ETF Revi ew'
(Section 4.8 of [RFC8126]).

8.4. Rate Parameters Registry
Thi s docunent requests IANA to create a newregistry entitled "Rate
Par anet ers" under the "SCONE Rate-Limt Policy Objects" registry
group (Section 8.1).

The initial values of this registry is provided in Table 3.
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[ ool s e s e e el s
| Parameter | Description | Mandatory | Reference |
I I | (YN I I
B Sl e el el s ety
| cir | Committed Information | Y | This-Docunent |
I | Rate (CR) I I I
I I T R R I I I T +
| cbs | Committed Burst Size | Y | This-Document |
I | (CBY) I I I
F-- - - - B e ] F-- - - - i I +

Table 3: Initial Rate Paraneters Val ues Val ues

The allocation policy of this new registry is "I ETF Revi ew'
(Section 4.8 of [RFC8126]).
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Appendi x A, Overview of Network Rate-Linit Policies

As discussed, for exanple in [I-D.ietf-teas-5g-ns-ip-npls], a
provi der network’s inbound policy can be inpl enented using one of
fol |l owi ng options:

*

W ng,

1r2c (single-rate two-color) rate linter

This is the nost basic rate |limter, described in Section 2.3 of

[RFC2475]. It neters at an ingress interface a traffic stream and
marks its packets as in-profile (below CIR being enforced) or out-
of -profile (above CIR being enforced). |In-profile packets are

accepted and forwarded. Qut-of profile packets are either dropped
right at the ingress node (hard rate liniting), or remarked (with
different MPLS TC or DSCP TN markings) to signify ’this packet
shoul d be dropped in the first place, if there is a congestion
(soft rate limting), depending on the business policy of the
provi der network. |In the second case, while packets above CIR are
forwarded at an ingress node, they are subject to being dropped
during any congestion event at any place in the provider network.

2r3c (two-rate three-color) rate limter
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This was initially defined in [ RFC2698], and its inproved version
in [RFC4115]. The traffic is assigned to one of the these three
cat egori es:

- Geen, for traffic under CIR
- Yellow, for traffic between CIR and PIR
- Red, for traffic above PIR

An inbound 2r3c neter inplenented with [ RFC4115], conpared to

[ RFC2698], is nore 'customer friendly’ as it doesn’t inpose

out bound peak-rate shapi ng requirements on custoner edge (CE)
devices or hosts. 2r3c meters in general give greater flexibility
for provider network edge enforcenment regardi ng accepting the
traffic (green), de-prioritizing and potentially dropping the
traffic on transit during congestion (yellow), or hard dropping
the traffic (red).
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