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Abstract

Thi s docunent provides an anal ysis of various SCONE solutions to
share the throughput advice.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction
The docunent provides an anal ysis of proposed SCONE solutions to
share the throughput advice. The currently analyzed sol utions
(listed in al phabetic order) are as foll ows:

MASQUE: " MASQUE extension for signaling throughput advice"
[1-D.ihlar-scone-nmasque- nedi abi trat e]

See Section 3. 2.
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NRLP: "Discovery of Network Rate-Limt Policies (NRLPs)"
[1-D. brw scone-rate-policy-di scovery]

See Section 3. 3.

TRONE: "Transparent Rate Optinization for Network Endpoints ( TRONE)
Protocol" [I-D.thoji-scone-trone-protocol]

See Section 3.4.
2. Criteria Cassification
The following categories are used to classify the various criteria:

Security/Privacy (Sec): Indicates whether this inpacts security/
privacy. Sone of the criteria that are classified as security-
related may al so have inplications on the efficiency of sharing an
advice (e.g., as that is likely to be ignored).

Sone security/privacy criteria are as foll ows:

* Zero-trust security: Only authorized network el ements nust
provi de the throughput advice.

* Privacy: Indicates whether a solution does not reveal any
details about the app or server identity.

* NMbbility: Indicates whether a solution supports guards agai nst
a malicious app that keeps changing the 5-tuple to evade rate-
limt enforcenment by the network.

Depl oyability (Dep): Captures criteria that are inportant for
unl ocki ng the depl oynent of a solution at both network and host
si des.

A deployability hurdle would be typically the msalignnment of

i ncentives between those receiving the benefit vs. those bearing
the cost of providing the benefit (Section 3.3 of
[I-D.narten-radir-problemstatenent]). For exanple, the sender of
the advice should see (inmedi ate) benefits.

Sone ot her deployability criteria are as foll ows:
* Fate sharing: reflects whether the mechani smused to advertise

the throughput advice shares the fate of the rest of the
networ k configuration on the host.
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* Atonmic configuration: |Indicates whether the throughput advice
can be | earned using very few packets and whet her changes to
the policy require sharing the entire policy or just the
rel evant part.

Performance (Per): My inpact the performance of the network device
that enabl es the solution and/or the performance of the flow.

Service Interference (Int): Captures inplications on other services
(e.g., side effects).

For exanple, tweaking MU nay have an inplication on all the flows
that share the same network attachnent, not only those that
consunmes an advice. Likew se, requiring address sharing has a

pl enty of issues that are discussed in [RFC6269]. Also, relying
upon an explicit proxy would penalize the proxy which could serve
bot h good and 'bad’ clients (e.g., launching Layer 7 DDoS

att acks).

Functional (Fun): Characterizes the functional capabilities offered
by activating a solution

Sone exanples of functional criteria are as follows:

* Updatability: indicates whether a solution allows to update
hosts with policy changes at any tine.

* Path coupl ed signaling/Path decoupl ed signaling: Indicates
whet her solution allows for the entity to share the advice be
on-path or off-path. This criterion is also neant to assess
the deploynment flexibility offered by a sol ution

* Support cascaded environnents: Rate-limts may be enabl ed at
several levels. For exanple, rate-limts may be enforced on
the CPE in the home network for the endpoints attached to it
and in the provider network to rate-limt the traffic fromthe
subscriber. This criterion indicates whether such setups are
support ed.

A criterion may belong to one or nore categories.

B s s pep Cjjpu gt sl p ey e pejeey e pejepet o}
| Criteria| Sec | Dep | Per | Int | Fun |
oo =4 === === === ===+
| Prot ocol ossification | | | | | X
i e +----- +----- +----- +----- +----- +
| Zero-trust security | X | | | | |
I T I T I +----- +----- +----- +----- +----- +
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I Privacy | X | I I I I

o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| Guard agai nst random advice | X | | | | |
| injection by an on-path attacker | | | | | |
o m e e e e e e e e e eee o on +--m o= +--m o= +--m o= +--m o= +--m o= +
| Mobility (guard against changing | X | | | | X

I 5-tuple) | I I I I I
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| Require guards agai nst app abuse | X | | | | X

T +----- +----- +----- +----- +----- +
| Fate sharing | | X | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Atonic configuration | | X | | |
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| Updatability | | | | | X |
T +----- +----- +----- +----- +----- +
| Integration with network | | X | | |
| managenent tool s | | | | | |
o m e e e e e e e e e e mee— oo - +--- - - +--- - - +--- - - +--- - - +--- - - +
| Applicable to QU C | | | | | X ]
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Applicable to any application | | | | | X |
o m e e e e e e e e e eee o on +--m o= +--m o= +--m o= +--m o= +--m o= +
| Require an CS APl | | X | | | |
o m e e e e e e e e e e mee— oo - +--- - - +--- - - +--- - - +--- - - +--- - - +
| Requires PvD | | X ] | | |
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Support cascaded environnents | | | | | X

o m e e e e e e e e e eee o on +--m o= +--m o= +--m o= +--m o= +--m o= +
| Pat h coupl ed signaling | | X | | | X
o m e e e e e e e e e e mee— oo - +--- - - +--- - - +--- - - +--- - - +--- - - +
| Pat h decoupl ed signaling | | X ] | | X

T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Traffic direction (h2n, n2h, | | | | | X

I both) | I I I I I
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Per-host policies | | | | | |
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| Per - subscri ber policies | | | | | |
T +----- +----- +----- +----- +----- +
| Ext endabl e | | | | | X
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Requi re data pl ane upgrade/ | | X | | |
I change | I I I I I
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Require transport payl oad | | X | | | |
| i nspection (network) | | | | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
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| Require transport payl oad | | X | | |
| i nspection (host) | | | | | |
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Require flow inspection and | X | | | | |
| tracki ng (network) | | | | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Require steering policies on the | | X | | |
I host | I I I I I
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Depend on the server to consune | | X | | | |
| the signal | | | | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| | npact the connection setup | | | | | X

I del ay | I I I I I
T +--m - - +--m - - +--m - - +--m - - +--m - - +
| Require the identity of the | X | | | | X

| target server | | | | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Requi re MIU tweaki ng | | X | X |
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| Incur multi-layer encryption | | X | X | | |
T +----- +----- +----- +----- +----- +
| I'ncur nested congestion control | | X | X | | |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Incur nmultiple round-trips | | X | X | | |
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +
| For war di ng pef ormance inpact | | X | X | X | |
T +----- +----- +----- +----- +----- +
| | P address sharing issues | | X | X |
o e e e e e e e e e e eee— oo n +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| Penal i zi ng the proxy | | X | X |
o e e e e e e e e e e e e e m e e o Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +

Table 1: Criteria Cassification
3. Detailed Analysis

3.1. Sunmary

B S el Ll ety ety Ll et o
| Criteria | MASQUE | NRLP | TRONE | Else

B s e s el e el e pee e peeg T pej e o
| Protocol | TBC | N | TBC | TBC |
| ossification | | | | |
i I +---- - - - +---- - - - +------- +------ +
| Zero-trust security | TBC | Y | TBC | TBC |
B T I T IR F-------- F-------- +------- +------ +
| Privacy | TBC | Y | TBC | TBC |
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Guard agai nst random| TBC |
advi ce injection by | |
an on-path attacker | |

Mobility (guard | TBC |
agai nst changi ng | |
5-tuple) | |

-------------------------------- S
Fate sharing | TBC |
-------------------------------- Fommm e - -+
Atomi c configuration | TBC |
-------------------------------- S
Updatability | TBC |
-------------------------------- S

Integration with | TBC |
net wor k managenent | |
tool s | |

Applicable to any | TBC |
application | |

-------------------------------- Fommmm e+
Require an OS APl | TBC |
-------------------------------- I
Requires PvD | TBC |
-------------------------------- Fommmmm-- 4

Support cascaded | TBC |
envi ronments | |

-------------------------------- e
Path coupled | TBC |

signaling | |
-------------------------------- Fommmmm-- 4
Pat h decoupled | TBC |

signaling | |
-------------------------------- e

Traffic direction | TBC |
(h2n, n2h, both) | |

-------------------------------- Fommmmm-- 4
Per-host policies | TBC |
-------------------------------- Fommmm e+
Per - subscriber | TBC |

policies | |
-------------------------------- e &
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Ext endabl e |

Require data pl ane
upgr ade/ change

Require transport
payl oad i nspection
(network) |

Require transport
payl oad i nspection
(host) |

Require flow |
i nspection and
tracking (network) |

Require steering
policies on the host |

Depend on the server
to consune the |
signal |

| mpact the |
connection setup |
del ay |

Require the identity
of the target server

Incur rmulti-Ilayer |
encryption |

I ncur nested |
congestion control |

Forwar di ng |
pef or mance i npact |
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| Penal i zing the proxy | TBC | N | TBC | TBC |
Table 2: Analysis Sunmary

Notes: (p) indicates the assessnent when PvD is used as NRLP
mechani sm

MASQUE (to be conpl eted by the authors of MASQUE)
.1. Key ldea
.2. Discussion
.3. Miin Expected Gains
.4. Costs
NRLP

1. Key ldea

NRLP | everages existing discovery nechani sns (DHCP, RA, PvD) for
networks to advertise throughout advices. The sane generic blob is
used i ndependent of the signaling mechanism NRLP operates within
the existing network/host trust nodel

Al so, NRLP does not introduce additional dependency that woul d hi nder
havi ng the benefits of enabling the NRLP feature.

2. Discussion

Only network elenments that are entitled to send DHCP/ RA/ PvD
configuration are allowed to share the throughput advices. As such,
NRLP has built-in:

* zero-trust nodel

* @uard agai nst random advi ce injection

Taking into account that NRLP advices are bound to a traffic
category, NLRP relies upon the OS to enforce the received policies
for applications falling under a traffic category (or all traffic).
I'n doing so, NRLP adheres to the follow ng:

* NMbbility (guard agai nst changi ng 5-tuple)

g, et al. Expi res 30 October 2025 [ Page 9]
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* Require guards agai nst app abuse: The OS can allocate network
resources nore fairly anong different processes, with NRLP
signals, ensuring that no single process nonopolizes the network.

NRLP neets the followi ng criteria:

* Fate sharing: RA/DHCP are needed anyway so that connectivity is
provi ded over a network attachnent. NRLP ensures that throughput
advi ces shares the fare of the other network configuration on the
host .

* Atom c configuration: Only one packet (e.g., RA) is required to
share the advice. Also, only a specific portion of the
configuration can be provided.

* Updatability/Proactive signaling: It is possible to change the
policy at any tinme and notify hosts (e.g., by sending a new RA).

G ven that NRLP advices are shared during the establishnment of a

networ k attachment and then as part of the nmaintenance of the
attachnment, NRLP is therefore:

* Applicable to any transport protocol: This allows specifically to

ensure a feature parity for applications that fall back to another
transport protocol (e.g., QUCto TCP)

* Applicable to QU C
* Applicable to any application
To that aim

* RA/DHCP NRLP requires an OS APl to expose the signal to
applications, and ensure application fairness.

* |f PvDis used, an app only needs to learn the PvD ID fromthe CS
(which is not specific to NRLP) and the PvD additional information
can be retrieved by the app itself (w thout any dependency on the
0s).

NRLP | everages existing mechani sns for the provisioning of network
attachnents, including supply of the various policies
([I-D.ietf-opsawg-ntw attachment-circuit]). Al so, NRLP | everages AAA
mechani sms (e.g., [RFC9445]). Therefore, NRLP eases:

* |Integration with network managenent tools

One of NRLP fl avors:

Wng, et al. Expi res 30 October 2025 [ Page 10]
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* Requires PvD discovery. This is not required for DHCP/ RA

NRLP does not restrict the depl oynment options as providers can depl oy
distributed or centralized DHCP servers, use relays, enable NRLP RA
in access routers, etc. Simlar to other network configuration

pur poses, NRLP has the follow ng capabilities:

* Support cascaded environnents. The throughput advice can even be
correlated with local conditions or policies as shown, e.g., in
Fi gure 1.

* Path coupled signaling

* Path decoupl ed signaling

| Host P - | |
| #1 | | |
Y ! [ TSR, +C| | |

nrip#2 | P +-------- + Net wor k |
----------- + E| nrlp#l | |
| Host | | | | | |
| #2 +---’ oL | |
Tee---- " nrlp#3 | |

Figure 1: Exanpl e of Cascaded NRLPs

The sane generic blob is used in NRLP i ndependent of the signaling
mechanism The blob is designed with the follow ng key
characteristics:

* Traffic direction (h2n, n2h, both): policies for one or both
directions can be suppli ed.

* Per-host policies: An explicit indication in inserted in the
advice to tag per-host policies.

* Per-subscriber policies: An explicit indication in inserted in the
advice to tag per-subscriber policies. This covers depl oynent
scenari os such as tethering or CPE-based service offerings.

*  Provide provisions for extensions: NLRP includes provisions for
future attributes that are tracked in I ANA registries.

G ven that NRLP | everages existing control plane nechani sns, NRLP
does not:

Wng, et al. Expi res 30 October 2025 [ Page 11]
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Suffer from protocol ossification issues

Requi re data pl ane upgrade/ change

Require transport payl oad inspection (network)
Require transport payl oad inspection (host)

Require flow inspection and tracki ng (network)

Al so, given that NRLP signals are exchanged before connection
establ i shnent, NRLP does not:

*

Depend on the server to consunme the signal: NRLP advices are
i medi at el y consumabl e by applications and do not require
involving a renote server

Require the identity of the target server to receive or consune
the advi ces.

Mor eover, NRLP does require any encapsul ation or proxy function at
the network. As such, NRLP does not:

*

W ng,

Require steering policies on the host to decide which flows are
eligible to the proxy service.

I mpact the connection setup delay: NRLP signals are avail able on
bootstrap of a host (and prior to any connection establishnent).

Requi re MIuU tweaki ng
Incur multi-layer encryption
I ncur nested congestion contro

Incur nmultiple round-trips: The signal is imediately available in
one packet (RA NRLP, typically).

Over head of unaut henticated re-encryption
Forwar di ng perfornmance i npact

| P address sharing issues: NRLP does not require changing the
source | P address used by a host.

Penal i ze any network node (a proxy, typically) which could serve
bot h good and bad clients (e.g., l|aunching Layer 7 DDoS attacks).

et al. Expi res 30 October 2025 [ Page 12]
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3.3.3.

*

3. 3. 4.

3.4. 1.

3.4.2.

3.4.3.

3.4. 4.

Mai n Expected Gai ns

Lower deploynment barrier to experinment in |large scale (no hardware
or software change is needed in network conmponents).

Schedul e network requests (independent of the transport protocol)

more efficiently, preventing network congestion, and inproving

overall stability and network performance.

Unl ock new services in |ocal networks and enhance the quality of

experience at the LAN by providing a sinple tool to conmunicate

| ocal policies to hosts.

Provi de a nechanismto assist networks nanaging the |oad at the

source and, thus, contribute to better handl e network overl oads

and optim ze the use of resources under non nom nal conditions.
Cost s

A simple configuration is required for I Pv4: DHCP flavor can be
provi ded by configuration of customoptions. Refer to
[ NRLP- W RE] .
A simlar configuration approach can be foll owed for DHCPv6.
A mnor change to the network is required for NRLP RA: upgrade
configuration of PE nodes with new Nei ghbor Discovery option
Note that all IPv6 hosts and networks are already required to
support Nei ghbor Discovery [ RFC4861].
An APl needs to be exposed on the host to share the advice with
applications (e.g., scutil on MacOS). No additional APl is needed
if PvDis used.
TRONE (to be conpleted by the authors of TRONE)

Key | dea

Di scussi on

Mai n Expected Gai ns

Cost s

4. Security Considerations

Security-related criteria are anal yzed for each proposed sol ution

W ng,
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5. | ANA Consi derati ons

Thi s docunent does not make any | ANA request.
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