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Abstract

Thi s docunent is neant to provide gui dance to various entities so
that they may inpl enent Brand Indicators for Message ldentification
(BIM). This docunment is a conpanion to various other BIM drafts,
whi ch shoul d first be consulted.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Brand | ndicators for Message ldentification (BIM) specification
i ntroduces a method by which Mail User Agent (MJA, e.g., an emil
client) providers conbi ne DMARC- based nessage authentication with
cryptographi c nethods to ensure the identity of a sender. If the
identity is ensured, the MJA can then retri eve sender-sel ected

i conography to display within the MJA. This displayed i conography
grants the sender brand inpressions via the BIM-capable MJA and
should be a driving factor for the adoption of authenticated emnail

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ BCP 14] [RFC2119] [RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Goals for BIM

As stated in other BIM drafts, BIM intends to advance emi l

aut hentication by granting a sending party brand inpressions as |ong
as the message passes authenticati on nechani sns and neets ot her
receiver qualifications (reputation, encryption, allow listing, et
cetera). DMARC currently has wi de adoption by sonme of the Internet’s
| arger brands, but there is still a long tail of small-to-nmediumsize
brands (and nmany | arge ones) that do not have it. Furthernore, nany
domai ns are not enpl oyi ng DMARC enf orcenment via quarantine or reject
policy, which may all ow domain inpersonation to continue. Because
BIM provides a visual presence in the inbox, and because visua

i npressions are desirable for brands, BIM provides an incentive for
mar keters to spur DMARC adoption, whereas a concern purely from
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3.

3.

3.

1.

2

security may not.
VWho shoul d inpl enent BIM ?
Br ands
Organi zations take great care to create and pronote the inmage

associated with their brand. By inplenenting BIM, and creating
addi tional inpressions, an organization can foster a stronger tie

with customers. |n exchange for positive authentication, and strong
DMARC policies, the MBP and MJA may show the associated | ogos with
those nessages. It should be noted that the donain hol der nust

i npl ement those strong policy on not just a sub-domain, but also the
Organi zati onal Domai n.

As a Brand hol der, you may need to satisfy these requirenents:

Ability to alter DNS to host a new TXT record

* A web server to host one or two files, depending on your
i mpl ement ati on

* |f you choose to obtain an evidence docunent, you will need a
person to act as a representative for your conpany

* The desire to have DMARC enforcenent (quarantine/reject) policies
on both the organizational and sub-domains. (ex., exanple.com and
sub. exanpl e. con)

* In the DMARC record, pct nust be absent or 100%

However, also note that BIM may not be for every donmain. For
exanple, it seens unlikely that a donmain would want to inplenment BI M
for person-to-person correspondence. O if a domain is not nmeant to
send enail, the domain holder may want to explicitly ensure the
domain is exenpted fromBIM via the BIM DNS record.

Recei ver

If your site satisfies the requirenents (#bim-site-requirenents),
this is likely a "yes".

As emai| has evol ved over the past three decades, it is no |longer a
medi um of nerely exchanging text, but of enabling people to build
rich experiences on top of it. BIM provides an incentive for brands
to send email nore securely because the desired behavior - a visua
inmprint in the inbox - first requires DVARC adoption
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3.

5.

5.

3.

4.

1.

MUA Aut hors

The Mail User Agent (MJA) is ultimately responsible for displaying
BIM |ogos. This could be an in-house/proprietary MJA, or sonething
nore generally available. While the MJA nay enabl e the display of
the 1 ogos, the responsibility for validating i nbound nessages lies
with the Receiver/MBP. MJA Authors should also allow users the
option to disable BIM 1ogo display.

MTF'A Aut hor s

The receiving MIA at the destination is the systemthat is best
suited to eval uate nessage authentication, as well as the DMARC and
BIM policies. The MIA would al so be responsible for creating the
addi ti onal headers that the MJAis neant to utilize. 1n an ideal
world, all MIAs woul d support BIM and allow the individual MBPs on
deploying BIM. The MIA would also ideally allow the MBP to
alternately utilize a proxy instead of the direct URL retrieved from
the BIM record or evidence docunent.

Ter mi nol ogy
The following terns are used throughout this docunent.

MTA

MUA

DKI M

SPF

DVARC

VBP

Al'i gnnent
Verified Mark Certificate (VM)
Reci pi ent Dormai n
Sendi ng Domai n
MVA

EE S T T R T I

For definitions of these terns, see the Appendi x.
Recei vers
Site inplenentations

In order for a site to correctly inplement BIM, the receiver nust be
able to performthe foll ow ng:

Val i dat e SPF
Val i dat e DKI M si gnat ures
* Val i dat e DMARC
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Di scover and fetch a BIM assertion record using DNS

Fetch a SVG usi ng HTTPS

Validate a SVG using a profile

Add Aut hentication-Results and BIM-* Headers to a nessage

f I

Optionally, for a site to correctly inplement BIM evidence docunent
(VMC is one exanple) verification, the receiver nmust be able to
performthe foll ow ng:

* Fetch the docunent using HITPS
Val i dat e t he evi dence docunent
* Extract a SVG fromthe evidence docunent

A site may wish to inplenent URI alteration and i mage cachi ng for
hosted recipients. By inplenenting BIM, a site agrees that through
sonme conbi nation of trust nmechanisms, it will instruct a BIM-capable
MJA to display the imge fetched froma URI within the nessage
headers. This URI is created after the MIA authenticates a nessage,
and is also (optionally) able to authenticate the evidence docunent
associated with the sendi ng domain. Discussion of these trust

mechani sms i s beyond the scope of this docunent.

5.2. Validation of a BIM nessage
5.2.1. BIM processing requirenents

In the BIM specification, a nessage MJST be authenticated via DVARC
As stated in the DVARC draft, this requires that only one of DKIM or
SPF nust successfully pass validation with alignnent with the

organi zational donmain in the From address. However, for additiona

| ocal security neasures, a receiving site may choose to create
additional requirements for senders in order to verify BIM (that is,
indicate to a dowmmstream MJA that it is safe to load a BIM logo in
the email client)

This may include, but is not limted to:

* Requiring both DKIM and SPF to validate and align with the
organi zational domain in the From address (whereas DVMARC only
requires one of SPF or DKIMto align with the From domain). See
bel ow for sone Security Concerns

* SPF "strength" requirenments (e.g., requiring "-all", disallow ng
usage of "?all" or not allow ng inclusion of overly |arge address
spaces)

* SMIP delivery via TLS

* Feedback Loop registration or other nethod of registration with
the receiving site

* Domain reputation via a DNS allow |list or other reputation system
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5.

5.

These localized requirements are at the discretion of the receiving
site. In general, the stricter the criteria, the |less chance there
is of an MJA erroneously showing a | ogo and giving the wong signal
to a user.

Upon receipt of an email, a receiver that inplenents BIM should
renove or rename any previously existing BIM-* headers other than

BI M - Sel ector, as they may have cone from an attacker (as long as the
BIM-Sel ector is covered by the DKIMsignature; if not, it should be
renoved, renamed, or ignored).

Addi tionally:

* It may be useful to have nmessages exiting a site to have those
BI M -* headers renoved as well.

* |t is useful for a site that has not inplenented BIM to renpve
t hose headers so that an MJA that does make use of those headers
woul d not accidentally display a BIM imge when the nessage has
not been properly authenticated by the email receiver (even though
an MJA shoul d not make use of BIM headers and instead rely upon
settings fromthe mail store, it is possible that some MJAs w |
neverthel ess use headers without taking appropriate precautions).

2.2. Verified Mark Certificate (VMC) Validation
(Currently, see docunent in Reference bel ow)
3. Communicating BIM results between the MIA and the MJA

In order for a receiver that has inplenmented BIM to notify an MJA
that it should display the inmages:

* An MIA nust verify BIM, and if it passes, add additional headers
containing the I ogo to be displayed.

The MJA nmust check to see if a nessage passed BIM before | oading the
BIM i mage.

VWhile the MITA MAY stanp BIM-related information in the nessage
headers, they should not be relied upon by an MJA without additional
checks to nake sure they were added by a trusted source, for exanple,
maki ng sure the MIA strips existing headers on ingress, or by
checking for a bim pass in a trusted Authentication-Results header.
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5.4. Leveraging ARC for MIA MJA conmuni cati on

If both the MIA and MJA support ARC then this MAY be used by the MJA
to check that the BIM eval uati on was undertaken by a trusted MIA

In this case the MTA MUST add bim entries to the Authentication-
Resul ts and ARC- Aut henticati on-Results headers. The MJA MUST

eval uate ARC, and only use ARC sets which have passed and were added
by known good servers. This evaluation MJST stop at the first ARC
fail

If the MJAis configured to require an evidence docunent then it MAY
check for a policy.authority=pass in the bim Authentication-Results
and decline to show a logo if that is not present.

If the MIA has added a BI M -1Indicator header containing the encoded
SVG then the MIA SHOULD al so add a short hashed checksum of this SVG
into the Authentication-Results set. The MJA MJST disregard any

Bl M - I ndi cat or headers which do not have a matching hash in the

Aut henti cati on- Results headers. The hashed checksum for the

I ndi cator MAY be added in the policy.indicator-hash entry. If no
BIM-Indicator is present, or if the hash does not match then the MJA
MAY retrieve the indicator fromthe evidence document at URL
specified in the policy.authority-uri if present, fromthe SVG at the
URL specified in the policy.indicator-uri if present and if the MJA
does not require a verified evidence docunent, or by evaluating Bl M
directly using the domain and selector fromthe bim Authentication-
Results entry. The BIM-Location header is not protected from
forgery in the ARC set, and MJST NOT be used.

NOTE: This needs to be added to draft-brand-indicators-for-nessage-
identification and relevant entries registered with | ANA A hashed
Indicator will need to be added to the AR set policy.indicator-uri to
be added to draft

5.5. Image Retrieva

A core part of the BIM specification is that the MJA will retrieve
an image file to display for each BIM-validated nmessage. There are
multiple ways to acconplish this, for exanple:

* |Inits nost basic setup, a BIM-capable MJA could retrieve the
image file directly fromthe site specified in the BIM-Location
header .

* A BIM capable MTA will add a header containing the Base64 encoded
SVG of the image file. The MJA can use this header to retrieve
the already validated image file for display. This is the
recomended net hod of inmage retrieval as the work of retrieval and
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5.

6

6

6

7

1.

val idation has already been done by the MIA. A consideration for

this method may be the additional storage requirenments for adding

a base64-encoded version of the SVG where the original file could
be between 1 and 30 kil obytes, and encoding nmay add 35%to that

si ze.

* Other providers nmay choose to cache the associated inmages in a
| ocal store which could be used as the BIM resource address in
the headers of a BIM -approved nessage in a sort of proxy
configuration.

Limted use of HTTP Redirects

* Receivers may choose not to follow HTTP redirects when retrieving
i mages or evi dence docunents, or may choose to followonly a
l'imted number of redirects.

*  \When setting up BIM, senders should elimnate, or Iimt the use
of HTTP redirects to avoid i mages being unretrievable by receivers
who either do not support the use of HITP redirection, or have
limted its use.

TTL of cached i nmages

In sone circunstances it is necessary to cache the inages that an MJA
woul d want to | oad. For exanple, if a domain owner has a short TTL
time, it would force the MJAto look it up in an unreasonably short
period of tinme. In this case, a receiver may want to set its own
TTL.

One option is to set it to several hours, or a day; another option is
to set the TTL to the sane as the expiration period in the evidence
docunent that contains the BIM inmage. The downside is that the
cachi ng mechani sm m ght need to check for certificate revocation, and
then re-fetch i nmages.

MUA Aut hors
I mge Displ ay

Al t hough BIM does not define an aspect ratio for Brand Indicators it
is expected that the mapjority of receivers will display themin a
square or circular space. |Is it recomended to brands that their

I ndi cators should be constructed to display in a 1:1 aspect rati o,
recei vers shoul d design the user interface display for BIM
Indicators with this in mnd.
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2. Security Concerns

Recei vers shoul d consider the inpact of XM. bonmb or "billion |aughs”
Deni al of Service attacks when handling XM. docunents such as when
val i dati ng SVG docunents. CVE-2003-1564 (https://cve.mtre.org/cgi-
bi n/ cvenane. cgi ?nanme=CVE- 2003- 1564) is an exanple of this attack

When validating XM. docunents, receivers should consider the security
and privacy inplications of retrieving external entries referenced in
t hose docunents.

3. Privacy Concerns

There is sone concern that the retrieval of the iconography could
result in a privacy | eak

As the inmages are retrieved, it’s possible that the i mage provider
could track the retrieving systemin sone way. This has inplications
whether it be the sender or provider that is hosting the inage. For
exanpl e, a sender could include a singular selector for a single

reci pient, or a provider could append a tracking string to the inage
URI in the header

A receiver nay choose to track the nunber of selectors an

organi zational donmain is pernmitted to use and deny processing if this
exceeds a defined linit. Sinilarly, a receiver may choose to track
and Iimt distinct Indicator URLs.

MIAs are encouraged to cache BIM Records, evidence docunents, and
Indicators to limt tracking.

MJAs are encouraged to extract Indicators fromthe BIM-Indicator
header rather than retrieving themdirectly fromthe source, as doing
sowill limt any data exposure to the MIA processing the nmessage.
The BIM approved SVG profile prohibits an SVG from | oadi ng externa
el ements, this renoves the risk of tracking when an Indicator is
shown in the client.

An in-depth discussion of all the potential privacy |eaks with
respect to | oading or enbedding inages is outside the scope of this
docunent .

Br ands
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8.

8.

8.

1. Logo Hosting Considerations

The [ ogo you wi sh to associate with your brand can be hosted
anywhere, not necessarily within the domain that will be used to send
the nessages. Doing so nay nmake it easier to associate during

i nspection, though it is understood that not all entities have a web
server at the domain associated with their email nessages

2. CDN Consi derations

If the logo is behind a CDN (Content Delivery Network) this may
prevent autonmated systens fromreaching the resource. The autonated
systens may not appear to be a proper browser experience, and woul d
not be able to correctly respond to a challenge that the CDN may use
to protect a site, and therefore unable to retrieve the logo file.

I f possible, those BIM |ogos/resources should be marked as
unprotected, allowi ng any who request the resource to do so w thout
possibility of a challenge.

3. Domains listed in your evidence docunent

Whi | e obtaining an evi dence docunent, an entity is expected to
provide at |east one donain nane. There exists the opportunity to
list additional domains in the "SAN' field of the certificate. These
domai ns may or may not match the 5322. From donmai n, but nust match the
domai n being used in the BIM assertion record. Wen using the
organi zati onal domain, other third-level domains can take advantage
of the evidence docunent as well

Wthin the core specification, it is discussed how the eval uator
shoul d | ook at the original domain being used, as well as the

Organi zati onal Donmai n.

Logo Designers
1. Known | ssues
2. Adherence to SVG P/ S

There may be a few i ssues that designers may experience when trying
to adhere to SVG P/ S

* SVG P/Sis based on SVG Tiny 1.2, which does not allow for certain
types of gradients. Wen trying to convert/save as SVG Tiny 1.2,
it will typically result in an enbedded raster file. This is not
compliant with SVG P/'S, and could result in display issues.

*  \When exporting to SVG Tiny 1.2 with Adobe Illustrator, the
application will insert x and y attributes within the svg el enent.
These need to be renoved to conply with SVG P/ S
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8. 3.

8. 4.

9.

Tool s

Caveat s

Basi c fl ow exanpl e

One sanple inplenmentation of BIM by a receiver, who does everything
on-the-fly, is as follow ng:

*

Upon recei pt of a nessage, the receiver checks to see if the
nmessage passes aligned-SPF or DKIM and DMARC, and ensures that
the sendi ng domain has a DMARC policy of quarantine or reject per
| ocal receiver policy, while properly applying the appropriate
DMARC policy to the message.

If the nessage passes prior checks, the receiver will then check
to see if the donmain in the From address has a BIM record (or,
if the nessage has a BIM-Sel ector header that is covered by the
DKI M Si ghature, uses that to do the BIM query in DNS).

If a BIM record is found, the receiver then retrieves the VMC
fromthe |l ocation that the BIM record points to, and attenpts to
verify the VMC using a trusted root certificate.

Upon successful verification of the VMC, the receiver extracts the
verified imge fromthe VMC. |If the SVG al so passes the SVG
validation steps then this is a successful BIM verification.

If the BIM verification fails then the MIA nmust not indicate to
the MJA to show a BIM inage. The MJA MAY show a default inmage
such as a set of initials, or unidentified sender.

The emai| receiver then does the rest of its anti-spam anti-
mal war e, and anti - phi shing checks as di scussed in Message
Classification (#nessage-classification) bel ow.

The emmi| receiver then adds the rel evant Authentication-Results
and BIM-* headers to the nmessage to signhal to the downstream
email client that the nessage passed BIM and that is safe to | oad
t he 1 ogo.

Eventual |y, the MJA checks the BIM-* headers, decodes the inage
in the BIM-Indicator header, and displays it as the sender photo
(or however else it chooses to render the BIM 1o0go in conjunction
wi th the message).
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10.

1. Message C assification

The successful validation of BIM does NOT indicate that a nessage is
not spam nalware, or phishing.

It is expected that receivers undertake their usual nessage filtering
and classification steps, and take the results of these checks into
consi derati on when deciding if a BIM Indicator should be shown to

t he user.

If classification is perforned before BIM is evaluated then a

recei ver MAY CHOOSE to skip BIM processing for that nessage, in this
case they SHOULD add a bi ni =ski pped entry to the Authentication-
Resul ts header for that message, and SHOULD add a conment stating the
reasons for skipping BIM processing.

If a nessage is classified as phishing or nalware then the MJA SHOULD
NOT di spl ay the | ogo.

If a nessage is classified as spam (neani ng that the message cones
froma known brand, but contains spamy content), then the emai
recei ver MAY choose not to display the | ogo.

Domai n Reput ation

Recei vers are advised to consider incorporating |ocal sources of
domain trust intelligence into the processes which ultimtely
determ ne whether or not BIM |ogos are displayed. Sinply because a
sendi ng donmmi n passes BIM requirenents does not nean the inages
shoul d automatically be displayed in the MJA;, a site nay inpose
further restrictions based on donain reputation

One source of additional reputation intelligence could be a platform
that the email provider has created to cal cul ate domain trust based
on historical traffic; another is an explicit list of trusted donuains
that has been curated by an individual provider; a thirdis a list
that is purchased froma vendor that night be a pass/fail or a scored
list; another option is some mx of any of the previous three.

1. Rolling up based upon domain vs organi zati onal domain

BIM is designed to be able to work on selectors, and so in theory a
brand/ domai n coul d specify multiple BIM |ogos and differentiate them
on a per-domain (per-selector) basis. The advantage for the brand is
that they can choose the i mage they want the user to see dependi ng
upon various conditions (e.g., seasonal inages, regional inages,
etc.).
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10.

However, for an email receiver, it may be easier to roll up BIM

| ogos on an organi zati onal domain basis. One reason may be for the
pur poses of reputation, another may be for sinplifying managenent of
imges. In this case, it would need to be nade clear to brands that
this is how the | oading of BIM inmages works. This docunentation
could live on a postmaster site, under technical docunentation, or
ot her official page maintained by the receiver. It could then be
referred to when sendi ng organi zati ons ask about how to on-board to
BIM at the receiver, and provide official guidance about the way it
works at the site.

If rolling up by organizational domain, then it nmay nake sense to use
a "l owest common denom nator" approach. That is, an organizationa
domai n must neet all the requirenents for BIM, rather than only a
sub-domain. The reason for this is that if sub.brand.comgets an

i mage due to having strong authentication policies, but brand.com
does not, then this may cause confusi on because a user may learn to
associ ate sub. brand.comand its inmage with brand.com and if
brand. com can be spoofed even though sub. brand. com cannot, that can

|l ead to users beconing nore susceptible to phishing from brand. com

To alleviate this, receivers may wi sh to show | ogos only for domains
that have organi zati onal domains with strong DMARC policies. O, if
an organi zati onal dommi n does not have a strong DMARC policy but a
sub-donmai n does, then it may treat the organizational domain as if it
does have a strong DMARC policy so as to prevent a phisher or spamrer
frominpersonating the brand or any of its sub-domains.

A strong DVARC policy may be defined as one which has sone | evel of
enforcenment. For exanple, a p=quarantine policy with an effective
pct =100, or a p=reject policy.

2. VMC Root of Trust

VMCs are verified back to their issuing Mark Verifying Authority
(MVA). Receivers may wish to maintain their own list of trusted CAs
for BIM rather than relying on a generally avail abl e bundl e of
trusted Root Certificates such as those distributed with browsers or
operating systems. The Authlndicators Wrking Goup will maintain a
list of known VMC Root CA Certificates to help bootstrap such a list.
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11.

11.

11.

Security Concerns Relating to Message Authentication

BIM relies upon the foundations of existing nmesssage authentication
mechani snms. As of the witing of this docunent, those are DVARC
SPF, and DKIM Each of these were created several years ago, and
with tinme, sone issues have been found, nost specifically with SPF
and DKIM The itens bel ow are not specific to BIM, and the

ref erenced docunents have nore information

1. SPF Concerns

SPF [ RFC7208] is used to denote fromwhere a nessage shoul d be
arriving, typically based on IP. SPF will only provide

aut hentication for the first hop when sending fromthe originator to
another internet mail site. There are some mechani snms within the SPF
that could be m sused in a nunber of ways:

* SPF allows for a +all mechanism This effectively allows all
hosts on the internet to be authenticated as this domain

* Some domai ns publish domains with includes that result in a |arge
nunber of IPs that can be used by any nunber of other senders

* A sender could typo a CIDR from an ip4/ip6 statenent

* A platformnmay not properly validate users are attached to a
speci fi ed domai n when sendi ng

* Aplatformmay allow for some |oose rules relating to forwards,
which could permt an attacker to m suse a domain

It's suggested that a receiver should be extrenely careful when

all owing a nessage to be authenticated solely on SPF. Sinilarly, a
sender should do as much as they can to utilize both SPF and DKI M
properly aligned.

2. DKI M Concer ns

DKI M [ RFC6376] is a cryptographic signature neant to protect against
tanmpering with a nmessage. This nethod is the nost likely to survive
forwarding to another internet site.

* DKIMReplay is a nmethod by which an attacker attenpts to subvert a
previously sent nessage, and use the signature to send sonething
different. See [draft-chuang-dki mreplay-problen]y for additiona
i nformation.

* Poor selection for signature algorithm the key length, or the
I ength which a key has been in use

* Oversigning of headers (RFC6376, Section 8.15) is considered a
partial protection against DKIM Repl ay, and shoul d be consi dered
by senders inplenenting BIM

* Expiration of signatures utilizing the -x option while signing
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12.

13.

13.

13.

BIM Pl aybook Checkli st

There are several factors to consider for email receivers on things
that can go wong; below are a handful of considerations:

Failing to verify a VMC

Failing to extract an Indicator froma validated VMC
Failing to validate a SVG agai nst the reconmended profile
Failing to parse a gzi pped SVG I ndi cat or

Failing to load a logo in the email client

Failing to access the logo (e.g., perm ssions errors)
Connectivity problens to the | ogo

Failing to display a correct logo in the email client
Havi ng the wong | ogo stored for a brand (i.e., uploading it to a
| ocal store but associating it with the wong brand)

* Caching a logo for too long after it has updated

EE R R R

There are many reasons why a logo may fail to load; having tools to
i nvestigate (logs, headers in messages, internal docunentation that
is clearly witten, having the know edge pushed out to multiple
escal ati on channels) is inportant for investigation

Publ i ¢ docunent ati on
1. Docunentation For Brands:

It is ideal to publish the criteria that is used by your site to
determ ne when BIM will be displayed. It is fine to say that you
use sone internal donmain reputation netrics as additional criteria to
det ermi ne whether or not a |ogo should be displayed, and it isn't
necessary to give away the exact nature of the algorithmother than
to say "You must maintain good sending practices."

If you use an explicit allowlist, a site may want to list the

m ni mum requi renents, and the nethod of applying to be |isted.
Simlarly, a provider may wi sh to state what type of activity wll
revoke the decision to display |ogos previously approved.

2. Document ati on For Users:

BIM is not nmeant to instill additional trust in nessages, and it is
important to make this known to your users. All nessages, even those
with | ogos, should still be treated with (mld) skepticism and any
action regarding the message should still be individually eval uated.
It’s possible for a site that has a high trust value to becone
conprom sed and send fraudul ent nessages that coul d conprom se a
user’'s system Ensure your custoners have a place that docunents
BIM and denonstrates how to check nessages for fraud.
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14.

14.

1.

Appendi x

G ossary

MUA - Mail User Agent - The application used to read nessages by
the end user. This could be a thick client or a web-based
appl i cation.

MIA - Mail Transfer Agent - Software used to transfer nessages
bet ween two systens, typically between two sites, using SMIP as
t he protocol.

MBP - Mail box Provider - An organi zati on who provi des access to a
user’s nail box via some nethod such as | MAP/ POP/ MAPI / Webrmai | .

SPF - Sender Policy Framework (https://tools.ietf.org/htm/
rfc7208) - SPF is a framework that designates which systens shoul d
be sending for a given domain. This can be a list of IPs, ClDRs,
or references to DNS records. As the sender should be controlling
their DNS, they should understand which IPs should be sending as
their domain.

DKI M - Donmi nKeys Identified Mail (https://tools.ietf.org/htm/
rfc6376) - DKIMis a system by which a chosen set of headers,
conmbi ned with the nmessage contents, are cryptographically signed,
and then validated by the receiving system Using DNS, the
receiving systemcan retrieve a public key, and then validate the
signature within the headers of a nessage. Wen inpl enented
properly, the systens responsible for sending the nessages for a
gi ven dormai n nanme should be the only ones capable of creating
messages that correctly validates.

DVARC - Donumi n-based Message Aut hentication, Reporting, and
Conformance (https://tools.ietf.org/htm/rfc7489) - DVARC is a
message aut hentication nechani smthat works with SPF and DKI M
The BIM specification requires that a nessage passes DVMARC. In
order for a nessage to pass DVARC, one of SPF or DKI M nust
successfully validate, and the domain in the From address nust
align with the domain that passed SPF or DKIM
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15.

16.

17.

Al'ignnent - Alignnent refers to the organizational domain, as
defined by DMARC, of the domain in the From address being the
same as the organi zational domain that passed SPF or DKIM  For
exanpl e, baz.exanpl e.com has an organi zati onal domai n of

exanpl e. com bar. foo. exanpl e.com al so has an organi zati onal domain
of exanple.com It aligns with org.exanple.com because both have
the same organi zati onal domain. A definition of organizational
domai n and net hods of di scovery may be found in the DVARC
(https://tools.ietf.org/htm/rfc7489) RFC.

MVA - Mark Verifying Authority - An entity that a receiver uses to
certify that the iconography that they intend to use with BIM is
properly/legally licensed for their use.

DRA - Dispute Resolution Authority - This organization wll
noderate between two entities that believe they are both entitled
to use a |l ogo. Receivers should then abide by the decision of the
DRA as it pertains to |l ogo usage in the MJA

VMC - Verified Mark Certificate - An Extended Validation
Certificate is used in conjunction with BIM to create a pl ace
where information pertaining to iconography for a sending domain
can be securely verified. In the case of BIM, hashes for an MA-
approved set of iconography will be stored in a field within the
certificate. This should allow a receiver site to validate the
retrieved i magery before putting the BIM image URl into the
message headers.

Contri butors

TBD

Ref er ences

The full BIM verification spec can be found at:

https://github. conf aut hi ndi cators/rfc-brand-indi cators-for-nmessage-
identification (https://github.coniauthindicators/rfc-brand-

i ndi cat ors-for-nessage-identification)

Verified Mark Certificates Usage:

http://bi m group. org/ resources/ VMC _CGui del i nes_| at est. pdf
(http://bimgroup.org/resources/ VMC _Qui del i nes_| at est. pdf)
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