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Abst r act

A mechani sm which allows a donmain owner to declare their nessages
shoul d only be accepted via sessions that enploy STARTTLS, and
otherw se, delivery options to be interpreted by the eval uating/
recei ving system

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Decenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In the email ecosystem mnessages are transnitted using best-effort
STARTTLS, or Qpportunistic TLS [ ?RFC7435]. This generally works
wel |, though, there’s no assurance that nessages will be transmtted
securely.

There do exi st mechani sms which all ow receiving domai ns sone control
over the transm ssion, though both parties nust support these (DANE
MTA- STS) .

Thi s docunent defines a nechani sm whereby the donmai n owner can
require that emai|l nessages are transnmitted enpl oying TLS, and
ot herwi se the receiving systemshoul d eval uate decl ared and | ocal
policy to determ ne delivery.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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3.

4.

G ossary
Policy Discovery via DNS Record

NOTE: TBD 5321 or 5322 or both. Leaning toward 5322. NOTE: O gDom
(and presunably relying on the PSL) nay not be an ideal l|ocation, TBD

A receiving system should performthis inspection while the SMIP
session is open. This allows the receiving systemto create an in-
i ne response.

The receiving systemshould attenpt to find discover the Org Donain
(or Apex, or Registered Domain). |If the nessage were use the donain
"exanpl e.comi to send the message, the record woul d be:

_drtls. exanpl e. com

And the record | ookup would be the sane if they had used a sub-donain
such as ’'e.exanpl e.con.

Record Attri butes

v: This MJST al ways exist, and the value nust al ways be "DRTLSv1l".
Failure to do so should be treated as an invalid record, and the
record MUST be ignored.

tls: This is the nmode by which receivers should adhere. Possible
val ues are (r)equired, OhersTBD.

sdo: Sub-domain override. There are three nodes, (n)one, (a)llowed,
and (s)pecified. None means that no sub-domains are allowed to
override the policy specified. Al lowed neans that any sub-donain can
have its own policy that deviates fromthe OrgbDom Specified wll
require another tag to specify the donmmins allowed to have that

overri de.

sdl: A conma-separated list of domains permitted to have an overri de.
Only applicable when the "sdo" flag has been set to "

S .

rp: The domain hol der may declare a requested policy. Options are
(q)uarantine, (d)efer, (r)eject. Default is 'r More information
bel ow.

NOTE: | think | would be okay to say that there is no 'rp’, only

reject.
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5.1. DNS Record Sanples

v=DRTLSv1; t| s=r; r p=d;

v=DRTLSv1; t| s=r; sdo=s; sdl =f 00. exanpl e. com bar . exanpl e. com
6. Receiver Eval uation

Provi ded the receiving systemcan retrieve a valid DNS record for the
DRTLS, it should apply this to the inbound nessage. It is |loca
policy for the receiving systemto determine if they would prefer to
refuse delivery with a permanent (5xx) or tenporary (4xx) code. In
ei ther case, the refusal should be clear that the systemis unwilling
to accept the nessage due to the DRTLS configuration, and failure to
negotiate TLS

6.1. Requested Policy

The "rp’ flag allows the domain owner to request the receiver use the
decl ared policy when a nmessage that does not adhere to the 'tls’ node
is attenpted for delivery. The receiving site MAY choose to ignore
the policy and instead use a |ocal policy.

6.2. Milti-nessage SMIP sessions
In the event of a session which attenpts to deliver nultiple
messages, the receiving systemshould take care to recogni ze when/if
the sendi ng domai n changes. Each of these distinct donmai ns may have
a separate policy.

7. Security Considerations

7.1. RequireTLS
Requi reTLS [ 7@RFC8689] does exist, and allows for a simlar
mechani sm though, it is per-nmessage and declared by the MJA, and
requires that the sending donmain control all infrastructure that
m ght send on behalf of their domain. This nmethod allows the domain
to declare the usage for the entirety of the domain.

7.2. Non-Participatory Receivers
If a receiver does not utilize this nechanism the nessages may stil
be transmitted insecurely. There is nothing the domain owner can do
in those cases.

8. Oher Considerations
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8.

8.

10.

11.

1.

2.

Mul ti-hop Delivery

In the case of a multi-hop delivery, the original sender has no
control over how a nessage is delivered on subsequent hops.
Declaring this policy inplies an understandi ng that sonme of those
messages may bounce due to non-TLS delivery attenpts.

Del i very from Sender

This could allow for a sending systemto refuse to attenpt delivery
if it knows that TLS will not be attenpted or cannot be negoti at ed.
For exanple, if a bulk sender knows that exanple.org has decl ared
their desire to only be delivered via STARTTLS, and knows t hat
delivering a nmessage to other-site.comw || never properly negotiate
TLS, it could refuse delivery before the attenpt.

| ANA Consi der ati ons

| ANA

Appendi x
Appendi x
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