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Abst r act

Thi s docunent describes a nmethod by which a receiving MIA may insert
Brand | ndicators for Message ldentification (BIM) headers into a
message in such a way that a third party MJA can not only use the
information in those headers but also validate that the headers were
inserted by the MIA

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Brand I ndicators for Message ldentification (BIM) describes a nethod
to enabl e Domain Oamers to coordinate with Mil box Providers (MPs),
Mai | Transfer Agents (MrAs), and Mail User Agents (MJAs) in the

di splay of brand-specific Indicators (e.g., |logos) next to properly
aut henti cat ed nessages.

BIM relies on DMARC, which in turn relies on one of SPF or DKIM

validation for the nessage in question, and it is generally accepted
that an MIA is best positioned to do the SPF and DKI M validation that
underpin DMARC since it has the access to the data necessary for such
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validation. An MJA al nost certainly cannot perform SPF validation on
a message, as it will not know the sending |IP of the nessage (short
of attenpting to interpret Received headers), and an MJA could only
perform DKIM validation on a nessage if the MIA has not altered the
DKI M protected parts of the nessage. This nakes the sinplest path to
the display of a BIM Indicator one where the MIA perforns the
required checks for DMARC and BIM and records the results of those
checks in a way that can be accessed by the MJA

BIM nakes no requirenent that the MIA handling a nmessage and the MJA
readi ng and displaying it are operated by the sane entity. |In cases
where a nmmil box hol der uses their MBPs MJA to read the contents of
their mailbox, it is arelatively sinple matter for the MIA and MJA
to interoperate in a way in which the display of the BIM |Indicator
can be controlled by the MBP

What is less sinple is the interoperability between an MBP's MIAs and
message stores and an independent, or third-party, MJA. In this
scenario, there nmust exist a standard way for an MIA to comuni cate
BIM and DMARC validation results to the MJAin a way that can be
verified by the MJA. In addition, the MBP through its nessage store
may desire to be able to indicate that a BIM Indicator and/or its
Evi dence Docunent has been revoked if circunstances require.

Thi s docunent describes a nmethod for achieving interoperability
between a MBP's MIAs and nessage stores, and a third-party MJA
Wthout this link, an attacker could potentially insert messages with
exi sting headers through sone other neans, SMIP and | MAP are exanpl es
here. Using this verifiable nmethod allows for the MJA to understand
the validation at the MIA | ayer.

2. Validation Infornation

The receiving entity may add two headers, BIM-Location and BI M -
Indicator. These two headers are neant to aid the MJAwith the

| ocation of the BIM-related information, as well as base64-encoded
SVG i mage data. They could also insert an Authentication-Results
header at this stage.

Additionally, a receiver enploying this nethod MJST add anot her
header to the nessage, BIM-Receiver-Information. This will contain
a date-tine (from[RFC5322]), and sha256-encoded hash fromthe | oca
part of the recipient, and then the domain (Fromthe RFC5321 RCPT TO
command) :

Bl M - Recei ver-Information: date: date-time ; rcpt: sha256-local @
domai n

Br ot man Expi res 22 Decenber 2025 [ Page 3]



RFC draft-brot man-bi m - mua- 00 BI M - MUA June 2025

date-time: RFC5322

domai n: RFC5321

sha256-1 ocal : 64( HEXDI G )
An exampl e mi ght be:

BI M - Recei ver-Information: date: Tue, 25 Feb 2023 01: 05:55 +0000 ;

rcpt: 6d9010b2b7a1483b256ae7477738dba7c530bd9ba53db1d6691441e74b83608
a@ sp. net

A MBP may choose to add this data without the signature specified
bel ow. However, as the data cannot be verified via the signature,
the MJA may find the data within the header unsatisfactory to be
used.

NOTE: Changed to 5321, instead of 5322
3. BIM-Receiver-Signature

The MIA or other entity that perforned the BIM validation of the
message MJST, if the nessage passed all BIM validation checks,

insert a BIM-Receiver-Signature header constructed in a manner
consistent with the creation of a DKIM Signature header as defined in
[ RFC6376]. This header MJST include all the BIM-Location, BIM -

Sel ector, and BI M -Receiver-Information headers as headers that were
signed by this signature. Additionally, the signer should oversign
the headers included as part of this signature as defined in

[ RFC6376] .

CLARI FI CATION: 1s this Receiver-Signature header useful w thout the
ot her headers? Today, not all MBPs insert these headers. Can this
still be useful?

This signature will be validated by the MJA in the sane manner that a
DKI M Si ghature header is validated, and successful validation of this
header will indicate that the receiving domain inserted the signed
headers.
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The public key to support this signing activity will be published in
the DNS at a location one or nore | evels bel ow the nane

" _bim.signingDomai n*, where "signingDonmain" is the domain associ ated
with the address in the RCPT TO command. By utilizing a different
"nanmespace”, this prevents this particular key frombeing used in
DKI M Repl ay attacks. For exanple, an MBP naned "isp.net" night

publish its public key at "sel _sign. local._bini.isp.net". For the
pur poses of this document, we will refer to "sel_sign" as the "True
Sel ector".

The sel ector specified in the s=tag of this signature will be a
pseudo- sel ector constructed by prepending the FQDN dormain fromthe
the BIM discovery to the "True Selector". |In the | NFORVATI VE
EXAMPLE of a BI M -Receiver-Si gnature header shown bel ow, the s= tag
is assigned the val ue "marketing. exanpl e. org. sel _sign", which neans
that the BIM information for the nessage was found at the domain
"mar ket i ng. exanpl e. org".

DI SCUSS: Ter m nol ogy around which domain is used above, and how we
reference it.

DI SCUSS: O her headers? Oher information?

Bl M - Recei ver-Signature: v=BIM1; d=isp.net;

s=mar ket i ng. exanpl e. org. sel _si gn; c=canoni calization; h=BIM -
Location: BIM-Sel ector: Bl M-Recei ver-Information; b=<SI GNATURE BLOB>;
t=ti mestanmp

The public key used for validation by the MJA woul d be:
mar ket i ng. exanpl e. org. sel _sign. _l ocal._bim .isp.net

The nechani cs of the public key publishing are covered in sections
bel ow.

3.1. Public Key Publishing

Wi |l e the above nethod describing "pseudo-sel ectors” night seemto
require that isp.net publish an infinite nunber of DKIM public keys
in order to support validation of its BIM-Receiver-Signature
headers, that is not the case. |Instead, validation of these
signature headers will rely on publishing a DNS wi |l dcard record,
whil e revocation of BIM logos will rely on the publishing of enpty
records to match the domains for which the MBP no | onger wi shes to
support validation of BIM | ogos.
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As nmentioned in the previous section, the MBP will publish its public
key for supporting validation of BIM-Receiver-Signatures at the nane
mat ching this pattern

<True Sel ector>. |ocal._bim.<signing Dormai n>

In the exanpl e above that would nmean publishing a DKIM public key as
fol |l ows:

sel _sign. local. bim.isp.net TXT "v=BIM 1; p=<public_key data>"

To support validation of its signatures where the selector is the
"pseudo-sel ector” described in the previous section, the MBP will
al so publish the following DNS wi |l dcard record:

*.sel _sign. local. bim.isp.net CNAME sel sign. local. bim.isp.net.

When the MJA perforns a | ookup, the wildcard MJUST nmatch and provide
the MJA with the proper public key to validate the signature.

4, MUA Val i dati on
NOTE: Stub, needs el aboration

As with DKIM the MJA will use the cryptographic signature to
validate the protected contents. Additionally, the MJA may use a
sha- 256 hash to validate the nmessage and signature are nmeant for the
reci pient using the MJUA. By validating the recipient, this could aid
with replay protection.

5. Revocation

There coul d exi st any nunmber of reasons for a receiving entity to no
| onger desire to display iconography related to a given sending
domain. This could include certificate revocation fromthe CA

di mi ni shed | ocal reputation, extensive abuse reports, certificate
expiration, or anything el se.

In the case where this happens, the MBP (again, isp.net) can publish
a NULL record at the |location where the domain would nornally match a
wi |l dcard. The MBP nay optionally choose to include a string as to

the reason for revocation by utilizing ther tag in the record. |If
we al so use marketing.exanple.org with a selector of "foo", this MJST
appear as:

foo. _s.marketing. exanpl e.org.sel _sign. local. _bim.isp.net TXT
"v=BIM 1;’ foo._s.marketing.exanple.org.sel _sign. local. bim.isp.net
TXT 'v=BIM 1;"r=Reason String;"’
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The DNS response MJST not include a functional public key that could
be used to validate the signature. |If conpared to the wildcard DNS
entry defined earlier, there will no |longer be a public key that can
be used for validation. The DNS record MJST contain only a v tag,
MAY contain an optional r tag, and MJST NOT contain a p (public key)
t ag.

This should ensure the MJAis no longer able to retrieve the public
keys necessary to validate the signature. In this case, the MJA MIJST
NOT utilize the headers, even though they do still exist in the
stored nessage
See the Appendi x for how revocation woul d | ook in practice.

5.1. Wl dcard Revocation
Three situations could exist here. A MBP would like to revoke
multiple third-l1evel domains for a single apex donain. Another could
be that the MBP would like to rotate ol der keys.

5.1.1. Milti-domain Revocation
In a case where the donmi n exanpl e.org sends nessages as:

mar ket i ng. exanpl e. org
billing. exanple.org

And the MBP would like to revoke for the entirety of exanple.org, a
wi | dcard record could be published to match mul ti pl e:

exanpl e.org. sel _sign. _local. _bim.isp.net TXT 'v=BIM1;’
* exanpl e.org.sel _sign. _local. _bim.isp.net TXT 'v=BIM1;’

5.1.2. Multi-selector Revocation

If the MBP woul d prefer to revoke all selectors for a given domain,
it could be published with a wildcard:

*. _s.marketing. exanpl e.org.sel _sign._local._bim.isp.net TXT
"v=BIM 1;"’

5.1.3. Public Key Revocation/Rotation
The MBP coul d determ ne that an ol der key needs to be retired. In

this case the MBP could either renpbve the DNS record, or continue
publishing without a valid public key attached:
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sel _sign. _local._bim.isp.net TXT 'v=BIM1;’
* . sel _sign. _local._bim.isp.net CNAMVE sel _sign._bim.isp.net

For any MJA attenpting to validate a signature, this action SHOULD
fail. The MBP should rotate keys far ahead of renpval of ol der keys
so that recent nmessages are not disassociated with the inagery the
MBP bel i eves shoul d be displ ayed.

An MJUA SHOULD check for revocation daily or upon receipt of the first
message for a domain. |If the MJA does not intend to display the | ogo
for a given nessage, it MAY NOT check for revocation. This nmay
happen if the MJA only displays the | ogo when the nmessage i s opened
(vs in the "list view').

6. Security Considerations

6.1. Threat Concerns
There are a nunber of concerns relating to how an i ndependent MJA nmay
use some of this information, or nore inportant, how an attacker may
attenpt to cause an MJA to inproperly display iconography for a user.
This docunent is attenpting to address these potential attacks.

6.1.1. Injection of Headers to An Unaware Mil box Provider
An attacker could attenpt to inject a message via normal SMIP
met hods, however, the nmessage woul d contain headers that the MJA may
bel i eve were added by the receiving Mil box Provider

6.1.2. | MAP Append
An attacker could insert messages into a nmail store via | MAP
commands, and given a reasonable set of information points could
i nduce an MJA to display a | ogo.

6.1.3. Signature Replay

6.1.4. Revocation

6.2. Key Separation

The key used to sign these BIM headers MUST NOT be shared with
anot her portion of the receiving platform

6. 3. Header Renova

Any MBP receiving these headers intact SHOULD renpve these and
performtheir own eval uations.
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NOTE: Ensure that core document specifies the same for BIM-rel ated
header s

6.4. DNS/ Key caching

Care shoul d be taken not to cache public keys retrieved for an
excessive ampunt of tine. |It’s presuned that the MBP has a good
reason to revoke the display of related i nagery.

NOTE: Require MJA only retain data for TTL duration?
6.5. DNS Query Data

If the MJA queries DNS each tinme a nessage is |loaded, it’'s
conceivabl e that the DNS server owner could correl ate sone
informati on about a user. |It's not entirely clear if that data could
be tied to a specific user, or what value this data nay have

7. Oher Considerations
7.1. Milti-Domain MBP

There exist a | arge nunber of MBPs that accept mail for nultiple
domains. It could be that there is a primary donmain with sone side
al i ases, or a large hosting conpany. These types of entities may
wi sh to explore using a DNAME to |link the data between these various
domai ns. One possible solution could be to do somet hing such as:

_local. _bim.conpanyA. com DNAME | ocal._bim.isp. net

This would allow for the sane sharing of keys, as well as revocation
i nformati on across the donmains, while only managi ng one set of data.

8. Appendix A

For purposes bel ow, sending is nmarketing.exanple.org, MBP is isp.net,
and selector is sel_sign.

8.1. Nornmal Operational Steps

* ESP sends nessage to MBP containing appropriate headers for BIM
usage
MBP perforns DKI M SPF/ DVMARC st eps
Presumi ng prior step works properly, MBP evaluates BI M
* Based on localized requirenents, MBP adds headers to emnai
- BIM-Location
- BIM-Indicator
* MBP additionally adds header specified in this docunent
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- BIM-Receiver-Information

- Includes tine of receipt, sha256 of local rcpt, and the
"@sp. net" portion

MBP signs all three headers using DKIMstyle cryptography

- Adds new header containing hash, as well as s/d attributes

*

MBP stores message in platform
MUA retrieves nessage from nessage store
User opens message or MJA uses data during list view
MJUA i nspects |ooking for BIM data
MJA sees signature
- MJA verifies that the destination enmail address matches the
si gni ng domai n
- Looks for public keys at
mar ket i ng. exanpl e. org. sel _sign. | ocal._bim.isp.net
- Mtches wildcard at *.sel _sign. local. bim.isp.net
* MJA val i dates signature
* MJA displays BIM |ogo as needed (list or nessage view)

b S

8.2. Revoked Operational Steps

* ESP sends nessage to MBP containing appropriate headers for BIM
usage
MBP perforns DKI M SPF/ DVARC st eps
Presum ng prior step works properly, MBP evaluates BIM
Based on | ocalized requirenents, MBP adds headers to emil
- BIM-Location
- BIM-Indicator
* MBP additionally adds header specified in this docunent
- BIM-Receiver-Infornmation
- Includes tine of receipt, sha256 of local rcpt, and the
"@sp. net" portion
* MBP signs all three headers using DKIMstyle cryptography
- Adds new header containing hash, as well as s/d attributes

MBP stores nessage in platform
MUA retrieves nessage from nessage store
User opens message or MJA uses data during list view
MJA i nspects | ooking for BIM data
MJA sees signature
- MJA verifies that the destination enmail address matches the
signi ng domai n
- Looks for public keys at
sel ect or. marketi ng. exanpl e. org. sel _sign. | ocal._bim.isp.net
- MJA sees a value of "v=BIM1;"
*  MJA does NOT display logos for this nessage (and the domain as a
whol e)

b I
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8.3. Sanpl e headers

Bl M - Recei ver-Si gnature: s=our_sel ector. marketing. exanpl e.org.sel _sig
n; d=i sp. net; p=<si gnature_data> BI M - Recei ver-Information: date: Tue,
25 COct 2022 15:14:12 +00: 00 ; rcpt=dlbc8d3badafc7e109612ch73acbhdddacO
52c93025aalf 82942edabb7deb82al@ sp. net BI M - Locat i on:

v=BI M 1; a=htt ps://bi m . marketing. exanpl e. org/ bi m / evi dence. pem
(https://bim.mrketing. exanpl e. org/ bi m / evi dence. pem;

| =https://bi m . marketing. exanpl e. org/ bi m /1 ogo. svg
(https://bim.mrketing. exanple.org/bim/logo.svg) BIM-Indicator:
<base64_SVG Dat a> Aut henticati on-Results: spf=pass

mar ket i ng. mar ket i ng. exanpl e. org; dki mFpass (signature was verified)
header . d=mar ket i ng. exanpl e. org; dmar c=pass

header . f r on=mar ket i ng. exanpl e. org; bi m =pass

header . d=mar ket i ng. exanpl e. org header. sel ect or =our _sel ector DKI M

Si gnature: d=marketing.exanple.org;s=d_s; h=BI M -

Sel ector: From To: Dat e: Message- | d; bh=<hash_dat a>; b=<si gnat ur e_dat a>
BI M - Sel ector: v=BIM 1; s=our_sel ector

9. Contributors
10. Notes
11. TODO
Cl eanup notes
* M ssing a nunber of references
* Enhance MJA Validation stub
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