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Abst ract

Thi s docunent defines the ’ztdnaid Uniform Resource Identifier(UR)
schene, used to represent globally unique, cryptographically
verifiable Digital DNA Identifiers (ZTDNAIDs) within Zero Trust
architecture inplenentations. A ZTDNAID bi nds an entitys i mutable,
unique Digital DNA Record "DDR' to a resolvable identifier

suitable for authentication, authorization, attestation, and
trust-registry | ookup. The schenme is designed for use with trust
registries, such as SAG CTR and supports determ nistic resol ution,
offline verification, and secure dereferencing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Zero Trust architectures increasingly rely on cryptographically
strong, non-repudiable identifiers that bind an entity to a
verifiable digital record. Digital DNA Identifiers (ZTDNAI Ds)
provi de a conpact, canonical identifier for entities whose trust
posture i s continuously eval uated.

The ' ztdnaid’ URI schene enabl es interoperable representation,
transport, and dereferencing of these identifiers across protocols,
trust registries, and attestation systenms. The schenme is designed to
be:

Opaque (no hierarchical semantics)

Determ ni stic (canoni cal encodi ng)

Crypt ogr aphi cal | y bound (hash-based)

Resol vabl e (via trust registries such as SAG CIR)
Suitable for Zero Trust enforcenent

L I

Thi s document registers the 'ztdnaid UR schene with | ANA under the
procedures of RFC 7595.

1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here. described in [ RFC2119].

3. Schene Definition
3.1. Overview

A ZTDNAID is a cryptographic identifier derived froma globally
uni que Di gital DNA Record "DDR'. The identifier is encoded
usi ng URL-safe UTF-8 characters. The schene is

opaque and does not define hierarchical conmponents.

Exanpl e:
A DDR exanpl e unique identifier string using "/" delimter:
M crosoft Corporation/Bill Gates/EnployeelD: 002
Equi val ent ztdnaid UTF-8 result:
62588568DE0D42ABF9BBFFIBOFD8D2FEB9A24CIO50AC66 AFCD8679FA4C831392A

3.2. Syntax

The syntax of the 'ztdnaid URl schene is defined using ABNF
(RFC 5234):

ztdnai d-uri "ztdnai d:" ztdnai d-val ue
zt dnai d- val ue 1*utf 8url - char
utf8url-char = ALPHA / DIGA T

The val ue MJUST be a URL-safe, UPPERCASE UTF-8 encodi ng of a cryptographic
di gest (e.g., SHA-256, SHA-384, or SHA-512)[ RFC6234].

3.3. Semantics
A 'ztdnaid identifies a Digital DNA Record (DDR) that describes an

entitys unique inmutable attributes, provenance, and ot her
i dentifying characteristics.



The DDR may be stored in:

A Zero Trust trust registry (e.g., SAG CTR)
A verifiable credential

A distributed | edger

A |l ocal cache

* ok X X

Dereferencing a ZTDNAID yi el ds netadata, attestations, and trust-
policy-rel evant information.

Resol uti on

Resol ution of a ZTDNAID is performed by querying a trust registry
that supports the ZTDNAID resolution API. The resol ution process:

Accepts a ZTDNAI D

Locates the correspondi ng DDR

Returns netadata, endorsenments, and attestation material
Verifies the cryptographic binding between the DDR and the
ZTDNAI D val ue

bR

Thi s docunent does not nmandate a specific resolution protocol;
however, inplenmentations SHOULD support the SCl TT-aligned trust
registry APl defined by the Software Assurance Guardi an - Community
Trust Registry (SAG CIR).

Security Considerations

*  Cryptographi c Binding: ZTDNAI Ds MJST be represent a

crypt ographi ¢ UTF-8 UPPERCASE SHA- 256 hash of the DDR data to prevent

substitution attacks.

* Privacy: ZTDNAI Ds are opaque and SHOULD NOT enbed personally
identifiable information.

* Replay Protection: Resolvers SHOULD verify freshness of
attestation material

* Transport Security: Resolution MAY occur over authenticated,
encrypted channels (e.g., TLS 1.3).

* Trust Registry Integrity: Inplenmentations MJUST validate registry
signatures and trust anchors.

Internationalization Considerations

The ZTDNAID value is restricted to UPPERCASE UTF-8 URL-safe
characters. No internationalization issues are antici pat ed.

| ANA Consi der ati ons

Thi s docunent registers the 'ztdnaid UR schenme under the procedures
of RFC 7595.

URI Schene Registration

Scheme nane: ztdnaid

Status: Provisional (to be updated to Pernanent upon RFC
publi cati on)

* Applications/protocols that use this schene name: Zero Trust

architectures, trust registries, attestation systens,

SCI TT Trust Registry Transparency Services

Contact: Richard Brooks <di ck@usi nesscyberguardi an>

Change controll er: Business Cyber Guardian

Ref erences: This docunent

Schene Syntax: Section 3.2
Schene Semantics: Section 3.3
Security Considerations: Section 5



8. Examples

62588568DE0D42ABF9BBFFIBOFD8 D2 FEB9A24CO50AC66 AFCDB8679FAAC831392A
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