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Abst ract

The OpenPGP devel opnent comunity benefits from sharing sanpl es of
signed or encrypted data. This docunent facilitates such

col l aboration by defining a small set of QpenPGP certificates and
keys for use when generating such sanpl es.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://openpgp-
wg. gitlab.i o/ openpgp-sanples/. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-bre-openpgp-
sampl es/ .

Di scussion of this docunent takes place on the CpenPGP Worki ng G oup
mailing list (mailto:openpgp@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ openpgp/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/openpgp/.

Source for this draft and an issue tracker can be found at
https://gitlab. com openpgp-wgy/ openpgp- sanpl es/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The OpenPGP devel opnent comunity, in particular the e-mail

devel opment community, benefits from sharing sanples of signed and/or
encrypted data. Oten the exact key material used does not matter
because the properties being tested pertain to inplementation
correctness, conpleteness or interoperability of the overall system
However, w thout access to the relevant secret key material, a sanple
i s usel ess.

Thi s docunent defines a small set of OpenPGP certificates and secret
keys for use when generating or operating on such sanples.

Sanpl es are provided for four "personas", Alice, Bob, Carol, and
David. Alice has two certificates currently active: a version 4
certificate, using |legacy fram ng for the Ed25519 elliptic curve

al gorithm (for conpatibility with |egacy inplenentations), and a
modern v6 certificate using standard mandatory-to-inpl ement (M)
algorithms from[RFC9580]. Bob also uses a version 4 certificate,
but he fears a potential quantum conputer that might attack 256-bit
ECC security, and has a 3072-bit RSA key which he thinks m ght force
an adversary with a quantum conputer to spend nore resources
attacking. Carol is a bit behind the tines and has a DSA/ El Gana
key, which is deprecated in [RFC9580]. David is a mninmalist, and
uses version 6 certificate offering mainly MIl algorithns from

[ RFC9580] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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1.2

Ter mi nol ogy

Thi s docunent nakes use of term nology from[RFCO580]. For subtle
term nol ogy changes from ol der versions of QpenPGP, see Appendix B.1
of [ RFC9580].

Alice's Certificates

Alice has two certificates in operation at once, as she is trying to
transition fromher old certificate to a nore up-to-date version

2. 1.

Al'i ce’s Ed25519Legacy Version 4 Certificate

Properties:

*

QpenPGP Version: 4
Fi ngerprint: EB85 BB5F A33A 75E1 5E94 4E63 F231 550C 4F47 E38E

Primary key algorithm EdDSALegacy(Ed25519Legacy) (Section 5.5.5.5
of [ RFC9580])

Primary key creation date: Tue Jan 22 11:56:25 GVI' 2019
Primary key capabilities: certify, sign
User ID: Alice Lovel ace <alice@penpgp. exanpl e>

Synmmetric al gorithm preferences for SElIPDvl: AES-256, AES-192,
AES- 128, 3DES

Hash al gorithm preferences: SHA512, SHA384, SHA256, SHA224, SHAl
Conpresson al gorithm preferences: ZLIB, BzZip2, ZIP

Subkey al gorithm ECDH (Curve25519Legacy)

Subkey capabilities: encrypt

Subkey creation date: Tue Jan 22 11:56:25 GVI 2019

There are no expiration dates in the entire certificate

The secret key material is in the clear (no password)

Al'l OQpenPGP signature packets contain a hashed |ssuer Fingerprint
subpacket (see Section 5.2.3.35 of [ RFC9580])
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2.1.1. Aiice s Version 4 OpenPGP Certificate

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Conmment: Alice’'s v4 OpenPGP certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

nDVEXEc E6 RYJ KwYBBAHaRW8 BAQAr j Wk 3FAqyi FbFBKT4Tz XcVBgPTB3gnel C/ U
b701ul120JkFsaWNl | Exvdmvs YWNI | DxhbQ j ZUBvc GVuc GdwlnivaYWLwb GU+i JAE
Ex Yl ADgCOMVFOWK | B GFQoJ CAs CBBYCAWECHgECF4AW QT hbt f 0zp14V6eUTnPy
MVUMIOf j j gUCXaW OgAKCRDy MVUMIOf j j ukr APoDnHBSogOrs HOsd9qGsi ZpgRnO
dypvbm+Q XZqt h9r vwDOHc DCOt C+PHAs O7OTh1S1TCIORI JsvawAf CPaQZoed8gK4
OARc RwTpEgor BgEEAZd VAQUBAQUAQv8A a2r STzgghXCpDDYM KRVi t Csy203x3s
E9+evi | DAQgHI HgEGBY! ACAW QTr hbt f 0zp14V6UTnPy MWUMIOf j j gUCXECE6Q b
DAAKCRDy MVUMTOf j j | NnQAQDFHUs6TI cxr NTt EZFj UFniLMOPJ 1Dng/ c DWMIXNBOf sn
0QEA22Kr 7VkCj e AECO8VSTeV+QFsne55/ | nt WkwYWhmy OgE=

=i 1 GO

————— END PGP PUBLI C KEY BLOCK- - - - -

2.1.2. Aice s Version 4 QpenPGP Secret Key Materi al

----- BEG N PGP PRI VATE KEY BLOCK- - - - -
Comment: Alice’'s v4 OpenPG Transferabl e Secret Key
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

| FgEXEc E6RYJ KwYBBAHaRW8BAQUAr j Wk 3FAqyi FbFBKT4Tz XcVBqPTB3gnel C/ U
b70Lul10AAPIXBeWs| zGOLx 7z HHIAs UDUTh2pgg YGVEdOP3ul J2AFf vQAR: CZBbAd |

ZSBMh3ZI bGFj ZSABYWpY2VAb3BI bnBnc C5l eGFt ¢ Gxl Poi @BBMACAA4Ahs DBQs J
CAc CBhUKCQyLAgQAgMVBAh4BAhe AFi EE64W X6MBdeFel E5) 8] FVDE9HA44FAl 2|

nzoACgk@Bj FVDEOH447pKwD6ASXxWUql Dpr Bzr Hf ahr | maYEZzncqb25vkLV2ar Yf

a78A RBAWM LQvj xwLDuzk4dUt Uw UYi bL2sAHw 2k GaHnf | ChFOEXEcE6RI KKwYB
BAGXVQEFAQEHQEL/ Bi G qOk84KmlwgQw2Dl i kVYr @ M t N8d7BPf nr 4i AwEl BWAA
/ 3/ xFPGBUL7r hTug+07gnEvaFYKf xRB6sgAYi Ws TMIpQEK61 e AQYFggAl BYhBQUF
ul+j OnXhXpROY/ | x VQx PR+0O0BQJ c RwTpAhs MAA0J EPI x VQx PR+OOW ABAMUd Sz pM
hz Gs 1 CORKVWNQWH Uz QBnUCe DOWNDj E3zR+yf RAQDbYqvt WOKNAAQLTXVINS X5AW b
Pnn+WelaTBhaGa86AQ==

=n80OM

----- END PGP PRI VATE KEY BLOCK- - - - -

2.1.3. Aice's Version 4 Revocation Certificate
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---BEG N PGP PUBLI C KEY BLOCK-----

Comment: Alice’s v4 revocation certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

i HQEI BYI ACAW QTr hbt f 0zp14V6UTmPy MVUMTOf j j gUCXaVWkOM d AAAKCRDY WUM
TOf j j oBl AQDA9UkZFKRFGCooVcVoDVnxTaHLUXI | g9TPh2f 7zz1 9KgD/ SLNXUCaH
06TozOS7C9l Wi HwwdHJAxgf 5BzuhLT9i uAM=

=TnBh

2. 2.

---END PGP PUBLI C KEY BLOCK-----

Alice’s Version 6 Certificate

Properties:

*

OpenPGP Version: 6

Fi ngerprint:

Primary key algorithm Ed25519 (Section 5.5.5.9 of [RFC9580])
Primary key creation date: 2025-05-08

Primary key capabilities: certify, sign

User ID: Alice Lovel ace <alice@penpgp. exanpl e>

Symmetric al gorithm preferences for SEI PDvl: AES-256, AES-128
Ci phersuite preferences for SElI PDv2: AES-256+CCB, AES-128+CCB
Hash al gorithm preferences: SHA512, SHA256

Conpresson al gorithm preferences: Unconpressed, Zlib

Subkey al gorithm X25519 (Section 5.5.5.7 of [RFC9580])
Subkey capabilities: encrypt

Subkey creation date: 2025-05-08

There are no expiration dates in the entire certificate

The secret key material is in the clear (no password)

Al'l OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see Section 5.2.3.35 of [ RFC9580])
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2.2.1. Aice s Version 6 OpenPGP Certificate

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Comment: Alice’'s v6 OpenPGP certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

Xi 0GaBzZBhs AAAAgaJvdgi QPPeOnLXXur qTUWdBb29n/ way 5QBNx9GCnDf Cs AYf
GMAAABBBY.J 0 HNK GAws J BwivWCg g DFgACAps DAh4J1 gEGE GoHNg ZCql Nv9TW HEOX
s161 Ej 90AWNOU91E6NMEEf | FIwk CBW AAAAA] AAgwWAO2wi FFCTO71 +Yr 84wJWANg
40Yk V+e GU1ONDO9 O0dx NgGGhs HEWBAgOb 7S Of RUskcqgSAsf M 20qzzDIXGE t yp
UYLHAKAHNqGyzRydg9+SVe9e QRLFPj | 2xH62T38KzSZBbd j ZSBMh3ZI bGFj ZSA8
YW pY2VAb3BI bnBncC51 eGFt ¢ Gxl Ps KbBhMoCg AAACWFgmgc 2 QYCGQEI obkakea
BkKgqU2/ 1Nbsc@BezXogSP04BZW S73UTowQRBgAAAAC/ / CAXohj gLPy A9t FOycnt
CnOCj mxGDUHs aXGOCLKuMyTgWei du2j a+MID+Ji 8aWb/ T3cpt POVgPI VI UO2WD p
R696NBV+9QAYOPI UNe76Eb6ZVMBhAI DvKi 8o+r UeJdx Onm OKgZoHNk GGQAAACDQ
N8/ gclweH L/ 3EEQUeHU86A5mBUz Fdt oD+y ZAmN1ccKbBhgh CgAAACWM-gngc2QYC
mwi oQbkakeaBkKqU2/ 1Nbsc@ezXogSP04BZW S73UTowQRBgAAAADG y Dz QG3f
Evv23p56q981f | ET9f BxXbK4SCGdxt / UH4ARr 88vimXU6h8br N7gglJgvEj bkef wsbY
rM 17ndS3u/ YcWGEY z90NFSKI ec pUT9QR3EI ab2onDv74NDe5r JGd868bgY=
----- END PGP PUBLI C KEY BLOCK- - - - -

2.2.2. Aice s Version 6 QpenPGP Secret Key Materi al

————— BEG N PGP PRI VATE KEY BLOCK- - - - -
Comment: Alice’s v6 OpenPGP Transferabl e Secret Key
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

xUs GaBz ZBhs AAAAgaJvdgi QPPeOnLXXur qTUMWdBb29n/ way 5Q@BNx9GCnDc ARFLH
px8+g7SoDWUCBTh1VIVgZVN2dNTt Clzc+nmhMkgf Cs AYf GMoAAABBBYJ oHNK GAws J
BWMWCggDFgACAps DAh4J | qEGEGpHNgZCql NvOTWHEOXs 161 Ej 90AWNOU91E6NVE
Ef | FIwkCBwW AAAAA] AAgwAO2wi FFCTO71 +Yr 84wJWANg4 OYk V+e GU1ONDO9 C0dx N
gGhsHEWBAgOh7Sj Of RUskcqgSAsf M 20qzzD1Xd t ypuYLHAKAHNQGyzRydg9+S
Ve9eQRLFPj | 2xH62T38KzSZBbd j ZSBM3ZI bGFj ZSA8YWpY2VAb3BI bnBnc C5l

eGt cGxl PsKbBhiMb CgAAACWFgNgc2QYCGREI oQbkakeaBkKqU2/ 1Nbsc(Bez XogS
P04BZW S73UTowQRBgAAAAC/ / CAXohj gLPyA9t FOycnt CnOC nmx GDUHs aXGOCLKu
MyTgWei du2j a+MID+Ji 8aWb/ T3cpt POVgPIl VI UCRWOf pR696NBVW+9QUWYOPI UNe7
6Eb6ZVMBhAI DvKi 80+r UeJdx Onf HSwWZoHNk GGQAAACDQNS/ qc 1weH L/ 3EEQUeHu
86 A5MB Uz Fdt oD+y ZAniN1c QCJ HOx ++DEy +WA7 2 Tr VnUUPhD7Rbdge2ci xt pOWhz Do
PcKbBhghCgAAACM-gngc2QYCmmni oQbkakeaBkKqU2/ 1Nbsc(bezXogSP04BZW S
73UTowQRBgAAAADG: yDz QE3f Evv23p56q981f | ETI9f BxXbK4SCGdxt / UHARr 88vimX
U6h8br N7gglJgvEj bkef wsbYr M 17ndS3u/ YCWEEY z90NFSKI ec pUT9QR3EI ab20
nDv74NDe5r JGd868bgY=

----- END PGP PRI VATE KEY BLOCK- - - - -

2.2.3. Aice's Version 6 Revocation Certificate
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----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Comment: Alice’s v6 revocation certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/
xi 0GaBzZBhs AAAAgaJvdqi QPPeOnLXXur gTUWdBb29n/ way 5@Nx9GCnDf CpgYg
GMAAAA3BYJOHN y DROAAWEZ cGVj aWZpZWQ | QbkakeaBkKqU2/ 1Nbsc(Qbez XogS
PO4BZW S73UTowQRBgAAAAD2XI AY2Be2Udk RKDkI / dgs gXGgUFYMPGT 70NNOSnT
yDYOWGDKU7Rl Q6V2EHRITdh44l M44Eh73J1 Vy9PvT08a+C287zH8JT2PM.nsz35
1Hnbr kUngAdHt ht v4VAW./ pj | w8=
————— END PGP PUBLI C KEY BLOCK---- -

3. Bob’'s RSA-3072 Sanples
Properties:
*  (OpenPGP Version: 4
* Fingerprint: D1A6 6ELA 23B1 82C9 980F 788C FBFC C82A 015E 7330
* Primary key algorithm RSA 3072 (Section 5.5.5.1 of [RFC9580])
* Primary key creation date: Tue Cct 15 10:18:26 GVI 2019
* Primary key capabilities: certify, sign

* User ID: Bob Babbage <bob@penpgp. exanpl e>

* Symmetric algorithmpreferences for SEIPDvl: AES-256, AES-192,
AES- 128, 3DES

* Hash al gorithm preferences: SHA512, SHA384, SHA256, SHA224, SHAl
* Conpresson al gorithm preferences: ZLIB, BzZip2, ZIP

* Subkey al gorithm RSA 3072

* Subkey capabilities: encrypt

* Subkey creation date: Tue Cct 15 10:18:26 GMVI 2019

* There are no expiration dates in the entire certificate

* The secret key material is in the clear (no password)

* Al OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see Section 5.2.3.35 of [ RFC9580])
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3.1. Bob’s OpenPGP Certificate

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Conmment: Bob’s OpenPGP certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

mMGNBF2I nPl BDAC5¢L9PQuoQLTMuhj bYvb4NcuuoObf ngPRFywXx53j PhoFf 4Zg6nv
/ seOXpgecTdCcVtt fzCBycl Krt 3aQTi wOG ct aR4Bk/ t 6ay NFf dUNx HWk4WCKz d z
/ 56f W2O0F23ql RA8UUIp5I | | NARDARCt dhVQ Auzvp20Vy/ LaS2kx QKvph/ 5pQ
5whgsyr oEWDJoSVOy Gh25B/ i wk/ pLUFoyhD®bj Okl zDxr EqW+7Ba8nocQ ecMF3
X5KMN5kp2zr aLv9dl BBpWM3Xkt j cCZgMy20Sour aVima8Je/ EOMUMYUI AZxLI | My
9Cur EO x UWBN3RACQt LmYZS9uENnNn5y 1UKF8808Nku890uk 6Br ewrFz Jy LAX5WRZ4F0
qV/ yg36UW0JB/ AUGhHVPdFf 6pl 6eaxBWT5GXvbBUI bt f 8YlI 20g5RsgTW Xf U7eb
SGXr | 5ZMpbA6mbf hdOR8aPxW nDW | ChBuf hMCvUHh1s ApMKVZnvI f f 9/ ODca3wb
vLI wa3T4Cyshf TOAEQEAAbChQMi | EJhYmIhZ2UgPGIv Yk Bvc GVuc GdwL nv4 YWLw
bGUH+i QHOBBMVBCgA4Ahs DB J CAc CBhUKCQyLAgQWAgMBAh4BAhe AFi EEOaZuG Ox
gsmyD3i M+/ zI KgFeczAFAI 21 nvoACgkQ+/ zI KgFeczBvbAv/ VNkK90a6hGBOd9x Tz
XxH5YRFUSG | Alyj Pl VOnKghMaps 2U+sWE3ur L+Mrj yQRI yRV80Y9I ChBEsn6DO
ZYr TnE7qVETLaj | AP20OFChEc55uH88x/ anpPOXQJY7S8j bn3naC9qad75Br Z+3g
9EBUW y5p8TykPO5WENSxNRt 7vFKLf EB4nGkehpwHXOVFOCRNwYI e42bg8l prmd XF
DcCzZG +qEbaf mTQzkAgqyz S3nCh3l Aqg6YOkBuaKLnR2t SNUQ ZbD+OHYQNZ5Ji x7¢
ZUzs6Xh4+I 55NRW 5snr Lg66y OQoFPy9j ot / xi kx/ wP3Ms AzeGaZSEPc Of Hp5Gl
6r | Gox@vl 8/ usUV7WTMVEM j gwd5x 8POR6HC8EaCDf VnUBCPiI / Gv+eglj sl bPJZ
ZEr 0i E40e6/ UoC Q¢ | pQB5exPJYSd1Qlt xQwuei h99PHeps DhmUQKi ACsz NU+RRo
zAYau2VdHqNRI7QYdxHDi H49j PKANTMyb/ t Jh2Ti | wens| pGUQGNBF2I nPl BDADW
M.9cbGWr p12Ct F9b2P6z9TTT74S8i yBOzaSvdGDQY/ sUt ZXRg21HWANMXNN9s SXv |
DElI NOQBA9Qx dxogqWICHr QuWBof neYXoGtzeKc4dC86walTR2q9vWHRMXSO4ul mA+
Uzul a/ 6k1DogDf 28ghCxMME i / mBglc/ OaApuDy KAQLPXsHHNI gd/ Dnér r d5y2A0
bai f VIwWl hEJnvgqgFXDN2RXG Le COHVA@WIYPg/ S4k1nMXVDWZXr vl sAOYWM Myl T
86Raf p1gKl gPNbi | | CLg9RY/ i FaG\2b4l r 6GDohBQSf ZW2+LXoPZuVE/ wd Q01r h
827KVZWA Xvgsge+wt nW szcsel GATyzqOKILAHPdZGz ROZYI 2e8c+palLNDdVPL6
vdRBUNkCaEKQt | 1nT 2JpQ 5nTU+gTX4l el nC7E+1a9UDF/ Y85ybUz8XV8r UnR76U
gVC7Ki dNepdHbZj j XCt 8/ Zo+Tec9JINbYNQB/ e9ExnDnt m HEs SEQz Fwzj 8sxHA8A
EQEAAYK Bt gQYAQuAI BYhBNGTbhoj sYLIMA94| Pv8y CoBXnMMBQIdpZzy Ahs MAAOJ]
EPv8yCoBXnMn6f 8L/ 26C34dkj Bf f TzM 5BdznBM F670YneJ4TQMW7+411 L4r VcS
Khl hk/ 3Ud5knaRt P2ef 1+5F66h9/ RPQQI 5+t v BwhBAc UWNBUpKnUr dVaZQanYnt Sx
cVV2PL9+QEi NN3t zI uhaWO' / r ACxJ+K/ ZXQ | zwQVTpNhf GzAaMW9z pf 3u0k14i
t cv6al KY8+r LZvOlwi | eRZLmJOt ZDD5Ht WDv UV7r | FI 1WioLb+KZgbYn30OW CPHV
dTr dZ2CgnZbG3SXw6awH9bz RLVOEXkbhl Mez0deCVdeo+wFFkl h8/ 5VK2b0Ovk/ +w
gMIxf pall HvJLobzOP9f vr swsr 92MA2+k901Wel SR7gEzcl 0Fdg8Ay FAEXaEK6 VY
j P7TSXAwf i sw340xuZr 3gmx 1Suf udt oH3Xr B7 QIN8Xy qgbs Gx UCBgW f 9RSK4 x|
zRTe56i Pei SJJA ci MP9i 2| dl +KgLycyeDvGoBj OHCLO3gVaBe4ubVr j 5Kj hX2PV
NEJd3XZRzaXZE2aAME=

=NXei

————— END PGP PUBLI C KEY BLOCK---- -

3.2. Bob’s OpenPGP Secret Key Materi al
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----- BEG N PGP PRI VATE KEY BLOCK- --- -
Conment: Bob’s OpenPGP Transferabl e Secret Key
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

| QVYBF2I nPl BDAC5¢cL9PQoQLTMuhj bYvb4NcuuoObf ngPRFywX53j PhoFf 4Zg6nv
/ seOXpgecTdCcVt t f zC8ycl Krt 3aQTi wOG ct aR4Bk/ t 6ay NFf dUNXx HWk4WCKz d z
/ 56f W2O0F23ql RA8UUIp5I1 | | NARDARCt dhVQ Auzvp20oVy/ LaS2kx QKvph/ 5pQ
5whgsyr oEWDJoSVOy Gb25B/ i wk/ pLUFoyhD®&bj Okl zDxr EqW+7Ba8nocQ ecMF3
X5KMN\6kp2zr aLvodl BBpWM3Xkt j cCZgMy20Sour aVma8Je/ EQMUMYUI AZxLI | My
9Cur EO X UM6NBRACt LmYZS9uEnn5y1UKF8808Nku890uk 6Br ewkFzJy LAX5WRZ4FO0
qV/ yq36UW0JB/ AUGhHVPdFf 6pl 6eaxBWT5GXvbBUI bt f 8YlI 20g5RsgTW Xf U7eb
SGXr | 5ZMpbA6nbf hdOR8aPxW nDW | ChBuf hMCvUHh1s ApMKVZnv I f f 9/ 0Dca3wb
vLI wa3T4Cyshf TOAEQEAAQAL/ RZgbJW2I qQDCnJi 40z m++gPgBPi X1IRh TWSj wxf M
cJKUZf zLj 414r MKn6Jh1lcwwGY9) ek ROhBOWmaaKT8Ht ¢l gr ZNAI YzZANGRCMATLK
3Vskxf SwKKna8l +s+n¥Zgl qbAj Ug3wnfuf 9Tj 2xcUZYnmy RhiLDEncN2Zzpv Rt HgX7z
Wh1mAKUl SDJZSQks0zj uMNbupcpyJokdl kUg2+wBznBOTKzgMk VNCOb2g5/ t MPUs
hGOWF1UH+7 AHMTas6dl nmr 2ZBI yogdnf UgdNg5sZwsx SNr bgl KP4sqe7X61uEAI Q
bD7r T3LonLbhkrj 31 8wi | UDBus| wt 51 ecoHhd9Hzi gZj RCc1BUBKkboUEoyedbDV4
i 49f sSFZ6 CEWLuD5pW dEpOMFWeUHXOL64Re+LnH6i 1VQr pb1Ck] 4qC6ej | pl j BI
1t 3Gsht Uu/ mvGBBxs60KBX5g77nFQI LCRj 81 SYqGs HRKBhUp4gMB69VA+f DOBRP
f qPTOI 91 H4Ca/ A3j YJcg622GMYALLhnP208WAT 6PkQSJ6kyr 8y mylyVhOVBE/ g6
f RDYA+pkgKnwowf H2Gho3y s AA+OMVOX8Hl dg+Pc0Zs0e5pCavb0OEn8i FLVTAOQRE
LR5r Lue9uD7aFuKFU VdcddYOWW vodk5p/ t VG 7F8RYCFNn9r Sj | Wbf vvZi 1g5Tx
+akozZbga+4qWrzB/ obdX6SCni 6BndcQLQdj CCQUEgpYXxOMIdVERDI p9+2SXDy L
hpxj Syz+RGsZi / 9UAshT4t x PA+MZBgDf K3Zqt Wkh2/ e MRxKANgQIpxSj MyLO' FXN
Wz TDYeW HNYi Al OM QZEPOydZFt y9l VzzNFQC! UCG @ nNyhw7adSgUk 3+BXEx/
MyJPYYOBYuhLxLYcr f @@nr haVKxRJj 25SVH 2ASsi wGJ RZWICC3uw400Yx T KEvNC
mer / VxMBkg8qq& 9KUzJ1dVdAvj yx2Hz6j Y2qWCy RQ61 M WHy d43CAr 3j xooYKUC
Ynst RQyb/ gCSKahveSEj 007C XM 88UGALWz Er 3anpFAsPWBosGaFLj 49y1oRellE
he9gCHFm+f uzbXr WrdPj YU5/ Zdqdoj zDgf u4Thf ni pknpVUMLo6MQkj MB96FHTB
zbKVFSMVhEP6 DPHSCex MFr r SgNO3PdwHT 061 Bal BBFgqmGY01t mJ03Sxv Spi BPONOP
NWy/ 6UZFedTq8A07 QUAXOC62YUSNt T5pnmK2vzs3SAZInmbFbMh+NN204TRI 723 T
t 5hef kuv8hr mvPS/ ZR6g312nmKQew 1pg®Aqi t CFCh21 gQnFi YnFnZSA8YnDi QOw
ZWeWZ3AuZXhhbXBs ZT6J Ac 4 EEWEKADg COMVIFCwk | B GFQoJ CAs CBBYCAWECHgEC
FAAW QTRpmdal 7GCyZgPel z7/ MygqAV5z MAUCXaWe+gAKCRD7/ MyqAV5z M30sC/ 9U
2T3Rr gEbWS33FPNf Ef | hEVRI Z8gDXKMBhUBCqQqEzCnz ZT6X YTebsv4y+PIBGXIFX
yhj 0g6FDkSyboMbl i t Oc TupURCOVgMyA! YAUKERznmAf zzHO9gek85c4l j t LyNuf e
doL2pp3vk& n7eDOQFRaLLMxPKQ Tl ZKdLE1G3u8Uot 8CQHI caR6GnAdc5UXQIES
Bi V7j ZuDyWhriz1c UNWIKKL60Rt p+ZNDOQCr LNLecKHcgCqr pj SQGoouball 1Q6VI
sP44dhAlnknlHt x| TOzpeH 4j nk1FaXnmyasurrr| 5CgU L20 39DCKTH A/ cywDN
4Zpl 1 @PzR8enkbXquUZv FDe+Xz +6xRXt b5MvQy WODB3nHW85Hoc LwRol NOWI CQEl +
L8a/ 56AuOnhs8I | kSui | Tj R7r 9SgKIC2W AH 7E8I hJ 3VDWBEL C56 KH308d6mvOG
ZRAql AKzMLTS5FG MBhq7ZV0eqdEnt Bh3EcO fj 2MBr g1MzJv+0nHzZA j Byaw kad
BVgEXaWe 8gEMANYwW 1xS Yy unXYKOX1vY/ r PANNPvhLyLI E7TNpK9OYNBj +xS1I dGD
bUdzqZeef 2xJe8gMy05DoD1DF3G pZ0l es65beh+d5hegb7N4ApzhOLzr Br VNHar
29b5Exdl 7i 4i YD5TO6Vr / qTUG AN byqELEz Ab+L+b2DVz/ RoCdPl p1DU9ewcc2
WB38Cf qut 3nLYA5t qJ9XVAI EQre+qAVcMBZFcaM 41 4dXhDZZNg+D9Li TWexdUPB
| eu8i wDRj Agy AhPzpFp+nWgWA81ul i ULWDLFj +1 VoY3Zvgi voYG EFBJOI bb4t e
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g9nbUT/ AaVDTWIHz bspVI bi Ve+qyB77C2daWw Nyx 6UYBPLCo4r 0t 0c91kbNES5I gj

Z7xz6] 0sON1UBV(q91EFSeQloSQ62 XAV Y CLMINT6BNf gh4i cLsT7Vr 1QVX9j zn
Jt TPxdXyt SdHvpSpULsqJ016] 0dt nONcK3z9nj 5N5z0k 1t g1AHI70TGYOe2aUc Sx
| RDMXDOPy z Ef | WARAQABAAVIOF20nsj S+Sj hiMlvegJbZj ei 4gF1HHpEMDKOPSXsp
Sf WpR4AA0SI4He6 CXSMAg0ot 8XKt DuZoV9j nJaES5UL9pMAD7IwW OgZm DYVJMbh
OASCh1c356/ wShFbz RHPt UdZO9QBOWFNIMBpHhCIPj t NoRnRGKf 71Rxt vHBzYy 7np
Ga+Ws U/ NVKHWOi OCYwM 0Y1 KDak YWBPm+QL+gHZFvngGae TodOf 91 2VLLATeQR/ ¢
+EZs 71 NumhuzZ8mXcwhUc9JQ hOCkpO+wr eDy sEFk Acs Kbk QP3UDUs A1gFx9pbMz TO
trlozq2a4@t xShHzP/ ph7KLpN+6qt j ks3xB/ yj TgaGrt r wivBt SeOWD1RwXS+/ 10
BHpXTnQ7 Tf e OGUAU4KCoOQLV 6 ELpKWORBLWIi PWVdbGpv VFALOB+kvKAQ9/ r +/ ny
zZM2GCHY+J3Jh5JIxPi InHf XNZj | KLbFbl PdSKNyJBuaz XW8x1 a/ / mEHM 5CcvsZBK
cl Al p7LXzj Ej KXI wHwDc Th9pBgDpd OKTHCt J3J UKxOr W/s DHEWg 6i KV/ FTVSYS5j |

ZN+puCEsskF1Lf xn9JsJi hAVAByNsp6RvkKt yNI FazaCVKt DATkj oh60XNxcNRgr
gCnwdpbgdHP6V/ hvZY54Zalj z6L2e8unNEKYLxDt 8cmAy GPgH2XgL7gi HI p9j r sQ
aS381gnYwNX6wElaEi kgt Y91ngJj wPl i bF9avSyYQoM EqM 1Uj Tj B2KdD/ M t K5
f POVpvuXpNYZedny q4UOMMki NMGAOr f mOeTOol gLr TMT5HI97Cn3Yxbk13uXHNu/
ZUZZNe8s+Q uLf U KAJt LEUut N33TI WQY522FVOmL7S+b80xJi b3yZVJt eVurr h5
HSWHAM+z ghQAV Ces g5CL Xa2dNVK TCnizKg CBv f DLZuZbj FwnwCl 6u/ NhOY9egKu Uf
SA/ | el RXaT8nbVxLYMcwgQXKApzD37f vOt LPI VI Evj Esaf 992t FEFSNPcGLI / j pd
5AVXw6k Kuf 85UkJt YR1Ix2MKQDr g Y1QX/ XMMOOkt 8y 9kMZUr e19aCAr cnor +hDhRJ
E3G 4QJr D9z/ bl CESW4Ab4z2DbgDy/ Xz9I XsA/ r 9cKi MLh5QMt Xvuhyf VeM)1lenhxM
GbOH3gj qqG\Ky sx 0UODGEW 6 AVOhAd8RWKMehJ LaExK9J5SRawsg671ChAU24SdY
vVMPZAkAQR+1ReUZzf 30gSMRZt MT+d18gT6L90/ y+APZI aoAr LPhebl AGG39HLmMJ
26x3z0WAgr pAlkNsj XEXkoi ZGPLKI Goe3hqJ Ab YEGAEKACAW QTRpmtal 7GCyZgP
el z7/ MygAV5z MAUCXaW 8gl bDAAKCRD?7/ MygAV5zMOn/ C/ 9ugt +HZI wx308z1 +QX
c5vDLReuzml 3i eEODMY uNSC+K1XEi oSl ZP91HeZJ2kbT9nn9f uReuof f 0TODI ef
r bwel QQHFFkr qSp1K3VWrUGp2Jr UsXFVdj y/ f kBl j Td7c5boW j v/ 6wWAs Sf i v2V0
JSMBEFUBTYXxswG FVf c6X97t JNel r XL+npSnPPqgy2bzt ¢ CCHkWE5! NLWOWwR7V(g
71Fe6yBSNvr qC2/ i my&J9zl owj x LXU63Wigqgp2Wkt O 80OnsB/ WB0S1f RF5G4SDH
s9HXgl XXgPsBRZJYf P+VSt nDL5P/ sKj CcX6W ZR7yS6G8zj / X767M_K/ dj ANvpPd
NVni Eke6hMBCNBXYPAMhBMMCul coz+0I xi 8L34r M\+Dsbrma96psdUr n7uLaB91
6we0CTf F8qqnvBsVAgal on/ UUi uMy80U3ueoj 3oki STi HI j D/ Yt pXSPi oC8n\hg7
XQAY9BwW zt 4FWjXuLnla4+S04V9j 1TRCXd12Uc2| 2RNmgDE=

=m ES

————— END PGP PRI VATE KEY BLOCK- - - - -

3.3. Bob’'s Revocation Certificate
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----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Conment: Bob’s revocation certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/
i QG2BCABCgAgFi EE0aZuG OxgsmyD3i M+/ zI KgFecz AFAI 21 nQQCHQAACgKk Q+/ zI
KgFeczAl HAv/ Rr1 A PFKsWOBShC8s Vit Pf bT1N9I Ugyr sgBhr UryM i +r Bt kbnSj p
28R5ar aupt 00g1g2L5VsCRMgl 0j f 0zr ZXQOor Kf AO70HCP3X+M Equvzt MJZGIRZ
7TSMyl YIMeFgLmOWIpDKf 3t SoouBOpPe5eVf Xvi EDDo2zOf dnt j PyCM xHgAcj Zo
XgMaur V+nKW| x0zbdpNLsRy4JZcmOSFdPwW37R8U2m Pi 2gNy Vwey CxQyOLj N7Y
AWAdr s9vEODr neSVP20pBhl 7g+Dj 2uXJ QRPVXcq6wog5Fi r 6Dnl hekTLsa78T5cD
n8qg7aRusM ALPACosENCOgI NgsVcj ul LkPN1eD+z GAgHgdi Kaepl+P3pbo5n0CLki
UCAsLNCE08eBVIDCh/ n1FI | 5yhChgQy Myl p/ 49H0J Sc 3l YOKHhv6f 0z aRWs0JuD
aj cXTJ9AYB+SA6EBhIQ+XsNXj Z1gj 75ekUD1sBez TvVf ovgP5bD+vPvI LhSI nKB
aubv3zl d/ x/ 1
=mvivJ
————— END PGP PUBLI C KEY BLOCK---- -

4. Carol’'s DSA/ El Ganal Sanpl es
Properties:
*  (OpenPGP Version: 4
* Fingerprint: 71FF DAOO 4409 E5DD BOC3 E8F1 9BA7 89DC 76D6 849A
* Primary key algorithm DSA 3072/256 (Section 5.5.5.2 of [RFC9580])
* Primary key creation date: Sat Dec 21 2019
* Primary key capabilities: certify, sign
* User ID: Carol A dstyle <carol @penpgp. exanpl e>

* Symmetric algorithmpreferences for SElIPDvl: AES-256, AES-192,
AES- 128

* Hash al gorithm preferences: SHA512, SHA384, SHA256
* Conpresson algorithm preferences: ZIP

* Subkey al gorithm El Gamal 3072/ 256

* Subkey capabilities: encrypt

* Subkey creation date: Sat Dec 21 2019

* There are no expiration dates in the entire certificate
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* The secret key material is in the clear (no password)

* Al OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see Section 5.2.3.35 of [ RFC9580])

4.1. Carol’s OpenPGP Certificate

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Conment: Carol’s OpenPGP certificate
Comment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

xsPuBF3+CnmgRDADZhdKTM3ns 3XpXnQke83Fgal Bt P1LglghqpCf g50W PSOKj i M0
Qiz2vh59nusbBLzgl / / YIVMhKS | WbgMel Y+ WoseHj | 52r gWbAaJOTHANgVt 7vh
yVeJt Ok/ NnxvNhMI0587KXnf pDxr wBqgc/ | 5¢VB+p0r L8vs8kxoj HXAI 5V3koMUj
REWS5Jpj / XU9LhEoy XZkeJC/ pes1ub6UKoFYn7dFI PA9Kkd1kb+1bNf dPYt AOJpcG
zYgeMNOvdWwn43dNhxoeuXf mMAEhA8Ldz TOCOO+7ak XOKW f hXJ8MIBqvPgWZYx 7
MNuQx/ ej | MZH +1 af 7h@761 LH+NCG Kkhi dd9d uA/ W eHi QoXLyfi Q4n8P12q9
+4dg6ybUME5t nozRyyN+1nBr U2a/ +Ly3JCh4TeR7w+cxMkaeHy TQaJ VMo MbDp X
duVd32MA33UVNH5/ KXMVcz Vi 5asVj uKDSoj JDV1QnX8i zZN 1t +Al OL3bal CabV0
SFhl f nBEU] 1ny1sBAMOSQO | 67BvBS3I PHZWKH] gcl hs26nPz Rl ZLr y AUWR2 DDACH
5f x+y UAdZ8Vu/ 2z\WI'HxwMJ/ X6gGTLga9Cnf Dg5UDq YFFz uWWwN4H] +r y Ouak 1CGOnS
KJUBSA75HEXbvOnaWj+suy +pEDv FOVALPUIVUK SQt Hy RLOYO2 FWOe 3AEt pb YDRwp
dr 1ZwEbb3L61 Gbi / 4CNHbJ2u3yUeXsDNAvr pVSEc! j AO1RPCOKnf 58SDZp4y DdP
xGhMBw6al8+f dQxr 22f 2cJ0xgf Pl bzFbO+FUsEgKvn6QTLhbaYw4zs7r dQDej VWHV8
2hP4K+r b9FWknYdV9uo4nv7Myd U+4yvInGEYal3j wj | 3bH9aooNO 6 XbvVAzNzo
mMYmaTO7mp6xFAU43yuGyd9K+1E4k 7CQTROX TZ+Rdt Q V95hSsEmvg792nQv DSBW!
xwf OQ7pf 3kC7r 9f nBu9nBl EN12Hsb@Yvux/ | d5g5Ral | D19j zf VR6+hJzbj 2ZnU
y@B4ksAf | HTzTdLt t RxS9I TRTkVx2vbUnoSBy6TYF1nf 6nRPpSmilri Zxnk R4+BQL
/ Or UAXwegTNI G 5M612s2a45QvYK1t ur Z7spl 1RG t JUl j BXUUR76j | sygagl hBI
5nEsUHLVBOBEQJI5TIgl dLFpHNczLxBOnNwW PoD2e0k /i yOr f i NX8BHWhTgQpb
zAosLj 5/ EOi NI'i | dynl hugBosyRWFqGva006qi oL90sr | zI f KO 0e9ROW3Hi zj Cb
f 59yEspuJdt 9i HYNOPOWW 5ubOKTi JPp9vBnT FaB79/ 11 goj pQoYvQ77HX5A9CIq
paMCHGOW Uz9euNlozzETEKI Pt L8XAxcogf pe2JKE1uS7ugxsKEGEDF x OQFKAGV0
XFt | x50vFCr 2vQr o0VWB858CGN47dCx ChhNUXNt Gc11INEKNv/ X7hKt Rf / 5VCmrmaz
GWWNK47cqZ7GIf EBnEl D7s/t QvTC5Qu71 g9gEt 47TUXObj zUTCXxNvLOSUKL9+J1W
I n1myRpf f/ 5Z0AnZTPHR+AbX4bRB4sK5zi | Qe4139Dn20RYK+EI YOBAXFxSOzehP
| cKKBB8RCAA8BQId/ gppAws JCgk QrbeJ3HbWhJoEFQoJ CAl WAQ XgAl bAwl e ARYh
BHH 2gBECeXdsMPo8Zuni dx210SaAABi hQDY VWhF1HbBhP+kLwWWéqgxuYj Esl EsMR
UQPeKGK9an8HZ78BAJPai L3CpuOrsl oCf OghhMZOKX]j | V+Z57 LwaMv7 FQF Pgz SZD
YXJvbCBPbGRzdH sZSA8Y2Fyb2xAb3BI bnBncC51 eGt ¢ Gxl Ps KKBBMRCAASBQId
[ gppAws JCgk QreeJ3HbWhJ oEFQoJ CAl WAQ XgAl bAw e ARYhBHH 2gBECe Xds MPo
8Zuni dx210SaAABQTAD ZMXAv ShKaMJ JpAf wp1C7KAj 6K2k2CAz5] WXy (F 1+j UA
[ 2i AM X1XcLy3n0L8yt zge8/ UAFHaf Bl 4r n4Dnugf hj zs PMBF3+CngQDADZhdKT
MBe 3XpXnke83Fgal Bt P1glghqpCf g50W PS0Okj i MCOQJz2vh59nusbBLzgl / /Y
1VMWhKF | WbgMel Y+ WbseHj | 52r gWbAaJOTHANgVE 7vhyVeJt Ok/ NnxvNhMi0587
KXnf pDxr wBqc/ | 5¢VB+p0r L8vs8kxoj HXAI 5V3koMIUj REWs5Jpj / XU9LhEoy XZk
eJC/ peslu6UKoFYn7dFI P49Kkd1kb+1bNf dPYt A0JpcGz Yge MNOvdWwn43dNhxo
euXf MAEhA8Ldz TOCOO+7ak XOKW f hXJ8MIBqvPgWZYX7MNuQx/ ej | MZHI +I af 7hG
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9761 LH+NCG Kkhi dd9dG uA/ W eHi QbXLyf i Q4n8P12g9+4dg6ybUME5t noz Ryy N+
1nBr U2a/ +Ly3JCh4TeR7w+cx MAkaeHy TQaJ Vo Mo Dp Xd uVd 32 MA33UVNHS/ KXW
czVi 5asVj uKDSoj JDV1QwX8i zZNl 1t +Al OL3bal CabVOSFhI f nBEUj 1nmy1sMAI f |
[ H7J@B1nxWr/ bNZM HBYNn9f gAZMupr OKZ8COr | QOpgUXOBbA3gcn6vl 65qTUI bBI o
| QFI DvkcTFu/ SdpaD6y 7L6Kk QOB XRUAS9T1VSRICOf JHXRg7YVY57cAS2I t gNHC 2
vVnARt vevogZDnl/ gl 0dsna7f JR5ewMDC+ul VI Rni MDTVESI 4gZ/ nx] Nomj | NO/ E
aEzzDpr Xz591CvbZ/ ZwnTGB8+W MV/s 74VSWSAq+f pBMUFt pj Dj Ozut 1ANGNYdXza
E/ gr 6t vOXCSdh1X26j i bvsyAaVT7j K8nt YRhovePCM dsf 1qi g06Xpdu9UDMBO Z
i ZpM7uanr EUCY7j f K4bJ30r 7UTi TsJBNE7FNn5F21CNX3mFKwSYyDv3adC8NI Fbj H
B85Dul / eQLuv1+by72cGU@BXYext Dxi +7H+V3nr | Foi UPX2PN9VHr 6EnNuPZndTJ
Czi SWB8gdPNNOu21HFL2VNFORXHa9t Sehl HLpNgXWZ/ qdE+l KbWiJnGeRHj 4FAv+
Maaf WOUHF+NSMDMBUWPYT 4vdOUJOUpl j RW 2hTV+BHKNF vZI BRhhQ phNi KRe/ W
apO0f /| VGrRuSOKgBYyj j NXEzTi wr t e2GX65M5F6Lz8N31kt 11 i g1xGOuv+6HMX TN
R8gL2K5PdJeJn8PTJW RS7+BY8Hdkgb+wWpzE5cCvpFi G POyqf BALWkVPI Pl 7dc
hDkmx4i AhHIX9J/ gX/ hC6L3Az PNJgNPAKy 20wYp/ r uTbbwBol W 4i kW j 460Jr vB
snm6Sp81A3ebai NOXkJygLOyhGyhM eGul CYz6AahAFCECt PXGTcor dV1imit h8yj F
49Zf DQYgONMMYr 49y eFXcRMMLYyzN3@v2zzqDuFi 21 GYTXYnvgLYz MBKbL Q2
E/ 21xnBj Lsl 091 / FAA/ bhdzq3t 4/ apbFCeQQ j / AphvzWhsInh@&Q7+d3VoDl z0g
Fi SduCYl AAg8dUQIN r UTkZsL1pQ j hYj CM 2ui KS6RQKT6nvuunPF/ D/ VTnUGeZ
WoOoEGBEI ADWFAI 3+Cirk DOwWk KCRCbhp4ncdt aEngQvCgkl AhYBAhe AAhsMAh4BFi EE
cf / aAEQI5d2ww+j xnmbeJ3HbWhJ 0 AAEEpAP91hFqntbh2ZqVcaRDVSVmhk EcFI RmpH
vDoQ Vn8sAr WiWEAI 8HWbMhL+YWRI t RZDknpCAvF) THVYMI1zM z/ JyeuT9k=

=pal/ S

----- END PGP PUBLI C KEY BLOCK-----

4.2. Carol’s OpenPGP Secret Key Materi al

————— BEG N PGP PRI VATE KEY BLOCK-- - - -
Conment: Carol’s OpenPGP Transferabl e Secret Key
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

x ¢ QTBF3+CngRDADZhdKTM3ms 3XpXnke83Fgal Bt P1glqhgpCf g50W PSOkj i MCO
Qiz2vh59nusbBLzgl / / YIVMhKS | WbgMel Y+ WoseH | 52r gwsAaJOTHANgVt 7vh
yVeJt Ok/ NnxvNhMI0587KXnf pDxr wBqgc/ | 5¢VB+pO0r L8vs8kxoj HXAI 5V3koMUj

REWS5Jpj / XWLhEoy XZkeJC/ pes1lu6UKoFYn7dFI P49Kkd1lkb+1bNf dPYt AOJpcG
zYgeMNOvdWwn43dNhxoeuXf mAEhA8Ldz TOCOO+7ak XOKW f hXJ8MIBqvPgWZYx 7
MNuQx/ ej | MZH +1 af 7Th@761 LH+NCG Kkhi dd9G uA/ W eHi QoXLyfi Q4n8P12g9
+4dg6ybUMB5t nozRyyN+1nmBr U2a/ +Ly3JCh4Te27w+cxMikaeHy TQaJ VMo MbDp X
duVd32MA33UVNHS/ KXMVcz Vi 5asV] uKDSoj JDV1QnX8i zZN 1t +Al OL3bal CabVO
SFhl f nBEY] 1y 1sBAMOSQ | 67BvBS3I PHZWKH gcl hs26nmPz Rl ZLr y AUWR2 DDACH
5f x+y UAdZ8Vu/ 2z \WIHxWMJ/ X6gGTLga9Cnt Dg5UDg YFFz uVWWN4HI +r y Cuak 1CGaS
KJUBSA75HEXbvOnaWj+suy+pEDv FOVALPUOVUK St Hy RLOYO2 FW0Oe 3AEt pb YDRwp
dr 1ZwEbb3L61 GBi / 4CNHbJ2u3yUeXsDNAvr pVSEcl j AO1RPCOKnf 58SDZp4yDdP
xGhMBw6al8+f dQr 22f 2cJ0Oxgf Pl bzFbO+FUsEgKvn6QTLhbaYw4zs7r dQDej WHVS
2hP4K+r b9FwknYdVOuo4nv7Mgd U+4yvInGEYaLl3j wj | 3bH9aooNA 6XbvVAzNzo
mMYmaTO7 np6x FAU43yuGy d9K+1E4k 7 CQTROX TZ+Rdt § VI5hSs Envy792nQv DSBW
xwf OQ7 pf 3kC7r 9f nrBu9nBl EN12Hsb@Yvux/ | d5g5Ral | D19j zf VR6+hJzbj 2ZnU
y@B4ksAf | HTzTdLt t RxS9I TRTkVx2vbUnoSBy6TYF1nf 6nRPpSnilri ZxnkR4+BQL
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/ Or UAXwegTNI G 5M51252a45Qv YKLt ur Z7spl 1RG t JUI j BXUuR76j | sygagl hBI
5nEsQ4AHLV8OBEgJI5TIgl dLFpHNcz LxBOnnNwf PoD2e0kC/ i yOr f i NX8HWTgQpb
zAosLj 5/ EQi Nl i | dynl hugBosyRWFqGva006qi oL90sr | zI f KO 0e9ROW3HI zj Cb
f 59y EspuJt 9i HYNOPOW2W 5ubOKTi JPp9vBnT FaB79/ | | goj pQoYvQ77HX5A9CIq
paMCHGOW Uz 9euNlozz ETEKI Pt L8 XAxcogf pe2J KELuS7ugxsKEGEDf x OQFKAGVO
XFt | x50vFCr 2vQr 00VB858CGEN47dCx ChhNUX Nt Gc11INEKNv/ X7hKt Rf / 5VCrmaz
GWMNKA7cqZ7GIf EBnEl D7s/t QvTC5Qp71 g9gEt 47TUXObj zUTCxNvLosSuKL9+J1W
| n1nyRpf f/ 5Z0ANZTPHR+AbX4bRB4sK5zi j Qe4139Dn20RYK+ElI YoBAXFxSOzehP
| QAW 2BCNSHr y@ VF T 2t 7Q6f Vr QQS9hsM sszZl 5r WMJOO6z ETHC g EQAPAUC
Xf 4KaQVLCQoJEJuni dx210SaBBUKCQgCFgECF4ACGMVCHgEW QRx/ 90ARANI 3bDD
6PGbhp4ncdt aEngAAYOUA 1VpxdR2wWYT/ pC8Fr Ksbm xLJRLDNI ED3i hi v\Wp/ B2e/
AQCT20i 9zqgbj pr CKAnzol YTGTi | 4yFf meey8G MOxUHz4AMIMPFyb2wgT2xkc3R5
bGUgPGN\hcms QAOWZWewWZ3AuZXhhbXBsZT7C gQTEQIAPAUCKf 4KaQWLCQoJEJun
i dx210SaBBUKCQyCFgECF4ACGMVCHgEW QRx/ 90ARANI 3bDD6PCGhp4ncdt aEngAA
UEWA/ 2TFwWLOmy nj CSaQHBKdQuygl +i t pNggM+rY8FF8hn9f 01AP90gDI | 9V3C8t 59
C/ M c4HvP1ABR2nWZeK5+A5] LoHAY8f DBQRA/ gpoEAWA2 YXSkz N5r N16V50J Hv Nx
YG AbT9YNaoaq4CQdFoj 0t JI 4j At Di c9r 4ef Z7r GAS84CP/ 2NVTI Sny Fm36j HCG
PpVnvHh45edq6l ugG dEx+DYFbe74cl Xi bdJPzZ8bzYTHIOf Oyl 5n6(Ba8AanP5e
XFQY qdKy/ L7PJMal x1wl uVd5KDNFI ORFr CSaY/ 11PSARKM 2ZHi Quv6Xr Nbul CqBW
J+3RSD+PSpHAZG t W X3T2LQNCaXBs 2| H DTr 3Vi cJ+N3TYcaHr | 35gBl QPC3c09
At Dvu2pFzi | q34Vyf DEwar z4FmAMez Dbk M 30y DGR5f | Gn+4Rve+i Cx/ j Ghoi pl Y
nXf R LgP1lr Xh4kGly8n4kQl/ D9dqvf uHausnilDOubZz6Micsj ft Zt 61Nmv/ i 8t yQo
eE3j t uBPNnMIFpGnh8k0G VTGzGM6V3bl Xd9j ANQIFTR+f yl zFXMLYuW FY7i gOql
yQLAUMF/ | s2TZdbf gCNC922pQmmiLdEh YZX5WRFI 9Zst bDACHSf x+y UAdZ8Vu/ 2zW
THxWWI/ X6gGTLga9Cnf Dg5UDg YFFz uWMNAHJI +r y Quak 1 CGASKJUBSA75HEXbvOna
Wj+suy+pEDvFOVALPUIVUK SQ HyRLOYO2 FWOe3AEL pb YDRwpdr 1ZwEbb3L61 GBI
/ 4CNHbJ 2u3yUeXsDNAvr pVSEc| j AOLRPCOKnTf 58SDZp4y DdPx GhMBw6al8+f dQr 2
2f 2cJ0xgf Pl bzFbO+FUs EgKvn6QTLhbaYwdzs7r dQDej WHV82hP4K+r b9FwknYdV
uodnv7Myd U+4yvInGEYalL3j wj | 3bH9aooNd 6XbvVAzNzomYmaTO7/np6x FAu43
yuGyd9K+1E4k7CQTROX TZ+Rdt @ V95hSs Envy792nQv DSBWIXW OQ7 pf 3kC7r 9f m
8u9nBl EN12Hsb@Yvux/ | d5g5Ral | D19j zf VR6+hJzbj 2ZnUy Qs4ksAf | HTzTdLt
t RxSOI TRTkVx2vbUnoSBy6TYF1nf 6nRPpSmilri ZxnkR4+BQ./ j EGm1t Lhxf | f DA
5vFFj 73+FXdFCdFKSI 0VpdoULf gR5DX72ZQUYYUCKYTYi kXv1nmgdH 5Vt hpt r kt C
0Ac04zVxM4sK7Xt hl +uTChei 8/ Dd9ZLdSI oNcRj rr/ uh5sUzUf | C9i uT3SXi Z/ D
Oy VqOUu/ gWPB3ZI G sFacx OXAr 6RYhvzOMInwXS1sVT5TyBXI BJsel gl RyV/ Sf
4F/ 4Qui 9WMEzZz Saj TwCst t MaKf 67k228AaJ W+l pFoo+O Ca7wbJukqf NQN3nRoj f
V5CcoCzsoRsoTI nhr pQrivikg GoQBXBAr T1xk3KK3Vdzi bYf Moxel GXwWOMONI z FuGK
+PcnhV3ETFMNcszd0Pb9s86g7hYt pREL12J1 ai 2MzPSiry zt | sRP9t ¢ Zwyy 7JdPZf
XXQP24XVat 7eP2gWk Tnk EP4/ wKYb81n7 CZ4RvUQ nd1aA5c9l BYknbgnmCAAKvHVD
i TY61E5GOhC9aTi | 4Ww | troi KuKUJE+p77r pj xf w/ 1U51BnnQAA/ i h5j It hn2ZE
r 1YoOsUs8CBhyl TsRZK6VS4ZCEr cyl 2t D2LCi g QYEQYAPAUCXKF 4KaQVLCQoJEJun
i dx210SaBBUKCQyCFgECF4ACGMVCHgEW QRx/ 90ARANI 3bDD6PCGhp4ncdt aEngAA
@Sk A 3VEWYZX v Zmp VX pEMKIVACGQRWMUhGak e8Ch C1W ywCt ar AQCLW Bsy Ev5j BEi
1FkOSekLi 8WNMHUx 3XMyvP8nJ65P2Q==

=Xj 8h

————— END PGP PRI VATE KEY BLOCK- - - - -
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4.3. Carol’s Revocation Certificate
————— BEG N PGP PUBLI C KEY BLOCK- - - - -
Comment: Carol’s revocation certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/
i HsEl BEKACOFANT +z6EJEJuni dx21oSaFi EEcf / aAEQI5d2ww+j xnmbeJ3HbWAJoC
hwACHQAAADDHAPINUS1xgKIl oaxxqo9Rh1pQux/ W20l RTh6SxzORt pO 9gEAt g7d
I nkr 6nSPRo5f MW3yPsscVn2TgxFgvV4Zat 4j +g0=
=v8ah
————— END PGP PUBLI C KEY BLOCK-----
5. David s v6 Ed25519/ X25519 Sanpl e

Davi d Del uxe’s OpenPGP material is a mnimlist exanple focusing on
the mandatory-to-inplement (MIl) aspects of [RFC9580].

Properti es:
*  OpenPGP Version: 6

* Fingerprint:
4199D9EAAG6682A78D5A534F62BF76222A54E4DEBC7 85DBE6A6C5B34586026 FE2

* Primary key algorithm Ed25519 (Section 5.5.5.9 of [RFC9580])
* Primary key creation date: 2025-04-16

* Primary key capabilities: certify, sign

* User ID David Deluxe <davi d@penpgp. exanpl e>

* Symmetric algorithmpreferences for SEIPDvl: AES-256, AES-128
* Ciphersuite preferences for SElIPDv2: AES-256+0CB, AES-128+0CB
* Hash al gorithm preferences: SHA512, SHA256

* Conpresson al gorithm preferences: Unconpressed, Zlib

*  Subkey al gorithm X25519 (Section 5.5.5.7 of [RFC9580])

* Subkey capabilities: encrypt

* Subkey creation date: 2025-04-16

* There are no expiration dates in the entire certificate
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* The secret key material is in the clear (no password)

* Al OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see Section 5.2.3.35 of [ RFC9580])

5.1. David' s OpenPGP Certificate

----- BEG N PGP PUBLI C KEY BLOCK- - - - -
Conment: David s OpenPGP Certificate
Comment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

Xi 0&XZ/ 8) OxsAAAAgzr MRQzW LIR2j 8b0z CEMAYDSgxLVZ2JS2x T/ Ug8+f KPCs AYf

GMAAABBBYJn/ y PTAws JBMWCggDFgACAps DAh4J 1 gEGQZNZ6qZoKnj VpTT2K/ di

I gVOTevHhdvmpsW RYYCh+l FIwk CBwW AAAAA698gckuZpgDL4TaSzCoe8YFTLeOg
glubFXhpvUY+f 1GoNFawd60z7Zyi QNFBW hMsi e70LNx SHv 1gKQCOZ+f t Mo YPSWh
GOy MGEV MKMW D+ybd2+Bj 7uy NEBc XOTCyLYYr NgPz SREYXZpZCBEZWk 1e GUgPGRh
dm kKQEPWZWeWZ3AuZXhhbXBsZT7CmwWYTGMAAAAsS BYJIn/ y PTAhKBI qEGQZNnZ6qZo
Knj VpTT2K/ di | qVOTevHhdvnpsW RYYCh+l AAAAA8/ Ugur nDFSbpSNPQG s2CaMoP
hD+wj uW Uxnf Pf F/ PUB8CU+McFaUB5Dr 10xJWjMHz BZI VzaOLQGY6AG Xmi T9u72
Lkj PCpTSr r xKVi pagOYn07VDnSBDbOQz G AvI | nf JgKzi 0GZ/ 8] 0xkAAAAgq3RT
z+ceY6yb7nSukwGWsUf WWF7VHHAh1Jd45QVzzCrYYGM AAAAS BYIn/ yPTApsM
| gEGQZNZ6gZoKnj VpTT2K/ di | qVOTevHhdvnpsW RYYCh+I AAAAAockg36ZPi 7Dp
wz 63B7YXv4dl WAZgR5x 6vabUAHpSUxuuS+1REGs Z4dSH7br 2j LpZ39z Sdl oBdXSd
x/ oP9j K8wYnr WiMy kHxk UGy OHt | 1j PxNF9b5Xf ZaRKBI 7y Gobr 3TDocL

----- END PGP PUBLI C KEY BLOCK- - - - -

5.2. David' s OpenPGP Secret Key Materi al

————— BEG N PGP PRI VATE KEY BLOCK- - - - -
Comment: David’'s OpenPGP Transferable Secret Key
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/

xUsGZ/ 8] OxsAAAAgzr MRQzW/LIR2j 8b0z CEMAYDSxLVZ2JS2xC/ Ug8+f KMAsS W/F
Vyj YBj / 6/ wnEner N2Feh1URr Bl L6AEt i G3Qui 6HCs AYf GMOAAABBBYJn/ y PTAWSJ
BwWWCggDFgACApsDAh4J I gEGQZNZ6gZoKnj VpTT2K/ di | gVOTevHhdvnmpsWe RYYC
b+l FIwkCBM AAAAAG698gckuZpgDL4TaSzCoe8YFTLeOgqlubFXhpvUY+f 1GoNFaw
960z7Zyi QNFBW hivsi e70LNxSHv1gKQQOZ+f t MoYPSWh GGy MGEV MKMW D+ybd2+B
j TuyNEBcXOTCyLYYr NgPz SREYXZpZCBEZW 1e GUgPCRhdm kQ@wZWswZ3AuZXhh
bXBsZT7CmwYTGAMAAAASBYJIn/ yPTAhKBI gEGQZNZ6gZoKnj VpTT2K/ di | gVOTevH
hdvimpsW RYYCb+I AAAAA8/ Ugur nDFSbpSNPQ s2CaMoPhD+wj uW Uxnf Pf F/ PU88
CU+McFauB5Dr 1Ok JWIMHz BZI VzaOLQGY6AG X T9u72Lkj PCpTSr r xKVi pagOyn
07VDnSBDbOQz G AvVI | nf JgKx0sGZ/ 8] OxkAAAAgQ3RTz+ceY6yb7nSukweeWSUf

WVF7VHHAh1Jd45QpVzwA7 Ev Qtnk Orhi M2nzkJt gl KebTs+gukM t 5Yf x1HI n2qTC
mMVWYYGMAAAASBYJIn/ yPTApsM qEGQZnZ6qZoKnj VpTT2K/ di | qVOTevHhdvnpsW
RYYCb+| AAAAAockg36ZPi 7Dpwz 63B7 YXv4dl WAZgR5x6vabUAHpSUxuuS+1REGCsZ
4dSH7br 2j LpZ39zSdl oBdXSdx/ oP9j K8wYnr WiMyk Hxk UGy OHt | 1j PXNF9b5Xf Za
RKBI 7y Cbbr 3TDocL

----- END PGP PRI VATE KEY BLOCK-- - - -
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5.3. David' s Revocation Certificate
————— BEG N PGP PUBLI C KEY BLOCK- - - - -
Comment: David's revocation certificate
Conment: https://datatracker.ietf.org/doc/draft-bre-openpgp-sanpl es/
Xi 0&Z/ 8] O0xsAAAAgzr MRQzW LIOR2j 8b0z CEMAYDSqxLVZ2JS2x T/ Ug8+f KPCoAYg
GMAAABBBQI N/ yR2CRBBndngpnggqe AOdAHVUc 3Bl Y21 maW/kI | EGQZNnZ6gZoKnj V
pTT2K/ di | gVOTevHhdvmpsW RYYCh+I AAAAAQUB Qe k KWIIVDF mvBmdwdt KAZf 01t A
9 7Yct kbl vDD1f JQMmcE4aVa@nj aul Lt 6+wli Ypb+YvKA4EUUbYeQLA4AUM 2i W63
pAW t 62nl cghKDXAVAM=
----- END PGP PUBLI C KEY BLOCK- - - - -

6. Security Considerations
The keys presented in this docunent shoul d be consi dered conprom sed
and insecure, because the secret key material is published and
therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD
i nclude these keys in their lists.

7. | ANA Consi derations
I ANA has nothing to do for this docunent.
8. Docunent Considerations
[ RFC Editor: please renpve this section before publication ]
8.1. Document Hi story
Changes between -02 and -03: - added new v6 certificate for Alice in
addition to the existing v4 cert (representing soneone with both a

conpatibility-focused certificate and a nodern certificate)

Changes between -01 and -02: - added Carol (DSA/ El ganal exanple) -
added David (v6 Ml exanple)

Changes between -00 and -01
* converted to XM.2RFC v3

* added internal backreferences to sample material to spread
awar eness
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