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Abst ract

Thi s docunent di scusses subsets of the Unicode character repertoire
for use in protocols and data formats, and specifies three subsets
recomrended for use in | ETF specifications.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Novenber 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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Protocols and data formats frequently contain or are made up of
textual data. Such text is normally conposed of Unicode [ UN CODE]

characters,

al |

text fields.

al |

characters”
speci fi ed.

to support use by speakers of many | anguages.
characters are represented by nuneric code points,

Uni code
and the "set of

Uni code code points" is generally not a good choice for use in

Uni code recogni zes different types of code points, not
of which are appropriate in protocols,
characters. Therefore, even if the desire is to support
a subset of the Unicode code point
Subsets such as those discussed in this document are

or even associated with

Uni code

repertoire should be

appropriate choi ces when nore-specific limtations do not apply.

In this docunent, "subset" neans a subset of the Uni code character

repertoire.

Thi s docunent specifies subsets that exclude sonme or al

of the code points that are "problematic" as defined in Section 2.2.

Aut hors shoul d have a way to concisely and exactly reference a stable

speci fication that

accepts.
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Thi s docunent di scusses issues that apply in choosing subsets, nanes
two subsets that have been popular in practice, and suggests one new
subset. The intended use is to serve as a convenient target for
cross-reference from ot her specifications whose authors wish to

excl ude problematic code points fromthe data format or protoco
bei ng specified.

Note that this document only provides gui dance on avoi ding the use of
code points which cannot be used for interoperable interchange of

Uni code textual data. Dealing with strings, particularly in the
context of user interfaces, requires addressing | anguage, text
rendering direction, alternate representations of the sanme abstract
character, and so on. These issues, anong nany others, led to nmany
efforts by the Unicode Consortium |ETF efforts like [IDN] and

[PRECI S], and WBC internationalization efforts such as [ WBC CHAR] .
The results of these efforts should be consulted by anyone engagi ng
in such work

1.1. Notation

In this docunment, the numeric val ues assigned to Unicode characters
are provided in hexadecimal. This docunent uses Unicode’'s standard
notation of "U+" followed by four or nore hexadecinmal digits. For
exanple, "A", decinmal 65, is expressed as W0041, and "" (Bl ack
Heart), decimal 128,420, is W1F5A4.

G oups of nuneric values described in Section 4 are given in ABNF
[ RFC5234]. I n ABNF, hexadeci mal val ues are preceded by "%" rather
than " U+".
Al'l the numeric ranges in this docunent are inclusive.
The subsets are described in ABNF.

2. Characters and Code Points
Definition D9 in section 3.4 of [UN CODE] defines "Uni code codespace"
as "a range of integers fromO to 10FFFF_16". Definition D10 defi nes
"code point" as "Any value in the Uni code codespace"
The Unicode Standard’ s definition of "Unicode character" is
conceptual. However, each Unicode character is assigned a code

poi nt, used to represent the characters in conputer nmenory and
storage systens and, in specifications, to specify all owed subsets.
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There are 1,114,112 (17 2716) code points; as of Unicode 16.0
(2024), about 155,000 have been assigned to characters. Since
unassi gned code points regul arly beconme assi gned when new characters
are added to Unicode, it is usually not a good practice to specify
that unassi gned code points should be avoi ded.

2.1. Encoding forns

Uni code describes a variety of encoding forms, ways to marshal code
points into byte sequences. A survey of these is beyond the scope of
this docunent. However, it is useful to note that "UTF-16"
represents each code point with one or two 16-bit chunks, while "UTF-
8" uses variable-length byte sequences [ RFC3629].

The "1 ETF Policy on Character Sets and Languages"”, BCP 18 [ RFC2277],
says "Protocols MJST be able to use the UTF-8 charset”, which becones
a mandate to use UTF-8 for any protocol or data fornmat that specifies
a single encoding form UTF-8 is widely used for interoperable data
formats such as JSON, YAM., CBOR, and XM.

2. 2. Probl emati ¢ Code Points

This section classifies as "problematic" all the code points which
can never represent useful text and in some cases can lead to
software misbehavior. This is a |low bar; the PRECI S [ RFC8264]
framework’s "ldentifierd ass" and "FreefornC ass" exclude nany nore
code points which can cause probl ens when displayed to humans, in
sonme cases presenting security risks. Specifications of fields in
protocols and data formats whose contents are designed for display to
and interactions with humans woul d benefit from careful consideration
of the issues described by PRECIS; its nmore-restrictive subsets m ght
be better choices than those specified in this docunent.

Definition D10a in section 3.4 of [UNI CODE] defines seven code point
types. Three types of code points are assigned to entities which are
not actually characters or whose val ue as Unicode characters in text
fields is questionable: "Surrogate", "Control", and "Noncharacter".
In this docurment, "problematic" refers to code points whose type is
"Surrogate” or "Noncharacter”, and to "legacy controls"” as defined in
Section 2.2.2.2 bel ow.

Uni code’s definition D49 concerns the "private-use" type and section
3.5.10 states that they "are considered to be assigned characters".
Section 23.5 further states that these characters’ "use may be
determ ned by private agreenent anong cooperating users". Because
private-use code points nmay have uses based on private agreenents,
this docunment does not classify themas "problematic".
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2.2.1. Surrogates

A total of 2,048 code points, the range U+D300- W+DFFF, is divided
into two bl ocks called "high surrogates” and "| ow surrogates”;
collectively the 2,048 code points are referred to as "surrogates".

[ UNI CODE] section 23.6 specifies how surrogates may be used in

Uni code texts encoded in UTF-16, where a high-surrogate/l ow surrogate
pair represents a code point greater than U+FFFF.

A surrogate which occurs in text encoded in any encodi ng form ot her
than UTF-16 has no neaning. In particular, [UN CODE] section 3.9.3
forbids representing a surrogate in UTF-8.

2.2.2. Control Codes

Section 23.1 of [UNI CODE] introduces the control codes for
conpatibility with | egacy pre-Unicode standards. They conprise 65
code points in the ranges U+0000- U+001F (" CO control s") and
U+0080- WLHO009F ("C1 controls"), plus WO007F, "DEL".

2.2.2. 1. Useful Controls

The CO controls include newine (U+t000A), carriage return (U+000D),
and tab (U+0009); this docunent refers to these three characters as
the "useful controls".

2.2.2.2. Legacy Controls

Aside fromthe useful controls, both the C0 and Cl control codes are
nmostly obsol ete and generally |ack interoperable semantics. This
docunent uses the phrase "legacy controls" to describe control codes
that are not useful controls.

Because the code points for CO controls include the 32 snall est
integers including zero, they are likely to occur in data as a result
of progranming errors.

2.2.3. Nonchar acters

Certain code points are classified as "noncharacters”, and [ UNI CODE]
asserts repeatedly that they are not designed or used for open

i nt er change.

Code points are organi zed into 17 "planes", each containing 2"16 code
points. The last two code points in each plane are noncharacters:
WFFFE, U+FFFF, U+1FFFE, U+1FFFF, U+2FFFE, U+2FFFF, and so on, up to
U+10FFFE, U+10FFFF.
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3.

The code points in the range WFDDO- U+FDEF are nonchar act ers.
Dealing Wth Problematic Code Points

[ RFC9413], "Maintaining Robust Protocols", provides a thorough
di scussion of strategies for dealing with issues in input data.

Different types of problematic code points cause different issues.
Noncharacters and | egacy controls are unlikely to cause software
failures, but they cannot usefully be displayed to hunans, and can be
used in attacks based on attenpting to display text that includes

t hem

The behavi or of software which encounters surrogates is unpredictable
and differs anong progranm ng-l anguage inpl enment ati ons, even between
different APl calls in the sane | anguage.

Section 3.9 of [UNICODE] nakes it clear that a UTF-8 byte sequence
which would map to a surrogate is ill-formed. |If a specification
requires that input data be encoded with UTF-8, and if all input were
wel | -fornmed, inplenmentors would never have to concern thenselves with
surrogat es.

Unfortunately, industry experience teaches that problematic code

poi nts, including surrogates, can and do occur in programinput where
the source of input data is not controlled by the inplenentor. In
particul ar, the specification of JSON all ows any code point to appear
in object nenber nanes and string val ues [ RFC8259].

For exanple, the following is a conformng JSON text:
{"exanpl e": "\ u0000\ u0089\ uDEAD\ uD9BF\ uDFFF"}

The val ue of the "exanple" field contains the CO control NUL, the C1
control "CHARACTER TABULATI ON W TH JUSTI FI CATI ON', an unpaired
surrogate, and the noncharacter W7FFFF encoded per JSON rul es as two
escaped UTF-16 surrogate code points as described in [ RFC8259]
section 7. It is unlikely to be useful as the value of a text field.
That val ue cannot be serialized into well-forned UTF-8, but the
behavi or of libraries asked to parse the sanple is unpredictable;
some will silently parse this and generate an ill-forned UTF-8
string.

Two reasonabl e options for dealing with problematic input are either
rejecting text containing problematic code points, or replacing the
probl emati ¢ code points with placehol ders.
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Silently deleting an ill-forned part of a string is a known security
risk. Responding to that risk, [UN CODE] section 3.2 recomends
dealing with ill-formed byte sequences by signaling an error, or

replacing problematic code points, ideally with "" (U+FFFD
REPLACEMENT CHARACTER)

4. Subsets

This section describes three increasingly restrictive subsets that
can be used in specifying acceptable content for text fields in
protocols and data types. Specifications can refer to these subsets
by the nanes "Uni code Scal ars", "XM. Characters", and "Uni code

Assi gnabl es".

4. 1. Uni code Scal ars

Definition D76 in section 3.9 of [UNI CODE] defines the term "Unicode
scal ar value" as "Any Uni code code point except high-surrogate and
| ow surrogate code points."

The "Uni code Scal ars” subset can be expressed as an ABNF production
uni code-scal ar =

%0- D7FF / ; exclude surrogates

% EO000- 10FFFF
This subset is the default for CBOR [ RFC8949], and has the advant age
of excluding surrogates. However, it includes |egacy controls and
nonchar act er s.

4.2. XM Characters

The XML 1.0 Specification [XM.], in its grammar production |abeled
"Char", specifies a subset of Unicode code points that excludes
surrogates, legacy Q0 controls, and the noncharacters U+FFFE and
U+FFFF.
The "XM. Characters" subset can be expressed as an ABNF production

xm -character =

9 /| %A /| 9D/ ; useful controls
%20- D7FF / ; exclude surrogates
9% E000- FFFD / ;. exclude FFFE and FFFF nonchars

%100000- 10FFFF
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Wil e this subset does not exclude all the problematic code points,
the C1 controls are less likely than the CO controls to appear
erroneously in data, and have not been observed to be a frequent
source of problenms. Also, the noncharacters greater in value than
U+FFFF are rarely encountered.

4.3. Unicode Assignabl es

Thi s docunent defines the "Uni code Assignabl es" subset as all the
Uni code code points that are not problematic. This, a proper subset
of each of the others, conprises all code points that are currently
assi gned, excluding | egacy control codes, or that might in future be
assi gned.

Uni code Assi gnabl es can be expressed as an ABNF production

uni code- assi gnabl e =
™9 /| %A /| 9D/ ; useful controls
% 20-7E / exclude Cl1 controls and DEL
% AO- D7FF / excl ude surrogates
9% E000- FDCF / excl ude FDDO nonchars
% FDFO- FFFD / excl ude FFFE and FFFF nonchars
%10000- 1FFFD / 9%20000- 2FFFD / (repeat per plane)
%% 30000- 3FFFD / % 40000- 4FFFD /
9%%50000- 5FFFD / % 60000- 6FFFD /
9% 70000- 7FFFD / 9% 80000- 8FFFD /
9% 90000- 9FFFD / 9% A0000- AFFFD /
%% B0000- BFFFD / 9% C0000- CFFFD /
9% D0000- DFFFD / 9% E0000- EFFFD /
9% F0000- FFFFD / 9% 100000- 10FFFD

5. Using Subsets

Many | ETF specifications rely on well-known data fornmats such as

JSQN, 1-JSQN, CBOR, YAM., and XM.. These formats specify default
subsets. For exanple, JSON all ows object nmenber nanes and string
val ues to include any Unicode code point, including all the

probl ematic types.

A protocol based on JSON can be nade nore robust and i npl enentor-
friendly by restricting the contents of object nenber nanmes and
string values to one of the subsets described in Section 4.

Equi val ent restrictions are possible for other packagi ng formats such
as |-JSON, XM., YAM., and CBCR

Not e that escaping techni ques such as those in the JSON exanple in

Section 3 cannot be used to circunmvent this sort of restriction,
which applies to data content, not textual representation in
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packaging formats. |If a specification restricted a JSON field val ue
to the Uni code Assignables, the exanple would remain a conformn ng
JSON Text but the data it represents would not constitute Unicode
Assi gnabl e code points.

6. | ANA Consi derations
Thi s docunent has no actions for | ANA
7. Security Considerations
Section 3 of this docunent discusses security issues.

Uni code Security Considerations [TR36] is a w de-rangi ng survey of
the issues inplenentors should consider while witing software to
process Unicode text. Unicode Source Code Handling [ TR55] discusses
use of Unicode in progranmm ng | anguages, with a focus on security

i ssues. Many of the attacks they discuss are aimed at deceiving
human readers, but vulnerabilities involving issues such as
surrogates and noncharacters are al so covered, and in fact can
contribute to human-deceiving exploits.

The Security Considerations in Section 12 of [RFC8264] generally
applies to this docunent as well.

Not e that the Uni code-character subsets specified in this docunent
are increasingly restrictive, omtting nore and nore problematic code
poi nts, and thus should be less and | ess susceptible to many of these
exploits. The Section 4.3 subset, "Unicode Assignabl es", excludes
all of these code points.

8. Nor mat i ve Ref erences

[ RFC5234] Crocker, D., Ed. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234,
DA 10. 17487/ RFC5234, January 2008,
<https://www. rfc-editor.org/infol/rfc5234>

[ TR36] The Uni code Consortium "Unicode Security Considerations”,
<https://ww. uni code.org/reports/tr36/>.Note that this
reference is to the |atest version of this docunent,
rather than to a specific release. 1t is not expected
that future updates will affect the referenced
di scussi ons.

[ TR55] The Uni code Consortium "Unicode Source Code Handling",

<https://ww. uni code.org/reports/tr55/>  Note that this
reference is to the | atest version of this docunent,

Bray & Hof fman Expi res 28 Novenber 2025 [ Page 9]



I nternet-Draft Uni code Subsets May 2025

rather than to a specific release. 1t is not expected
that future updates will affect the referenced
di scussi ons.

[ UNI CODE] The Uni code Consortium "The Unicode Standard”,
<http://ww. uni code. org/versions/latest/>  Note that this
reference is to the latest version of Unicode, rather than
to a specific release. It is not expected that future
changes in the Unicode Standard will affect the referenced
definitions.

9. Infornmtive References

[ 1 DN] "Internationalized Dormai n Name Wor ki ng G oup”,
<https://datatracker.ietf.org/group/idn/>.

[ PRECI S] "PRECI S Worki ng G oup",
<https://datatracker.ietf.org/group/precis/>.

[ RFC2277] Alvestrand, H., "IETF Policy on Character Sets and
Languages", BCP 18, RFC 2277, DO 10. 17487/ RFC2277,
January 1998, <https://ww.rfc-editor.org/info/lrfc2277>.

[ RFC3629] VYergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, DO 10.17487/ RFC3629, Novenber
2003, <https://www rfc-editor.org/info/rfc3629>.

[ RFC8259] Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", STD 90, RFC 8259,
DA 10.17487/ RFC8259, Decenber 2017,
<https://ww.rfc-editor.org/info/rfc8259>.

[ RFC8264] Saint-Andre, P. and M Bl anchet, "PRECI S Franework:
Preparation, Enforcenent, and Conparison of
Internationalized Strings in Application Protocols",
RFC 8264, DO 10.17487/ RFC8264, Cctober 2017,
<https://ww. rfc-editor.org/info/rfc8264>.

[ RFC8949] Bormann, C. and P. Hoffnman, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DO 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/info/rfc8949>.

[ RFC9413] Thomson, M and D. Schinazi, "Mintaining Robust

Protocol s", RFC 9413, DO 10.17487/ RFC9413, June 2023,
<https://ww.rfc-editor.org/info/rfc9413>.

Bray & Hof fman Expi res 28 Novenber 2025 [ Page 10]



I nternet-Draft Uni code Subsets May 2025

[ WVBC- CHAR] WBC, "Character encodings: Essential concepts”,
<https://www. wW3.org/International/articles/definitions-
characters/>.

[ XM_] Bray, T., Paoli, J., MQeen, CM, Miler, E., and F.
Yer geau, "Extensible Markup Language (XM.) 1.0 (Fifth
Edition)", 26 Novenber 2008,
<htt p://wwv. w3. or g/ TR/ 2008/ REC- xm - 20081126/ >. Note t hat
this reference is to a specific rel ease, based on a
hi story of previous "Edition" rel eases having changed this
producti on.

Acknowl edgenent s

Thanks are due to uillaune Fortin-Debigar, who filed an Errata
Report agai nst RFC 8259, The JavaScri pt Object Notation, noting
frequent references to "Unicode characters", when in fact the RFC
formally specifies the use of Unicode Code Points.

Thanks al so to Asnus Freytag for careful review and many constructive
suggestions ai ned at making the | anguage nore consistent with the
structure of the Unicode Standard.

Thanks al so to Janes Manger for the correctness of the ABNF and JSON
sanpl es.

Thanks al so to Addison Phillips and the WBC I nternationalization
Worki ng Group for hel pful suggestions on | anguage and references.

Thought ful coments during the many iterations of this draft, which
hel ped tighten up wordi ng and nmake difficult points clearer, were
contributed by Harald Al vestrand, Martin J Drst, Donald E

East | ake, John Kl ensin, Barry Leiba, G yn Norm ngton, Peter Saint-
Andre, and Rob Sayre.

Aut hors’ Addr esses
Ti m Br ay

Textual ity Services
Emai |l : tbray@extuality.com

Paul Hof f man
| CANN
Emai | : paul . hof f man@ cann. or g

Bray & Hof fman Expi res 28 Novenber 2025 [ Page 11]



