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Abstract

Brand I ndicators for Message ldentification (BIM) permts Donain
Owmers to coordinate with Mail User Agents (MJAs) to display brand-
specific Indicators next to properly authenticated nessages. There
are two aspects of BIM coordination: a scal abl e mechani sm for Domai n
Omers to publish their desired Indicators, and a mechani smfor Mil
Transfer Agents (MIAs) to verify the authenticity of the Indicator.
Thi s docunent specifies how Domain Omers comunicate their desired
I ndicators through the BIM Assertion Record in DNS and how t hat
record is to be interpreted by MAs and MJAs. MJAs and nail -

recei ving organi zations are free to define their own policies for
maki ng use of BIM data and for Indicator display as they see fit.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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RFC EDI TOR: PLEASE REMOVE THE FOLLOW NG PARAGRAPH BEFORE PUBLI SHI NG

The source for this draft is maintained in GtHub at:

https://github. com BLAHBLAHBLAH (https://github. comi BLAHBLAHBLAH)

Thi s docunent defines Brand Indicators for Message ldentification
(BIM), which enables Domain Oaners to coordinate with Mail Box
Providers (MBPs), Miil Transfer Agents (MIAs), and Mail User Agents
(MJAs) in the display of brand-specific Indicators next to properly

aut henti cat ed nessages.

BIM is designed to be open and to work at Internet scale. BIM

intended to drive adoption of emmil authentication best practices by

| everagi ng exi sting DMARC [ RFC7489] policies, the supporting

aut henti cati on met hods DKI M [ RFC6376] and SPF [ RFC7208], and ot her

associ ated standards such as ARC [ RFC8617].

The approach taken by BIM is heavily influenced by the approach

taken in DKIM[RFC6376], in that BIM:

* has no dependency on the depl oynment of any new Internet protocols

or services for indicator registration or revocation;

* makes no attenpt to include encryption as part of the mechani sm

* is conpatible with the existing email infrastructure and
transparent to the full est extent possible;
* requires mninmal new infrastructure;

* can be inplemented independently of clients in order to reduce

depl oynent ti ne;
* can be deployed increnentally; and
* allows delegation of indicator hosting to third parties.
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To participate in BIM, Dormain Owmers MJIST have a strong [ DMARC]
policy (quarantine or reject) on both the O ganizational Donmain, and
the RFC5322. From Domai n of the nmessage. Quarantine policies MJST NOT
have a pct | ess than pct=100.

Thi s docunent defines how Domain Oamers specify their desired

i ndicators through the BIM Assertion Record in DNS and how t hat
record is to be interpreted by MIAs and MJAs. This document does not
cover how domains or indicators are verified, how MJAs shoul d di spl ay
the indicators, or how other protocols (i.e. |IMAP, JVMAP) can be
extended to work with BIM. O her docunents nay cover these topics.
MJAs and Mail Box Providers (MBPs) are free to define their own
policies for nmaking use of BIM data and for indicator display as
they see fit.

2. Overview

The Sender Policy Framework (SPF [ RFC7208]), Domai nKeys |dentified
Mai | (DKIM[RFC6376]), "Donmain-based Message Aut hentication,
Reporting, and Conformance" (DVARC [RFC7489]), and Authenticated
Recei ved Chain (ARC [ RFC8617]) provi de nechani sns for domain-I|eve
aut hentication of emai| nessages. They enabl e cooperating enail
senders and receivers to distinguish nmessages that are authorized to
use the domain name fromthose that are not. BIM relies on these
aut henti cation protocols, but is not a new authentication protocol
itself.

MJAs are increasingly incorporating graphical Indicators to indicate
the identity of the sender of a nessage. Wile a discussion of the
merits of doing this is beyond the scope of this docunent, at present
there are no open standards for publishing and aiding discovery of
preferred Indicators or for tying display of themto authentic
messages only.

Because of the desire to have brand-specific Indicators avail abl e,
some nmil -recei ving organi zati ons have devel oped cl osed systens for
obt ai ni ng and di splaying Brand I ndicators for select domains. Wile
this has enabl ed these mail -receiving organi zations to display brand
Indicators for a limted subset of nmessages, this closed approach has
a nunber of downsi des:

1. It puts a significant burden on each mail-receiving organization,
because they must identify and nmanage a | arge database of Brand
I ndi cators.

2. Scalability is challenging for closed systens that attenpt to
capture and maintain conplete sets of data across the whol e of
the Internet.
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3. Alack of unifornmity across different mail-receiving
organi zations - each organization will have its own |ndicator
set, which may or may not agree with those naintai ned by other
organi zations for any given donain.

4. Domain Omers have limted ability to influence the Brand
I ndicator for the domain(s) they own, and any ability they do
have is likely to be dependent upon direct coordination with each
of many mail -receiving organi zati ons.

5. Many Dormain Omners have no ability to participate whatsoever as
they do not have the appropriate relationships to coordinate with
mai | -recei ving organi zations.

6. MJAs that are not associated with a particular mail-receiving
organi zation are likely to be di sadvant aged, because they are
unlikely to receive Indicators in a standardi zed manner or
optimzed for their user interfaces.

This shows the need for a standardi zed nechani sm by whi ch Donai n
Omers interested in ensuring that their Indicators are displayed
correctly and appropriately can publish and distribute Brand

I ndicators for use by any participati ng MJA

BIM renoves the substantial burden of curating and naintaining an
I ndi cat or dat abase from MJAs and MBPs, and all ows each domai n owner
to nmanage their own Indicators. As an additional benefit, mail-
ori ginating organi zations are incentivized to authenticate their
email as doing so will enable themto influence how email and
Indicators fromthe organi zati on are di spl ayed.

The structure of BIM is as foll ows:

1. Domain Oaners:
* Fully inplenent the DMARC [ RFC7489] mechani sm to include:
- Creating and publishing in DNS [ RFC1035] a DVARC [ RFC7489]
policy record that neets the following criteria:
0 The policy record MJST express either a Requested Mai
Recei ver policy of "quarantine" with an effective
percentage of 100% or a Requested Mail Receiver policy
of "reject"” (with any percentage val ue).
o If a subdomain policy is published it MJUST NOT be "none"
0 Be published for the Organi zati onal Donmmin, and any
subdomei ns t her eof
- Depl oying authentication technologies to ensure Identifier

Al'i gnnent
* Publish their preferred Brand I ndicators via the DNS
[ RFC1035] .
2. Senders: Ensure nmail is properly authenticated, and has a

sufficiently strict DVMARC [ RFC7489] policy.
3. MIAs and MBPs:
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* Confirmauthenticity of the nmessage usi ng DMARC [ RFC7489] and
what ever ot her authentication mechani snms they wish to apply.

* Check for a corresponding BIM record, obtaining references to
the indicator nmedia and optional substantiation of indicator
ownership rights

* |f both the nmessage is authentic and the | ogo is deened
acceptabl e, the receiver adds a header to the nessage which
can be used by the MJA to obtain the Domain Ower’s preferred
brand indi cator.

4. MJA: retrieves and di splays the brand indicator as appropriate
based on its policy and user interface.

The purpose of this structure is to reduce operational conplexity at
each step. It is also to consolidate validation and Indicator

sel ection operations into the MIA, so that Domain Owmers need only
publish a few sinple records and MJAs only need sinple display |ogic.

It is expected that MBPs inplenenting BIM will do so in both their
MIAs and MJAs.

#Requi renent s {#requi renent s}

Specification of BIM in this docunent is guided by the follow ng
hi gh-1 evel goals, security dependencies, detailed requirenents, and
items that are docunented as out of scope.

An overvi ew of the security chall enges and design decisions is
docunented at [ BI M - OVERVI EW.

2.1. High-Level Coals
BIM has the follow ng high-1evel goals:

* Allow Domain Owmers to suggest appropriate Indicators for display
wi th authenticated nessages originating fromtheir donains.

* Enabl e the authors of MJAs to display neani ngful |ndicators
associated with the Donain Omer to recipients of authenticated
emai | .

* Provide nechanisns to prevent attenpts by malicious Domain Oaers
to fraudulently represent nessages fromtheir domains as
originating with other entities.

Work at Internet Scale.
* Encourage the adoption of Email Authentication Best Practices.
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2.2. Security

Brand Indicators are a potential vector for abuse. BIM creates a
rel ati onshi p between sendi ng organi zati on and Mail Receiver so that
the receiver can display appropriately designated Indicators if the
sending domain is verified and has meani ngful reputation with the
receiver. Wrthout verification and reputation, there is no way to
prevent a bad actor exxanple.com from using exanpl e.conis Brand

I ndi cators and behaving maliciously. This docunent does not cover
the different verification and reputation nechanisns avail able, but
BIM relies upon themto be in deployed in order to control abuse.

2.3. Qut of Scope

Several topics and issues are specifically out of scope for the
initial version of this work. These include the foll ow ng:

Publ i shing policy other than via the DNS

Specific requirements for Indicator display on MJAs.

The explicit mechani sms used by Verifying Protocol Cients - this
will be deferred to a | ater docunent.

3. Termnol ogy and Definitions
This section defines terns used in the rest of the docunent.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14
(https://tools.ietf.org/htm/bcpld) [RFC2119] [ RFC8174] when, and
only when, they appear in all capitals, as shown here.

Readers are encouraged to be famliar with the contents of [RFC5598].
In particular, that docunment defines various roles in the nmessaging
infrastructure that can appear the sane or separate in various
contexts. For exanple, a Domain Oaner could, via the nessaging
mechani sms on which BIM is based, delegate responsibility for
providing preferred brand indicators to a third party w th another
role. This document does not address the distinctions anong such
roles; the reader is encouraged to beconme fanmliar with that material
bef ore conti nui ng.

Synt ax descriptions use Augrmented BNF (ABNF) [ RFC5234].

"Aut hor Domai n", "Domain Omer", "Organizational Domain", and "Mai
Receiver" are inported from DMARC [ RFC7489] Section 3
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3.1. BIM Assertion

The nmechani sm t hrough which a Protocol Cient verifies the BIM
Assertion Record and constructs the URI(s) to the requested
I ndicator(s) to be placed in the BIM-Locati on header.

3.2. Indicator

The icon, |ogo, image, mark, or other graphical representation of the
brand. The Indicator is defined in a commopn inmage format with
restrictions detailed in the Assertion Record Definition (#assertion-
record-definition).

3.3. Mark Verifying Authority (MA)

An entity or organization that can provide evidence of verification
of Indicators asserted by a Donain Omer to Verifying Protocol
Clients. The MVA may choose to uphold and confirmthe neeting of
certain Indicator standards (i.e., size, trademark, content, etc).

3. 4. BIM Evi dence Docunent

A docunent published by a Mark Verifying Authority to assert evidence
of verification. These are defined in a separate docunent.

3.5. Mark Certificate (M)
A certificate issued by a Certificate Authority in accordance with
the M ninmum Security Requirenents for |Issuance of Mark Certificates.
These requirenents are defined in a separate docunent.

A Mark Certificate is one type of a BIM Evidence Docunment, and there
are two types of Mark Certificates.

3.5.1. Verified Mark Certificate (VM)
A Verified Mark Certificate is an MC issued by an MA in support of
BIM Indicators that are representati ons of either Registered
Trademar ks or Governnment Marks.

3.5.2. Common Mark Certificate (CMO)
A Common Mark Certificate is an MC issued by an MVA in support of

BIM Indicators that are representations either of Prior Use Marks or
Modi fications of Registered TrademarKks.
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3.6. Protocol dient

An entity designed to obtain and correctly interpret the records
defined in this specification for the purpose of discovering and
fetching published Indicators.

3.7. Verifying Protocol dient

A Protocol Cdient that uses optional capabilities to obtain and
eval uat e evi dence concerning the Domain Owmer’s rights to use the
publ i shed I ndi cators.

3.8. Local -part

The locally interpret string part of an emmil address which appears
before the at-sign character ("@, ASCI| value 64) which is then
foll owed by an Internet donain.

4. BIM DNS Records

Domai n owners publish BIM policies by adding BIM Assertion Records
in the DNS as TXT records.

Publ i shed policies are interpreted and applied by Protocol dients.

A Domai n Omner signals intended BIM participation for one or nore of
its domai ns by publishing an Assertion Record in a subdomai n under
it. 1In doing so, Domain Oamers make specific requests of MJAs
regarding the preferred set of Indicators to be displayed with
messages that are confirnmed to be authorized to appear fromthe
Dormai n Oaner’ s domai n.

The use of BIM is opt-in. Receivers default to performng no BI M -
speci fic nessage handling until they choose to do so, and then only
if a BIBM record for the sender’s domain is found.

BIM’'s use of the DNS is driven in part by BIM's use of domain nanes
as the basis of sender identity and nmessage authentication. Use of
the DNS as the policy publication service also has the benefit of
reusing an extrenmely well-established operations, adm nistration, and
managenent infrastructure, rather than creating a new one.

BIM's policy payload is intentionally only published via a DNS
record and not via one or nore email headers. This serves three
pur poses:

1. There is one and only one nmechanismfor both sinple and conpl ex
policies to be published.
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2. Operational conplexity is reduced. MIAs only need to check a
single record in a consistent nmanner to di scover and enforce
policy.

3. Indicators SHOULD be verified and cached in advance, so that
mal i ci ous headers cannot be used as an attack vector.

Per DNS [ RFC1035], a TXT record can conprise several "character-
string" objects. BIM TXT records with nultiple strings nmust be
treated in an identical manner to SPF Section 3.3
(https://tools.ietf.org/htm/rfc7208#section-3.3).

4.1. MJA nligations

MJAs i mpl enenting the BIM mechani sm SHOULD nmake a best-effort
attenpt to adhere to the Domain Omer’s published BIM policy.
However, MJAs have final control over the user interface published to
their end users, and MAY use alternate |Indicators than those
specified in the BIM assertion record or no Indicator at all.

4. 2. Personal Avatars and BIM

Sone mai |l box providers both participate in BIM and offer the option
of showi ng personal avatars associated with the sender of an enmil
nmessage delivered to their platforms, and in fact the support for
personal avatar display predates BIM. Sonme domain owners wi shing to
participate in BIM nay al so desire to have personal avatars

di spl ayed for some classes of mail sent using their domain. BIM
offers two options for this - an optional BIM-Sel ector header

(#bim -sel ector), a local-part selector tag, or avatar preference tag
in the BIM Assertion Record (#assertion-record-definition).

4.3. Assertion Record Definition

Al'l Domain Omer BIM preferences are expressed in DNS TXT records
publ i shed in subdomains named " _bim". Miltiple sets of preferences
can be associated with a single RFC5322. From domain. To di stingui sh
bet ween these different preferences, BIM defines and uses

[sel ectors] {#sel ectors}. Senders declare which selector to use for a
gi ven nessage by specifying the selector in an optional BIM -Sel ector
header (#bim -selector).

For exanple, the Domain Owmer of "exanple.con' would post BIM policy
in a TXT record at "default._bim.exanple.cont. Simlarly, a Mil
Recei ver wishing to query for BIM policy regarding mail with an
RFC5322. From Aut hor Domai n of "exanpl e.cont and a selector "default”
(the default) would query the TXT record |ocated at the subdomai n of
"default. bimn.exanple.conf. The DNS-based BIM policy record is
referred to as the "BIM Assertion Record" or "Assertion Record".
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BIM Assertion Records follow the extensible "tag-val ue" syntax for
DNS- based key records as defined in DKIM [ RFC6376] .

Assertion Records are defined precisely. Ml receivers MJST NOT
attenpt to fix syntactical or capitalization errors. |f a required
tag is missing, or its value not well-fornmed, it is an error.

This section creates a registry for known BIM tags and registers the
initial set defined in this document. Only tags defined in this
docunent or in |ater extensions, and thus added to the registry, are
to be processed; unknown tags MJST be ignored.

The following tags are introduced as the initial valid BIM tags:

v= Version (plain-text; REQURED). Ildentifies the record retrieved
as a BIM record. It MJST have the value of "BIM1" for

i npl ementations conpliant with this version of BIM. The val ue of
this tag MUST match precisely; if it does not match or it is absent,
the entire retrieved record MJST be ignored. It MJST be the first
tag in the list.

ABNF:

bi m-version = "v" *WSP "=" *W5P "BIM 1"

a= Authority Evidence Location (plain-text; URI; OPTIONAL). |If
present, this tag MJST have an enpty value or its value MJST be a

single URI. An enpty value for the tag is interpreted to nean the
Domai n Owmner does not wi sh to publish or does not have authority
evidence to disclose. The URI, if present, MJST contain a fully

qual i fied domain nane (FQDN) and MJST specify HTTPS as the URI schene
("https"). The URI SHOULD specify the location of a publicly
retrievable BIM Evidence Docunment. The format for evidence
docunents is defined in a separate docunent.

If the a= tag is not present, it is assuned to have an enpty val ue.
ABNF:

bi m -evidence-location = "a" *WsP "=" *WSP [bim-uri]

bim-uri = \[FWS\] URI \[PFWA\]

; "URI" is inmported from[URI]

; HTTPS only
; commas within a URI (ASCII ; 0x2C) MJST be encoded
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I =1location (URI; REQURED). The value of this tag is either enpty
i ndicating declination to publish, or a single URI representing the
| ocation of a Brand Indicator file. The only supported transport is
HTTPS.

ABNF:
bim-location = "I" *W8P "=" *WSP [bim-uri]

| ps= Local -Part as selector if this tag is present. The value of
this tag is zero, one or nore |local-part string prefixes that are
comma separated. Wen one or nore string prefixes are specified,
then one of the prefixes MJST prefix match the sending email address
| ocal -part. If no string prefix is specified, then the |ocal-part

al ways mat ches. Wen the prefix match is successful, then the MBP
MUST | ookup a selector derived fromthe |ocal -part of the sending
emai | address. String prefix character set contains ALPHA and DIG T
whi ch are defined in [RFC5234], and '-'.

ABNF:
| ocal -part-selector = "l ps" *WSP "=" *WSP *1| ocal -part-prefix-Ilist
| ocal -part-prefix-list = local-part-prefix *[ *WSP ',’ *WSP | ocal -part-prefix ]

| ocal -part-prefix = 1*63l ocal - part-text

| ocal -part-text = ALPHA / DIGAT / -’

; ALPHA is A-Z and a-z, DA T is 0-9
avp= Avatar Preference (plain-text; OPTIONAL; default is "brand").
For mail sent to those nmmil box providers that both participate in

BIM and support the display of personal avatars, this flag is a way
for the Domain Owner to express its preference as to whether to show

the BIM logo or the personal avatar. |If the tag is not present in
an otherw se syntactically valid BIM record, then the record is
treated as if it included "avp=brand". Allowed val ues are:
personal: If BIM is in place for the sending domain and the sender of the enmil

has a personal avatar, then the mmil box provider SHOULD di splay the personal avatar
for the nessage when shown in the recipient’ s mailbox. If the sender has no persona
avatar, then the BIM |ogo should be shown if the nessage qualifies for such display.

brand: If BIM is in place for the sending domain and the sender of the email has a

personal avatar, then the mmil box provider SHOULD display the BIM |ogo for the domain
if the nessage qualifies for such display.
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Any ot her val ues MUST be ignored and not included in and added
headers. A mail box provider MAY choose to treat an invalid
preference value as a failing record.

ABNF:
bi m -1 ogo- preference = "avp" *WSP "=" *WEP % "personal "/"brand" bim -sep

Therefore, the formal definition of the BIM Assertion Record, using
ABNF [ RFC5234], is as follows:

bim-sep = *WsP ";" *WEP

bim-record = bim-version (bim-sep bim-1ocation) [(bim-sep bin-evidence-location)] [
(local -part-selector)] [(bim-sep bim-Iogo-preference)] [bim-sep]

; conmponents other than bini-version may appear in any order
4.3.1. Declination to Publish

If both the "I =" and "a=" tags are enpty, it is an explicit refusal
to participate in BIM. This is distinct fromnot publishing a BIM
record. For exanple, an enpty BIM record enables a Donmain Oamer to
decline BIM participation for a subdomain when its organizati onal
domain has default Indicators available. Furthernore, messages sent
using a selector that has declined to publish will not show an

I ndi cator while nmessages with other selectors would display normally.

An explicit declination to publish |ooks like:
v=BIM1; | =, a=
If the sender wishes to only enable BIM on specific selectors
utilizing the local -part selector nechanism but decline BIM for the
default case then the BIM record may | ook |ike:
v=BIM 1; |=; a=; |ps=brand-indicators-;
As the string prefix |list contains brand-indicators-, any |ocal-part
that prefix matches brand-indicator- will continue with a BIM
assertion record | ookup using the local-part selector.

4.3.2. Supported Inmage Formats for | = tag
Any format in the BIM-formats | ANA registry are acceptable targets
for the I=tag. If an |=tag URI ends with any other inmage fornmat
suffix, or if the docunent retrievable fromthe location(s) in the |I=

tag are of any other fornmat, the evaluation of the record MJST be
treated as a permmnent error.
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As of the publishing of this document, only SVG and SV&, as defined
in RFC6170 section 5.2 (https://tools.ietf.org/htm/rfc6170#secti on-
5.2) is acceptable in the |=tag. Further restrictions apply to the
SVG these are docunented el sewhere

4.4, Selectors

To support publishing and display of nore than one distinct Brand

I ndi cator per domain, the brand |Indicator nanespace is subdivided for
publishing of multiple Assertion Records using "sel ectors”

Sel ectors all ow the Domain Owmer to choose the brand | ndicator, for
exanpl e, by type of recipient, by nessage source, or by other

consi derations |ike seasonal branding. BIM selectors are nodel ed
after DKIM selectors (https://tools.ietf.org/htm/rfc6376#secti on-
3.1).

The selector "default" is the default Assertion Record. Domain
Omners can specify which other selector to use on a per-nessage basis
by utilizing the BIM-Sel ector Header (#bimi-selector), or by
utilizing Local -part Selectors (#l ocal-part-selectors).

Periods are allowed in selectors and are conponent separators. Wen
BIM Assertion Records are retrieved fromthe DNS, periods in

sel ectors define DNS | abel boundaries in a manner simlar to the
conventional use in domain nanes. |In a DNS inplenentation, this can
be used to all ow del egation of a portion of the sel ector nanespace.

ABNF:

sel ector = sub-donain *( "." sub-domain )

; from[SMIP] Domain,

; excluding address-litera

The nunber of selectors for each domain is deternined by the Domain
Omer. Many Domain Omers will be satisfied with just one sel ector,
wher eas organi zati ons with nore conpl ex brandi ng requirements can

choose to manage di sparate selectors. BIM sets no maximumlimt on
t he number of selectors.
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4.5. Local -part Sel ectors

To support the case where a domain owner may wi sh to display nore
than one distinct Brand Indicator per domain, or decline to publish a
Brand | ndicator for specific nmessages, but is unable to easily add
BI M - Sel ector headers to the relevant outbound nail, the BIM
assertion record may include the tag | ps= (local-part selector). The
foll owi ng are exanples including string prefixes:

| ps=
| ps=brand-i ndi cat or -
| ps = brand-one-noreply , brand-two-noreply

If the Ips=tag is present then a supporting MBP MJST performthe
foll owi ng acti ons.

1 - Each time a BIM assertion record is queried, either for the
RFC5322 domain or for the Organizational domain thereof.

2 - Lookup the BIM assertion record and check for the Ips=tag, if
this is not present then processing continues as nornal.

3 - Normalize the local-part of the sending email address using the
foll owi ng al gorithm

* Renpve any Subaddress Extension ([RFC5233]) part (sonetinmes called
pl us addressing) fromthe | ocal -part address. |If the |ocal-part
contains the plus character ("+", ASCI| value 43) then renove this
character along with all followi ng characters fromthe string

* Replace all underscores ("_", ASCI| value 95) and periods (".",
ASCI| value 46) with a dash ("-", ASCI| value 45). |If nore than 1
of these occur sequentially then replace the group with a single
dash. Dashes at the beginning and end of the string are renoved.

* |f the remaining |local-part contains only letters ("A-Z", ASC I
val ue 65-90) ("a-z", ASCI| value 97-122), digits ("0-9", ASClI
val ue 48-57), and dashes ("-", ASCI| value 45, and is at npbst 63
characters long, then the string is in normalized formand nmay be
used as a sel ector.
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* |f the remaining |local-part contains any other characters then it
may not be used as a selector, There are several RFCs which
di scuss potential solutions to this, including ([ RFC3492]),
([ RFC7929]) and ([ RFC6530]), however to sinplify the sel ector nane
and resulting DNS record, it is recommended that only the above
menti oned characters be used in sending enail addresses for BIM
| ocal -part sel ectors.

* \VWile the local -part nay be considered case sensitive, the
selector is case insensitive. This nust be taken into
consi derati on when choosing the |ocal -part for sending BIM
sel ector enabled nuail.

4 - If the | ps= tag has a value string, the sender indicates to
preformstring prefix matching. Split the value string by the conma
", separator and strip off any whitespaces into a list of string
prefixes. Then prefix match the |ocal -part agai nst each of the
string prefixes and if any nmatches, then continue to step 5 otherw se

stop here. If no value string is present, continue to step 5.

5 - Using the normalized | ocal -part as a selector, |ookup the BIM
assertion record fromthe domain at which the | ps= tag was found with
the new | ocal -part sel ector present.

6 - If this record is found then processing MIST continue as if this
was the record found at step 1

7 - If this record is not found then processi ng MIST conti nue using
the original record as discovered at step 1

Proper usage of the local-part string prefixes can reduce or

el i m nate non-matching | ocal -part sel ector |ookups, meaning
unnecessary DNS | ookups. A receiver MAY nmandate its usage with a
m ni nmum prefix length before perfornmng the |ocal -part sel ector

| ookups.

5. BIM Header Fields
Once BIM policies are published in DNS via Assertion Records, Domain
Owmners can provide additional guidance to Mail Receivers, and Mai
Receivers to their MJAs through the use of BIM header fields.

BIM header fields are case insensitive. |If arequired tag is
mssing, it is an error.
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5.1. BIM-Sel ector Header

BIM DNS records are placed in <selector>._bim.<domin> and by
default they are placed in default. bim.<domain> That is, for
exanpl e.com the default Assertion Record is located in the DNS at
default. bim.exanple.com However, a Domain Omer may override the
use of the default selector and specify the use of an alternative
usi ng the RFC5322-conpliant header 'BIM-Selector’. The BIM -

Sel ect or header consists of key val ue pairs:

v= Version (plain-text; REQURED). The version of BIM. It MJST
have the value of "BIM 1" for inplenentations conpliant with this
version of BIM. The value of this tag MJST match precisely; if it
does not or it is absent, the entire retrieved record MJST be
ignored. It MJST be the first tag in the list.

ABNF:

bi m - header-version = "v" *WsP "=" *WsP "BIM" 1DIAT

s= Selector (plain-text; REQURED). The |ocation of the BIM DNS
record, when conbined with the RFC5322. Fr om donai n.

ABNF:
bim-selector = "s" *WBP "=" *WSP sel ect or

And the fornal definition of the BIM Selector Header, using ABNF, is
as foll ows:

bi m - sel ect or-header = bim - header-version binmi-sep bim-selector \[bini-sep\]
5.2. BIM-Location Header

BIM-Location is the header a Mail Receiver inserts that tells the
MUA where to get the BIM |Indicator from

The syntax of the header is as follows:

v= Version (plain-text; REQURED). The version of BIM. It MJST
have the value of "BIM 1" for inplenentations conpliant with this
version of BIM. The value of this tag MJST match precisely; if it
does not or it is absent, he entire header MJST be ignhored. It MJST
be the first tag in the list.

The ABNF for bim-header-version is inported exactly fromthe
[BIM Sel ector Header] (#bim -sel ector).
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I: location of the BIM Indicator (URI; OPTIONAL if a bim -evidence-
| ocati on-header-uri is specified, otherwise REQURED.). Inserted by
the MIA after performng the required checks and obtaining the

appl i cabl e domai n’s published Assertion Record. The value of this
tag is a URI representing the | ocation of the Brand Indicator file.
HTTPS is the only supported transport.

ABNF:

bim -1l ocation-header-uri ="I" *WSP "=" bim-uri

a: location of the BIM Evidence Docunent (URI; REQURED if the BIM
Evi dence Docunent was verified). |Inserted by the MIA after
performng the required checks and obtaining the applicable domain' s
publ i shed Assertion Record. The value of this tag is a URl
representing the location of the BIM Evidence Docunent. HITPS is
the only supported transport.

ABNF:

bi m - evi dence-1 ocati on-header-uri = "a" *WsP "=" bim -uri

And the fornal definition of the BIM Locati on Header, using ABNF, is
as foll ows:

bi m -1 ocati on-header-1ocation-only = bim-1ocation-header-uri

bi m - evi dence-1| ocati on- header - uri

bi m -1 ocati on- header - evi dence-onl y
bi m -1 ocati on-header-both = bim-1ocation-header-uri bimn-evidence-|ocation-header-uri

bi m -1 ocation-options = bim-1|ocation-header-1location-only / bim-I|ocation-header-evidenc
e-only / bim-I|ocation-header-both

bi m -1 ocati on-header = bim -header-version bini-sep bim-location-options \[bin-sep\]
5.3. BIM-Indicator Header

BIM-Indicator is the header a Mail Receiver inserts to pass a
verified Indicator to the MJA

The header contains the SVG of the Indicator encoded as base64, and
is inserted by the MIA after perform ng the required checks and

obt ai ni ng the applicable domain’s published Assertion Record. The
contents of this tag MJST match the SVG Indicator content retrieved
fromthe URl specified in the BIM-Location header. |f he Indicator
was supplied as a gzipped SV& file then the MIA MJST unconpress the
file before base64 encodi ng.
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base64string = ALPHADI G TPS *([ FW8] ALPHADI G TPS)
[ [FwWe] "=" [ [Fwg] "=" ] ]

And the fornal definition of the BIM Indicator Header, using ABNF,
is as follows:

bi mi -i ndi cat or - header = base64string
5.4. BIM-Logo-Preference Header

Bl M - Logo- Preference is the header a Mail Receiver inserts to pass
the Donmain Omer’s preference for personal avatar display to the MJA

The syntax of the header is as follows:
ABNF:
bi m -1 ogo- pref erence-header = "avp" *WSP "=" *WSP % "personal "/"brand" bim-sep
5.5. Header Signing

If present, the BIM-Sel ector header SHOULD be included in the DVARC
al i gned DKIM signature used to confirmauthenticity of the nmessage.
If it is not included in the DVARC conpliant DKI M signature, the
header SHOULD be ignored.

Recei vers MAY choose to apply additional nmethods to validate the

Bl M - Sel ector header, for exanple by evaluating a trusted [ ARC]|
chain. In this case the Receiver MAY choose to treat the nessage as
if the BIM-Sel ector header was signed.

The BI M -Location, BIM-Indicator, and BI M -Logo-Preference headers
MJUST NOT be DKI M signed. These headers are untrusted by definition,
and is only for use between an MIA and its MJAs after DKIM has been
val idated by the MIA. Therefore, signing these headers is

meani ngl ess, and any nessages with them signed are either comng from
mal i ci ous or msconfigured third parties.

5.6. Header Renoval

When a site is BIM-aware, the receiving MITA MUST renove the MIA-
produced headers (BIM -Location, BIM-Indicator, BIM -Logo-

Pref erence) when those headers originate fromoutside the current
site. For exanple, a nulti-stage platformw Il likely want to | eave
those in place. However, when the nmessage arrives from another site
with those headers avail able, they MJST be renoved.
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Wen a site is not BIM-aware, they SHOULD renove t hose headers. |If
the receiving site has no awareness of that evaluation, the headers
shoul d be treated as suspect, and renoved.

6. Domain Omer Actions

This section includes a wal k through of the actions a Donain Omer
takes when setting up Assertion Records and sending email nessages.

6.1. Determne and Publish Indicator(s) for Use

Domai n Oamners shoul d consi der which Indicator file formats to choose
when setting up their BIM Assertion Records. For a Sender, BIM
provi des control over which Indicators are eligible and can be chosen
for display, but not the ultinmate manner in which the MJA will

di splay the Indicator.

6.2. Publish Assertion Records

For each set of Indicators and domai ns, publish the appropriate
Assertion Record as either "default” or a nanmed selector as a DNS TXT
record within the appropriate " _bim" nanmespace.

6.3. Manage multiple uses of the sane Indicator(s) within a trust
boundary

For Domain Oamers with nultiple domains that wish to share the sane
set of Indicators within a trust boundary and only manage those
Indicators froma single DNS | ocation, it is RECOWENDED to use DNS
CNAMES.

Using a CNAME here is functionally simlar to the SPF redirect

modifier. Since BIM does not require | =tags to be aligned to the
Aut hor Domai n, CNAMEs present a cleaner solution than extending the
pr ot ocol

6.4. Set the headers on outgoing email as appropriate

Once a default Assertion Record has been published for an Author
Domain, all emails fromthis donmain should display the appropriate
Indicator in participating MJAs.

If a non-default Indicator is desired, the BIM-Sel ector header
shoul d be set appropriately. |If for some reason this sel ector cannot
be accessed by the Protocol Cient, the fallback is the default
Assertion Record on the O ganization domain.
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The BI M -Location header MJUST NOT be set by enmail senders, and
Protocol Cients MJST ignore it.

7. Receiver Actions

Thi

s section includes a wal k through of the actions a Protocol dient

t akes when eval uating an email nessage for BIM Assertion.

7.1

Aut henti cati on Requirements

Bef ore applying BIM processing for a nessage, a receiver MJST verify
that the nmessage passed the following BIM authentication
requirenents:

1.

Bl ank,

If nmore than 1 RFC5322. From header is present in the message, or
any RFC5322. From header contains nore than 1 email address then
BI M processing MUST NOT be perforned for this nessage.

Start with the DNS domain found in the RFC5322. From header in the
message. Define this DNS donmain as the Author Donain.

Find the Organi zational Domain for the Author Domain. Define
this DNS domain as the Author Organizational Domain. |f the

Aut hor Domain is an Organi zational Donmain then this will be
identical to the Author Domain.

Eval uate the DVMARC [ RFC7489] result for the Author Donain.
Define the result as the BIM DMARC Result.

If the BIM DMARC result is not ’'pass’, then the receiver MAY
choose to apply additional authentication nmethods, for exanple by
evaluating a trusted ARC [ RFC8617] chain, a list of trusted
forwarders, or by applying a local policy. |In this case the
Recei ver MAY choose to treat the nessage as if the BIM DVARC
Result was ' pass’.

If the DMARC [ RFC7489] result for the Author Domain is not
"pass’, and the message could not be authenticated by any

addi tional authentication nethod, then BIM processi ng MJST NOT
be perforned for this nmessage.

If the DMARC [ RFC7489] policy for the Author Donmin or Author
Organi zational Domain is p=none then BIM processing MJST NOT be
performed for this message.

If the DMARC [ RFC7489] record for the Author Domain or Author
Organi zational Domain includes a subdomain policy, and that
subdonai n policy is sp=none then BIM processing MJST NOT be
performed for this nessage.

If the DVMARC [ RFC7489] policy for the Author Donmain or Author
Organi zati onal Domain is p=quarantine, and the DVARC [ RFC7489]
record defines a percentage tag, then that tag MJST be pct =100,
otherwi se BIM processing MJST NOT be perfornmed for this nmessage.
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7.2. Assertion Record Discovery

Through the BIM Assertion Record (#assertion-record-definition),

Domain Omers use DNS TXT records to advertise their preferences.

Preference discovery is acconplished via a nethod simlar to the

met hod used for DMARC [ RFC7489] records. This nmethod, and the

i mportant differences between BIM and DVARC [ RFC7489] nechani sns,
are di scussed bel ow.

Assertion Record Discovery MIUST NOT be attenpted if the nessage
aut hentication fails per Receiver policy.

To bal ance the conflicting requirenents of supporting wildcarding,
al | owi ng subdonmain policy overrides, and linmting DNS query | oad,
Protocol Cients MJIST enploy the follow ng | ookup schenme for the
appropriate BIM record for the nessage:

1. Start with the DNS domain found in the RFC5322. From header in
the message. Define this DNS domain as the Author Donain.

2. If the message for which the Indicator is being deternned
specifies a selector value in the BIM Sel ector Header (#bim -
sel ector), use this value for the selector. Oherw se the val ue
"default’ MJIST be used for the selector.

3. Clients MJUST query the DNS for a BIM TXT record at the DNS
domai n constructed by concatenating the selector, the string
" _bim’, and the Author Dommin. A possibly enpty set of records
is returned.

4. Records that do not start with a "v=" tag that identifies the
current version of BIM MJST be di scarded.
5. If the resulting record includes the Local -part Sel ector

(#l ocal -part-selectors) tag | ps= then the client MJST first
normal i ze the local -part of the RFC5322. From header as detail ed
in Local -part Selector (#local-part-selectors), and if this
differs fromany sel ector and domai n conbi nati on al ready
queried, MJST query DNS for the BIM TXT record at the donain
constructed by concatenating the normalized selector, the string
" _bim’, and the Author domain. |If a valid BIM record is found
then this should be used, if not then the BIM record retrieved
in step 3 MIUST be used i nstead.

6. If the set is now enpty, the Client MJIST query the DNS for a
BIM TXT record at the DNS donmain constructed by concatenating
the selector, the string ' _bim’, and the O ganizational Domrain
(as defined in DMARC [ RFC7489]) corresponding to the Author
Domain. A custom sel ector that does not exist falls back to
<sel ector>. _bi m . <organi zati onal Domai n>. A possibly enpty set
of records is returned.

7. Records that do not start with a "v=" tag that identifies the
current version of BIM MJST be discarded.
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7.

7.

7.

Bl ank,

10.

3.

4.

If the resulting record includes the Local -part Sel ector

(#l ocal -part-selectors) tag | ps= then the client MJST first
normal i ze the | ocal -part of the RFC5322. From header as detail ed
in Local -part Selector (#local-part-selectors), and if this
differs fromany sel ector and donai n conbi nati on al ready
queried, MJST query DNS for the BIM TXT record at the domain
constructed by concatenating the normalized selector, the string
" _bim’, and the Organizational domain. |If a valid BIM record
is found then this should be used, if not then the BIM record
retrieved in step 6 MUST be used i nst ead.

If the renmmining set contains multiple records or no records,
Assertion Record Discovery ternminates and BIM processi ng MJST
NOT be performed for this nessage.

If the remaining set contains only a single record, this record
is used for BIM Assertion.

I ndi cat or Di scovery.

If the retrieved Assertion Record does not include a valid bimni-
location in the | = tag, then Indicator Discovery has failed, and
the I ndicator MUST NOT be displayed. The bim-location entry
MUST be a URI with a HITPS transport.

If the retrieved Assertion Record includes a bim-evidence-

| ocation entry in the a= tag, and the receiver supports BIM

Evi dence Docunent validation, then proceed to the Indicator

Di scovery Wth Evidence (#indicator-discovery-with-evidence)

st ep.

If the receiver does not support BIM Evidence Docunent
validation, or the retrieved Assertion Record does not include a
bi m - evi dence-1ocation entry, then proceed to the |ndicator

Di scovery Wthout Evidence (#indicator-discovery-without-

evi dence) step.

I ndi cator Di scovery Wth Evi dence.

I ndi vi dual types of BIM Evidence Document MAY specify extra
di scovery and validation steps. These will be defined in separate
docunent s.

5.

| f

I ndi cator Di scovery Wthout Evidence.

an Assertion Record is found, and it has enpty bim-1location and

bi mi - evi dence-1ocation then this is a Declination to Publish record.
BI M processing MUST not occur on this nessage and the MIA SHOULD
reflect this in the Authentication-Results header by adding a

bi m =declined entry.
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7.

7.

If an Assertion Record is found, and has an enpty or missing bim -
evi dence-l ocation entry then no evidence has is presented, and the
I ndicator MUST be retrieved fromthe URI specified in the bim -

| ocation entry using the followi ng algorithm

1. Retrieve the SVGIndicator fromthe UR specified in the | = tag.
This MJST be a URI with a HTTPS transport.

2. If the TLS server identity certificate presented during the TLS
session setup does not chain-up to a root certificate the dient
trusts then Indicator validation has failed and the Indicator
MUST NOT be displ ayed.

3. Proceed to the Indicator Validation (#indicator-validation) step.

6.

ndi cator Validation

1. Check the file size of the retrieved Indicator against
recommended maxi mum si zes as defined in this docunment, and in the
BIM SVG docunent. A receiver MAY choose to inplenent their own
file size restrictions. |If the Indicator is larger than the
maxi mum si ze the the receiver MAY choose not to display the
Indicator. A receiver MAY choose to inplenment the size limt as
aretrieval Iimt rather than retrieving the entire docunent and
then checking the size.

2. If the SVGIndicator is nissing, or is not a valid SVG or SV&XZ
docunent then validation has failed and the |ndicator MJUST NOT be
di spl ayed.

3. Check the retrieved Indicator against the SVG validation steps
specified in this docunent, and in the BIM SVG docunent.

4. 1If Indicator verification has passed, and the Indicator is froma
trusted source, then the Indicator MAY be displ ayed per receiver
pol i cy.

7. Affix BIM Status to Authentication Results Header Field

Upon conpl etion of Assertion Record Discovery, Indicator Discovery,
and | ndi cator Validation, an MIA SHOULD affix the result in the

Aut henti cati on- Resul ts header using the follow ng syntax, with the
foll owi ng key=val ue pairs:
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bim: Result of the bim |ookup (plain-text; REQU RED). Range of

val ues are ’'pass’ (BIM successfully validated), 'none’ (no BIM
record present), 'fail’ (syntax error in the BIM record, failure in
Di scovery or Validation steps, or sone other error), 'tenperror’ (DNS
| ookup problem, 'declined (The domain owner published an explicit
declination record), or ’'skipped (BIM check was not perforned,
possi bly because the nmessage did not conmply with the mni num

requi renents such as passing DMARC, or the MIA does not trust the
sendi ng domai n). The MIA MAY put comments in parentheses after bim
result, e.g., "bim=fail (lnvalid SVG@", "bim =skipped (sender not
trusted)" or "bim =skipped (nessage failed DVARC)".

header.d: Donmain of the BIM Assertion Record which was eval uat ed
(plain-text; REQU RED if bim=pass). For exanple, this will be the
organi zational domain if the BIM |ookup used the fallback record,
otherwise it will be the RFC5322. From dormmi n.

header . sel ector: Selector of the BIM Assertion Record which was
eval uated (plain-text; REQU RED if bimi =pass). For exanple, if a

Bl M - Sel ect or Header was present and used to discover a BIM
Assertion Record then this will be the Sel ector used, otherwi se this
will be 'default’.

policy.authority: Authority verification status of the Brand
Identifier (plain-text; REQU RED if the BIM Evidence Docunent was

checked). If the Authority Evidence presented in the BIM Assertion
Record was checked and found to be valid then this MJST be set to
pass. |If the validation failed then this MJST be set to fail. |If no

Aut hority Evi dence was presented, or the MIA did not check the
Aut hority Evidence then this SHOULD be set to none.

policy.authority-uri: The URI of the BIM Evidence Docunment checked,
as found in the a= tag of the BIM Assertion Record (plain-text;
OPTI ONAL) .

policy.indicator-uri: The URI of the BIM Indicator, as found in the
I =tag of the BIM Assertion Record (plain-text; OPTIONAL).

policy.indicator-hash: In order to prevent MJAs from di spl ayi ng
indicators fromthe Bl M-I ndi cator header which have been nodified
since delivery, the MTA MAY add a hash of the data referenced in that
header into the Authentication-Results entry such that the hash can
be signed by, and verified by an ARC aware MIA/ MJA pair. The raw
unconpressed data of the SVG Indicator is hashed with SHA-256, the
resulting hash is truncated to the final 8 (at |east) characters, and
added to the Authentication-Results entry. |If this entry is added
then the MIA MUST al so add the BIM -1 ndi cator header.
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policy. | ogo-preference: Contains the Domain Omer’s preference for
personal avatar display as defined in the BI M -Logo-Preference header
(plain-text; OPTIONAL). The MIA MJUST NOT add this entry if the val ue
di scovered in the BIM record was invalid.

7.8. Handle Existing BIM-Location and Bl M-I ndi cator Headers

Regar dl ess of success of the BIM |ookup, if a BIM-Location, BIM -
I ndicator, or BIM-Logo-Preference header is already present in a
message it MJST be either renpved or renaned. This is because the
MIA performng BIM-rel ated processing i nmediately prior to a Mil
Delivery Agent (or within the same adnmnistrative realm is the only
entity allowed to specify the BIM-Location, BIM-Indicator, and

Bl M - Logo- Pref erence headers (e.g. not the sending MIA, and not an
intermedi ate MIA). Allow ng one or nore existing headers through to
a MJAis a security risk.

If the original email nmessage had a DKIM signature, it has already
been evaluated. Renoving the BIM-Location, BIM-Indicator, or BIM -
Logo- Preference headers at this point should not invalidate the
signature since it should not be included within it per this spec.

7.9. Construct BIM-Location UR

Thi s header MJST NOT be added if Discovery or Validation steps
failed.

The URI used to retrieve the validated SVG Indicator. |If the
receiver extracted the Indicator fromthe BIM Evidence Document then
this SHOULD be the bim -evidence-1ocation added with a a= tag,

otherwi se it SHOULD be the binmi-location added with a I=tag. |If
both a= and | = tags are included then the MIA MJUST perform checks to
ensure that the SVG Indicator referenced by the bim-location is
identical to the SVG Indicator extracted fromthe BIM Evi dence
Document .

7.10. Construct BIM-1ndi cator header

Thi s header MJST NOT be added if Discovery or Validation steps
failed.

Encode the SVG Indicator retrieved and validated during the Indicator
Di scovery and | ndicator Validation steps as base64 encoded data. |If

the I ndicator was conpressed with gzip when retrieved then the data

MJUST be unconpressed before being base64 encoded.

The MIA MUST fold the header to be within the Iine length limts of
SMIP [ RFC5321].
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7.11. Construct BIM-Logo-Preference header

Thi s header MJST NOT be added if Discovery or Validation steps
fail ed.

This contains the policy fromthe BIM record indicating the donmain
owners preference for |ogo display.

The MIA MUST fold the header to be within the line length limts of
SMIP [ RFC5321] .

The MIA MUST NOT add this header if the val ue discovered in the Bl M
record was invalid.

8. Security Considerations

The consistent use of Brand Indicators is valuable for Domai n Oamers,
Mai | Receivers, and End Users. However, the routine display of brand
I ndicators represents an attractive target for abuse, especially for
determ ned malicious actors. Geat care is warranted. The

di scussion followi ng as an inconplete |ist of considerations.

8.1. Indirect Mil Flows

If a mil store ingests a nessage from another mail store through
some ot her neans, the nessage may or may not have BIM headers added
already. |If the receiving store trusts the other mail store, it may
sinmply use existing headers. O, it may re-evaluate BIM policy and
requirenents, and create or replace the BIM-Locati on header

8.2. Lookali ke Domai ns and Copycat |ndicators

Publishing BIM records is not sufficient for an MIA to signal to the
MJA to load the BIM Indicator. For exanple, the Donmain Omer may

al so need to have a sufficiently strong reputation with the MTA. The
receiver may use a manually naintained |list of large brands, it may
import a list froma third party of acceptable donmains, or it may
apply its own reputation heuristics before deciding whether or not to
load the BIM Indicator. BIM does not specify what MIAs may bring
to bear as additional factors.

8.3. Large files and buffer overfl ows
The MIA or MJA shoul d perform sone basic anal ysis and avoi d | oadi ng
Indicators that are too large or too small. The Receiver may choose

to maintain a manual list and do the inspection of its list offline
so it doesn’t have to do it at time-of-scan
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8.4. Slow DNS queries

Al email Receivers already have to query for DNS records, and all of
them have built-in tinmeouts when perform ng DNS queri es.

Furt hernore, the use of caching when | oading Indicators can hel p cut
down on load time. Virtually all email clients have sonme sort of

i mage- downl oadi ng built-in and nake deci sions when to | oad or not

| oad I ndicators.

8.5. Unaligned Indicators and asserting donains

There is no guarantee that a group responsible for nanagi ng Brand
Indicators will have access to put these Indicators directly in any
specific location of a domain, and requiring that Indicators live on
the asserted domain is too high a bar. Additionally, letting a brand
have Indicator |ocations outside its domain may be desirable so that
soneone sending legitinate authenticated email on the Donain Omer’s
behal f can nmanage and set selectors as an authorized third party

wi t hout requiring access to the Domain Oamer’s DNS or web services.

8.6. Unsigned BIM -Sel ector Header

If a Domain Omer relies on SPF but not DKIMfor email

aut hentication, then adding a requirement of DKIM nmay create too high
of a bar for that sender. On the other hand, Receivers doing BIM
assertion may factor in the | ack of DKIM signing when deciding
whether to add a BI M -Location header

8.7. CA scripts in Indicator payl oad

MIAs and MVAs shoul d aggressively police Indicators to ensure they
are the Indicators they claimto be, are within appropriate size
limts, and pass other sanity checks. Additionally, MIAs m ght cache
good I ndicators and serve themdirectly to their MJAs, which would in
practice bypass any nalicious dynam c payl oad set to trigger against
an end user but not an MIA

8.8. Metadata in Indicators
Domai n Omers should be careful to strip any netadata out of
published Indicators that they don't want to expose or which m ght

bloat file size. MIAs and MVAs might wish to inspect and renmpve such
data from | ndicators before exposing themto end users.
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9. | ANA Consi derations
IANA will need to reserve three new entries for the "Pernmanent
Message Header Field Nanes" registry and create a registry for
support file formats for BIM.
9.1. Permanent Header Field Updates
Header field nanme: BIM-Sel ector
Appl i cabl e protocol: nmail
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunent: This one
Header field name: BIM-Location
Appl i cabl e protocol: mail
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunent: This one
Header field name: BI M -Indicator
Appli cabl e protocol: mail
Status: standard
Aut hor/ Change controller: |ETF
Speci fication docunent: This one
9.2. Registry for Supported BIM Formats

Nanes of support file types supported by BIM nust be registered by
I ANA.

New entries are assigned only for values that have been docunented in
a published RFC that has had | ETF Revi ew, per [l ANA- CONSI DERATI ONS] .
Each nethod nmust register a nane, the file extension, the
specification that defines it, and a description.
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9.3. Oher | ANA needs
10. Under Discussion
NOTE: Itens currently being discussed

0 Can the MJA validate BIM directly? Wat hints are needed? How
can it be validated with sone senbl ance of trust?
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Appendi x A. Exanpl e Sel ector Discovery (I NFORVATI VE)
Thi s section shows several exanples of how a receiving MA shoul d
determ ne which Assertion Record to use depending on the BIM -
Sel ect or header.
A.1l. No BIM-Sel ector Header

The domai n exanpl e. com does not send with a BI M -Sel ect or header.

From sender @xanpl e. com
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The MIA woul d | ookup default._bim .exanple.comfor the BIM DNS
record.

A 2. Wth BIM-Sel ector Header
The donmai n exanpl e. com sends with a BI M -Sel ect or header:

From sender @xanpl e. com
BIM-Selector: v=BIM1; s=selector;

The MIA woul d | ookup sel ector. bim . exanpl e.com

A.3. Wthout BIM-Sel ector Header on a subdonain
The domai n foo. exanpl e.com sends w thout a BI M - Sel ector header:
From sender @ oo. exanpl e. com
The MIA woul d | ookup default._bini.foo.exanple.comfor the BIM DNS
record. If it did not exist, it would | ookup
defaul t._bi m . exanpl e. com

A 4. Wth BIM-Sel ector Header on a subdomain

The domai n foo. exanpl e.com sends wi thout a BI M - Sel ector header:

From sender @ oo. exanpl e. com
BI M -Sel ector: v=BIM 1; s=nysel ector;

The MIFA woul d | ookup nysel ector. _bini.foo.exanple.comfor the BIM
DNS record. If it did not exist, it would fall back to the | ookup
mysel ector. _bi m . exanpl e. com

A.5. Invalid BIM-Sel ector Header

The domai n exanpl e.com sends with a BI M -Sel ector header, but does
not include the required field 'v=":

From sender @xanpl e. com
Bl M - Sel ector: s=nysel ector;

The MIA woul d ignore this header, and | ookup
def aul t. _bi ni . exanpl e. com

Appendi x B. Exanple Authentication-Results entry (1 NFORMATI ONAL)

Thi s section shows exanpl e Authentication-Results stanps based on
different BIM | ookup statuses.
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B.1. Successful BI'M | ookup

From sender @xanpl e. com

BI M -Sel ector: v=BIM1; s=nysel ector;

Aut henti cation-Results: exanpl e.com bi m =pass header. d=exanpl e. com header. sel ect or =nysel
ector

B. 2. No BIM record

From sender @Gub. exanpl e. com
Aut henti cation-Results: exanpl e.conm bi m =none

In this exanpl e, sub.exanple.comdoes not have a BIM record at
defaul t. _bi m . sub. exanpl e.com nor does default._bim.exanple.com

B.3. Declination to Publish

From sender @xanpl e. com
Aut henti cation-Results: exanpl e.com bim =declined

In this example the record found at default._bim.exanple.comwas
"v=BIM1; |I=; a=;", indicating a Declination to Publish a BIM
Assertion Record, and so indicating that BIM processing should not
occur on this nessage.

B.4. Subdomain has no default record, but organizational domain does

From sender @Gub. exanpl e. com
Aut henti cation-Results: exanpl e.com bi m =pass header. d=exanpl e. com header. sel ect or =def au
It

B.5. Subdomain and organi zati onal domain have no record for selector,
but organi zation

domai n has a default

From sender @ub. exanpl e. com
BI M -Sel ector: v=BIM1; s=nysel ector;
Aut henti cati on-Results: exanpl e.com bi m =none

In this exanple, the sender specified a DNS record at

mysel ector. bim.sub. exanpl e.combut it did not exist. The fallback
is to use nysel ector. _bim.exanple.com which al so does not exist.
The assertion record does exist for the default selector at the
organi zati onal domain default._bim.exanple. com however this is not
used as the sender specified a selector of nysel ector

B. 6. Subdomain has no record for selector, but organization domain does
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From sender @ub. exanpl e. com

BI M -Sel ector: v=BIM1; s=nysel ector;

Aut henti cation-Results: exanpl e.com bi m =pass header. d=exanpl e. com header . sel ect or =nysel
ect or

In this exanple, the sender specified a DNS record at
mysel ector. _bi m . sub. exanpl e.combut it did not exist. The fallback
is to use nysel ector._bim.exanple.com

Appendi x C. Exanple BIM Headers Construction (1 NFORMATI ONAL)

Thi s section shows how an exanpl e MIA ni ght eval uate an incomi ng
emai| for BIM participation, and how it could share that
determnation with its MJA(S).

C.1. MIA Receives an enail
The MIA receives the follow ng DKIM signed nessage:

DKI M Si gnature: v=1; s=nyExanple; d=exanple.com h=From BIM -Sel ector; Date; bh=...;b=...
From sender @xanpl e. com

BIM-Sel ector: v=BIM1; s=brand;

Bl M - Locati on: inmage. exanpl e. coni bi m /| ogo/ exanpl e-bi nmi . svg

Bl M - Logo- Pref erence: avp=personal

Subject: H, this is a nessage fromthe good fol ks at Exanpl e Lear ni ng

C 2. MTA does its authentication checks

The receiving MIA receives the nessage and perforns an SPF
verification (which fails), a DKIMverification (which passes), and a
DMARC verification (which passes). The domain is verified and has
good reputation. The Receiver proceeds to performa BIM | ookup.

C.3. MIA perforns BIM Assertion
The MIA sees that the nessage has a BIM-Sel ector header, and it is
covered by the DKIM Signature, and the DKIM Signature that passed
DKIMis the one that covers the BIM-Sel ector header. The MIA sees
the header validates and contains 'v=BIM1', and 's=brand’ . It
performs a DNS query for brand. bim.exanple.comand retrieves:
brand. bim.exanple.comIN TXT "v=BIM1; |=https://inmage.exanple.conl bini/logo/"

The MIA verifies the syntax of the BIM DNS record, and it, too
passes.
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The MIA knows it has previously retrieved the Indicator referenced by
the BIM DNS record, and had al ready successfully checked this

I ndi cat or agai nst the published SVG profile. The MIA retrieves the

I ndi cator fromthe cache.

C. 4. MIA appends to Authentication-Results

The MIA computes and affixes the results of the BIM to the
Aut henti cati on- Resul ts header:

Aut henti cation-Results: exanple.com spf=fail sntp.nmailfromeexanpl e. com
dki mrpass (signature was verified) header.d=exanpl e.com
dmar c=pass header. f r omrexanpl e. com
bi m =pass header. d=exanpl e. com header . sel ect or =br and

C.5. MIA Constructs BIM-Location and BI M-I ndi cat or headers

The MIA base64 encodes the retrieved | ndicator and constructs a new
BI M -1 ndi cat or header.

The MIA constructs a BIM-Location header with a version tag, and an
| tag indicating the URL fromwhich the Indicator was retrieved.

Finally, the MIA renoves any existing BIM-Location, BlIM -Logo-
Preference, and BIM -1ndi cat or headers, and stanps the new ones:

BI M -Location: v=BIM1; |=https://imge. exanpl e.coni bi m /| ogo/
BI M - | ndi cator: PD94bW .. 8L3N2Zz4K
That the original sender signed a BIM-Locati on header against this
spec is irrelevant. It was used for DKIMvalidation and then thrown
out by the MIA.

C.6. The MJA displays the Indicator
The mail is opened fromthe mail store in an MJA. The MJA performs
| ocal ly defined checks to make sure that it can trust the BIM -
I ndicator header. Finally, the MJA extracts the Indicator fromthe
Bl M -1 ndi cat or header and displays it to the user.
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