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Abst ract

Over the history of IPv6, various classful address nodels have been
proposed, none of which has withstood the test of time. The |ast
remmant of |1Pv6 classful addressing is a rigid network interface
identifier boundary at /64. This docunent renoves the fixed position
of that boundary for interface addressing.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 Cctober 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Over the history of the I Pv6 protocol, several classful addressing
nmodel s have been proposed. The nost notabl e exanpl e recomended Top-
Level Aggregation (TLA) and Next-Level Aggregation (NLA) ldentifiers
[ RFC2450], but was obsol eted by [ RFC3587], |eaving a single remant
of classful addressing in IPv6: a rigid network interface identifier
boundary at /64. This docunent renoves the fixed position of that
boundary for interface addressing.

Recent proposed changes to the IP Version 6 Addressing Architecture
specification [ RFC4291] have caused controversy. VWhile |link prefixes
of varied lengths, e.g. /127, /126, /124, /120, ... /64 have been
successful ly deployed for many years, glaring m snmatches between a
formal specification and | ong-standing field deploynment practices are
never w se, not |east because of the strong risk of ms-

i mpl ement ati on, which can easily result in serious operationa

pr obl ens.

Thi s docunent al so stresses that |Pv6 routing subnets may be of any
length up to 128, see [ RFC7608].

2. Suggested Reading

It is assuned that the reader understands the history of classfu
addressing in I Pv4 and why it was abolished [ RFC4632]. O course,
the acute need to conserve address space that forced the adoption of
cl assl ess addressing for |1Pv4 does not apply to I Pv6, but the
argunents for operational flexibility in address assignment remain
compel | i ng.
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It is also assuned that the reader understands |Pv6 [ RFC2460], the IP
Version 6 Addressing Architecture [ RFC4291], the proposed changes to
RFC4291 [I-D.ietf-6man-rfc4291bi s] and RFC2464

[1-D. hi nden-6nan-rfc2464bis], [RFC7608] an |IPv6 Prefix Length
Recomendati on for Forwarding, and the | ETF recommendati on for the
generation of stable Interface ldentifiers [RFC8064].

[1-D.jinnei-6man-prefix-clarify] is also worth reading to clarify
uses of varying prefix lengths on a single |ink.

3. Problens Reinforced by d assful Addressing

For host computers on |local area networks, generation of interface
identifiers is no |l onger necessarily bound to | ayer 2 addresses
(MACs) [ RFC7217] [ RFC8064]

[1-D. chown-6man-t okeni sed-i pv6-identifiers]. Therefore their |ength,
previously fixed at 64 bits [RFC7136], is in fact a variably-sized
parameter as explicitly acknow edged in Section 5.5.3(d) of [RFC4862]
whi ch states

Note that a future revision of the address architecture [RFC4291]
and a future link-type-specific docunment, which will still be
consistent with each other, could potentially allow for an
interface identifier of Iength other than the value defined in the
current docunents. Thus, an inplenmentation should not assune a
particul ar constant. Rather, it should expect any |engths of
interface identifiers

As | Pv6 use has evolved and grown, it has becone evident that it
faces several scaling and coordination problens. These problens are
anal ogous to allocation and coordination problens that notivated | Pv4
CIDR al l ocation and | ater abundant |Pv4 PAT, they include:

Address allocation nodels for specific counts of fixed |length
subnets to downstream networks or devices from/48 down to /64 are
based on design assunptions of how subnets are or should be

al |l ocated and popul ated within | Pv4d networks.

Hi erarchical allocation of fixed-length subnets requires

coordi nation between lower / internediate / upper network
elenments. It has inplicit assunption that policies and size

all ocation allowed at the top of the hierarchy will acconmobdate
present and future use cases with fixed |l ength subnet allocation

Coordi nation with upstream networks across adm ni strative domai ns
for the allocation of fixed |length subnets reveal s topol ogy and
intent that nay be private in scope, allow ng the upstream
networks to restrict the topology that may be built. Policies for
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4.

hi erarchical allocation are applied top-down and anount to

perm ssion to build a particular topology (for exanple nobile
device tethering, virtual machine instantiation, containers and so
on).

In the case where a device is given a /64 (e.g. nobile phone
runni ng SLAAC only, not DHCP), there is no protocol allow ng them
to provide downstreamrouted | ayer 3 subnets, because all they
have is a /64. This applies nore to nodes which do not have
DHCPV6.

Identifier and Subnet Length Statenents

I Pv6 unicast interfaces may use any subnet length up to 128 except
for situations where an Internet Standard document may inpose a
particular length, for exanple Statel ess Address Autoconfiguration
(SLAAC) [RFC4862], or Using 127-Bit 1Pv6 Prefixes on Inter-Router
Li nks [ RFC6164] .

Additionally, this docurment clarifies that a node or router MJST
support routing of any valid network prefix length, even if SLAAC or
other standards are in use, because routing could choose to
differentiate at a different granularity than is used by any such
automated link | ocal address configuration tools.

Recomendat i ons

For historical reasons, when a prefix is needed on a link, barring
ot her considerations, a /64 is recomended [ RFC7136].

The length of the Interface Identifier in Statel ess Address

Aut oconfi gurati on [ RFC4862] is a paraneter; its |l ength SHOULD be
sufficient for effective randonmi zation for privacy reasons. For
exanple, 48 bits nmight be sufficient. But operationally we
recomend, barring strong considerations to the contrary, using
64-bits for SLAAC in order not to discover bugs where 64 was hard-
coded, and to favor portability of devices and operating systens.

As nost wireless operators give a single /64 to wireless clients,
subnetting beyond /64 is a real world requirenent, and its absence is
an incentive to deploy network address translation for IPv6. 1In the
long termthis is a use case for supporting |onger prefixes than /64,
in order to avoid NAT

Not e that OpenBSD ships with SLAAC for | engths | onger than /64.
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Nonet hel ess, there is no reason in theory why an | Pv6 node shoul d not
operate with different interface identifier |lengths on different
physical interfaces. Thus, a correct inplenentation of SLAAC nust in
fact allow for any prefix length, with the val ue being a paraneter
per interface. For instance, the Interface lIdentifier length in the
recomended (see [ RFC8064]) algorithmfor selecting stable interface
identifiers [RFC7217] is a paraneter, rather than a hard-coded val ue.

6. Security Considerations
Assumi ng that nodes enpl oy unpredictable interface identifiers
[ RFC7721], the subnet size may have an inpact on sonme security and
privacy properties of a network. Nanmely, the snaller the subnet
size, the nore feasible it becomes to perform|Pv6 address scans
[ RFC7707] [RFC7721]. For sone specific subnets, such as point to
point links, this may be | ess of an issue.
On the other hand, we assume that a nunber of |Pv6 inplenentations
fail to enforce linmts on the size of some of the data structures
they enploy for comuni cating wth neighboring nodes, such as the
Nei ghbor Cache. In such cases, the use of snaller subnets forces an
operational Iimt on such data structures, thus helping nmtigate sone
pat hol ogi cal behavi ors (such as Nei ghbor Cache Exhaustion attacks).
7. 1 ANA Consi derations
Thi s docunent has no | ANA Consi derati ons.
8. Authors
The authors of this docunent are as foll ows:
Randy Bush <randy@sg.con>, Internet Initiative Japan

Brian Carpenter <brian.e.carpenter@nuail.con>, University of
Auckl and

Fernando Gont <fgont @i 6networks. con», SI6 Networks / UTN- FRH
Nick Hilliard <nick@etability.ie> |NEX

Joel Jaeggli <joelja@ogus.conk, Fastly

Geof f Huston <gi h@pnic.net> APN C

Chris Morrow <norrowc@ps-net man. net >, Google, Inc.

Job Snijders <job@astly.net> Fastly, Inc.

Bour baki Expires 2 Cctober 2025 [ Page 5]



Internet-Draft IPv6 is C assless March 2025

9. References
9.1. Nor mat i ve Ref erences

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, DO 10.17487/ RFC2460,
Decenber 1998, <https://wwwrfc-editor.org/info/rfc2460>.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, DO 10.17487/ RFC4291, February
2006, <https://ww.rfc-editor.org/info/rfc4291>.

[ RFC7217] GCont, F., "A Method for Generating Semantically Opaque
Interface ldentifiers with IPv6 Statel ess Address
Aut oconfi gurati on (SLAAC)", RFC 7217,
DO 10.17487/ RFC7217, April 2014,
<https://www. rfc-editor.org/info/rfc7217>.

[ RFC7608] Boucadair, M, Petrescu, A, and F. Baker, "IPv6 Prefix
Lengt h Recomrendati on for Forwardi ng", BCP 198, RFC 7608,
DA 10.17487/ RFC7608, July 2015,
<https://ww.rfc-editor.org/info/rfc7608>.

[ RFC8064] Gont, F., Cooper, A, Thaler, D., and W Liu,
"Recommendation on Stable IPv6 Interface Identifiers"”,
RFC 8064, DO 10.17487/ RFC8064, February 2017,
<https://www. rfc-editor.org/info/rfc8064>.

9.2. Informative References

[1-D. chown-6man-t okeni sed-i pv6-identifiers]
Chown, T., "Tokenised IPv6 lIdentifiers", Wrk in Progress,
Internet-Draft, draft-chown-6man-tokeni sed-ipv6-
identifiers-02, 22 Cctober 2012,
<https://datatracker.ietf.org/doc/htnl/draft-chown-6man-
t okeni sed-i pv6-identifiers-02>.

[1-D. hi nden-6nman-rfc2464bi s]
Crawmford, M and R M Hinden, "Transm ssion of |Pv6
Packets over Ethernet Networks", Work in Progress,
Internet-Draft, draft-hinden-6man-rfc2464bis-02, 13 March
2017, <https://datatracker.ietf.org/doc/htm/draft-hinden-
6man-rf c2464bi s- 02>.

Bour baki Expires 2 Cctober 2025 [ Page 6]



Internet-Draft IPv6 is C assless March 2025

[1-D.ietf-6man-rfc4291bi s]
H nden, R M and S. E Deering, "IP Version 6 Addressing
Architecture”, Work in Progress, Internet-Draft, draft-
ietf-6man-rfc4291bis-09, 3 July 2017,
<https://datatracker.ietf.org/doc/htm/draft-ietf-6nman-
rfc4291bi s- 09>.

[1-D.jinnei-6man-prefix-clarify]
Jinnmei, T., "Carifications on On-link and Subnet |Pv6
Prefixes", Work in Progress, Internet-Draft, draft-jinnei-
6man-prefix-clarify-00, 13 March 2017,
<https://datatracker.ietf.org/doc/htnm/draft-jinmei-6man-
prefix-clarify-00>.

[ RFC2450] Hinden, R, "Proposed TLA and NLA Assignnment Rul e",
RFC 2450, DO 10. 17487/ RFC2450, Decenber 1998,
<https://www. rfc-editor.org/info/rfc2450>.

[ RFC3587] Hinden, R, Deering, S., and E. Nordmark, "IPv6 d obal
Uni cast Address Format", RFC 3587, DO 10.17487/ RFC3587,
August 2003, <https://ww. rfc-editor.org/info/rfc3587>.

[ RFC4632] Fuller, V. and T. Li, "Classless Inter-donain Routing
(CIDR): The Internet Address Assignnent and Aggregation
Pl an", BCP 122, RFC 4632, DO 10.17487/ RFC4632, August
2006, <https://ww. rfc-editor.org/info/rfc4632>.

[ RFC4862] Thonson, S., Narten, T., and T. Jinnei, "IPv6 Stateless
Addr ess Autoconfiguration", RFC 4862,
DA 10. 17487/ RFC4862, Septenber 2007,
<https://ww. rfc-editor.org/info/rfc4862>.

[ RFC6164] Kohno, M, N tzan, B., Bush, R, Mtsuzaki, Y., Colitti,
L., and T. Narten, "Using 127-Bit | Pv6 Prefixes on Inter-
Rout er Links", RFC 6164, DO 10.17487/ RFC6164, April 2011,
<https://www. rfc-editor.org/info/rfc6164>.

[ RFC7136] Carpenter, B. and S. Jiang, "Significance of |Pv6
Interface Identifiers", RFC 7136, DO 10.17487/ RFC7136,
February 2014, <https://ww.rfc-editor.org/info/rfc7136>.

[ RFC7707] Cont, F. and T. Chown, "Network Reconnai ssance in |Pv6

Net wor ks", RFC 7707, DO 10. 17487/ RFC7707, March 2016,
<https://ww.rfc-editor.org/info/rfc7707>.

Bour baki Expires 2 Cctober 2025 [ Page 7]



Internet-Draft IPv6 is C assless March 2025

[ RFC7721] Cooper, A, Gont, F., and D. Thaler, "Security and Privacy
Consi derations for I Pv6 Address Generation Mechani sns",
RFC 7721, DO 10.17487/ RFC7721, March 2016,
<https://ww.rfc-editor.org/info/rfc7721>.

Aut hor’ s Addr ess

Ni col as Bour baki

The | ntertubes

42 Rue du Jour

::1 Sophia-Antipolis
France

Emai | : bour baki @ogus. com

Bour baki Expires 2 Cctober 2025 [ Page 8]



