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Abst r act

Thi s docunment specifies SCRAM MCF, an extension to the Salted

Chal | enge Response Authentication Mechani sm (SCRAM family of SASL
mechani sms ([ RFC5802]) and HTTP Di gest extensions ([ RFC7616],

[ RFC7677]) .

The extension replaces the PBKDF2-specific iteration count attributes
i=and s=in the server-first-nessage with a generic Mdul ar Crypt
Format (MCF) descriptor f=. This allows servers to use nodern nenory-
hard key derivation functions such as Argon2, SCrypt, or bcrypt while
preserving the full security properties and nmessage fl ow of SCRAM

The change is fully backward conpati bl e: servers can continue sending
i=and s= for legacy clients and only send f= (or both) when the
client advertises support.

Thi s docunent is intended to be discussed and potentially adopted by
the KITTEN worki ng group. Feedback fromthe KITTEN WG i s wel cone on
the kitten@etf.org mailing list.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Decenber 2026.

Bouchez Expires 5 Decenber 2026 [ Page 1]



Internet-Draft SCRAM MCF June 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

SCRAM as defined in [ RFC5802] and its SHA-256 variant in [RFC/677] is
wi del y depl oyed (PostgreSQ., MngoDB, Kafka, SASL |libraries, etc.).
Its only key derivation function is PBKDF2- HVAC- SHA-1 or PBKDF2- HVAC-
SHA- 256. PBKDF2 is no | onger considered state-of-the-art against

GPU ASI C- based password cracki ng.

Bouchez Expires 5 Decenber 2026 [ Page 2]



Internet-Draft SCRAM MCF June 2026

3.

3.

Modern password hashing algorithms (Argon2 w nner of the 2015
Password Hashi ng Competition, SCrypt, bcrypt) are menory-hard and far
more resistant to parallel brute-force attacks. However, replacing
SCRAM entirely with a new nmechani smis unnecessary: the core proof-
of - possessi on construction of SCRAMis excellent. Only the key
derivation step needs to becone negoti abl e.

Thi s docunent defines the snallest possible standards-conpliant
ext ensi on that achi eves exactly that.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The term "Mdul ar Crypt Format" (MCF) refers to the de-facto standard
string format used by crypt(3), Passlib, Spring Security, and nost
nmodern password hashing libraries. Exanples:

$ar gon2i d$v=19$mr65536, t =2, p=4%$z8e0j sE2kz7z6. . . $7TKX4WHB Q7T . . .
$scrypt $l n=16, r =8, p=1$z8e0j sE2kz7z6uL0MzZ6 B 7KX4AWBE Q7. . .
$2a$06$nDCr hHML0gJ3I XRY. 5z2DGBr S2KdeeW.uGrsf A M Oxi h58VYVf xe
SCRAM MCF Ext ensi on
1. dient Capability Advertisenent
A client that inplements SCRAM MCF MJST include the attribute f=y in
the reserved extension field of the client-first-message when using
any SCRAM mechani smthat supports this extension.
Exampl e (client-first-nmessage):

n,, n=user, r =f yko+d2l bbFgONRv9gkxdawL, f =y

Clients that do not send f=y MJST be treated exactly as in the
original SCRAM al gorithm (legacy clients). They MJST NOT support the
f= attribute if they did not send f=y first.

The f= attribute name - as in "format" - was sel ected because
[ RFC5802] states that names are single US-ASCII letters, and that nr
is already reserved.
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Server-first-message Changes

A server that receives f=y and wi shes to use a nodern KDF MJST
respond with the attribute f= instead of i= and s=.

The value of f=1is the full MCF identifier string up to but not
including the final stored hash part, encoded as base-64. In other
words: everything up to and including the base64-encoded salt and its
trailing $ character (if any), then converted to base-64. The MCF
identifier MJUST be converted to base-64, to ensure no comms Signs
appear in the attribute val ue.

Valid exanples of MCF identifiers:

$ar gon2i d$v=19$m=65536, t =2, p=4$z8e0j sE2kz7z6uLOmizZ6CH
$scrypt $l n=16, r =8, p=1$z8e0j sE2kz7z6uL0mizZ6Q%
$2a$06$n0Cr hHNL0qJ 3l XRY. 52DCG0O

Val ues transmitted as f= attribute, after base-64 encodi ng:

f =JGFyZ29uMm kJHYOMTkkbTO2NTUzNi xOPTI scD00JHo4ZTBqcOUya3o03ej Z1. . .
f =JHN cnl wdCRsbj OxNi xyPTgscDOxJHo4ZTBqcOUya3o03ej Z1TDBt NHpaN Ek
f =JDIhJIDA2J AOWRBJ0SAXx MHFKM2X YUl kuNXpERO8=

Backward conpatibility fallback: If the server cannot or does not
want to use MCF, it simply omits f= and sends the normal i= and s=
attributes.

Client Processing Rul es

* |f the server-first-message contains f=, the client MJST ignore
any i= and s= attributes and MJST use the specified MCF string,
after proper base-64 decoding, to derive SaltedPassword exactly as
if it were calling the standard password-to-key function of that
algorithmwith the cleartext password and the MCF paraneters/salt.

* The full encoded output of this MCF KDF, including its identifier,
paraneters, salt and checksum MJST becone the SaltedPassword as
in [ RFC5802] Section 3.

* The rest of the protocol (dientKey, ServerKey, AuthMessage,
ClientProof, etc.) is unchanged.

* The H() and HMAC() functions used to conpute the client and server
proofs MJST foll ow the SASL negoti ation, e.g. SHA-256 and HVAC
SHA- 256 for " SCRAM SHA- 256" or SHA-512 and HVAC SHA-512 for
" SCRAM SHA- 512" .
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* |f the client does not
MUST respond with a SASL/HTTP error (e.g.,

3.4. SCRAM MCF Al gorithm Overvi ew

recogni ze or support the MCF identifier,

June 2026

it
"invalid-paraneters").

The following is a description of the algorithnms used in a full,
unconpressed SASL SCRAM MCF aut henti cati on exchange.

/1 SCRAM MCF password KDF

Sal t edPassword = MCF(Password, identifier, paraneters, salt)
/1 using MCF prefix identifier, paraneters and salt

/1 e.g. "$2a$06$m0Cr hHM0qJ3l XRY. 52DGM8r S2Kd. . . "

/1 initial server storage

d i ent Key = HVAC( Sal t edPassword, "Cient Key")

St or edKey = H(d i ent Key)

Ser ver Key = HVAC( Sal t edPassword, "Server Key")
persist the MCF prefix, StoredKey and ServerKey in the DB
/1 client

d i ent Key HVAC( Sal t edPassword, "Cient Key")

ClientSignature :
return dientProof

HVAC( St or edKey,

Il server

Client Signature

Candi dat ed i ent Key
Checks: H(Candi dated i
return ServerProof :=

HMAC( St or edKey,

ent Key) St or edKey
HMAC( Ser ver Key,

/1 client verifies
Server Signature : =
Checks: Server Signature

HVAC( Ser ver Key,

Aut hMessage)
;= ClientKey XOR dientSignature

Aut hMessage)
ClientProof XOR O ientSignature
Aut hMessage)

Server Proof XOR dient Signhature
Aut hMessage)

The rest of these nessages is defined in [ RFC5802] Section 7.

3.5. Server Storage Recomendati on

Servers MJST store the MCF prefix string (identifier + paraneters +

salt) for each user. For security reasons,
MUST NOT be persisted; instead,
Server Key MJST be stored.

Servers MAY store and accept other SCRAM hashes (e.g.,
But
is strongly reconmmended.

SCRAM SHA- 256) for backward conpatibility.
safest algorithns (like SCRAM MCF)
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restricting to the
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4. Formal ABNF Changes (augmented from RFC 5802)
server-first-message = ( scramattr-val "," )* "r=" nonce

[ "," "s=" base64 ]

[ "," "i=" posint ]

!

"omovf=" nof-base64 ]

nmcf - base64
ncf - descri ptor
nmcf-id

base64( ncf-descriptor )

"$" mcf-id "$" ncf-parans "$" base64-salt [ "$" ]
"argon2i " / "argon2d" / "argon2id" /

"scrypt" / "2b" |/ other registered identifiers

5. Security Considerations
5.1. Preservation of the SCRAM Proof Construction

In respect to the standard SCRAM nmechani sm this SCRAM MCF extensi on
coul d be eval uated as such:

* The extension preserves channel binding, proof-of-possession, and
mut ual aut hentication exactly as in SCRAM

* Menory-hard KDFs dramatically increase the cost of offline
dictionary attacks.

* Because the KDF identifier and paraneters are sent in the clear
(as in standard SCRAMwith i=), no new information is | eaked to an
eavesdr opper.

* MCF al gorithms MJUST use a cryptographically random per-user salt.

* dients and servers MJST reject weak MCF paraneters (see "M nimum
Acceptabl e" columm in Section 5.2).

* Thanks to the MCF registration mechanism this SCRAM MCF pattern
was designed to be future-proof.

*  Weaker "SCRAM SHA-1" MJST be rejected when used with the f=
ext ensi on.

5.2. Mnimm and Recommended MCF Paraneters Levels
MCF paraneters levels are inforned by NI ST SP 800-63B

[ NI ST. SP. 800-63B] (preferring Argon2id wi th nenory-hard properties)
and OMASP gui del i nes [ OMSP. Passwor dSt or age] .
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5.

3.

Tune iteratively based on client |oad; aimfor ~500ns-1s per
verification to balance security and usability. Note that the server
load is not affected by the MCF paraneters, since during SCRAM

aut hentication, the password derivation is done on the client side.
For performance and Denial O Service (DoS) mtigation, consider
rate-limt derivations, e.g. testing with RFC 5802 [ RFC5802] t ool s.

[ el e s sl ool s °}
| KDF | M nimum | Recommended | Notes |
| | Acceptable | (2026+) | |
F =t -t ———————————————t———————————————————+
| Argon2id | Merory: 19 | Menory: 64 | Menory-hard; |
| (preferred) | MB | MB | primary |
| | t=1, p=1, | t=3, p=4, | recomrendation in |
| | me19x 1024 | m=64x 1024 | NI ST and OWASP. |
| | | | Salt >= 16 bytes. |
L L L LT L LT Lk TP +
| becrypt | cost=10 | cost=1416 | Still acceptable |
| | salt >= 128 | salt >= 192 | when Argon2 is |
| | bits | bits | unavail abl e. |
| | | | 72-byte password |
I I I | limt. I
L L L LT L LT Lk TP +
| scrypt | N=27r17 | N=2720 (1M, | Menory-hard; good |
| | (131072), | r=8, p=4 | alternative when |
| | r=8, p=1 | | Argon2 cannot be |
I I I | used. I
e o o o - +
PBKDF2 >= 10 000 >= 600 000 Approved by
(FI'PS-only iterations iterations [ NI ST. SP. 800- 132]
fal | back) HMAC- SHA- 256, HMAC- SHA- 256, but vulnerable to

I I I I I
I I I I I
I I I I I
| (for plain | salt >= 128 | salt >= 256 | GPU attacks; use |
I I I I I
I I I I I
I I I I I

SCRAM bits bits only when FIPS
conpliance is
required.

S o o o e e o s +

| PBKDF2 KDF is listed only as reference, and nmakes little sense |
| to appear as a MCF algorithm since it is already used by the |
| original SCRAM |

Table 1
Usi ng MCF-Derived Qutputs as HVAC Keys
As defined above, CientKey and ServerKey are conputed usi ng HVAC()

on the MCF output. The length and structure of this value differ
from PBKDF2, as used in classic SCRAM
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HMAC constructions (including HVAC- SHA- 256 and HVAC- SHA-512 refered
by this docunent) are provably secure even when the supplied key is
Il ong or non-uniform Per Bellare, Canetti, and Krawczyk (1997;
2006), HMAC guar ant ees pseudor andommess provi ded that:

* keys longer than the hash function bl ock size are reduced by
hashi ng (as mandated by HVAC), and

* Kkeys of arbitrary internal structure are permtted.

Thus, MCF outputs — even if longer than a SHA-2 block — are
acceptabl e and safe HVAC keys. Because nenory-hard KDFs generate
out puts indistinguishable fromrandomto an attacker |acking the
password, the resulting SaltedPassword is at |east as strong as the
PBKDF2- deri ved Sal t edPassword in classic SCRAM

Therefore, replacing PBKDF2 out put with nenory-hard KDF output does
not weaken the HMAC-based aut hentication proofs of SCRAM

| ANA Consi der ati ons

Thi s docunent requests | ANA registration of the SASL/ GS2 extension
attribute f=y and the server-first-nessage attribute f.

No new SASL mechani sm name (" SCRAM MCF-*") needs to be registered.
The existing names " SCRAM SHA- 256", " SCRAM SHA- 256- PLUS", " SCRAM SHA-
512", etc. continue to identify the underlying H() and HVAC()
functions used for the proof calcul ation.

SCRAM Aut henti cati on Exchange
This is a sinple exanpl e of a SCRAM SHA- 256 aut henticati on exchange

when the client doesn’t support channel bindings (username ’'user’ and
password 'pencil’ are used, with SCrypt MCF hashing):

C. n,, n=user, r=r Opr NG wEbeRWjbNEKqO, f =y

S

r =r Qpr NG wEbe RWgbNEk qO¥hv YDpWUa2RaTCAf uxFI | j ) hNI F$kO, f =

JHNj cnl wdCRsbj 00LH 90CxwPTEK UUS4NE4ONTRweELl S21Eanh5cnhzaDdRL1BZQ F3JA==
C. c=bi ws, r =r Opr NG wEbeRWbNEk qO%hv YDpWJa2RaTCAf uxFl | j ) hNI F$kO,

S

p=LyM: KM zBJUoDhf O7e8aDOBYBLge3wBr CoJ MTI EnJEg=
v=2c7t BGYYYSt x/ 0LZNhZVInj QKWeku17ZDaVoJh3Hv o=

The corresponding MCF prefix string is
"$scrypt $l n=4, r =8, p=1$Q\x4N454ppMeKDj xyr hsh7Q PYBQWM", which is
base- 64 encoded in the f= attribute above.
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