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Abst r act

Thi s docunent extends Openl D Connect’s standard enmil functionality
to support secure linking between nultiple email accounts. It

enabl es users to associate secondary email addresses with their
primary account while maintaining backward conpatibility with

exi sting inplenentations. The extension provides nethods for
establishing, managing, and utilizing these relationships within the
Openl D Connect emai | scope.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 February 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Core Concepts

The extension operates on these fundanmental principles:

1. *Primary Account*: The initial identity that controls all |inked
accounts

2. *Secondary Accounts*: Additional enmail identities |inked to the
primary

3. *Temporal Validity*: Linkages expire after a defined period

4. *Account Resolution*: Secondary | ogins resolve to the primary
identity

2. Protocol Paraneters

[} e ————— Ll p——————————— Ll p—p—r"
| Paraneter | Location | Description |
[ ey el e sl
| linking | Authorization | boolean (true/false), initiates
| | Request | linking flow when true |
oo o - o m e e e oo - St +
| linking period | Authorization | nunber (seconds), validity |
| Request | duration (default: 2592000) |
o a o oo o mm e e e e e e eee oo s +
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3. Pr ot ocol Fl ows

3.1. Linking Fl ow

Conpl et e sequence for establishing account
TS + TS + TS
| dient | | 1dP/STS | | User

S + S + S

| Auth Request
| scope=enmil
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I'i nki ng=true

| DP/ STS stores Linkages

I D Token with

I'i nking cl ai ns:

- primary_enmi |

- secondary_enmi |
- expires_at

ient initiates wt
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GET /aut hori ze?response_t ype=code

2.
or

3.

4.

}
3.2.

&client id=clientl123
&scope=openi d¥20emai |
&l i nki ng=true

&l i nki ng_peri 0od=604800

I dP aut henticates primary account, the account should be primary
normal (not |inked) email account

User authenticates 1-N secondary accounts (ldP-defined limt)
I dP stores linkages with desired expiration tinestanp

IdP returns | D token containing:

"emai | ": "mai n@xanpl e. cont',
"primary": true,
"l'inking": {
"secondary_emils": ["altl@xanple.com', "alt2@xanple.org"],

"expires_at": 1735689600
}

Unl i nki ng Fl ow

Unl i nki ng occurs through the standard |inking interface when
initiated by primary accounts:
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I + I + I +

| dient | | 1dP/ STS | | User

TS + TS + TS +
Aut h Request

I I
| scope=enmi l |
| linking=true |

I

User confirms
"Unlink A"

I

I

I

R > |
| Primary Auth |
R >
I I
| Show Li nki ng |
| Consent Screen |
| with "Unlink AII" |
| option only |
I

I

I

I D Token with

standard cl ai s
1. User authenticates with primary account credentials
2. 1dP displays linking consent screen with:

* List of currently linked accounts

*

Single "Unlink AIl" option
* No account sel ection options
3. User confirnms by clicking "Unlink A"
4. |1 dP conpletely renoves all |inkages
5. Standard ID token returned with enpty |inkage:
"emai | ": "mai n@xanpl e. cont',
"l'inking": {}
3.3. Secondary Account Authentication

When authenticating with an enail account that is linked to a prinmary
account:
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1. dient initiates standard O DC aut hentication
GET /aut hori ze?response_t ype=code

&client id=clientl123

&scope=openi d%20enai |
2. 1dP/ STS performs normal authentication flow

3. After successful authentication, system checks for account
| i nkages

4. For secondary accounts, |ID token contains:

"emai |l ": "secondary@xanpl e. cont,
"l'inking": {
"is_primary": false,
"primary_email": "mai n@xanpl e. cont,

"expires_at": 1735689600

}
}

Applications nust process the token as foll ows:

* Use primary_enmil as the canonical user identifier

* Verify expires_at is in the future

* Treat perm ssions/access identical to primary account |ogin

* Include secondary email in audit |ogs only

4. Security Considerations

Key security requirenents:

1. *Authentication Requirenments*:
* Al accounts nust conplete full authentication during |inking
* Secondary accounts cannot initiate Iinking/unlinking

2. *Token Validation*:
* Linking expiry nust always be validated

3. *Account Resol ution*:
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* Always resolve secondary logins to primary email account

4. *Audit Loggi ng*:

* Log all linking/unlinking events

* Record both primary and secondary emails in |ogs

5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
Aut hor’ s Addr ess
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