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Abst ract

Net wor k of cooperating and nutually trusting DNS resol vers could
benefit from cache sharing, where one resolver would distribute the
result of a resolution to other resolvers. This docunent

standardi zes a protocol to do so.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 25 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

When an organi sati on operates a big network of DNS resol vers

[ RFC1034] [ RFC1035], for instance for an inportant public resolver
(Section 6 of [RFC9499]), it may be a performance inprovnent to
distribute the result of the resolution process between the

resol vers. This docunment standardi zes how to to do so, using unicast
messages to a set of pre-configured peers.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.2. Term nol ogy

Net wor k of resol vers
A set of resolvers working together under the same adninistration

Peer (or peer resolver)
One of the other resolvers in the network

Originating resol ver
A resolver sending data to its peers in the network

Recei ving resol ver (or receiving peer)
A resolver receiving data fromone of its peers in the network

Resol ver
As used in Section 6 of [RFC9499]

2. The protocol

When conpl eting a successful DNS resolution, the resolver transmts a
DNS nessage (wWith the QR bit set, since it is a response) to the
pre-configured peers, authenticating with TSI G [RFC8945]. No

acknow edgnment is sent or expected. To save work, the resolver MAY
send the data only if the TTL is higher than some predefined val ue.

The resol ver nmust send only data that it is sure of (for instance by
DNSSEC val i dati on or because it cane with the AA bit fromthe queried
server). Since all of the network of resolvers are in the sane
organi zati onal domain, they MJST agree on the sane policy for this
assessnent.

Negative answers ([ RFC9499], section 3) MJST NOT be transmitted to
peers.

Messages of this protocol are distinguished fromother DNS nessages

by the TSI G key they use (which rmust therefore be specific to this
pr ot ocol ).
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Thi s message MAY be the nessage received by the resolver fromthe
authoritative name servers or it MAY be a new nessage with data
composed from data al ready obtai ned by the resolver, for instance
wi t hout the question section (this would help a bit with privacy
Section 5).

The EDNS section MJST be a new one, created to fit the needs of
successful transm ssion to the peer.

Each peer then MAY store the data in its cache. The peer is not
supposed to do DNSSEC validation (there is not always all the
necessary data in the nessage). After all, the goal is to save work
for the peers, so Section 5.4.1 of [RFC2181] does not apply here.
(Remenber all peers trust each other, and have a consistent policy.
The data is as trustworthy as if you validated it yourself.) The
recei ver MAY cache only what is in the Answer section

3. | ANA Consi derati ons
None. [RFC-Editor: you may delete this section]
4. Security Considerations

The integrity and authenticity of the cached data is of course
critical. DNSSEC would help but it is not yet universally depl oyed
and, noreover, the peer resolvers should not have to redo the
validation. So, trust between the peer resolvers is expected because
it is the only way for the receiver to be sure of the data. One way
to do so is to have all of the peers under the sanme organi sationa
authority, as nandated here.

For the sane reason, the channel between peers nust be protected,
preferrably with cryptography (currently, TSIGis mandatory). ACL
and ot her network techni ques are of course useful

Encryption is less inportant than authentication since we transmt
only public data. Nevertheless, it is better to be sure that the
channel between the peers is not open to snoopi ng.

5. Privacy Considerations
Confidentiality is currently out of scope for this docunment. The
communi cati on between the originating resolver and its receiving

peers coul d be encrypted, for instance with DoT [RFC7858] but it is
not ot herw se specified.
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If the originating resolver sends the original question section in
its nessages to receiving peers, it can have privacy consequences

[ RFC9076]. These consequences are limted since all the peers are
under the sane adm nistration, anyway. The originator MAY renove

this section or replace it with dumry data.

6. Operational Considerations
It is reminded that all resolvers in the network need to trust each
other, being in the sane adm nistrative domain. This specification
is not neant to be depl oyed between unrel ated resol vers.

The netwok of peer resolvers have to be configured out-of-band
before. The way to do it is out-of-scope for this specification

7. Related and future work

7.1. Related work
[1-D. hl-dnsop-cache-filling] describes a nechanismto fill DNS caches
with data. The format is, like in this docunent, standard DNS as
seen on the wre.

7.2. Future work

7.2.1. Actual neasurenent
Measuring the efficiency of caching optimzations is hard because the
performance depend a | ot on the actual queries sent and their
timeline. 1t would be interesting to test on real-world data to
measure the inprovnent brought by this technol ogy.

7.2.2. Negative answers
If in the future, we nmay all ow negative answers to be sent, which
woul d permt the receivers to use [ RFC8020] and/or [RFC8198] to
syntheti ze negative answers.

Be careful of the risk of overloading receving peers for instance
when there is a dictionary attack

7.2.3. ECS
Today, we don’t transmit the EDNS record since EDNS is not end-to-

end. But ECS [ RFC7/871] may be an inportant information for the
participating resolvers
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7.2.4. Authentication of nmessages

Today, we authenticate only with TSIG [ RFC8945]. SIE0) [RFC2931] or
DoT [ RFC7858] mmy be interesting inprovenents in the future.

7.2.5. Dispatching of nmessages

Today, messages followi ng this specification are sent to the proper
handl er based on the TSI G key used. It could be an interesting
alternative to use a separate transport port instead.

7.2.6. Transport of nessages
Messages could be transmitted in long-lived TCP sessions, too.

If there are 1,000 servers, sending 1,000 nessages, or having a ful
mesh of 1,000 TCP connections may be too nuch. It nmay be interesting
to replace the uni cast nmessages by multicast [RFC5110] (the issues of
mul ti cast on the public Internet do no apply here since we envision
wor k under only one organi sation).

O her protocols may be considered such as MJIT [ MJIT] which is wel
suited for publish-by-one/consune-by-many, raw protocol buffers [ GPB]
or dnstap [dnstap] over them
7.2.7. Packing of messages
It could be interesting to optim ze by packing the data in a C DNS
[ RFC8618] flow, sent with TCP (with TLS) or QUC (O course, other
format s/ protocols are possible.)
7.2.8. Different responses
When the authoritative servers send different replies dependi ng on
the client, the various peers may send different (and under-
optinized) responses to a receivVving peer
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