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Abst r act

In a protocol or an application environnent, it is often inportant to
be able to create unambi guous identifiers for some neani ng (concept
or some entity).

Due to the sinplicity of creating URIs, these have becone popul ar for
this purpose. Beyond the purpose of identifiers to be uniquely
associ ated with a neaning, sone of these URIs are in principle
_dereferenceable_, so sonmething can be placed that can be retrieved
when encountering such a URI.

/1 The present revision -04 includes a few clarifications.
About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-bormann-t2trg-deref-id/.

Di scussion of this docunent takes place on the t2trg Research G oup
mailing list (mailto:t2trg@rtf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/t2trg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/t2trg/.

Source for this draft and an issue tracker can be found at
https://github. com cabo/deref-id.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.

Copyright Notice

It is inappropriate to use Internet-Drafts as reference

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunent.
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1.1. Termi nol ogy
I dentifier
Der ef er enceabl e
Der ef erence

_Information_: The information that is retrieved by dereferencing a
deref erenceabl e identifier.

Qperator: Dereferencing requires sone server infrastructure to
actually provide the _information_. Sinplifying the potenti al
complexity of this infrastructure, the entity (entities)
controlling the operation of this server infrastructure, including
the nanme spaces in use (e.g., DNS nanes, URI paths on a server)
are called the operator(s) of the dereferenceable identifier

Consuner: An entity that receives data containing a dereferenceabl e
identifier.

Directed: A directed identifier is an identifier that has been
specifically mnted to not just identify the intended entity, but
al so context information such as the intended use, or intended
consuner of the identifier.

Directed _information_is _information_that is tailored to the
inmplicit context of a specific dereferencing access, such as the
accessing | P address or other ancillary paraneters. (Content
negotiation alone is not "directed _information ", as it is
explicitly triggered by the dereferencing entity.)

Uni que: A unique identifier is an identifier that is unique for the

entity; i.e., no other identifiers are in use (or intended to be
in use).
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capitals, as shown here

2. Exanples for "dereferenceable identifiers"
This section is intended to present a nunber of exanples where
dereferenceable identifiers are in use in a protocol, including

exi sting discussion about constraints on their usage, the benefits
clainmed for this constrai ned usage, and renmini ng i ssues.
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2.1. Protocol and Protocol Version identifiers

Many protocols based on XML or JSON i nclude a protocol or protocol
version identifier in the heading to a data item

E.g., [JSO defines a |anguage for data nodels that contain an
identifier to the | anguage version in use, here https://json-
schema. org/ draft/2020- 12/ schemra. The nodel that can be retrieved
fromthis URl in turn contains further dereferenceable identifiers
that point to further details.

Section 8.1.1 of [JSO has this:

| If this URI identifies a retrievable resource, that resource
| SHOULD be of nedia type "application/schematjson”.

So it acknow edges that the dereferenceability is optional, but does
pl ace further restrictions on what can be the result of a successful
deref erence: another one of these data nodels, which in turn contain
further dereferenceable identifiers.

2.2. Concept identifiers
The Problem Details for HITP APIs_ format [ PROBLEM uses a
dereferenceable identifier for its "type" field. The value is a URl
that "identifies the specific "problemtype" (e.g., "out of credit")"
(Section 1 of [PROBLEM).
Section 3.1.1 of [PROBLEM has this:
| If the type URI is a locator (e.g., those with an "http" or
| "https" schene), dereferencing it SHOULD provi de human-readabl e
| docunentation for the problemtype (e.g., using HTM. [ HTM.5]).
but then warns:
| However, consumers SHOULD NOT automatically dereference the type
| URI, unless they do so when providing information to devel opers
| (e.g., when a debugging tool is in use).
Section 4 of [PROBLEM further details:

| A problemtype URI SHOULD resolve to HTM. [ HTML5] documnent ati on
| that explains howto resolve the problem

Thi s becones even nore interesting as Section 4.2 of [ PROBLEM then
gives this advice:
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| Registrations MAY use the prefix "https://iana.org/assignnents/
| http-problemtypes#" for the type URI.

A reference to the place where registrations for these itens are
managed is certainly desirable, however, the inplications on the
managenment of fragment identifiers in the HTML docunents that | ANA
generates fromregistration informati on are an exanple for the

i ncreased conplexity dereferenceable identifiers nmay place on the
owners of the URI space enpl oyed

2.3. MORE EXAMPLES

There are a ot nore exanples in published RFCs; add themto this
docunent .

3. Pitfalls
3.1. Server overload

If a data item containing dereferenceable identifier(s) becones

wi dely distributed, naive inplenentations that handl e such a data
item m ght dereference these identifiers as part of a routine
operation. Many definitions of dereferenceable identifiers contain
adnmoni ti ons that such a behavior can cause an inplosion of requests
on the server(s) for the URI

3.2. Longevity of identifiers

Der ef erenceabl e URI's usual ly contai n donai n nanes, whose ownership
can change. As a result, and for other reasons as well, parts of the
nane space of an origin rmay cone under new adm ni stration, which can
change the policies that apply to resources made avail abl e there.

These are problens of such URIs in general (and can be mitigated by
going to a non-dereferenceabl e kind of URIs such as one based on the
"tag’ uri schenme [TAG). However, the problens are exacerbated by
their use as a dereferenceable identifier. The new owner/

adm nistrator m ght nore easily accept that a certain chunk of their
URI space shoul d not be used (which suffices for a non-
dereferenceabl e identifier based on this kind of URl nanespace) than
that certain content needs to be offered there (potentially
presenting non-trivial |oads, sonme nechani sns needed to update that
information, and legal liabilities that are hard to assess).
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3.

3.

3.

3. Breakage due to inconpatible changes

Dereferencing an identifier may produce different representations
over time. Wile these changes may be intentional and beneficia
(e.g. because terns are conpati bly added to a resource descri bing
terns that are evolved together [COOL]), they can al so cause breakage
in applications that previously dereferenced the identifier
successful ly:

* There can be errors in the representation introduced by the
change.

* The operator and the consuner may di sagree about what constitutes
a conpati bl e change

* An updated representation may exceed the consumer’s capabilities,
e.g. not fitting in an allocated buffer

* EBEven without intended changes to the representation, changes to
the channel may exclude certain consuners. For example, the
operator’s web server may cease to accept the cipher suites
i mpl emented in the consuner.

* \When the operator’s services are conprom sed, there nmay be
mal i ci ous changes in the representation

4. Redirect anbiguities

Dereferencing an identifier may involve follow ng sone redirections;
whet her that following is actually inplied, or desired (or even
desirable) is rarely being discussed.
5. Oher pitfalls

Deni al of service attacks are discussed in Section 6. Privacy
inplications, in particular around single-use identifiers, are

di scussed in Section 7.

Usage patterns between dereferencing and precise matching
Consuners may choose to:

* dereference a dereferenceable identifier and, in place of the

dereferenceabl e identifier, using only the information retrieved

this way, or

* treat the dereferenceable identifier as opaque.

Bor mann & Anslii Ss Expires 4 Septenber 2025 [ Page 6]



Internet-Draft dereferenceabl e identifiers March 2025

Consuners do not face a binary choi ce between either; the space
bet ween those extrenmes i s continuous.

Not abl e steps consuners can take to mitigate pitfalls of
der ef erenci ng are:

1.

5.

Consuners that dereference may apply caching, which reduces
server | oad and bridges both outages and m sconfigurations on the
server side

These caches may adhere to the caching rul es of the underlying
systens (DNS result life tines, HTTP's freshness rules), but nmay
al so stretch themif the alternative are failures or treating the
identifier as opaque.

Consuners may use cachi ng proxy services provided by trusted
parties.

Wil e this nay have an inpact on the susceptibility to service
outages, it imediately mtigates the privacy inplications of
havi ng the consumer’s network address visible to the operator
Restrictive policies at the proxy can further mitigate other

i ssues. For exanple, if the proxy's cache is eagerly popul at ed
by web spider operations frompublic starting points and only
ever serves cached results to consuners, it defends agai nst
singl e-use URIs.

Consuner caches nmay be pre-popul ated as part of their firmare
updat e nechani sns.

Inits extreme form the consumer nmay not even be equipped to
dereference any identifiers outside of its cache, and the
dereferenced representati on may al ready be part of the firnware
in ingested formto save runtine resources. Such a consuner
shares its properties with a consuner that treats dereferenceable
identifiers as opaque. However, the authors of the firmare can
make good use of the dereferenceable identifiers. For exanple,
they can dereference a known (or spidered) set of identifiers in
an automated fashion, with any suitable amount of caching or
manual verification.

| ANA Consi der ati ons

Thi s docunent nakes no concrete requests on | ANA, but does point out

t hat

I ANA resources mght be a good target for a certain class of

der ef erenceabl e identifiers.
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6

8.

8.

8.

Security considerations

The ability to create a denial of service attack by pointing a
dereferenceable identifier into a popular data itemthat is wdely
distributed is inplied by the discussion in Section 2, alongside with
sone recomendations for inplenenters that would mitigate such
attacks. A problemw th such recomendations is that they need to be
foll owed by inplementations that are using dereferenceabl e
identifiers, which mght not care mnuch.

Privacy consi derations

Dereferencing an identifier |eaves a wi de-spread data trail, ranging
from host name | ookups visible on the network to the absolute URI
(i.e., the URl without its fragment identifier) visible to the
operator of the identifier. Mbreover, the operator mght gain

addi tional data about the requester, e.g. froma User-Agent header.

By minting directed (e.g., single-use) dereferenceable identifiers
and assigning short cache lifetines to the dereferenced resource, the
originator of a document can track dereferencing clients whenever
they process the docunent the identifier has been created for.

Mor eover, single-use identifiers can also be used to exfiltrate data
fromoriginators whose network access is restricted through
dereferencing clients.
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