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Abst r act
Nor mati ve docunments that cite other normative docunments often
_restate_ normative content extracted out of the cited docunment in

their own words.

The present menp explains why this can be an Antipattern, and how it
can be mti gated.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-bornmann-restatenent/.

Source for this draft and an issue tracker can be found at
https://github. com cabo/rest at enent .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 August 2026.
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The present nmeno explains why this can be an Antipattern
[ KOENI G [ ANTI PATTERN], and how it can be mtigated.

1.1. Conventions and Definitions

Al't hough this docunment is not an | ETF Standards Track publication, it
adopts the conventions for normative | anguage to provide clarity of
instructions to the inplenenter. The key words "MJST", "MJST NOT",
"REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOMMENDED', " NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [BCP14] (RFC2119)
(RFC8174) when, and only when, they appear in all capitals, as shown
her e.

2. The Restatenent Anti-Pattern

A Restatenment is the attenpted expression of information that is
al ready expressed el sewhere

In this docunment, we are nostly concerned with _Normative
Restatenents_, i.e., statenents that are intended (or | ook |like they
are intended!) to be normative.

Restatenents are rarely verbatimcopies of the original statenment and
the context needed to interpret that, so they tend to introduce
uncertainty about the interpretation of the restatenent.

Aut hors often presune a reader is well-versed enough to infer that
such an uncertainty (or outright contradiction) is not intended and
how it is to be resolved. There is little reason to believe this is
actually the case.

An _internal restatenment _is a restatenent of information that has
been provided previously in the docunent under discussion. Note that
an unanbi guous internal reference is not a restatenent, as it points
to the original text and its context. (There may still be
uncertainties howto interpret the internal restatenent in the

addi tional context.)

A reference is _unanbiguous_if the previous passage is clearly
identified and delimted.

An _external restatement_ is a restatement of information that has
been provided in (one or nore) external documents. Here there is
i ncreased danger of an unclear scope of the reference, often by
pointing to an entire docunment where only a specific passage is
actually intended to be referenced.
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Rest atenments can be entirely _hidden_, i.e., there is no indication
that information given is a restatement. Restatenents can al so be
_explicit_ by clearly being identified as such, typically no | onger
usi ng normative | anguage.

Rest at enents can be an Anti-Pattern because they can be "a comon
response to a recurring problemthat is usually ineffective and risks
bei ng highly counterproductive" [WP-ANTI PATTERN]. Section 3

di scusses the recurring probl ens as perceived by docunent authors,
Section 4 explains why restatenents can be ineffective and

count erproductive, and Section 5 discusses how to use restatenents in
a way that is not.

3. Reasons for making restatenents

There are nmany reasons that cause docunent authors to include
restatenents in their work, nany of which are actually good reasons
once the perils of restatenents are properly managed.

3.1. Integrating a Conplicated Base Standard Ecosystem

Sonetinmes the source of the actual normative statenent is conplex and
woul d require considerable tine to digest. A _sinplifying_
restatenent tries to shield the reader by rephrasing or sumari zi ng

i nformati on fromthat source

Such a restatenment can be of good intention, or it can try to hide
conplexity that the referencing docunent actually does make required
to incur.

3.2. Trying to be a Textbook for the Inplenmenter

More generally, a restatenent can attenpt to be a directly usefu
source for an inplenenter or user of a standard, e.g., by giving a
mere checklist of itenms (not necessarily conplete!) that nust be

i npl emented instead of actually identifying where the requirenment and
possibly its finer points cone from

3.3. Increasing Availability froma Source with Restricted Access

In some cases, normative information froma cited docunment is not
openly avail able, but only under specific conditions that cannot be
expected to be satisfied by all users of the referencing docunent,
such as menbership in an organi zati on or payment of a non-trivia

fee. 1t may be appropriate to restate information fromsuch a source
so the referencing docunent becones usef ul
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3.4. Trying to Raise Attention to a Detail Deenmed Surprising

The author of the referencing docunment nmay see a need to alert the
reader to a detail of the cited docunent that m ght seemunintuitive
(i.e., not famliar) to the author. By restating the detail in terns
more famliar to readers of the referencing docunent, this alert can
be nore useful.

3.5. Limtations in Formal Description Techni ques

Formal description techniques (_FDT_, such as ABNF [ STD68]) are
usual |y designed to docunent a single specific artifact, not its
evolution or its enbedding into another artifact. This can lead to
whol esal e inports of FDT material, w thout indication whether just
the FDT was inported (and which part of it) or whether the inporting
docunent is intended to evolve with the donor docunent. See

Section 6.1 and Section 6.3 for additional illustration of this
reason.

4, Perils of restatenents

The danger of restatenents is that they m ght not be exactly
expressing the sane nornmative statenent that the cited docunent
makes.

One formof this is the _inconplete_restatenent.

Abri dged copies of a nornative statenment fromthe cited docunent
often | eave open whether the abridgnent is intentional: Is the

ref erenci ng docunent only inporting sone of the requirenents of the
cited docunment? In the worst case, the restatenent may appear to be
_forking an ecosystem, i.e., an inplenmentation of the cited docunent
cannot be used because it nmakes additional constraints that are not
meant to be included in the referencing docunment. (This peril of
course is also present with _intentional _changes to the normative
statements in a cited docunent, which are however likely to receive
much nore attention during review)

Section 6.5 presents an exanple for the situation where a reader
m ght infer behavior based on the common | aw statute interpretation
rule:

_"Expressio unius est exclusio alterius"_
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which states that the reader is to presune that expressly referencing
one matter inplies that other simlar matters are intentionally not
menti oned and therefore are excluded. This is particularly
problematic with abridged statements, where this rule nay be invoked
by the reader without an author being aware of it.

Restatenments nay be slightly semantically different_ fromthe cited
docunent, in particular if the latter is based on a relatively

i naccessi bl e (possibly poorly docunmented or poorly devel oped)
term nol ogy. Both authors and readers may not be aware that they
need to use tools that are commonpl ace in the ecosystem of the cited
docunent .

A large danger originates fromrestatements that are uncl ear whether
a _new_ normative requirenent is intended or a just a restatenent of
known normative requirenents of the cited docunent. This is, of
course, particularly dangerous for _hidden_ restatenents.

A restatenment can cause _mmintainability hazards_, as illustrated in
Section 6.1; it also can cause a referencing docunent to _decouple_
fromthe ecosystemof a cited docunent once that is repaired
(Section 6.3).

Finally, to readers faniliar with the cited docunent, the restatenent
can be surprising; if there really is no information in the
restatenent, the reader automatically searches for a specific reason
this restatement is made and starts to reinterpret it until it neans
sonet hing specific that would justify its presence. |If the
restatenent is not clearly identified as such, this is likely to
cause msinterpretations, as if the usage envisioned attenpts to fork
the cited ecosystem (COften, the people who need to interpret the
docunent in question are actually nore famliar with the cited
docunent and the surroundi ng ecosystemthan the authors of the

ref erenci ng docunent, who may just be pulling in the ecosystemto

sol ve one of their problens.)

5. Defusing restatenents

A general recommendation for readers of a referencing docunent is
that they should try to detect restatenents and read themin ful
know edge of their perils (Section 4). |If a resolution is required,
the RFC errata process may provide a (poor) mechanismto obtain the
resolution and ensure it is docunmented in the context of the
referenci ng docunent. Miiling |ist discussions are also a good way
to obtain a resolution, but for additional readers they can be hard
to find, and, when found, it can be hard to extract any consensus
that was forned.
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The rest of this section provides a summary of the recomendati ons
made by this docunent, enploying RFC2119 keywords as an instruction
to the potential inplementers of this docunent, i.e., docunent

aut hors and revi ewers.

Much of the danger of restatements can be averted if they are
sufficiently identified by the authors as such

* For identification of internal restatements, use phrases such as:
In other words, hence, in particular, as discussed in Section NN

* For identification of external restatenents: As described/ defined
in 7, as per # 7

* In both cases, make sure that any local reference is clear and any
non-| ocal reference is resolvable and wel | -scoped.

* Rephrasing the statement as a Note can nake clear that there is no
normati ve intention

* Exanpl es MJUST be identified clearly as such, including identifying
any expl anatory notes as such so that these are not ni sunderstood
as new nornative statenents.

If a larger copy froma cited docunent is made, it SHOULD be mmade
verbatimand differences introduced deliberately should be explicitly
identified, possibly in a second step. Note that the FDT mechani snms
and their evolution can make verbati m copies |ess useful, in which
case a systematic approach of first copying and fixing and then, if
necessary, nodifying can help the reader. For instance, [RFC2397]
uses a variant formof ABNF that can be parsed only once the variant

=" syntax is replaced by "=". (This is an active specification and
was cited as recently as in Section 4.3 of [RFC9399], which provides
a clearly identified restatenent in nodern ABNF, with errata applied
and rul es referenced from el sewhere added [we i gnore the innocuous
redefinition of "hex" from"HEXD G'].)

By making the copy informative, repairs fromthe base document (in
the [ RFC2397] example e.g. [errata2397]) can be inported, even future
ones.

Where the copy is made because the cited docunent is not openly
available, this also often requires nore processing than a verbatim
copy, increasing the probability of introducing errors and

m sunder st andi ngs. This can be somewhat nmitigated by clearly stating
the purpose of a restatenent, and the intended result when the
restatenent and the original diverge.
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6. Exanples
6.1. Exanple: Wb |inking [ RFC3288]

This exanple is about an internal, FDT-induced restatenent in
[ RFC5988], which turned into an external restatenent in [ RFC6690],
whi ch was not heal ed by the update to [ RFC5988] in [ RFC8288].

Section 5 of [RFC5988] defines a serialization of web links in a Link
Header Field. A link can have zero of nore |ink-param paraneters,
each of which has the form (sinplified):

i nk-extension = parmmane [ "=" ( ptoken / quoted-string ) ]

So |ink-extensions can always be witten as a quoted-string, or,
alternatively, wthout quotes as a ptoken if the nore linmted
character repertoire of ptokens suffices.

However, [RFC5988] al so defines the specifics of a few link
paraneters. Wen sinply inserting this into the overall ABNF, the
ABNF given for these |ink parameters needs to _restate_ the ABNF for
link paraneters in their comon syntax (sinplified)

link-param = ( "rel" "=" relation-types )
/[ ( "anchor" "=" <"> URl -Reference <">)
[ ( "rev" "=" relation-types )
/[ ( "hreflang" "=" Language-Tag )
[ ( "media" "=" ( MediaDesc / ( <"> MediabDesc <">) ) )
[ ( "title" "=" quoted-string )
[ ( "type" "=" ( nmedia-type / quoted-nt ) )

This restatenent |oses the intended choi ce between ptoken and quot ed-
string for many predefined |ink parameters, only keeping it for
"medi a" and "type" (and "rel" in the definition of relation-types,
which is arguably faulty by all owi ng non-ptoken characters in an
unquoted URI).

One could say that this restatement was caused by a linitation of
ABNF: ABNF cannot separately express both the overall syntax of |ink-
parans (which yields the |ink-paramvalue)) and the specific syntax
for the predefined |Iink-parans, contanmi nating the former with the
latter. The specific syntax would really need to be in terns of the
val ue yi el ded as opposed to _restating_the |ink-param syntax that
yi el ds the val ue.

Section 3 of [RFC8288] finally repairs this:

| i nk-param = token BWs [ "=" BW5 ( token / quoted-string ) ]
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6

2

Note that any |ink-param can be generated wi th val ues using either
the token or the quoted-string syntax; therefore, recipients MJST
be able to parse both forns. In other words, the foll ow ng
paraneters are equival ent:

X=y
x="y"

Previous definitions of the Link header did not equate the token
and quoted-string forms explicitly; the title paraneter was al ways
quot ed, and the hreflang paraneter was al ways a token. Senders

wi shing to maxinize interoperability will send themin those
forns.

I
I
|
I
I
I
I
I
|
I
I
I
I
|
| I'ndividual |ink-paranms specify their syntax in terms of the val ue
| after any necessary unquoting (as per [RFC7230], Section 3.2.6).
Unfortunately, [RFC6690] adds an external restatenent copying from

[ RFC5988] in defining a few nore |ink-parans (sinplified):

| i nk- param =( "rel"™ "=" relation-types ) ; ...
[ ( "type" "=" ( nmedia-type / quoted-nt ) )
[ ( "rt" "=" relation-types )
[ ( "if" "=" relation-types )
[ ( "sz" "=" cardinal )
cardi nal ="0" / ( %31-39 *DIAT)

The letter of this specification for instance prohibits sz="47"
(requiring this to be represented as sz=47). The repair in [RFC8288]
cannot quite fix this as:

* it is not clear that the repair actually applies to [ RFC6690] (a
general problemw th updated ["obsol eted"] references)

* the ABNF in [RFC6690] would need to be rewitten to apply the rule
cardinal to the extracted value of the |ink-param

Exampl e: Restatenent of [1S08601:1988] in [ RFC3339]

[ RFC3339] was largely intended as a freely avail abl e restatenent of
the paywal | ed [| S08601:1988], with focus added on fornally defining
the parts that mght be useful in the Internet. However, when
[1SO8601: 2000] introduced additional text that seenmed to disallowthe
syntax used for one extension that Section 4.3 of [RFC3339] had nade
to the semantics of [IS0B8601:1988], the precedence renmai ned uncl ear

I mpl enenters of Internet-related standards largely ignored the

addi tional semantics of that extension anyway, while inplenenters of
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[1SO8601:1988] in general often performed input validation that nade
sure the extension made by [ RFC3339] wouldn’t work. (This is only
now bei ng addressed by Section 2 of [RFC9557].)

6.3. Exanple: Date-Tinme in YANG ( RFC6991)

[ RFC6991] defines a YANG type date-and-tine on page 11, restating
parts of [RFC3339] (the restatement is also faulty inits item(b),
with some cleanup in [ RFC9911]). Now that [RFC3339] is being bug-
fixed via Section 2 of [RFC9557], it is not clear whether the change
applies to the YANG type as well. This is nore of a problemfor YANG
than it mght be otherwise, as it mght trigger the YANG concept of a
"non- backwar ds- conpati bl e" change to that datatype Za probl emthat

is not entirely _caused_ by restatenments but gets nmuch harder to

di scuss.

6.4. Exanple: ACME for Subdommi ns ( RFC9444)

A late draft of what became [ RFC9444] defines a new feature added to
[ RFC8555], referencing the base standard in a number of places.

Revi ewi ng the draft [I-D.draft-ietf-acme-subdomai ns-04],
[acme-conment] states:

## restatenent vs. new normative content

Providing a specification of a new feature added to ACME, the text
expl ai ns a nunber basic ACME nmechani snms that are relevant to this
speci fication.

One pervasive problemis that these restatenments of RFC 8555
content are not always easy to distinguish fromnew, normative
statenments made by this docunment. E.g., 4.2 contains a statenent
about "is defined" that is part of a paragraph restating RFC 8555
-- this one, however, appears to be new nornative content.
(Languaget ool di agnoses overuse of passive voice, which
exacerbates this problem)

(The first paragraph of section 4 repeats the |ast paragraph of
section 3. But that is not a problem redundancy can be good if
it inproves the flow, and this is clearly | abeled as a
restatenent.) The introduction of section 4 is a summary/
restatenent of RFC 8555; section 4.1 introduces new nornative
content without warning (and | eads the reader astray by actually
ref erenci ng RFC 8555).

(These problens were ultimately addressed in [ RFC9444].)
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6.5. Exanple: Base64 Encoding variants in draft-ietf-rats-eat-20

Base64 encoding is defined in [ RFC4648], but cones in a number of
variants. These often have default settings that are to be used
"unl ess the specification referring to this docunent explicitly
states otherwi se" (e.g., Section 3.2 of [RFC4648]).

Docurents that reference [ RFC4648] normatively are surprisingly often
sloppy in doing so. Not [I-D.draft-ietf-rats-eat-20]: Its Section 2
(term nol ogy) defines the term "Base64url Encoding” , referencing

[ RFC4648] as well as [RFC7515] to fill in the open questions from

[ RFC4648] (i.e., Section 5 and not Section 4, no '=" padding that
woul d be default, no extra characters).

VWhile this was a good start, inconplete restatenents in the follow ng
text cause a problem as detailed in [rats-conment]:

| A term"base64url encoded” [...] is used in nmultiple places. One
| of the places restates its own reference to RFC 4648, but doesn’ 't

| restate the reference to RFC 7515 and the text required with that.

| This restatenent is very msleading as it strongly inplies RFC

| 7515 is _not_ used here; the reference needs to be renpved. In

| the other places | find the termis sinply used, which assunes the
| reader will think to ook up the termin the terminology [...]

(The problemin the draft was quickly addressed in the next revision;
with these fixes the draft has now turned into a published RFC
[ RFC9711] .)

7. Security Considerations

Rest at ement s about security requirenments and properties can create
the same uncertainties and interoperability problens as restatenents
in other contexts. Security considerations sections have turned out
to be an attractor for such problens. They are neant "both to
encourage docunent authors to consider security in their designs and
to informthe reader of relevant security issues" (Section 1 of

[ RFC3552]). In practice, they tend to be the first point in a
docunent that security issues are considered at all, so they often
both contain normative statements that are nowhere else in the
docunent and security-conscious restatenents of other nornmative
statements in the docunent, the latter with all the perils that this
meno i s about. The fact that security considerations sections are
often heavily fl eshed out during | ESG processi ng can exacerbate the
probl em
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8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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