CBOR (Conci se Binary hject Representation) Mint. and Ext. C. Bormann

Internet-Draft Uni versitJ&t Bremen TZI
I ntended status: Standards Track M Mat ej ka
Expires: 4 March 2026 CZ.NC

31 August 2025

Stand-in Tags for YANG CBOR
dr aft - bor mann- cbor - yang- st andi n- 02

Abst ract

YANG (RFC 7950) is a data nodeling | anguage used to nodel
configuration data, state data, parameters and results of Renote
Procedure Call (RPC) operations or actions, and notifications.

YANG- CBOR (RFC 9254) defines encoding rules for YANG in the Concise
Bi nary Object Representation (CBOR) (RFC 8949). \While the overall
structure of YANG CBOR is encoded in an efficient, binary format,
YANG itself has its roots in XML and therefore traditionally encodes
some information such as date/tines and | P addresses/prefixes in a
verbose text form

Thi s docunent defines how to use existing CBOR tags for this kind of
information in YANG CBOR as a "stand-in" for the text-based
i nformati on that would be found in the original formof YANG CBOR

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-bormann-cbor-yang-standin/.

Di scussi on of this docunent takes place on the CBOR (Conci se Binary
oj ect Representation) Mintenance and Extensions Wrking G oup
mailing list (mailto:cbor@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/cbor/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com cabo/ yang- st andi n.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Bor mann & Mat ej ka Expires 4 March 2026 [ Page 1]



I nternet-Draft Stand-in Tags for YANG CBOR August 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

(see abstract)
2. Conventions and Definitions
The term nol ogy of [ RFC9254] appli es.

Legacy representation: The (often text-based) representation for a
YANG data item as used in YANG XM., YANG JSON, and (unchanged)
YANG- CBOR

Stand-in tag: A CBOR tag that can supply the information that is
equi valent to a |l egacy representation in a nore efficient fornat
(e.g., using binary data).

Encoder: The party which generates (sends) CBOR data described by
YANG,

I nternedi ate Encoder: An encoder which isn't the original author of
the data, converting it fromlegacy representation

Aggressive Internediate Encoder: An internediate encoder that m ght
choose to discard sonme informati on of a | egacy representation in
order to be able to use a stand-in tag. Such a choice nmay be
based on know edge of the Decoder’s handling of such infornmation
(e.g, to accommmpdate intol erant decoders), or it may be a genera
characteristic of the service provided by the internedi ate encoder
(e.g., in order to serve as a | egacy-eschew ng encoder).

Legacy- Eschewi ng Encoder: An encoder that does not generate |egacy
representations in places where a stand-in tag mght instead be
used. An internediate encoder may need to be aggressive to
achi eve this.

Decoder: The party which receives and parses CBOR data described by
YANG.

I ntol erant Decoder: A decoder that does not accept |egacy
representations in places where a stand-in tag mght instead be
used. Such a decoder is designed to interoperate only with an
| egacy- eschewi ng encoder.
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Intermedi ate Decoder: A decoder which isn't the final recipient of
the data, converting it to | egacy representation

Data Transfer: A series of actions, generally beginning by data
origination, encoding, continuing by optional internediate
transcodi ng, sending and receiving, and finally decoding and
consumi ng.

Round Trip: Part of a data transfer between an encoder generating
CBOR data with stand-in tags and a decoder parsing the data.

Legacy Round Trip: A Round Trip where the encoder is an intermediate
encoder or the decoder is an internmedi ate decoder and any of these
converts fromor to the | egacy representation

Unanbi guous Round Trip: A Legacy Round Trip that provides exactly
the sane | egacy representation (not just semantically equival ent).
The stand-in tag is also said to "unanbi guously stand in" for the
| egacy representation.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capital s, as shown here

3. Stand-1n Tags
Thi s docunent defines two sets of stand-in tags. Were infornation
starts out in a |legacy representation, these tags are only used when
an Unanbi guous Round Trip can be achi eved.

3.1. ietf-yang-types: Tag 1 (Date/ Tinme) and Tag 100 (Date)

Section 3 of [I-D.ietf-netnod-rfc6991-bis] defines the follow ng
types in ietf-yang-types:

Bor mann & Mat ej ka Expires 4 March 2026 [ Page 4]



I nternet-Draft Stand-in Tags for YANG CBOR August 2025

B oo sl s oo st L g
| YANG type | base | specification | stand-in

| |type | | |
[ ety st et e ——_—
| date-and-tine |string| [RFC6021] | tag 1 |
TP T e TR Fommm o +
| date | string|] [I-D.ietf-netnod-rfc6991-bis] | (none) |
o - S o e e e oo S +
| date-no-zone |string| [I-D.ietf-netnod-rfc6991-bis] | tag 100 |
g S S — e e S +

Table 1. Legacy date and date/tine representations in ietf-
yang-types

Tag 1 (Section 3.4.2 of RFC 8949 [STD94]) can unanbi guously stand in
for all date-and-tinme values that:

* do not specify a tine zone (note that
[1-D.ietf-netnod-rfc6991-bis] uses the | egacy "-00:00" format for
ti me-zone-free date-tines)

* are not an inserted | eap second (23:59:60 or 23:59:61)

* do not have trailing zeroes in the fractional part of the seconds.

* do not have fractional parts of the seconds with a precision that
cannot be represented in floating-point tag content in a tag 1.

Al'l other date-and-tine values stay in | egacy representation
Tag 1 uses an integer tag content for all date-and-tine val ues
wi t hout fractional seconds and a floating-point tag content for

val ues that have fractional seconds given

Tag 100 [ RFC8943] can unanbi guously stand in for all date-no-zone
val ues.

3.2. ietf-yang-types: Tags 37 (UU D) and CPA113 (hex-string)

Section 3 of [I-D.ietf-netnod-rfc6991-bis] defines the follow ng
types in ietf-yang-types:

Bor mann & Mat ej ka Expires 4 March 2026 [ Page 5]



I nternet-Draft Stand-in Tags for YANG CBOR August 2025

| YANG type | base | specification | stand-in |
| | type | | |
[ gttt ——— L —p—————— s —p—_————————————— Ll p—p—p——————
| uuid | string | [I-D.ietf-netnod-rfc6991-bis] | tag 37

. S 'y TRy +
| hex-string | string | [I-D.ietf-netnod-rfc6991-bis] | tag |
| | | | CPA113 |
o e e - Fomm oo o e e e e e e e e e e aa o - TS +
| mac-address | string | [RFC6021] | tag |
| | | | CPA113 |
. S e Ry +
| phys-address | string | [ RFC6021] | tag |
| | | | CPA113 |
o e e - Fomm oo o e e e e e e e e e e aa o - TS +

Tabl e 2: Legacy UU D and col on-separ at ed hexadeci nal
representations in ietf- yang-types

These types are hexadeci mal representations of byte strings, adorned
in various ways.

uuid stands for a 16-byte byte string (Section 4 of [RFC9562]),
represented in hexadecinmal with ASCII m nus/hyphen characters added
in specific positions. Tag 37 (see also Section 7 of

[1-D. bormann-cbor-not abl e-tags]) can be used as a binary stand-in for
this adorned hexadeci mal representation. According to the
description of uuid in Section 3 of [I-D.ietf-netnod-rfc6991-bis],
"the canoni cal representation uses | owercase characters". For
consistency with this specification, an internedi ate decoder of a tag
37 stand-in MJST use | owercase characters in the uuid hex string
gener at ed.

hex-string, and the simlar, but nore specific types nmac-address and
phys-address, stand for byte strings in various |lengths (exactly 6
bytes for mac-address, variable-length for the others), represented

i n hexadecimal with ASCI| col on characters added between the
representations of each of the bytes. This specification defines tag
nunber CPA113 Section 7.1 to be an additional "Expected Later
Encoding" tag (simlar to tag 23, see Section 3.4.5.2 of RFC 8949

[ STD94]), except that the expected encodi ng of CPA113 includes col ons
and uses | owercase hex digits.

The foll owi ng exanpl e i nmplenentation of the transformation in a
decoder shows the use of | owercase hex characters (%2x as opposed to
%2X) and the insertion of colon characters between the hex-
represented bytes:
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def tag _cpall3_to_| egacy(s)
s. bytes. map{| x| "%®2x" % x}.join(":")
end

Note: Section 2.4 of [RFC9542] defines tag nunber 48 for MAC
addresses. This could be used in place of tag CPA113, but only for
MAC addresses, not for other byte strings of a simlar form This
specification therefore requests 1ANA to assign a new CBOR tag that
can be used as a stand-in for all instances of col on-separated text
strings of hexadecimally represented bytes, as shown in Table 2.

Not e Rel ated tags have not been defined so far for tag 21 or 22
defined al ongside tag 23, as YANG has a base type "binary" that is
encoded in base64 classic in YANG XM. and YANG JSQON, but already
encoded in a binary byte string in YANG CBOR, use cases that m ght
actual ly use base type "string" for base64-encoded data in YANG have
not been considered. However, tag 21 or 22 could be used as stand-in
tags if that is useful for sone specific YANG nodel not considered
her e.

/1 RFC-Editor: This docunent uses the CPA (code point allocation)

/1 convention described in [I-D. bormann-cbor-draft-nunbers]. For

/1 each usage of the term"CPA", please renove the prefix "CPA" from
/1 the indicated value and replace the residue with the val ue

/1 assigned by | ANA; perform an anal ogous substitution for all other
/'l occurrences of the prefix "CPA" in the document. Finally, please
/1 renpve this note.

ietf-inet-types: Tags 54 and 52 (I P addresses and prefixes)

Section 4 of [I-D.ietf-netnod-rfc6991-bis] defines in ietf-inet-
types:

[ sl s e e e e e e ety e
| YANG t ype | base type | specification | st and- |
in
| i p- addr ess | union | [ RFC6021] | (see |
I I I | uni on) |
Fom e o - oo s o m e e e e e e e aaao o Femmm o - +
| i pv6-address | string | [ RFC6021] | tag 54|
R o e e o - o m e e e e e e aaa oo S +
| i pv4-address | string | [ RFC6021] | tag 52|
S o e e - o e e e e e e e e e e aa o - R +
| i p-address- | union | RFC 6991 | (see |
| no-zone | | | uni on) |
S oo s o m e e e e e e aaao o Fomm o - +
mann & Mat ej ka Expires 4 March 2026 [ Page 7]



I nternet-Draft Stand-in Tags for YANG CBOR August 2025

| i pv6- | ipv6-address | RFC 6991 |tag 54

| addr ess-no- | | | |
| zone | | | |
S R o mm e e e e e e a— oo oo +o-m - - +
| i pva- | ipv4-address | RFC 6991 |tag 52

| addr ess-no- | | | |
| zone I I I I
o m e e e oo - S o e e e e e e e meme oo Fom e e - - +
| i p-address- | union | [1-D.ietf-netnod-rfc6991-bis] |(see

| I'i nk-1ocal | | | uni on) |
Fom e o - oo s o m e e e e e e e aaao o Femmm o - +
| i pv6- | ipv6-address | [I-D.ietf-netnod-rfc6991-bis] |tag 54

| addr ess- | | | |
| I'i nk-1ocal | | | |
S o e e - o e e e e e e e e e e aa o - R +
| i pv4- | ipvd-address | [I-D.ietf-netnod-rfc6991-bis] |tag 52

| addr ess- | | | |
| link-1ocal | | | I
R o e e o - o m e e e e e e aaa oo S +
| i p-prefix | union | [ RFC6021] | (see |
| | | | uni on) |
S R o mm e e e e e e a— oo oo +o-m - - +
| i pve-prefix | string | [ RFC6021] | tag 54|
S oo s o m e e e e e e aaao o Fomm o - +
| i pv4-prefix | string | [RFC6021] |tag 52

o m e e e oo - S o e e e e e e e meme oo Fom e e - - +
| i p-address- | union | [1-D.ietf-netnod-rfc6991-bis] |(see

| and- prefi x | | | uni on) |
Fom e o - oo s o m e e e e e e e aaao o Femmm o - +
| i pv6- | string | [I-D.ietf-netnod-rfc6991-bis] |tag 54

| addr ess-and- | | | |
| prefix I I I I
S o e e - o e e e e e e e e e e aa o - R +
| i pv4- | string | [I-D.ietf-netnod-rfc6991-bis] |tag 52

| addr ess-and- | | | |
| prefix I I I I
R o e e o - o m e e e e e e aaa oo S +

Tabl e 3: Legacy representations in ietf-yang-types

An internedi ate encoder MAY normalize | Pv6 addresses and prefixes
that do not conply with [ RFC5952] but can be converted into the
stand-in representation. For exanple, |IPv6 address witten as

2001: db8:: is the sane as 2001: 0db8::0:0 and both woul d be converted
to 54(h’ 20010db8000000000000000000000000’ ), anyway only the first one
conplies with [ RFC5952]. The encoder MAY refuse to convert the

| atter one.
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If the schema specifies ip-prefix, an intermedi ate encoder NMAY
normel i ze prefixes with non-zero bits after the prefix end. For
exanple, if the |legacy representation of ipv6-prefix is
2001: db8: 1::/40, the encoder nmay either refuse it as mal forned or
convert it to 2001:db8::/40 and represent as 54([40, h’'20010db8']).

The encoder inpl enentati on should be clear about which normalizations
are enpl oyed and how.

Adapt ed exanpl es from [ RFC9164]:

Stand-in representation of |Pv6 address

2001: db8: 1234: deed: beef : cafe: face: feed is

54(h’ 20010db81234deedbeef caf ef acef eed’ ).

CBOR encodi ng of stand-in (19 bytes):

D8 36 # tag(54)
50 # bytes(16)

20010DB81234DEEDBEEFCAFEFACEFEED
CBOR encodi ng of |egacy representation (40 bytes):

78 26 # text(38)
323030313A6462383A313233343A646565643A626565663A636166653A666163653A66656564

Stand-in representation of IPv6 prefix 2001: db8:1234::/48 is 54([ 48,
h’ 20010db81234’ ]) .

CBCR encodi ng of stand-in (12 bytes):

D8 36 # tag(54)
82 # array(2)

18 30 # unsi gned(48)
46 # bytes(6)

20010DB81234 # " \u0001\r\xB8\u00124"
CBOR encodi ng of |egacy representation (19 bytes):

72 # text(18)
323030313A6462383A313233343A3A2F3438 # "2001: db8: 1234: : / 48"

Stand-in representation of |1Pv6 |ink-1ocal address
fe80::0202: 02ff: ffff:fe03: 0303/ 64%th0 is
54([ h’ f eB000000000020202f ffffffe030303', 64, 'eth0']).

CBOR encodi ng of stand-in (27 bytes):
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D8 36 # tag(54)
83 # array(3)
50 # bytes(16)
FE8000000000020202FFFFFFFE030303
18 40 # unsi gned(64)
44 # bytes(4)
65746830 # "eth0"

CBOR encodi ng of | egacy representation (40 bytes):

78 26 # text(38)
666538303A3A303230323A303266663A666666663A666530333A303330332F36342565746830

TO DO adapt nore exanpl es from [ RFC9164]

TO DO Check how the unions in [RFC6021] and
[I-D.ietf-netnod-rfc6991-bis] interact with this. E. g., the union
i p-address needs to be parsed to decide between tag 54 and tag 52

3.4. Union handling

When the schema specifies a union data type for a node, there are
additional requirenents on the encoder and decoder

An encoder which is fully aware of data semantics MJUST use the
appropri ate data type, even though it isn't formally specified by the
schenma.

If an intermedi ate encoder doesn't fully understand the data
semantics, it needs to find out which type the data actually is to
choose the right stand-in. |If nore types are possible, it MAY choose
any of these which allow for an Unanbi guous Round Trip, otherwi se it
SHOULD keep the | egacy representation

If a decoder receives data for a union-typed node, it MJST accept any
data type of the union, even though it may viol ate additiona
constraints outside the schena.

4. Using Stand-In Tags

4.1. Defining Stand-In Usage in Schema
Requiring nodifications to a YANG nodel in order to use it with

stand-in tags woul d pose significant deploynent hurdles to using
stand-in tags.
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A YANG nodel nmay want to restrict the information content in such a
way that stand-in tags can always be used, e.g., by using date-no-
zone in place of date where that is applicable, or by excluding
features of a YANG data type that cannot be represented in a stand-
i n-tag.

| SSUE: Shoul d this docunment define such restricted types, e.g.

typedef efficient-date-and-tine {
type date-and-tinme {
pattern ' .*-00: 00’
}
description
"The efficient-date-and-tinme type is a profile of the
date-and-tine that is intended to al ways enable using a
stand-in tag as per ((this docunent)), e.g., by not expressing
a time-zone-offset.
Not all restrictions that nmake this possible are expressed in
the above YANG string pattern.";

}

(This particular exanple is additionally problematic since the usua
way to indicate the absence of tinme zone information in | SO 8601
date-times is using Z as the tinme zone indicated, not -00:00 as is

required by Section 3 of [I-D.ietf-netnod-rfc6991-bis] but not
al | oned by | SO 8601; see [RFC9557] for additional discussion of
this.)

/1 Note that this paragraph does not reference | SO 8601 because that
/1 is conplicated and best done by consulting [ RFC9557].

4.2. Oiginal stand-ins
The sinplest situation is when no internedi ate encoders and decoders
are involved in the data transfer, therefore the round trip is not
|l egacy. In this case, no conversions are involved and data is
val i dat ed using the schema extension fromthe previous section

4.3. Legacy Round Trip

Produci ng a stand-in MJST be triggered by schema usage. |Internediate
encoders MJUST NOT encode stand-ins when no schema is avail abl e.

It’s generally not recomrended to do a | egacy round trip where both

the encoder and decoder are converting fromand to the | egacy
representation.
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5

Negoti ati on

I ntroducing stand-in tags in YANG CBOR requires sone form of consent
bet ween the producer and the consunmer of YANG CBOR i nformation

*

A producer that creates YANG CBOR containing stand-in tags needs
to know whet her the consumer supports stand-in tags, and,

possi bly, which specific stand-in tags it supports. W speak
about the _capability_ of a consumer to consune stand-in tags. A
producer MJUST NOT enpl oy stand-in tags unless it knows about the
capabilities of the consuner. A consuner SHOULD indicate its
capabilities for consunming stand-in tags.

A consumer may not want to inplenent certain | egacy text-based
representations where nore efficient (and easy to inplenment)
stand-in tags are available, i.e., it nay use an intol erant
decoder. This places a _requirenent_ on the producer to use a

| egacy- eschewi ng encoder (which therefore needs to have the
_capability_ to produce YANG CBOR where those stand-in tags are
used, in place of |egacy representations). Were the consuner
enpl oys an intol erant decoder, stand-in tags are _required_ by the
consuner: for interoperating with a producer’s encoder, this MJST
be | egacy-eschewing, i.e. it MJST NOT enpl oy | egacy
representations. A consuner that has requirenments for only
receiving stand-in tags in place of |egacy representations, MJST
indicate this to the producer.

| SSUE: Where do we put those two aspects of negotiation?

*

NETCONF negoti ati on
yang-library
medi a-type paraneters

?

Security Consi derations

TODO Security

7

7.1

| ANA Consi der ati ons

New CBOR Tags

In the registry "CBOR Tags" [IANA. chor-tags], IANA is requested to
assign the tag in Table 4.
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| Tag | Data | Semantics | Reference |
| | Item | | |
[ gttty ————— ppp—p—p————————————— Ll p—p—p—_—————————
| CPA113 | byte | Expected Later | draft-bormann-yang-standin,

| | string | Encoding: colon- | Section 3.2 |
| | | separated | |
| | | hexadeci mal | |
| | | representation | |
| | | of a byte string | |
S I S I e O +

Tabl e 4: New CBOR Tag Defined by this Specification
7.2. stand-in tags?
| SSUE: Do we want to have a separate registry for stand-in tags?
They already are CBOR tags and thus in the registry, but mght get
lost in the bulk of that (and are only identified as YANG CBOR st and-
in Tags in the specification).

7.3. nedia-type paraneters

| SSUE: Shoul d the use of stand-in tags be nentioned in the various
YANG- CBOR- based nedi a types (as a nmedia type paraneter)?

Conpar e how application/yang-dat a+tcbor can use id=nanme/id=sid to
i ndi cate anot her encodi ng deci si on.
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