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Abst ract

Thi s docunent specifies a method to efficiently convey the

di fferences between two certificates in an X 509 version 3 extension
This method allows a relying party to extract information sufficient
to reconstruct the paired certificate and performcertification path
validation using the reconstructed certificate. |In particular, this
met hod is especially useful as part of a key or signhature algorithm
m gration, where subjects may be issued multiple certificates
containing different public keys or signed with different CA private
keys or signature algorithnms. This nethod does not require any
changes to the certification path validation al gorithmas descri bed
in RFC 5280. Additionally, this nethod does not violate the
constraints of serial nunber uniqueness for certificates issued by a
single certification authority.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://CBonnel | . gi t hub. i o/ chanel eon-certs/draft-bonnell-I| anps-
chanel eon-certs.htm . Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-bonnell-Ianps-
chamel eon-certs/.

Di scussi on of this docunent takes place on the Limted Additiona
Mechani sns for PKIX and SM ME (| anps) Wrking Goup mailing |ist
(rmailto: spasm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/spasni. Subscribe at
https://ww.ietf.org/ mailman/listinfol/spasni.
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Source for this draft and an issue tracker can be found at
https://github. com CBonnel | / chanel eon-certs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Cctober 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In certain public key infrastructures, it is conmon to issue nultiple
certificates to a single subject. In particular, as part of an
algorithmmgration, multiple certificates nay be issued to a single
subj ect whi ch convey public keys of different types or are signed
with different signature algorithms. |In cases where relying party
systens cannot be inmmedi ately updated to support new al gorithns, it
is useful to issue certificates to subjects that convey public keys
whose al gorithmis being phased out to maintain interoperability.
However, multiple certificates adds conplexity to certificate
managenent for relying parties and exposes linmitations in
applications and protocols that support a single certificate chain.
For this reason, it is useful to efficiently convey information
concerning the elenents of two certificates within a single
certificate. This information can then be used to construct the
paired certificate as needed by relying parties.
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Thi s docunment specifies an X 509 v3 certificate extension that

i ncludes sufficient information for a relying party to construct both
paired certificates with a single certificate. This method does not
require any changes to the certification path validation algorithmas
described in [RFC5280]. Additionally, this nmethod does not violate
the constraints of serial nunber uniqueness for certificates issued
by a single certification authority.

This mechanismis particularly relevant for the mgration to quantum
resistant algorithns. Simlar mgration nechani sns have been
proposed in the literature, such as the nmechani sm proposed in

[ TRANSQRPKI], where encoding the entire paired certificate in a non-
critical extension is proposed. This specification builds on this

i dea by specifying a mechanismthat requires only the differences
between two paired certificates to be encoded, thus realizing a space
savi ngs.

In addition to the certificate extension, this docunment specifies two
PKCS #10 Certificate Signing Request attributes that can be used by
applicants to request Paired Certificates using a single PKCS #10
Certificate Signing Request.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. 1. Definitions

For conci seness, this docunent defines several terns that are
frequently used throughout.

Base Certificate: A X.509 v3 certificate which contains a delta
certificate descriptor extension.

DCD: An acronym nmeaning "Delta Certificate descriptor”, which is a
reference to the X. 509 v3 certificate extension defined in this
docunent .

Delta Certificate: A X.509 v3 certificate which can be reconstructed

by incorporating the fields and extensions contained in a Base
Certificate.
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Paired Certificates: A Base Certificate and the corresponding Delta
Certificate whose information is encoded in the Base Certificate's
DCD ext ensi on

3. Relationship between Base Certificates and Delta Certificates

In sone public key infrastructures, it nay be common to issue
multiple certificates to the same subject. For exanple, these
certificates generally contain the same (or substantially simlar)
identity information and generally have identical validity periods.
The differences in certificate content generally stemfromthe
certification of different keys, where the named subject may have
multiple keys of different algorithms certified by separate
certificates. The use of different keys allows for the subject to
use the key that is nost appropriate for a given operation and
intended recipient. For exanple, as part of an ongoing algorithm
mgration, it is useful to use stronger algorithns when both of the
systens utilized by the subscriber/sender and recipient have been
upgraded. However, in the case where systens have not yet been
updated, the use of a | egacy key al gorithm may be required.
Additionally, multiple certificates may be issued to the sanme subject
that certify keys for different purposes, such as one key for signing
and anot her key for encryption.

The managenment of multiple certificates nay be conplex, and there nmay
be limtations in protocols regarding the handling of nultiple
certificate chains. To account for these concerns, this docunent
proposes a nmethod to efficiently encode the differences between two
certificates with sufficient information such that a relying party
can derive the conplete certificate fromanother. For the purposes
of this docunent, the "Base Certificate" contains its own fields and
ext ensi ons and additionally includes an extension that conveys al
differences contained within the paired certificate. The certificate
whose el enents which differ fromthe Base Certificate and are
captured in the Delta Certificate descriptor extension of the Base
Certificate is known as the "Delta Certificate".

Delta Certificates are reconstructed fromthe Base Certificate either
on the sender’s side or the recipient’s side depending on the
protocol and application(s) in use. The sender may elect to send the
Base Certificate or the Delta Certificate based on information that
it has about what the recipient can process. Similarly, the client
may send either the Base Certificate or the Delta Certificate based
on what the server can process. This assures backwards conpatibility
as the certificate sent to the peer (server or client) is chosen
based on what it can process. The negotiation on which certificate
to use is out-of-scope of this docunment and is deferred to each
protocol and application.
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In the absence of information concerning the capabilities of the
peer, it is unknown whether it understands the DCD extension in the
Base Certificate. Wen the recipient does not understand the DCD
extension, it only processes the infornmation within the Base
Certificate and ignores the information found in a non-critical DCD
extension. |f the recipient receives a Base Certificate and is
capabl e of processing the DCD extension, then it may reconstruct the
Delta Certificate to be used for processing.

In a protocol, the sender nay performa cryptographic operation with
the key conveyed within the Base Certificate. |If it understands the
DCD extension, then it may reconstruct the Delta Certificate and
choose to performthe sanme operation with the key conveyed within the
DCD extension. Alternatively, if the sender understands the DCD

ext ensi on and knows that the receiver will only process the Delta
Certificate, the sender can reconstruct and send only the Delta
Certificate. This behavior is deferred to the software in use.

4. Delta certificate descriptor extension

The Delta Certificate descriptor ("DCD') extension is used to
reconstruct the Delta Certificate by incorporating both the fields
and extensions present in the Base Certificate as well as the

i nformati on contained within the extension itself.

Certification authorities SHOULD NOT mark this extension as critica
so that applications that do not understand the extension will stil
be able to process the Base Certificate.

The inclusion of the DCD extension within a Base Certificate is not a
statenment fromthe issuing Certification Authority of the Base
Certificate that the contents of the Delta Certificate have been
verified. Conversely, the DCD extension is nmerely a nmechanismto
encode the differences between two Paired Certificates. Gven this,
it is possible for the Base Certificate to expire prior to the Delta
Certificate, and vice versa. However, the policies governing a
public key infrastructure may add additional requirenents for the
content of the DCD extension or alignnment of validity periods for
Base Certificates and Delta Certificates. For exanple, a policy may
require that the validity periods of the Base Certificate and Delta
Certificate be identical, or that if the Delta Certificate is
revoked, the Base Certificate nust also be revoked.

4.1. Delta certificate descriptor content
The DCD extension is identified with the foll owing object identifier

(TODO replace this tenporary O D)
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id-ce-deltaCertificateDescriptor OBIJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(l)
entrust (114027) 80 6 1

}
The ASN.1 syntax of the extension is as foll ows:
DeltaCertificateDescriptor ::= SEQUENCE {
seri al Nurmber CertificateSerial Nunber,
signature [0] EXPLICIT Al gorithm dentifier
{SI GNATURE_ALGORI THM {...}} OPTI ONAL,
i ssuer [1] EXPLICIT Nane OPTI ONAL,
validity [2] EXPLICIT Validity OPTI ONAL,
subj ect [3] EXPLICIT Narme OPTI ONAL,
subj ect Publ i cKeyl nfo Subj ect Publ i cKeyl nf o,
ext ensi ons [4] EXPLICIT Extensions{CertExtensions}
OPTI ONAL,
si gnat ur eVal ue BIT STRI NG
}

The serial Nunber field MIST be present and contain the serial nunber
of the Delta Certificate.

The signature field specifies the signature algorithmused by the

i ssuing certification authority to sign the Delta Certificate. |If
the DER encodi ng of the value of the signature field of the Base
Certificate and Delta Certificate is the sane, then this field MJST
be absent. Qherwise, it MJST contain the DER encodi ng of the val ue
of the signature field of the Delta Certificate.

The issuer field specifies the distinguished name of the issuing
certification authority which signed the Delta Certificate. |If the
DER encodi ng of the value of the issuer field of the Base Certificate
and Delta Certificate is the same, then this field MJUST be absent.

O herwise, it MJST contain the DER encodi ng of the value of the

i ssuer field of the Delta Certificate.

The validity field specifies the validity period of the Delta
Certificate. |If the DER encoding of the value of the validity field
of the Base Certificate and Delta Certificate is the same, then this
field MUST be absent. Qherwise, it MJST contain the DER encodi ng of
the value of the validity field of the Delta Certificate.
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The subject field specifies the distinguished nane of the naned

subj ect as encoded in the Delta Certificate. |If the DER encodi ng of
the value of the subject field of the Base Certificate and Delta
Certificate is the same, then this field MIUST be absent. O herw se,
it MJUST contain the DER encodi ng of the value of the subject field of
the Delta Certificate.

The subj ect PublicKeylnfo field contains the public key certified in

the Delta Certificate. The value of this field MIST differ fromthe
val ue of the subjectPublicKeylnfo field of the Base Certificate. In
other words, the Base Certificate and Delta Certificate MIST certify
di fferent keys.

The extensions field contains the extensions whose criticality and/or
DER- encoded value are different in the Delta Certificate conpared to
the Base Certificate with the exception of the DCD extension itself.
If the extensions field is absent, then all extensions in the Delta
Certificate MUST have the sane criticality and DER- encoded val ue as
the Base Certificate (except for the DCD extension, which MJST be
absent fromthe Delta Certificate). This field MJUST NOT contain any
ext ensi on:

* which has the sane criticality and DER-encoded val ue as encoded in
the Base Certificate,

* whose type does not appear in the Base Certificate, or

* which is of the DCD extension type (recursive Delta Certificates
are not permtted).

Additionally, the Base Certificate SHALL NOT include any extensions
which are not included in the Delta Certificate, with the exception
of the DCD extension itself. Likew se, there is no mechanismto
renove extensions fromthe Delta Certificate that are present in the
Base Certificate. Therefore, it is not possible to add or renpve
extensions using the DCD extension. The ordering of extensions in
this field MIST be relative to the ordering of the extensions as they
are encoded in the Delta Certificate. Miintaining this relative
ordering ensures that the Delta Certificate’ s extensions can be
reconstructed with a single pass.

The signatureValue field contains the value of the signature field of
the Delta Certificate. It MJST be present.
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4.2. Issuing a Base Certificate

The signature of the Delta Certificate nmust be known so that its

val ue can be included in the signatureValue field of the delta
certificate descriptor extension. Gven this, Delta Certificate wll
necessarily need to be issued prior to the issuance of the Base
Certificate. To sinplify reconstruction of the Delta Certificate,
the signatures for Base and Delta Certificates MJST be cal cul ated
over the DER encoding of the TBSCertificate structure.

After the Delta Certificate is issued, the certification authority
conpares the signature, issuer, validity, subject,

subj ect Publ i cKeyl nfo, and extensions fields of the Delta Certificate
and the to-be-signed certificate which will contain the DCD
extension. The certification authority then popul ates the DCD
extension with the values of the fields which differ fromthe Base
Certificate. The CA MJUST encode extensions in the Base Certificate
in the sane order used for the Delta Certificate, with the exception
of the DCD extension itself.

The certification authority then adds the computed DCD extension to
the to-be-signed Base Certificate and signs the Base Certificate.

4.3. Reconstructing a Delta Certificate froma Base Certificate

The foll owi ng procedure describes how to reconstruct a Delta
Certificate froma Base Certificate

1. Create an initial Delta Certificate tenplate by copying the Base
Certificate excluding the DCD extension

2. Replace the value of the serial Nunber field of the Delta
Certificate tenplate with the value of the DCD extension’s
serial Number field.

3. If the DCD extension contains a value for the signature field,
then replace the value of the signature field and the
signatureAlgorithmfield of the Delta Certificate tenplate with
the value of the DCD extension's signature field.

4. |f the DCD extension contains a value for the issuer field, then
replace the value of the issuer field of the Delta Certificate
tenplate with the value of the DCD extension' s issuer field.

5. If the DCD extension contains a value for the validity field,
then replace the value of the validity field of the Delta
Certificate tenplate with the value of the DCD extension’s
validity field.
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6. Replace the value of the subjectPublicKeylnfo field of the Delta
Certificate tenplate with the value of the DCD extension’s
subj ect Publ i cKeyl nfo fi el d.

7. |If the DCD extension contains a value for the subject field, then
replace the value of the subject field of the Delta Certificate
template with the value of the DCD extension’s subject field.

8. If the DCD extension contains a value for the extensions field,
then iterate over the DCD extension' s "extensions" field,
replacing the criticality and/ or extension value of each
identified extension in the Delta Certificate template. |f any
extension is present in the field that does not appear in the
Delta Certificate tenplate, then this reconstructi on process MJST
fail

9. Replace the value of the signature field of the Delta Certificate
template with the value of the DCD extension’s signatureVal ue
field.

As part of testing inplenentations of this specification,

i npl ementers are encouraged to verify the signature of the
reconstructed Delta Certificate using the issuing Certification
Authority’'s public key to ensure that the Delta Certificate was
reconstructed correctly.

5. Delta certificate request content and semantics

Using the two attributes that are defined below, it is possible to
create Certificate Signing Requests for both Base and Delta
Certificates within a single PKCS #10 Certificate Signing Request.
The nechani sm presented in this section need not be used exclusively
by requestors for the issuance of Paired Certificates; other
mechani sns (such as the submission of two Certificate Signing
Requests, etc.) are also acceptable. Additionally, this docunent
does not place any restriction on the anmount of tinme that may el apse
bet ween the issuance of a Delta Certificate and the request of a Base
Certificate; such restrictions should be defined by the policy of a
particul ar public key infrastructure.

The delta certificate request attribute is used to convey the
requested differences between the request for issuance of the Base
Certificate and the requested Delta Certificate. Simlar to the
semantics of Certificate Signing Requests in general, the
Certification Authority MAY add, nodify, or selectively ignore

i nformati on conveyed in the attribute when issuing the corresponding
Delta Certificate.
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The attribute is identified with the follow ng object identifier:
(TODO replace this tenporary QO D)

id-at-deltaCertificateRequest OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l)
entrust (114027) 80 6 2

}

The ASN. 1 syntax of the attribute is as foll ows:

Del taCertificat eRequest Val ue ::= SEQUENCE ({
subj ect [0] EXPLICIT Nane OPTI ONAL,
subj ect PKI nf o Subj ect Publ i cKeyl nf o,
ext ensi ons [1] EXPLICIT Extensions{CertExtensions}
OPTI ONAL,
si gnatureAl gorithm [2] EXPLICIT Al gorithm dentifier
{SI GNATURE_ALGORI THM {...}} OPTI ONAL

}

DeltaCertificateRequest ::= ATTRI BUTE {
W TH SYNTAX Del taCerti fi cat eRequest Val ue
SI NGLE VALUE TRUE
IDid-at-deltaCertificateRequest

}

The delta certificate request signature attribute is used to convey
the signature that is calculated over the Certificati onRequestinfo
using the signature algorithmand key that is specified in the delta
certificate request attribute. Section 5.1 describes in detail how
to determine the value of this attribute.

This attribute is identified with the follow ng object identifier:

(TODO: replace this tenporary O D)

id-at-deltaCertificateRequest Signature OBJECT | DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l)

entrust (114027) 80 6 3
}

The ASN.1 syntax of the attribute is as foll ows:
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Del taCertificat eRequest Si gnatureValue ::= BI T STRI NG

del taCertificateRequest Signature ATTRIBUTE :: = {

5. 1.

W TH SYNTAX Del taCerti fi cat eRequest Si gnat ur eVal ue
SI NGLE VALUE TRUE
IDid-at-deltaCertificateRequestSi gnature

Creating a Certificate Signing Request for Paired Certificates

The foll owi ng procedure is used by a certificate requestor to create
a conbined Certificate Signing Request for Paired Certificates.

1.

5.2

Create a CertificationRequestlnfo containing the subject,
subj ect PKIinfo, and attributes for the Base Certificate.

Create a delta certificate request attribute that specifies the
requested differences between the to-be-issued Base Certificate
and Delta Certificate requests.

Add the delta certificate request attribute that was created by
step 2 to the list of attributes in the CertificationRequestlnfo.

Sign the CertificationRequestlnfo using the private key of the
delta certificate request subject.

Create a delta certificate request signature attribute that
contains the signature val ue cal cul ated by step 4.

Add the delta certificate request signature attribute that was
created by step 5 to the list of attributes.

Sign the CertificationRequestlnfo using the private key of the
base certificate request subject.

Verifying a Certificate Signing Request for Paired Certificates

The foll owing procedure is used by a Certification Authority to
verify a Certificate Signing Request for Paired Certificates that was
created using the process outlined in Section 5. 1.

1.

Create a CertificationRequest tenplate by copying the
Certificati onRequest subrmitted by the certificate requestor.
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2. Verify the signature of the base certificate request using the
public key associated with the base certificate request subject
and the signature algorithmspecified in the signatureAl gorithm
field of the CertificationRequest tenplate. |If signature
verification fails, then the Certification Authority MJST treat
the Certificate Signing Request as invalid.

3. Renove the delta certificate request signature attribute fromthe
Certificati onRequest tenplate.

4. Replace the value of the signature field of the
CertificationRequest tenplate with the value of the delta
certificate request attribute that was renoved in step 3.

5. Verify the signature of the delta certificate request using the
public key associated with the delta certificate request subject.
If the signhatureAlgorithmfield of the delta certificate request
attribute is present, then the Certification Authority MJST
perform signature verification using the algorithmspecified in
this field. Oherwise, the Certification Authority MJST perform
signature verification using the algorithmspecified in the
signatureAlgorithmfield of the CertificationRequest tenplate.
If signature verification fails, then the Certification Authority
MJST treat the Certificate Signing Request as invalid.

Security Considerations

The validation of Base Certificates and Delta Certificates foll ows
the certification path validation algorithmdefined in [ RFC5280]. In
particular, the certification path validation algorithmdefined in

[ RFC5280] MUST be performed prior to using a Base or Delta
Certificate; it is not sufficient to reconstruct a Delta Certificate
and use it for any purpose w thout performng certification path
validation. |If a use case requires it, a Delta Certificate can be
reconstructed specifically for the purposes of validation to ensure
that the Delta Certificate is valid for its intended purpose on fina
reconstruction. That being said, sone formof validation such as
revocation checking, and signature verification MIST al ways be
assured at the point the certificate is used.

There are sone additional considerations for the software to handl e
the Base Certificate and Delta Certificate. The Base Certificate and
Delta Certificate may have different security properties such as
different signing algorithnms, different key types or the sane key
types with different key sizes or signing algorithns. The preference
on which certificate to be used or using both when available is
deferred to the server or client software
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8.

8.

1.

The software is expected to make choi ces dependi ng on the
certificate's security properties or a policy set for the particul ar
PKI. One exanple of handling two certificates is "fallback" where if
the validation of the first certificate fails, it attenpts to

val idate the second certificate. Another exanple to handle two
certificate is "upgrade", where the validation of the first
certificate succeeds but still attenpts the validation of the second
certificate. Wile this docunment provides a vehicle to convey
information of two certificates in one, it does not address the rules
that are expected to be set by the policy of a PKI on how to issue
Paired Certificates and how to handl e them

The algorithnms that are used for the Base Certificate and Delta
Certificate respectively should be carefully set by the policy of
each PKI reflecting the best current practices in usage of

crypt ography. The behavior of the server or client software is
expected to be well-defined in accordance with the policy in order to
avoi d downgrade attacks or substitution attacks.

| ANA Consi der ati ons

For the Delta Certificate descriptor extension as defined in

Section 4.1, 1ANA is requested to assign an object identifier (O D)
for the certificate extension. The O D for the certificate extension
shoul d be allocated in the "SM Security for PKIX Certificate
Extension" registry (1.3.6.1.5.5.7.1).

For the Delta Certificate Request and Delta Certificate Request
Signature attributes as defined in Section 5, IANA is requested to
create a new registry under SM Security Codes and assi gn two object
identifiers (AOD).

For the ASN.1 Mbdule for the extension and attributes defined in
Appendi x A, 1 ANA is requested to assign an object identifier (AOD).
The A D for the nodul e should be allocated in the "SM Security for
PKI X Modul e Identifier" registry (1.3.6.1.5.5.7.0).
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Appendi x A, ASN. 1 Modul e
The following ASN. 1 [ X. 680] mpodul e provides the conplete definition
of the extensions, attributes, and associated identifiers specified
in this document.
DeltaCertificateDescriptor { iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d-nmod-del taCertificateDescriptor(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEA N

EXPORTS ALL,;

I MPORTS
Al gorithmdentifier{}, SIGNATURE-ALGORI THMV
FROM Al gorithm nformati on-2009 -- RFC 5912

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nformation-02(58) }

EXTENSI ON, ATTRI BUTE, Extensions{}
FROM PKI X- CommonTypes-2009 -- RFC 5912
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{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- mod- pki xCommon- 02(57) }

CertificateSerial Number, Nanme, Validity, SubjectPublicKeylnfo,

Cert Ext ensi ons FROM PKI X1Explicit-2009 -- RFC 5912

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) };

-- Tenporary O D arc --

i d-tenporaryArc OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(l)
entrust (114027) 80 6

}

-- Extension --

id-ce-deltaCertificateDescriptor OBIJECT | DENTIFIER :: = {
id-tenmporaryArc 1 }

DeltaCertificateDescriptor ::= SEQUENCE {

seri al Nunmber CertificateSerial Nunber,

signature [0] EXPLICIT Al gorithm dentifier
{SI GNATURE_ALGORI THM {...}} OPTI ONAL,

i ssuer [1] EXPLICIT Nane OPTI ONAL,

validity [2] EXPLICIT Validity OPTI ONAL,

subj ect [3] EXPLICIT Name OPTI ONAL,

subj ect Publ i cKeyl nfo Subj ect Publ i cKeyl nf o,

ext ensi ons [4] EXPLICT Extensions{CertExtensions}
OPTI ONAL,

si gnat ur eVal ue BI T STRI NG

}

ext-deltaCertificateDescriptor EXTENSION ::= {
SYNTAX Del taCertificateDescriptor
| DENTI FI ED BY i d-ce-deltaCertificateDescriptor
CRITI CALITY { FALSE }

}

-- Request Attributes --

id-at-deltaCertificateRequest OBJECT | DENTIFIER :: = {
id-tenmporaryArc 2 }

Del taCertificat eRequest Val ue ::= SEQUENCE ({

subj ect [0] EXPLICIT Nane OPTI ONAL,
subj ect PKI nf o Subj ect Publ i cKeyl nf o,
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ext ensi ons [1] EXPLIC T Extensions{CertExtensions}
OPTI ONAL,

si gnat ur eAl gorithm [2] EXPLICIT Al gorithm dentifier
{SI GNATURE_ALGORI THM {...}} OPTI ONAL

}
DeltaCertificateRequest ::= ATTRI BUTE {
W TH SYNTAX Del taCerti fi cat eRequest Val ue
SI NGLE VALUE TRUE
IDid-at-deltaCertificateRequest
}
id-at-deltaCertificateRequest Signature OBJECT | DENTIFIER ::= {
id-tenmporaryArc 3 }
DeltaCertificateRequestSignatureValue ::= BIT STRI NG
Del taCertificateRequest Signature ::= ATTRI BUTE {

W TH SYNTAX Del taCertifi cat eRequest Si gnat ur eVal ue
SI NGLE VALUE TRUE
IDid-at-deltaCertificateRequestSi gnature

}
END

Appendi x B. Exanpl es

Thi s appendi x i ncludes sone exanple certificates which denonstrate
the use of the nmechanismspecified in this docunent. Two use cases
of this mechani smare denonstrated: algorithmmgration and dual use.
The PEM text and dunpasnl output for each certificate is provided.

B.1. Root certificates
The two certificates in this section represent the two root
Certification Authorities which issue the end-entity certificates in
the follow ng section.

B.1.1. EC P-521 root certificate

This is the EC root certificate.
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----- BEG N CERTI FI CATE- - - - -

M | DBDCCAmagAW BAgl UDCQO4j 68JeS6t ggSuj Z2W +5RMAWCG Yl KoZIl zj OEAWQW
gYsxCz AJBgNVBAYTAI hYMIUmMnY DVQRKDCx Sh3l hbCBIbnNOaXR1dGUgh2YgUHVi
bd j | Et | eSBIbnmzy YXNOcnVj dHVY ZTEr MCk GALTUEOMmM UGSz dCll ZWZmyWk 1 b XAg
UnVz ZWFy Y2ggRGVWYXJ 0bWud DEYMBY GAL UEAWMMPRUNEUOEgUnBvd CAtL | Ecx VB4 X
DTl OMTAXNz| zMzcy MLOXDTMOMIAXNTI z Mz cy MLowg Ysx Cz AJBgNVBAYTAI hYMIUw
MVYDVQRKDCx Sb31 hbCBIbnNOaXR1dGUgb2YgUHVI bG j | Et | eSBIbnizy YXNOcnVj
dHVy ZTEr MCk GALUECwmM Uz dCLI ZWZmiYWk 1 b XAg Uz ZWFy Y2 gg RGVWYXJ 0bW/u
dDEYMBYGALUEAWWPRUNEUO EgUBVACAL | EcxM GoMBAGBY qGSMA9AgEGBSUBBAA|
A4GGAABAFYE79DhDUNnJ+euhbW qRMPC! YJyMeXp5xEF96¢Q i 2r CckveqkhgE
K2upXcSLacl | kKS16REFZgT0q3v2nilwAhXxeKePsM.2Ei CMJQ EAr Xs EWCDGuU+qdx
N2 HUQNuIi i sr ki gRdXI LHaAXdf Tt AvpopsAchnmtvUbHNavex VR K2j YzBhMASG
A1Ud EwEB/ wQF MAMBAF 8wDg YDVROPAQH BAQDAgEGVBOGA1 UdDgQMBBTr 09CLUf 4S
3MahZoeFD5j) HZ30 NDAf BgNVHSMVEGDAW)BTr 09CLUF 4S3MvhZoeFD5) HZ3O NDAK
Bggghkj OPQQDBACBI wAwg Yc CQUNNSx| 6 X5NPGGet pBUKEh3HI DTr V24dPt X 74wm\N
ANwr ej shSOSvbi pnQIPQXj Tv8axXDl DAM PKHado5qCIXMsU3AkI AnDbRmevt aNUQ
0k6e97CWe 8t TPE7gXo5i gFDONU9V20HV3z 7voEUSf YD65A1AY3VQ76nC8VBT4T1a
f vRCLi t 6Wwo0=

----- END CERTI FI CATE- - - - -

0 772: SEQUENCE {
4 614: SEQUENCE {

8 3 [0] {
10 1: | NTEGER 2
: }
13 20: | NTEGER OC 24 OE E2 3E BC 25 E4 BA B6 08 12 BA 36 76 5B FF B9 44 C0
35 10: SEQUENCE {
37 8 OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)
: }
47 139: SEQUENCE {
50 11: SET {
52 9: SEQUENCE {
54  3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
59 2: Printabl eString ' XX
' }
: }
63 53: SET {
65 51: SEQUENCE {
67 3: OBJECT | DENTI FI ER organi zati onNanme (2 5 4 10)
72 A4: UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
118 43: SET {
120 41: SEQUENCE {
122 3: OBJECT | DENTI FI ER or gani zational UnitNarme (2 5 4 11)
127 34 UTF8String ' Post-Heffal unp Research Departnent’
' }
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163
165
167
172

189
191
206

221
224
226
228
233

237
239
241
246

292
294
296
301

337
339
341
346

363
366
368
377

384

Bonnel |,

24:
22:

15:

30:
13:
13:

139:
11:

53:
51:

44.

43:
41:

34:
24:
22:

15:

155:
16:
7:

5:

134:

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER commonName (2 5 4 3)
UTF8String ' ECDSA Root - Gl

}
}

}
SEQUENCE {

UTCTi me 17/10/ 2024 23:37:23 GWT
UTCTi me 15/ 10/ 2034 23:37:23 GMT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryName (2 5 4 6)
PrintableString ' XX

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)
UTF8Stri ng
"Royal Institute of Public Key Infrastructure’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER organi zational UnitNane (2 5 4 11)
UTF8String ' Post-Heffal unp Research Departnent’

}

}

SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
UTF8String ' ECDSA Root - Gl

}
}

}

SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
OBJECT | DENTI FI ER secp521rl (1 3 132 0 35)

}
BI T STRI NG

04 01 00 56 06 A7 BF 43 84 35 27 27 E7 AE 85 BS
88 A9 13 OF OB F6 09 C8 C7 17 A7 9C 44 17 DE 9C
42 38 B6 AC E7 24 BD CA 90 92 1A 84 2B 6B A9 5D

2025
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C4 8B 69 C9 48 91 2D 7A 44 41 59 81 3D 2A DE F3
B6 9B 5C 00 85 7C 5E 29 E3 EC 30 BD 84 88 23 10
20 40 2B 5E C1 30 08 31 AE FA A7 71 98 DD A5 1D
44 0D BA 28 AC AE 48 A0 45 D5 C8 2C 76 80 5D D7
D3 B4 0B E9 A2 9B 00 72 19 E6 FA F5 1B 1C D6 AF
73 15 51 8C AD

2 }
521 99: [3] {
523 97: SEQUENCE {
525 15: SEQUENCE {
527 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
532 1: BOOLEAN TRUE
535 5: OCTET STRING encapsul ates {
537 3: SEQUENCE {
539 1: BOOLEAN TRUE
: }
: }
: }
542 14: SEQUENCE {
544 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
549 1: BOOLEAN TRUE
552 4: OCTET STRING encapsul ates {
554 2: BIT STRING 1 unused bit
: ’’1100000' B
}
2 }
558 29: SEQUENCE {
560 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
565 22: OCTET STRING encapsul ates {
567 20: COCTET STRI NG
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 C7
67 73 88 34
}
: }
589 31: SEQUENCE {
591 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
596 24: OCTET STRING encapsul ates {
598 22: SEQUENCE {
600 20: [ 0]
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 C7
67 73 88 34
}
}
}

622 10: SEQUENCE {
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624 8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)

: }
634 139: BIT STRING encapsul ates {
638 135: SEQUENCE {
641 65: I NTEGER
: 49 E7 4B 12 3A 5F 93 4F 18 67 AD A4 15 24 12 1D
C7 20 34 EB 5B 6E 1D 3E DC 7B E3 09 96 00 DC 2B
7A 3B 1B 4B 44 AF 6E 2A 67 40 93 DO 5E 34 EF F1
A5 C3 94 30 0C 88 F2 87 69 DA 39 A8 22 57 32 F5
: 37
708 66: I NTEGER
: 00 98 36 D1 99 EB ED 68 D5 10 D2 4E 9E F7 BO 96
73 CB 53 3C 4E EO 5E 8E 62 A8 50 F4 35 4F 6F DB
41 D5 DF 3E EF A0 45 3C 7D 80 FA E4 0D 40 CB 75
50 EF A9 C2 F1 6F 13 E1 3D 5A 7E F4 42 2E 2B 7A
C2 8D
}
}
}

B.1.2. M.- DSA- 65 root certificate

This is the M.-DSA-65 root certificate. It contains a Delta
Certificate Descriptor extension which includes sufficient
information to recreate the ECDSA P-521 root.

————— BEG N CERTI FI CATE- - - - -

M | ZCDCCDAWJ AW BAg! UFWI6hCx GhDNL+S10L3UY7w+psbQaCOwYJ Y1 ZI ANJDBANS
M GVMB WCQYDVQQCEWI YWDEL MDMGATL UECgws UmB5 YWw SWbzdd 0dXR! | GOmi FB1
YmxpYyBLZXkgSWsntnFzdHI1Y3R1cmUxKz ApBgNVBASM | Bvec3Q SGVnZnFsdWLw
I FJ1 c2VhcmNol ERl cGFydGLl bnQx GTAXBgNVBAMVEELM_URTQSBSb2901 COgRz Ew
HhcNM Q<MDE3M MzNz| zWhe Nz QxMDELM Mz Nz zW Av Ms wCQYDVQQGEW] YWDEP
MAO GALUECGWGSGFU YW v MBWDQYDVQQLDAZZYWLhZCGEwg gey MAs GOWCGSAFI AwQD
EgOCB6EA/ a6i HTzCf anvaHi 8GUH+U+oX5nDkvkSj / ¢/ eGnG& Of 70YD] v XoNmaXSx|

pFHz 7mLnmJ 09l El 201 0GLgUFj AYdubQRM vj j 00zZj D4gJhs/ c6G8B2I oKt d6aOW
t 4KPPVpmv XaOFwFe U3NVQ+J YZh8Uk 7dCQEPNC6Fgl i r E+5X8EqoGLSv(Ce8) YDt +
KVu7Q@VKSNVEWZYoa9l E/ JDI Q+CTr 3LsCAXbpHGFz x| bXBz2hPv9Rg+K5JGKZ8Xe
W EvJOgWUPOBUE]1zwA/ nKQ' gnYecx FwVT24aaoWinDwZ4ey UnDx dHEY 1 PK7 Anwbbm
| zi s+50Fi sFbSCv+FCg+MWiBwa+VFLcnG2RB31dwR6 Qx 7WOy MhYEXy cQ PWD1GRLO
zJopFVAoeWFr| Uec28gSLPGE abW Zt hvf 3SAWMNI ELOg5GVMYNXi 4wi kwr 3o0MADJHea
Muv 1dN+QEHPKFUP/ pVdr ux+39EdUP2YdhOn4xB4c PTYD3bOPEt NvI wW/pr P1S6y E
GbbFNCgXKoPi GLeTgEi Kl zDr 9b0Dx FMGhj zHBEKXxNnTbpFpYTuFuUAp UANMT6 Dz Uj

01V1Rds| gG5B1ZEGaJx HkBZI e7Xr 6 ALWIOPr 8y pmaUNnj q9E4ZxogBWAUMQLSonB3
gLXr XcTTZGo/ Yr 603KZacj LOf i t opl czRu91lcr EqLVAd7s1j NZKKRC+0p2cYDcl n
ktj gf 8ypkgEl W+GdgoMridqgt zpORI bg3pW/3AJf LOPUSt BGBKTCNB6Rxb/ syTGrY
53TLW67qy Y6x Y/ BGrdxt dj w7zNkk ChO6AUywFn8xi 5+B9S3n11l CSXr n6Rpu+Qgt

z1CGKI 531t c970Gv19eFn48u7uPwkqt HVYyvRqCzEMBygZKcy2Weai j 3gs XWHIWYxt P
zJgr n9f A3zG a9CWPe/ +WWOx Gul nOnXf 4H85r r J81 wgh71 Wl QeoVAXFI zxt j 5YSks
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ksZGy0YcWLQF mUGpeu5j 6qLBuLf Ny KgNpRxMigqC50UCh0hSIkOr 9mmEPEL7A0LIG
S| RngNo7gCmhx TRKyaNR31 uLZbl Jfj 4] 31 t | PCDCRBr | FXkTbAI E8t fi | | gWjnCK
phdQHt zLRvFPaFpCDVh XuAyj LXW 6JhERC ap5dJFj YVHOYWW f cRPChusVSSLh
| TGxD5QYe8S0EKECI1aj | UCyRf 1kOPej JSh/ gsW DLV YWBvI ypDJhnDcD40CPqqz
B5YduFeFGkYLnJs6LALJyosJGkbl cUAS5O+eqz 7Al dKO2GPLL5eDAe @ HCXgl a8AN
nXa3eEr pAv7V6TCl dUpUdAMz TSF 1E5x30uas4PBbF85MZWIP5x H2e GHmaNvi 2UCd
Zg3FVf Wa4hv 99l | | BPqDykd60RHKr WeXwB16R0zzzLy8vcl DPM COMRr OGKkJF2wl
KZ6u86/ PQUWWESxz+7] pxkMFdsgQ79f f hJYxj JNBYOEEe9C3vz4+vl DnOPW YhR
BZ11pWYH+4v8W hT1HMGE f q6QQYh9Pz9uHsNc 9Pl 5k TQulj TgdSeqFbshUNWIvGo
LeGhol C6f n5¢c YKIhKEsI FlI 4f cJr 5e¥ VzwhXncZkl oHgr r FYpr v350dqo/ 2AAPuU6
+| Lsegl Y+D809nr Q\BsZLNs7gopYi 68xHc/ yA6vOFGu7hLk/ 6geV8ZNr 89aGQU3Q
WBLNFRCZ+c4325uNnT 2uhZnt OK2ELVDos Hk Mkxy n@QPKDXheUGhU2| P/ 3bT+aGsug
| +0eXYYr xR3gnc5f MBu9nt JUGDTV9z/ CzcBovHIMIf R16gbs4Q 5t srwplTeu8cl

SKh1zgdl xXKk/ F7D0q3xi Mc S8RCAf p3wst OvzgaQ\r JEGACN3t Nsbl ulJYKoSwoe
Rg94FAvULY8PLI knt Nvj WAQAQXr LUW di WK20wSU®gFCmy o/ TFpUbXI UERLkw 4
j /LI 5tLfzi G nAehE8BheeZSkeKwa63ZBj UAZzQRYcohd3l +yzf 3sbL6qg4v4qt T
t pRSJIh4f 25YJEQ4DPYCUXpS1ZQyhZ7y Gr7yl Kgw2+pAlKv3wAr O 3pW f +NZoP90O
LKDr OriNY2yt hYRXj f vwer j Al 93vengnt t 84XY1PNVk4uvf 5M3ZgBF4skeMAt TdsD
y 1ROQUAMBYNuXdg58cBDe6RSI noJyn8sZYl LyveH 9bKAE9CBi cOf CMaCweeJ30x
SDOr WBbdB7j A3WHgz Sr g1NgJJ GUwCQTYdnbACz OGsi DaduUZAB4BaD666bzcSUj Hf

QEN5/ 930HAWFNy RBACcr j | yJ0s3SCDGHBRXOEVNS8QFt +A+0VFPpkTel qsOzHaSwj s
WhALemYVCFpuqCc9l LDh7LnGENPk AUFpV] CGOW NTxP1j hi QNd/ gR7f F3Y/ 8t pFFO
[ Le6X7p4VysXETscgXt opK/ eT4eRo08wW 2bkR7V8E9ei V+dj FIwlui HxmYH2HN2 X
XVNVWRGNpZRU Hz HI mOmQmraankaz +v8D8zNa2EC8PNc E1UAj qi KEcxOr8pBcFozT
BnDx5gJ0zcOP29+DZWKDNNHwW +1 dHK51t t XeBn44LVC7Cs GBCcN+/ hMKO0oGs7i VE
eCAYVf pei nX5k4zf QOBf QAEVSUkgQ.5d0VyWBCei unzc4wbYHTG ggNDM | DPz AP
BgNVHRIVBAf 8EBTADAQH MA4GAL Ud DWEB/ wQEAW Bhj AdBgNVH EFg QUmnve OpHXE
vJFdNeDJocFi 4ndV1j 8wHwWYDVROj BBgwFoAUmwe OpHXEvJFdNeDJocFi 4ndV1j 8w
gglLaBgpghkgBhvpr UAYBBI | Cyj CCAs YCFAWKDul +vCXkur YI Er 02dl v/ uUTAoAwmwv
CgY! KoZl zj OEAWShgY4wg Ys x Cz AJBgNVBAYTAI h YMIUwWMAVYDVQQKDCx Sb31 hbCBJ
bnNOaXR1dGUgh2YgUHVi bd j | Et | eSBIbnizy YXNOcnVj dHVy ZTEr MCk GA1UECw

U@z dClI ZWZmyWk 1 b XAgUnVz ZWFy Y2 ggRGVWYXJ 0bVWud DEYMBYGAL UEAWMVPRUNE
UOEgUmAVdCAL | Ecx04GOM GL M wCQYDVQQRGEW] YWDEL MDMGAL UECgws U 5 YWivg
SW6zdd 0dXRlI | Gm FBLYnmxpYyBLZXkgSWsntnFzdHI 1Y3R1c mUx Kz ApBgNVBAsS M
Il Bve3Q SGVnznFsdWiwl FJI c2VhemNol ERI cGFydGLl bnQx GDAVBgNVBAMVDOVD
RFNBI FJvb3QyLSBHMICBmrz AQBgc ghkj OPQ BBgUr g QQAI wOBhgAEA@BVBge/ (4QL
Jyf nroWli KkTDw2Ccj HF6ecRBf enEl 4t qznJL3KkJI ahCt r qV3Ei 2nJSJEt ekRB
WYEOKt 7zt pt cAl V8Xi nj 7DC9hI gj ECBAK17BMAgxr vgncZj dpRLEDboor K51 oEXV
yCx2gF3X07Q.6aKbAHI Z5vr 1GxzW 3MVUYyt pFl wUDAOBgNVH@BBAF 8 EBAMCAQYw
HQYDVROOBBYEFQuj 0l t R/ hLcz CFmh4UPniviinc4g0MB8 GALUd I wQYMBaAFQuj Ol t R
/ hLczCFmh4UPnmvidinc4g0A4GLADCBhwI BSedLEj pf k08YZ62k FSQSHccgNOt bbhO+
3Hvj CZYA3Ct 60xt LRKOUKndAk9BeNO xpc OUMAY| 8odp2j nol | cy9TcCQCYNt &Z
6+101RDSTp73sJZzy1MBTuBej nKoUPQLT2/ bQdXf Pu+gRTx9gPr kDUDLdVDvgcLx
bxPhPVp+9EIl uk3r ¢ TALBgl ghkgBZQVEAX| DggzuAKKWI qZR+Ce+zJI G CzLJIWhx
[ c3nxMugOvolNt heVQ4l d3Lnhv5yi nknGXCdt kCc Ry QGef 6ku2gpf 6 AeSTBaA9sa
C3d8sB1HLTI PnwWwBXTWI 0xgp0k GVqCf wr beRdCsoFr Roz 1V2ETBec FehgQFHYLW O
Q VZr XPpwlUxj | JRpSdx| w3SCsADj T/ cQ 9CQ 5ri MFOsZedRRPx Spwel AGo557Ul

I gsxXA90NMZQv RONY3mh8YkDT5ux QVOXRI yLLcZ3dxkzKgZr ndz9F1yPr DGAOI xdk
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F+3udnxt 8BJYZy RA2Ue LEPQDQAI ORnCeNuui xnFyt Gkct Td83GHeAsz Ut SanOyl U
JSonB/ 9GF omABTUBuUl 8zWFuWFac8kpcNI ECVUj WUpB4RI xTWC/ eTqr Si H71 eE41
aCazZC8Hd1j wTEK2xvPCBKCI / apk71r nmX4KFOCgG8Fi r | w Usvémmqt 2G55nN de
7gW58XoMFJ Dt YWDUp k gwRW_Hv BNv KK/ W kRDG3pSI 8ELUy ULMJSRLIONQRgzj azR
51 WhisMLr YoC+wi +XKNKkFj eKVbgoi VoOAD3ZKGnkJvI Euei | GEWI'YoTi obKBHzDj | 3
b9x0GuBU0Z/ M RsycsDJUr | 8hK8kpgBAS7ENTaowGIE9Khi qzY4xX83vgj yObDL4
X9+2CXuQ FR5Qot Yapj ALTHIUMBUUBSI x7i 32dbZf nr JOZqcgocWIFRk Shs AAu/ wH
wreei Jodl Al Fvh3onDgh76316MewB/ VLpM3GAECt z1 9i 5xgqJzKXj | KWKP9Zj W Sd
50R42f e6 AaUgN4ADaNbwOQaBs48auupUHEK6Nyt Q 9r CeCl4gi cnMLho4QQbcwecZ
Wr r Cs8egd3hawz MuCRhKeNzaYVegnWhs RWILxJANaO7ANQqgXLhSx7vDBLi | QLA
UNgNYndYj EG3j i r FxI TUt Hcz4ekZC7hpGkbl 5gabQur | k6l J7yf uNuoObj cCKY/ C
BbA uVgj CeYeBf qJ9u9IMMVETUs 26 Dk pWBh5YXI XATBj 9dI 3Tzp6f b9qt g9zBTHap
JKwnmbUbgbPJSabt FMAh5XUpl psJ+Mij ek4uQGNaA6Yf i t HeDP91DVMBZUVFMY/ 5/
0BysQzLf D3SDO2Q TnCug4Xl Cy0Z8ChnCBRA dqUlcMKPsz Xvi LauBoMbai Lx7Lf
f euMkZVW 1xC3cr r PAOXpEOT| k1 sDeKoVBBdkhVIRuD394h7j SCl j MEVCYKCRUW/
mvf f cmINxf | f TgeLboH AuOvDj E6s9vr cUASTDTgXuooy 3r 4q4f kW V+cLPCZH9
SRZQvGczi MV ubTPa3WIVE@RFHMe] YcTsRTI xI 111 U8l j gWshzwdni ZKI 9cnCPgxy
a+uSk7K/ by9r Ansxkl si j d@BCRg3VAngNWbFTa6hXpf abmyWEZet YzJ7Cl SueCH
Rt evt YZ5HTARC5KB2Cc YMV3Cz 1 Aal xd291 ZpW Fd8sW.N50P/ 1KBangeFf gXgl uw
RVE261 11 yM r xzPUN6F+C7 AWEEFG 5r ue3M2EdI AAP3Sv6palut 9cESLS8z(Bz8J
nL+RXsvL3ct YWsXbcuDl FJal AENJAr veEl 4u40yvxyz0bp5JnS8t pRTWJoRWBt 9B
hAp4axTi 2e UM6B6XHCBTGEDI yi 4i +Tz8yt +zkBLdACh/ b/ UgxVt H6OBj cr Oc9j Okb7
| JGacW1sE/ sMOxCLFvgo2pEaKrt 2dF+3/ sKOTsT8TC sr EC4i CeSW /| 6Jb1RI ¢
Tj Bl t +yP/ Ou+B/ pZVs9s UQoNk gk Uk AgJsuhHIPkI V+26vi j DppKSgod4Cr | Cr KE
gvUe55DhUTx7bi 2TNNUWONRY8Ke Gs JMECap6TI VOMIEnv RqpnVpW YWSI pC4l JFH
UEPKKf unmLKphH+Zr Confg/ 8YsOApNi GpAl | DhgUkOvUggT51vyk5EnzJs7n6XQol
cnJ+nax/ +bLCOUHo6I | gmggUXOQUnRupcl yJUo99uaf woCOw 8y430 4s7Cf f QZ9U
JILOTS5SWoFXLgZI LI 99CmQRZ/ +0CEChOxsf 5zm 2YbKKLVh1xZCyOygl ODG5f ULO
a+dr oW / K/ YBEN2TFYC9278ACOTVFhY7QoMnleGLc5cNf L5GbaPchl ybJUJ1XT
17wWHKr ExnRG8/ i t NHB7Yh4uet wungl s+vW./ QpCepU3k TMc 4y XMhuYkngmAdvW B
vy4CCSar Pj UCoF7hyf PSEv2f | 1i Tl eJI 51 DNs| | 8uz2z W2k NGKORVKNPk MAVWS EqR
nVGdt 6TzpN Rt Bo8ZZbV6g00+ZRKr Wi Xf YRv6j TO+02/ Bj CA4sr +KwwTS700U0s
M sgf LFRAUP2swWW30Us G xL+r 8CckzgTnRzMVKOMCI | m6Tg2DSBhi M-9Sn8caj | W
PVpBZoPl nPz3S0LqMHUKFRHgx8HI ¢ RUKARSI t On7h7kZElI 4dkr Y6HehbZzd/ sOh4z
El Uot KN/ Ls8NbS+NgxvKki u/ udt +t G WI auHR1I 8b4uy JIMOELA+pJ S5A5AdXPsr
qON 3cHhvZCSdbs FHApWI 7nDOEW 4e54EX6NHNFUl vy pj mbr XAl dNn3uM®PhDIF
BQ Da9p5KI 8bTv(QBoj S1f uOKR2wTqj CFVAj nnTgQLxvDt | dBDPpf FwB/ f | vh2wRi
t nu/ 9bs4suGX7y XW Ag+KopJUL5A] F8QUy OPzDVAVHXX +r Rj g2r cbh4b72dR5608F
Y8GvdTAJ GKApx FFKXk+YRYXUBcz0aV6 XG3J4+pi eHv 10P/ wiNr ua2nKot TNg@BX3e
Lg8BYMej eUAFyalLSn/ t alvs OWDAQY El Exx8wCB3ySp70a0l 70V21 j XReTi j MBMR Yf
0SYQBKX01GyPO1BGPi Lj 422CeAr 7y 7QH5qkVIBI QNOPEOVL T 31 Kf WWFOGUr WLqz D
| XRSRcqYr mvWhT3t ZYf t G 1W)pFH 6N4AR09KaLr EEgF57CYf Kr QJi sBKehnmb63v5A
2Pbc9nRsbCz 1KSPOdt KSaXhaMBSbs/ Af | ACEni A45Zoz FCHI p2VI gvYVxeOkV+i 4
0UOGBb4eckx8j f Xr 9zGLMyLCnt 3t BEDZI | i ¢JSaqGA4l RoKQoGhHOXGEEgVW 46e
pRUpsCh7xP9k4bwr AG FUGsq+NneSODL5/ i osSwj VI r F1CKj pG6zvTNgt SgQOW.0
5/ 1f | gHOKJIDyzVukKs| 8xf K/ EQW7g9z Nx| wdDdgqX0CGh74+AwLpUCM en4+XgKxTD
9gLphL/ gsW ncpakK2buRnQ i 2++Px8+8Xbr ReAENj Lf uEHAMLPnqo/ t Vit Gpt 2JOv
Krt M7 Abj 9ZRecxVt hhy+K6cZwC9qcFSeuswe U81bgpJ4pnEcgChd+DnqVBBMIsJHs
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WKr hY4VaQpkKt 151 Wz gaHV2+S9uVimhS48al w4 Ghf uwALVWTACEL Uv qPR8eK1n/

M_POt Ll c2i gdl QU+Rj +27GIOmsWk58kEnd OLESAI aMhocl JuVt wn7LSj dLY6/

HVBYST100f 40nXTk6r eKpZnf zwl 4Jb1M 6MKyuj G BHf FpFOezY8gGnhUi f +GeCa
A5qy SvwY(q7dHpbhBs WFZXf 5¢c0K5x CUX7 Mol Wrlkz DXgKr 0dTi SHLOAXxKD5DORpal

poSnFlauJcqwyoPDvt IxG k2pWZD6206v60/ Ed2VI t KgzeR@BznFCLhAbKSZKS) Q
VDT8HpX1xoakWr Xr nE5g0/ 2UVQU39MIHK o XV3MMEASN 03f y UsR+MAAvyj f Ogl mb
8UFQYGdAeA/ P5+60DRCt C/ v/ 9j | W +uDDbyUD5r Y1 O9KLKI xnmKgdH2LHer J63Y4a
OP4PvBNYi Pevr vNOWOGT 0Z5N f Mavz88gnB@ TVt 3kJgHPj 9SFI 1e/ KVOCZQ NTLh
ewnr NZZAj P9y QGbxnl gei f t nSnBM 30VxCgDv1+hElFe@&j miURgsi | u53r X6Ac7
HU 48/ QW XHMUQx SWKe XX &KI +SaVFRr Mt5DC) WkWIbML90J o] 21R7dBRf CorrdLr |

y6uhLJgKt Z+i nkZnGpd33| V\BJpOWUOVSEIJW S2Jwj 4sgdr ywD1nSPky G2oXZOLUL
A3e8SFVGQal 7aFwG7wi Ri bgnuLzlomJ/ n46f 02G j / 0kSkgl hW T7r gKkRYi mvhE
6 PTVRRLDNFK6 OhK2WSCDI XGkQxv/ pD5TOLObj chj / FF9sGhDhG7W8I POLM t RsnK
PHf Q41 6+SUMb+t VNf 087m6uQ snifwSubnt 4X+CNFvb5bY9ApI t g5HAKTI nJ4led+
Shu2si CaLEbf Q3rj eey TwuCnn8NPCOe3VBLf hEvznBR+WCQA7WS/ Ui UoJ CZgZwk P
pGonhaBP+YJF9ypE/ nSORCGht i 6UGKSIQWKaHIh4hWI t 3krr 411 VYgpGet b/ vCASd
f YA] MDOK/ AAAAAAAAAAAAAAAAAAAAAUNFRAj KA==

----- END CERTI FI CATE- - - - -

0 6408: SEQUENCE {
4 3077: SEQUENCE ({

8 3: [0] {
10 1 | NTEGER 2
: }
13 20: | NTEGER 15 67 7A 84 2C 46 84 33 4B F9 2D 4E 2F 75 18 EF OF A9 Bl B4
35 11: SEQUENCE {
37 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18
: }
48 140: SEQUENCE {
51 11 SET {
53 9: SEQUENCE {
55 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
60 2: PrintableString ' XX
: }
: }
64  53: SET {
66 51: SEQUENCE {
68 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
73 44 UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
119  43: SET {
121 41: SEQUENCE {
123 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
128 34: UTF8String ' Post-Heffal unp Research Departnent’
' }
}
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164 25: SET {
166 23: SEQUENCE {
168 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
173 16: UTF8String ' M.- DSA Root - Gl
: }
}
: }
191 30: SEQUENCE {
193 13: UTCTi e 17/10/ 2024 23:37:23 GVl
208 13: UTCTi me 15/ 10/ 2034 23:37:23 GWII
: }
223 A7: SEQUENCE ({
225 11: SET {
227 9: SEQUENCE {
229 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
234 2: Printabl eString ' XX
: }
: }
238 15: SET {
240 13: SEQUENCE {
242 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
247 6: UTF8Stri ng ' Hanako
: }
: }
255 15: SET {
257 13: SEQUENCE {
259 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
264 6: UTF8Stri ng ' Yanada
: }
}}
272 1970: SEQUENCE {
276 11: SEQUENCE {
278 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18’
: }
289 1953: BI T STRI NG
: FD AE A2 1D 3C C2 7D A9 EF 68 78 BC 19 4F 94 FA
85 F9 9C 39 2F 91 28 FF 73 F7 86 9C 6B 74 7F BD
18 OE 3B D7 A0 D9 BO 5D 2C 48 A4 51 F3 EE 62 E7Y
98 9D 3D 94 42 36 3B 53 86 2E 05 05 8C 06 1D B9
B4 11 32 5B E3 8F 43 B3 66 30 F8 80 98 6C FD CE
86 FO 1D A5 A0 AB 5D E9 A3 96 B7 82 8F 3D 5A 66
9A F5 DA 38 5C 05 79 4D CD 56 AF 89 61 98 7C 52
A4E DD 09 OE 8F 34 2E 85 A8 838 AB 13 EE 57 FO 4A
[ Another 1824 bytes skipped ]
: }
2246 835: [3] {
2250 831: SEQUENCE {
Bonnel |, et al. Expires 18 COctober 2025
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2254 15: SEQUENCE {
2256 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
2261 1: BOOLEAN TRUE
2264 5: OCTET STRING encapsul ates {
2266 3: SEQUENCE {
2268 1: BOOLEAN TRUE
: }
: }
: }
2271 14: SEQUENCE {
2273 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
2278 1: BOOLEAN TRUE
2281 4: OCTET STRING encapsul ates {
2283 2: BIT STRING 1 unused bit
: 1100001’ B
}
: }
2287 29: SEQUENCE {
2289 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
2294 22: OCTET STRING encapsul ates {
2296 20: OCTET STRI NG
: 9B 07 B4 A4 75 C4 BC 91 5D 35 E0O C9 Al Cl 62 E2
77 55 D6 3F
}
: }
2318 31: SEQUENCE {
2320 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
2325 24: OCTET STRING, encapsul ates {
2327 22: SEQUENCE {
2329 20: [ 0]
: 9B 07 B4 A4 75 C4 BC 91 5D 35 EO C9 A1 C1 62 E2
77 55 D6 3F
}
}
: }
2351 730: SEQUENCE {
2355 10: OBJECT | DENTI FI ER
: del taCertificateDescriptor (2 16 840 1 114027 80 6 1)
2367 714: OCTET STRING encapsul ates {
2371 710: SEQUENCE {
2375 20: | NTEGER
: 0C 24 OE E2 3E BC 25 E4 BA B6 08 12 BA 36 76 5B
: FF B9 44 C0
2397 12: [0] {
2399 10: SEQUENCE {
2401 8: OBJECT | DENTI FI ER
: ecdsaWthSHA512 (1 2 840 10045 4 3 4)
}
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: }
2411 142: [1] {
2414 139: SEQUENCE {
2417 11: SET {
2419 9: SEQUENCE {
2421 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
2426 2: PrintableString ' XX
: }
: }
2430 53: SET {
2432  51: SEQUENCE {
2434 3: OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
2439 44: UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
2485  43: SET {
2487  A1: SEQUENCE {
2489 3: OBJECT | DENTI FI ER
: organi zational UnitName (2 5 4 11)
2494 34: UTF8Stri ng ' Post-Heffal unp Research Departnent’
: }
: }
2530 24: SET {
2532 22: SEQUENCE {
2534 3: OBJECT | DENTI FI ER commonName (2 5 4 3)
2539 15: UTF8String ' ECDSA Root - Gl’
: }
}
}
: }
2556 142: [3]
2559 139: SEQUENCE {
2562 11: SET {
2564 9: SEQUENCE {
2566 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
2571 2: PrintableString ' XX
: }
: }
2575 53: SET {
2577  51: SEQUENCE {
2579 3: OBJECT | DENTI FI ER organi zati onNarme (2 5 4 10)
2584 44: UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
2630 43: SET {
2632  41: SEQUENCE {
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2634 3: OBJECT | DENTI FI ER
: organi zational UnitName (2 5 4 11)
2639 34: UTF8Stri ng ' Post-Heffal unp Research Departnent’
: }
: }
2675  24: SET {
2677  22: SEQUENCE {
2679 3: OBJECT | DENTI FI ER commonName (2 5 4 3)
2684  15: UTF8String ' ECDSA Root - Gl’
: }
}
}
: }
2701 155: SEQUENCE {
2704  16: SEQUENCE {
2706 7 OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
2715 5: OBJECT | DENTI FI ER secp521r1 (1 3 132 0 35)
: }
2722 134: BIT STRI NG

04 01 00 56 06 A7 BF 43 84 35 27 27 E7 AE 85 BS5
88 A9 13 OF OB F6 09 C8 C7 17 A7 9C 44 17 DE 9C
42 38 B6 AC E7 24 BD CA 90 92 1A 84 2B 6B A9 5D
C4 8B 69 C9 48 91 2D 7A 44 41 59 81 3D 2A DE F3
B6 9B 5C 00 85 7C 5E 29 E3 EC 30 BD 84 88 23 10
20 40 2B 5E C1 30 08 31 AE FA A7 71 98 DD A5 1D
44 0D BA 28 AC AE 48 A0 45 D5 C8 2C 76 80 5D D7
D3 B4 OB E9 A2 9B 00 72 19 E6 FA F5 1B 1C D6 AF
73 15 51 8C AD

: }
2859  82: [4] {
2861  80: SEQUENCE {
2863 14: SEQUENCE ({
2865 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
2870 1: BOOLEAN TRUE
2873 4: OCTET STRING encapsul ates {
2875 2: BIT STRING 1 unused bit
: '’ 1100000’ B
}
: }
2879  29: SEQUENCE {
2881 3: OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
2886 22: OCTET STRING encapsul ates {
2888  20: OCTET STRI NG
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 C7
67 73 88 34
}

}
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2910
2912

2917
2919
2921

2943
2947
2950

3017

3085
3087

: }
3098 3310: BIT

31:
3:

24:
22:
20:

139:
135:
65:

66:

11:
9:

Bonnel |,

A2
Bl
77
24
1A
Co6
1A
4E

et al.

A Mechani sm f or

SEQUENCE {
OBJECT | DENTI FI ER
aut horityKeyldentifier (2

OCTET STRING encapsul at es

SEQUENCE {
[ O]

EB A3 DO
67 73 88

}
}
}
}

}
BI T STRING

SEQUENCE {
| NTEGER
49 E7 4B
C7 20 34

7A 3B 1B
A5 C3 94

37

I NTEGER
00 98 36

73 CB 53
41 D5 DF
50 EF A9

C2 8D

SEQUENCE {
OBJECT | DENTI FI ER

STRI NG

96
FD
72
06
0B
0A
33
43

26 A6
CD E6
E7 86
79 FE
77 7C
74 90
D5 5D
F5 59

51
4
FE
A4
BO
65
84
AD

F8
CB
72
BB
1D
6A
4C
73

12
EB
4B
30

D1
3C
3E
c2

"2

27
A0
8A
68
47
09
17
E9

3A
5B
44
oC

99
4E
EF
F1

16

BE
D2
6C
29
2D
FC
9C
C1

5F
6E
AF
88

EB
EO
A0
6F

93
1D
6E
F2

ED
5E
45
13

840 1

cC
FA
67
7F
39
2B
15
4C

99
35
19
A0
4F
6D
E8
63

encapsul ates {

4F
3E
2A
87

68
8E
3C
El

67
69

62
7D
3D

8B 51 FE 12 DC CC
34

18

101 3

46
36
70
1E
9F
E4
60
20

8C
D8
9D
49
00
5D
40
94

[ Another 3181 bytes skipped ]

Expires 18 COctober 2025

67

40
DA

10
A8
80
5A

Encoding Differences in

5 29 35)
{

21 66 87

AD A4
E3 09

39 A8

D2 4E
50 F4
FA E4
7E F4

4 3 18

2C
5E
B6
30
57
0A
51
69

CB 25 69
55 OE 08
40 9C 47

85

15
SE
22
9E
35

42

April

OF

24

34
57

F7
4F
40
2E

5A 03 DB

4D 62 74

CA 05 AD
D8 2D 6B

49 DC 48

98

12
EF
32
BO
6F

2B

2025

74

1D

F1

F5

96

75
TA
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}

B.2. Algorithmmgration example
B.2.1. M.-DSA-65 signing end-entity certificate

This is an end-entity signing certificate which certifies a M-DSA-65
key.

————— BEG N CERTI FI CATE- - - - -

M | Wj CCCSOgAWM BAgl UQZGBj QpzWDj i 9f N1L4AOVE0G39SI wowYJ Yl ZI AWUDBAMS
M GVMBs WCQYDVQQRGEW] YWDEL MDMGAL UECgWs UmB5 YWy SWbzdG OdXR | GOml FB1
Y pYyBLZXkgSWbntnFzdHI 1Y3R1cmUxKz ApBgNVBAsM | Bvc3Q SGVnZnFsdWLw
I FJI c2VhcmNol ERl cGFydGlLl bnQx GTAXBgNVBAMVEELM_URTQSBSbh2901 COgRzEw
HhcNM QxMDE3M MzNzl zWhe NvE Qx MDELM MzNz | zW Av MQs wCQYDVQQRGEW] YWDEP
MAO GA1 UECgWGSGFu YW v MBWDQYDVQQLDAZZYWLhZGEwggey MAs GCOWCGSAF AwQD
EgCOCB6EAh3C601 owi 3gHM KvoDgZlgHul pK4i 8r X/ +KA 91 Kj M 4BUgYKeMBOj (9
0dCo1B3pTpG+79xQVpZakl 2VCdhDEWACdp+JZ211 WhOBEBWWFPEXK4F3TZz94+J
2y0XqVvx4TSGhelJzaaqgPVEsJV/ +Kj BG 1BUUMFG 4ZAKwe5+47EAKITZWNgs gWOM
x9@0g42s8WHhOLTynbi 7zTc UEh8HcHDIPf xcH53A) XTI Odj | nzUcyzxobot +cah/
62AEi PUaAuPQsko9l 1Lk5B6f r of qTE7t pNBn3eM XV2R4cPJo/ Kj 1wFr chdD5BMy
+MD19nDu9aT7Bl MC3MZemAay nMRnbwf MkgDFpPKELN ShDv21 aObgz HUNMUSc26X
aer 2r cXdD7 TMAk Zf S1SL4ChnbD6chyf woZ9ggPi SU2J4gl EL1det pi 2MWWWKt Si Q
5Sc0ksaX35UBULTI +5zOmMd8WeXaS+7AUl TS25nDz QRXd+goSX2QZC/ e2a2yh2Hs
Cl DP8PAG J6C nuMasGao+4v93/ CGKf G J85HgSeK/ ybb@na/ bi 4dwabt SRPnf | nk
1YDFov4l P9J90ol 3NQx/ JEMSgHW) Sx Gs dGOgNGHL TAChqLCgLhWG i JyMJU5bQo7Um
p9UlnzaZol QkKbs TAE2Fr TKA+PJt Dxl 30kDzNnCKW2I i j N68+nmsyuDTMlv4f LI BC
KCs FPHpLRZI nBKwzJ8a2qnmDa6R64/ A/ 65KoVoBy DkKsJbPOQ pZmaLWr 9GByr
vOSBgor DYBcAll 6y6gh8SS/ RhSgnBFt Xog4l 4pnm2Dwki qGEqz 9G0UgMVA08Uoc HW
Tvf U QIYM | NFqLc5xMBxJ+6ef 37+dl Nd86+HXVx1uz EOCDI Hhl VwWYKNhoKi GCGeb
3l rOkzVx44t Vimj f 1 n6Rm vFy Al KuJvRxPN53wFFI 2] 4Ahy Caut 8dcgFdKdoAf nQ
AuoEOi 1vMeJIXBn2XAl Fni f CVYweAt ghqVKkEVI OKOVWECNei CC3TzwgPLLNkgedGZ
fi VTcISVsAN6QLK] PhAWAaUSCMPYgHKVz SOu9eKRi esi qEj r 44D7 ATW 3VP3kz HH
| RnPak UAVOU7wWoQpNHbs| yEhr ua9n/ D5LoYbL2a0QLt cs2BWspGF XLI | af WO5QZL
rz1uW Szbh8MuLdFuk3Moh/ ugHW ntyolLl ol Ghf 789/ qdEl dnSMe/ PwiVBr uHs oKM
[ yTW28wnkJUBY8FoQaDhLP83M CvLcOj ockIXvgGaY5eEf Q+690r 20Gvneb+f m
YDxYhl gLhcZ9Ej DAFsgKCB3Xk 8l VVa20AXUX6vbkpbi mRCRQK8NLc+NHx VYLnKwiN
Y9av2LPuXxyCnl5YEWD Zs+r Xa3zj 8f a2pt i dCGHI CHR3r KEi yPf Cl MAFhs5VGra
3SZWFQG FVXzAd 8q/ CODaoJwPXVPe8hi El f nswNKBsg6+nZcvOowb2520nt CATChl h
z5uBj 23TL/ wHoucr Vf vDhj QAPi i XNRSVYf 9abgx U/ C2Vf QFISWHISDTQ ShzY2vq
7T/ Nnb76+3w+o00+f 7a40Z+B2v SJJ37wgQQmvn Qx QHr DMgRGz e S2OHoQVE Zr r wOwz
c9l eP+padqQcdr zI uAbKHc Zf GAB490VBdOLAI z OMKX K OKmi x mNnd@BbXqQ H7of |
| zsX+muCGghp+pX0Zj H5A+SgPc3l ogUV7gi Y5ABzn4q2Z7yyMewTr QB2VRANdMBEZ
BLGK3f Q O Sr PqSf ul wCLc97vLuByBf Tr pJChnLz MDAL8U6NascJOVOf cyLKt Bj 9
+i GKhgqOMyRgK/ | sA1J7SEczyf k2sf 39 | bPzSvD8Rr bVcqO2p5wkzpL2H BuD2W
dw301hef g/ eSdcQ ¢ SHUMLUU9Zy Rf QUWAFS Z(B+OXk Sal M5t JZOScl uoQUYONH b
5bwni 5TX3G8TZ0t cmviFgr hniNmv+x UYNhhKYOEL/ SAI bonl 33KR6URa1R0eQvhhTs
G f 7wHf MX7ggynZ20886 NVWHLA30WhCGHPi Lcn8QHIFdPvRaJvr FO3r EGUPMKXkoV3
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/ vX0QoA10Y4VD6EWIDI | Or | i BDSYBB1Zt eGn5kGl6c4YZThenYJ6QBj B7D6Fr kG5
Sj NzDI SL1GBe/ r xbyuEYr f M6l ml r | +GPP4p/ aFx/ t AnPr gl j 6gxeXr UMaRXGO pht

HWHdWIhnHpqg61 61t OKntbFnMZ2AQ CIxbVSCdOuVwt dJA8xf t akRi C5M y5c3j b
OrcPsTi Ck3cj 3U+cuXFi ui NVkkl xpUi neagyZvYhYnn2Q er FdJC2Lf wsDHek| A0
nt 8by ScNsZuj wPvl uKeevA/ 0byHEQpi zTOI UBW Zi ol 3780b5VZNOBRBNG/cY94s
9Epj f buaTDv2xW AGVGgOUy 8VONX0Xf 9G Di XOUnXAUJZj | FNnd4D7f yGQechXl 4
VOxf 1xI I L8JYI HSgpMuVaSM gwQEbHQ PNz pdniXaNf mFo/ 63FLgs8CL5XvaY2Qyj

oWNGdF6BUL2BFVFwA7nNTEqQI T30Xf EDJsqc DQPNLFK9vph1M5Bc 2mgivpwod3l MK
1Bl KKD6cDVgh20HQDI 7Uej WY7ZdzoH7n8FLv QG Mv3JFbwe NWH Yz BhIVAS GAL Ud
EwEB/ wQFMAMVBAF 8wDg YDVROPAQH BAQDAgGGVBOGAL1UdDgQMBBRIIGXRQ H n7uR
5KMLS+MBTZCQ j Af BgNVHSMEGDAWBSbB7 Skdc S8kVO14MrhwWLi d1XWPz ALBgI g
hkgBZQVEAx| DggzuAGCvh2/ Uhmnki 1Uzdl JI ESseEOB5d5I1 0j 10+pP5DAzzK29T+C
dHCNTXxH7u2QSzKVI 7Pl huuf vl t Gyi 0P2v4dFgd1f vWAM4QBSSGEVE/ Rz 4KX8PV4x
Rs5e6/ aa3993Whl i Ef f § Tm bP7Eki HkhGryx2xmip1119bj VynvU94Wk9i EpL87
RHRDI3XTg/ zYYU2I VFMVs CaSKAXRGAY Zkj Gt M Br Hf cvS5ahQLY8HvDCal Gsv8vw
haUJpr sJl nyZ1/ yTj MoEXoWCEDFy| Ei OXKKEM | 5Q67z+st vj @LeVnJUwar FCbLu
XxS7TRAQYFZ2Pusz0dqgbnj Ydu64l v9bj bY7DgoABungRnj r u3édbsAXnr G 94Q | n2
cOM Zi hVRCKI oHj OwUU | f bnNCt XB2Ax4vj JXDLI oMc9R+hFj | ocpFOcdUkx CEn
InTeDP6+4uNALuuesT2HVi gJLEnFFr gl 1Mh+Svr QO0Ar csi f s31Sci xcvLj Rt unl

cE4sq9knko7TTgZKuYaj u9h/ +6x| Lbn8SgCWED1pANLYj | Mps9a4PEngU3Oxr j SA
0zbi zFqOAt X080vsqYuSCSCB0j ocG30l mvbTzl 5z KUWWKNhSuQ Bv5KI QUIWLF8HD
9uBr 2pul@OFFNYVRW\KaOw6 1l +r yd V4j hvr GV74YxEz5K7V63HHBDI 5MYwA20F
PM Osyr ft CTG+2HG 20hX4N4xV@NqgZql EH8pEW / J8sEqchdGsf ZvBFVEeH+hI d
skDYeKH7kk SVQ Zp7/ dUFRFCve2ZJull OO Af LAl kbkl nJk6EwWPzbnBcwBpl L33L
BcDaqgBnl NZct 7pt f pl 9g60QuuL0qyj Tqa06j PBcFI BNGByOeggn2D1h+3J89vu+TlI

+n6PVhcHNBBT5pzt 2MBcf Pzr 41+YweWN\x| t H wu+6600qGnivnoz YO7BTFUGEGORL
bEmdk OKOIl VMSTNDORI f 7E8Tf kT38YsuMHu YEmbHHy 9Kgf MJ+6WYP3GLhMy Sr b5RL
pL51i | 7dej Syx3ASDE351HbnBr pZgdaeZNTSi i ELDj 0t AMVi / / gTbNs BUGUCQTbg
5Yf JOEe3CFCBj oahcCt hVgr h+NeENb3NNneBUx4j 80Yi JvJP3G6Thi j t Dnp8K78
| T@BWSZ2gvZa8UVpInMyJD6AbbHxVBeWRJr KAQTRUh4KNo61TbF6Q r Sc/ d+GRGT
hg2l 4Uadxwpdx 1l BYVH4AeG Q642hv G UEqQWWY TPMQGL SPK+5XXHI GggARPNt 3UpY
s67gf aYYX+KzCi pl 10N9bvZeRAPFkr xyKdsZ4PzMem FATSM bDKaYt 9JA6YDI nO
Rp9MUWYbwGERbxt MeNSpj CdPFLRudf nn7WRK2W508g8Sf s Ui EN6 TX2RQLBOy TOW6gG
ABG i RV+ToRN50sYgz 1Yet XPUZooVgNxi eTOXbFId1IW.FplvUBg57YI est xYI YxZ
gah5dGDl 2ki 6+LFJFz/i Yi uHV56v3gnmGozot xW h1NK5RgWOB0i M6xSPci Lcq2Y
xf m+f A/ mMXW UaH 4Y1j k44qPDWJJCJI N6 XLXEAWK XWIt | kswoYs GTGA COc5Lz0s
Yl e5ED] UZVhDi bULHof we U3/ r UksOX35HI DVzVZFt yvgkFAec1Tbhy+VyyD6ssr nj

gl oKnFFN/ RssMb0/ / yaenf vkul W503ZBX/ 5BwdqCcPJvYWA/ vx Al JyNg8I MNsyL
yL3sbl r pzQFcTg2Q4cBEEFNHN] u6qFg4xAPzJaf eAt 94Hp5LI1 1sdALThoOi j VbT
z| oK3KEK Yv QW+ 7+g5YRp3r UD+4C7Rx SUxanmxyqwoq5Zgak At XAgghUXBJi DnL8z6
eD@Be00 aChz5WL2MB2Sp0sj yORgWH+LNAdf TXVHpYvQyAQez 1pcEr hJUo780Xi o
A aWKaxj kv Xf 8YZER33+v97X3zSP9BpMi3l 11X4AXTr Mhj TYLf MVXZMnYi J+zcZuA
EMVc2i kW 20Ff cpC3v/ neFOmdNPi PPa+Bmi 671 ypj A47M VyLi i / xVOMMENVI / 2
KG Fj N1LAmM XkxTCUx Y+eagSZI 09x 8l 8QQnr e1lpsUA4f XI nFi 6dLFWELO7GPnCk/

FupDUBngvwt y UVXqFQXW hvi YC722JpagemAdwill xgxsFYkU2Dqgj 81 waRr Jbj u
H 1uThoqZ+09cshZSJUl yRhxCLPnT LwxaPf gkK+i 9SB2sYt gl FzFAAI TNGLs| @bl

N1ZDhczZhwaa4nKnGO 0sNf WeBJBGhHU7 ok2WwLj pi yvJSr QTI f dyAJByB8I D1nvG
cgudSs3Wp7cEFI KOyV8I +j 7Z3kht GBnSi miZkz Q¥ SO Eq3Nt CNxk6i GB1i i OKnv
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Me+OnBY/ hTOf 68el 3hHNCv+9epB2dQL0yy 84l i nj aZzQ pC6Qb/ nBUGN4h7d6l f zY
gl Ondi uT3JYdxf 5uZWWdXbl nd+R6vnBw ++TH56XaYnr ZGT8u3AUU2i RWTKI v9/ f
HouWt AGRQKj 6edX2V@B82P5bXUQTNoBf MAzI SDLk XomuHni OVnT+mhnSNRLKS8c|
V2vT5] UL859ShRQFxHD9+wd5WP8+j We5f cUyj t OAsf G/ nqv/ t zpwLUx06t Ggx70S
Et A L2Ui b2QNEZs4vcEQbol t j 6bwSNHr 9BRO HRL47zgBbMZK4A8EYVN4NOI uj 8TI
Yhnsul TxoxEl i Xx8j MyC3ASeaKUobhFUj GVAnZSh4TW)xKr XR1xCB0O74f Of 0azcK
Obt bqgj 4XN4k CHT4smC5Qa82t v9+YNI i Nx5E5Dk4ul 1f RGr PL/ i HRKg4JbFa03KUB
7w dKL/ OXCho2g5P0Hecs/ Re8FKpl G | LYFRBg2z FCFHNZNnWATKI vs SoUJ g9/ skAG
pHvs3gwBG1lOWepBFi U291 wuN9931REr k+04607gS6Ecx GXM/ugeoeCGhk/ TZVSKCg
wLs MZCTj oMgHFj xUCcBFsDVoGx Q' / r YCEA9qwhDc Teoz 2MgXI doVep3vxBLohgAN
6 MQPAdI C60FhKKKDGhBGI s 7UTxkk SEE1GHWeHv5anTgGz Cg/ G+r KAVKr cZCSx+YW
Kj nsJbDS1ONNnSu958Rr YNAsqUWhBCn2uLY9aj / 0VYkoN1Q77NVDBf f 32y9eaQaKm
+pWKwi gai RE+GOEWGYUOW cj wt 7t YrmuZl RNgemvdl kMgA4DOW h/ HW bg8hl kqOm
mLPl FgbawXHN Lz50+D+Sxe67a+kVr | k39nbHGWY / r 7QxgKuWWsar yQkTucve G
f mongf VUf wsi Ct uQNOv5VAJGDCpCBSi kIl q08nhKSMes13RxQ zVCr sKpY6F4ZI nv
EVWEASGWE VS cEl cn3ol OgnMCp0CAt dHxV3To/ 1j rwz3p318r Sa0J2bga28quvuy
k7Bda75WMbOeURbshnM/3k1l csplHOXxYdLsvr +h3EnHghdlekyAq70t aXCUlbzz
gAgMCi | go70B/ ad@ 30PvEIl cz1u5j X+61 OGhpy/ 60 54DnTHE/ o/ zQHpSPAQ Sut n
pZZeZRbz13ZSxGSh/ PS6/ Xzi c7hG& | 3yxi 6XyEC+gJoW2a6sMEopt MPs5LUNALI
S13HQYai bxu98DDs KVCUf 1zLn1j 5xaCf uNgoi s4RysxTf s3/ hPEKVWGWw Mg 7zaU
Gov8ULE/ Xj aNWg31dOLUS+2Qq0/ NoEB94r yhWPYU! / 6Jr vIABFht wUl Ai NR1i DFw6
| gAdhQBGDz RBC8kz KSor NVNDd XoXXCe7gl YBf Hppvgql2kQl1lzk/ 13x0EhpzJZTg
8K2pENPW 00pnXvi mCevwXecydCkvy YXkOPI 2c8Lj DpnDgypQI VKR3xY3r 21XF0
gFnh4yUCOC+zj r s5PWa/ C/ 7TBf wQyuJdr uZcPEi i j T8t dcP71 akap5dD1t m&z2plF
67ppgbTC p46CyHDCbv6Qbt nj 7DCOMYGKRI ebOMYC5f / g/ 7GsM v1hToxRLLg2K4
7/ +xUoPj OLVWMVB/ | PODr y2y 1+9A6gXMb90AWKb4Hy PKQSI p5k/ j 61 WscRX1Rpuh
71LI CySCSvj Jr uf wAYHt LGSdCS/ t 1gNTONzf MAeTV5DUOBcwBI p2t k7cAHLTI 5ya
UXf Fvn20Y88PYr 26 ADJkz KF2j aAl UxwsgDh+X31JFgHu/ OFQvdRQ' HWFOM PKEN5
gPpcadA70IxL2Ulz4T1Vhed5nm20Fi | / Li B7WJj j CnkZJ2cRBGoBf P8j wwOUYgz +
yi kKFRBRLf Bj EBKFgHalkPgBsXt 1YHF3Y5nvi KsyewLPi dq1Cr ToOMAXURNNLhM 3y
9aaYDoZ9cFOBBKI rj zu9AzUTHO5FEs 7f zBoz+8y/ 31 4cnf CNwOr VK V+D4xux ACNG
Vnehzul FCDI 1Pl VedJvNYWjgw' y1v/ D3CzxJngMAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAA| Ehcbl A==

————— END CERTI FI CATE- - - - -

0 5670: SEQUENCE {
4 2339: SEQUENCE {

8 3: [0] {

10 1: | NTEGER 2
: }

13 20: | NTEGER 41 91 BC 8D OA 73 58 38 E2 F5 F3 75 EO 03 8C B2 81 BC F5 22

35 11: SEQUENCE {

37 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18
: }

48 140: SEQUENCE {

51 11: SET {

53 9: SEQUENCE {

55 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
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60 2:
64  53:
66 51:
68 3
73 44
119 43
121 41
123 3:
128 34
164 25
166 23
168 3
173 16
191 30
193 13
208  13:
223 47
225 11
227 O
229 3
234 2
238 15:
240 13
242 3
247 6
255  15:
257 13
250 3
264 6
272 1970:
Bonnel |,

PrintableString ' XX
}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
UTF8Stri ng
"Royal Institute of Public Key Infrastructure’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER or gani zati onal UnitName (2 5 4 11)
UTF8Stri ng ' Post - Heffal unp Research Departnent’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonName (2 5 4 3)
UTF8String ' M- DSA Root - Gl

}
}

}

SEQUENCE {
UTCTi me 17/ 10/ 2024 23:37:23 GMT
UTCTi me 15/ 10/ 2034 23:37:23 GMT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)
PrintableString ' XX

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
UTF8Stri ng ' Hanako’

}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onal UnitName (2 5 4 11)
UTF8Stri ng ' Yamada’
}
}

}
SEQUENCE {

2025
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276 11: SEQUENCE {

278 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18’
: }

289 1953: BI T STRI NG

87 70 BA DO 8A 30 8B 78 07 32 D2 AF A0 38 19 D6
01 EE 96 92 B8 8B CA D7 FF E2 8E 23 D9 4A 8C CA
F8 05 4A 98 29 E3 3C D2 34 3D A1 DO A8 D4 1D E9
4E 91 BE EF DC 50 56 96 5A 92 5D 95 09 D8 43 13
OE 1C 76 9F 89 67 6D 65 C1 58 4E FO 40 70 31 51
4F 13 19 38 17 74 F3 F7 8F 89 DB 2D 17 A9 5C 78
4D 21 9B 78 9C DA 6A A3 D5 12 C2 55 FF E2 A3 04
6A F5 05 45 0C 14 69 78 64 02 BO 7B 9F B8 EC 40
[ Another 1824 bytes skipped ]

1 }
2246 99: [3] {

2248 97: SEQUENCE {
2250 15: SEQUENCE {
2252 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
2257 1: BOOLEAN TRUE
2260 5: OCTET STRING encapsul ates {
2262 3: SEQUENCE {
2264 1 BOOLEAN TRUE
: }
: }
: }
2267 14: SEQUENCE {
2269 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
2274 1 BOOLEAN TRUE
2277 4: OCTET STRING encapsul ates {
2279 2: BIT STRING 1 unused bit
: ’1100001' B
}
: }
2283 29: SEQUENCE {
2285 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
2290 22: OCTET STRING encapsul ates {
2292 20: OCTET STRI NG
: 49 74 6C 51 42 21 E5 9F BB 91 E4 A3 35 4B E3 01
4D 90 90 8E
}
: }
2314  31: SEQUENCE {
2316 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
2321 24: OCTET STRING encapsul ates {
2323 22: SEQUENCE {
2325 20: [ 0]
: 9B 07 B4 A4 75 C4 BC 91 5D 35 E0O C9 Al Cl 62 E2
77 55 D6 3F

Bonnel |, et al. Expires 18 COctober 2025 [ Page 34]



I nt

234
234

236

B. 2.

Bon

ernet-Draft A Mechani sm for Encoding Differences in April

7 11: SEQUENCE {
9 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18
: }
0 3310: BIT STRING
: 60 AF 87 6F D4 86 6C 62 D5 46 5D 94 92 04 4A C7
84 DO 1E 5D E6 5D 23 D7 4F A9 3F 90 G0 CF 32 B6
F5 3F 82 74 70 8D 4F 11 FB BB 64 12 CC A5 48 EC
F9 61 BA E7 EF 22 D1 B2 8B 43 F6 BF 87 45 81 DD
5F BD 65 89 E1 OF 12 48 61 15 EB F4 73 EO A5 FC
3D 5E 31 46 CE 5E EB F6 9A DF DF 77 5A 72 22 11
F7 C2 8D 39 A2 6C FE C4 92 21 E4 84 69 B2 C7 6C
66 E2 9D 75 D7 D6 E3 57 29 BB 53 DE 16 93 D8 84
[ Another 3181 bytes skipped ]
}

2. EC signing end-entity certificate with encoded Delta Certifi

2025

cate

This is an end-entity signing certificate which certifies an EC key.
It contains a Delta Certificate Descriptor extension which includes
sufficient information to recreate the M.-DSA-65 signing end-entity

certificate.

————— BEG N CERTI FI CATE- - - - -

M | YhDCCF+agAwl BAgl UQFy9NSVg9ZXGQZy 014D/ bews8wCgY! KoZl zj 0EAWQW
gYsxCz AJBgNVBAYTAI hYMIUmMMNYDVQRKDCx Sh3I hbCBIbnNOaXR1dGUgb2 YgUHVi

bd j | Et | eSBIbniZzy YXNOcnV] dHVYy ZTEr MCkGALUECwMA U@z dCLll ZWZnmYWk 1bXAg
UnVz ZWFy Y2 ggRGVWYXJ 0bVWud DEYMBY GAL UEAWMVPRUNEUO EgUMB VA CAt | Ecx VB4 X
DTl OMTAXNz| zMzcy MLOXDTMDOMTAXNTI z Mz cy MLowlz EL MAK GA1TUEBhMCWFgx Dz AN
BgNvBAoMBk hhbnr bz EPMAO GALUEOMVGWAFt YWRhM GhIVBAGBY  GSMA9AgEGBSUB
BAA] AA4GGAAQAFf 0 XFEAZPCOK YTpb8vA2q+ZAt KE399BI9BBz+q0A91v SeBv Zbf at 5V
hqVLt T+nEguGhl YhXf 6 CnCv FUERMQX 8zf WABaH1ZSd+kpuR5f Jj 6i bDbst HU3I e4
Vg2qHR+aXvirccEt YVZ5BX3KE+gY/ ezpY/ BBXr d8vJuV72SPdsr Nzj Cz5z280 ghY+
M | WO AMBgNVHRIVBAF 8EA] AAVA4 GAL Ud DWEB/ WQEAW Hg DAdBgNVHQAEFgQUBA TS
50v] MWy 4x3j VI GEYS8FPD] KOwHWYDVRO] BBgwFoAUG6PQ 1H+Et zM WaHhQ+YXx2dz
i DQMhXYBgpghkgBhvpr UAYBBI | Vy DCCFc QCFEGRVI 0Kc1g44vXzdeADj LKBvPUI

0AOWCWYJ YI ZI AWUDBANMS0 YGPM GVIVIQs wCQYDVQQGEW] YWDEL MDMGAL UECgws U5
YWy SWzdGE 0dXRI | GOm FB1YnmxpYyBLZXkgSWbntnFzdHI 1Y3R1cmuUx Kz ApBgNV
BAsM | Bvc3Q SGVmZnFsdWiwi FJI c2VhemNol ERI cGRydGll bnQx GTAXBgNVBAMM
EE1M_LURTQSBSb2901 COgRz Ewggey MAs GCWCGSAFI AWQDEgOCB6EAh3C601 owi 3gH
M KvoDgZlgHul pK4i 8r X/ +KO 91 Kj M 4BUgYKeMBOj (@odCol1B3pTpG+79xQvpZa
kl 2vCdhDEw4cdp+JZ211 whOBEBWMWFPEXk4F3Tz94+J2y0XqVx4TSGhelzaaqPV
EsJV/ +Kj BGr 1BUUMFA 4ZAKwe5+47EAKITZWNgs gWOM x9@0q42s8WHNOL Ty nbi 7
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zTcUEh8HcHDJIPf xcH53A) XTI Odj | nzUcyzxobot +cah/ 62AE PUaAuPQsko9l 1Lk
5B6f r of qTE7t pNBn3eM XV2R4cPJo/ Kj 1wFr chdD5BMy+MD19nmDu9aT7Bl MC3MZe
mAay nMRnbwf MkgDFpPKELm SbDv2l aObgz HUNMUSc26Xaer 2r c XdD7 TMAk Zf S1SL
4ChnbD6chyf wlZ9ggPi SU2J4gl EL1det pi 2MWWKt Si @BScOksaX35U6ULTI +5z0
WQI8WeXaS+7AU TS25mDz QRXd+goSX2QZC/ e2a2yh2Hs Cl DPSPAG J6C nuMasGw
0+4v93/ GKf G J85HqSeK/ ybbQna/ bi 4dwabt SRPnf | mk1YDFov4l P9J90ol 3NQx/ J

EMSgHW) Sx Gs dGOgNGHLTAChqLCgLhWG i JyMUSbQo7Unmp9UlnzaZol (kKbsTAE2F
r TKA+PJt Dx| 3CkDzNnCKW2I i j N68+msyuDTMIv4f LI BCKCs FPHpLRZI nBKwZJ8a?2
gqnDabR64/ A/ 65KoVoBy DkKsJbPOQ pZmaLWHr 9G6yr vOSBgor DYBcAll 6y6gh8
SS/ RhSgnBFt Xog4l 4pm2Dwki qGEqz 9G0UgMVIAO8Uoc HWIv Ul GJYM | NFgLc5xMB
xJ+6ef 37+dl Nd86+HXVx 1uz ECCDI Hhl VWYKNhoKi GGeb3Il r OkzVxQ44t Vnj f | n6R
m vFy Al KuJvRxPN53wFFI 2] 4Ahy Caut 8dcgFdKdoAf nQAUOEQi 1vMeJXBn2XAl Fm
i f CVYw6At ghgVKEVI OKOVWECNei CC3TzwgPLLNkgedGZf i VTcJSVsAN6QLK] PhAW
AaUSCMPYgHKVz SOu9eKRi esi qEj r 44D7 ATW 3VP3kz HH RrPak UAVOU7wo QpNHbs

| yEhrua9n/ D5LoYbL2a0QLt cs2BWspGf XLI | af WO5QZLr z1uUv Szb8MuLdFuk3Mo
h/ ugHWntyolLl ol Ghf 789/ qdEl dnSMe/ PwiVBr uHsoKM / y TW28w nkJ U6y 8FoCaD
hLP83M CvLcOj ockJXvgGoY5eEf Q+690r 20Gvneb+f mYDxYhl qLhcZ9Ej DAFsgK
0B3Xk8l Wa20AXUX6Vbkpbi mMRCRQAKBNLc+NHx VYLnKwiriNY9av 2L PuXxy Cnil5 YEWO

Zs+r Xa3zj 8f a2pt i dCGHI CHR3r KEi yPf Cl MAFhs5VGra3SZWFQ FVXzA 8q/ CODa
o0JwPXVPe8hi El f nsWNKBsg6+nmZcvOwD2520nr CAnGhl hz5uBj 23TL/ wHoucr Vf vD
hj QAPi i XNRSVYf 9abgx U C2VFf QFRISWHISDTQ ShzY2vq7T/ Nnb76+3w+oo+f 7a40
Z+B2vSJJ37wqQmVnQx QHr DMgRGz e S20Ho QVE Zr r wOwz ¢ 91 eP+padqQcdr z1 uAbK
Hc Zf GAB49OVBdOLAI z OnKx k OKni xmNnd@BbXqQ H7of | | zsX+nmuCGghp+pX0Zj H5A
+SgPc3l ogUV7gi Y5ABzn4q2Z27yyMewTr QB2VRANAMBEZBLGK3f Q Or Sr PgSf ul wC
Lc97vLuByBf Tr pJChnLzMBALB8UGNascJOVBf cyLKt Bj 9+i GKhqOMyRgK/ | sA1J7S
Eczyf k2sf 39) | bPzSvD8Rr bVcqO2p5wkzpL2H BuD2Wjdw301hef g/ eSdcQ ¢ SHu

mLUU9Zy Rf QUWAFs Z(QB+OXk Sal MSt JZOSc!l uoQuYONH b5bwni 5TX3G8TZ0t cmviFg

r hmNmy +x UYNhhKYCOEL/ SAI bonl 33KR6URa1R0eQVnhTs G f 7wHf MX7ggynZ20886
NVHLA30WhGHPi Lecn8QHIFdPvRaJvr FO3r EGUPMKXkoV3/ v X0QoA10Y4VD6EWd DI |

O 1 i BDSYBB1Zt eGn5kGL6¢c4YZThenYJ6QBj B7D6Fr KG5Sj NzDI SL1CGBe/ r xbyuEY
rf M6l mrl +GPP4p/ aFx/ t APr gl j 6gxeXr UMBRXG pht HWHAdWIhnHpg61 61t OKe

bFnMZ2AQ CIxbVSCdOuVwt dJA8xft akRi C5M y5c¢3j bOrcPsTi Ck3cj 3U+cuXFi

ui NMkkl xpUi neagyZvYhYnn2Q er FdJC2Lf woDHek| AOnt 8by ScNsZuj wPvIl uKee

vA/ ObyH6Qpi zTOI UBW Zi ol 3780b5VZn0OBRBNG/cY94s9Epj f buaTDv2xW AG/Gg

OUy8VOnX0Xf 9G Di XOQUNXAUJZj | FNmd4D7f yGQecbXl 4V9xf 1x1 | L8JYI HSgpMuV
aSM gwQEbHQ PNz pdmXaNf nfo/ 63FLgs8CL5XvaY2Qyj oWhGdF6BUL2BFVFwW+7nN
TEql T30Xf EDJsqc DQPNLFK9vph1M6Bc2myMow0d 31 MyK1BI KKD6c DVgb20HQIDI 7

Uej W7ZdzoH7n8FLvQG Mnv3JFbwe NWHk Yz BhIVA8 GAL Ud EWEB/ wQFMAVBATF 8wDg YD
VROPAQH BAQDAgGGVBOGALUdDgQMBBRIAGXRQ H n7uRSKMLS+MBTZCQ j Af BgNV
HSMEGDAW)BSbB7 Skdc S8kVO14MThwMLi d 1 XWPWOCDOAAYK+HDb9SCGhGLVRI 2UkgRK
X4TCQH 3mXSPXT6k/ kMDPM b1P4J0c| 1PEf u7ZBLMoU s+W3E65+8i ObKLQ a/ hOVB
3V+9ZYnhDxJI YRXr 9HPgpf woOXj FGzl 7r 9pr f 33daci | RO8KNCaJs/ sSSI eSEabLH
bGhi NXXX1uNXKbt T3haT2l Skvzt EdEP3ddCD/ NnhTYhUUx VW5 pKQBJEYDJ mSMa0z

8Gsd9y9Ll gFDVj we8Mlogay/ y/ CFpQrmuwki f InX/ JOVEoTGhYYMXKUSI 5cooQz +

Xl Dr vP6y2+M70t 5Wel TDi sUJsu7FLt F1BgVnY+6zPR2puaNn27r gi / LuNt j sOqgA
G6aBGeQu7f pluwBeas6P3hCsi bZz QyJInKFVEI oi gePTBRSW/9ucOK1cHYDH +M ¢

Msi gy TIHEEVWOWhY K XRX LSTEI SZnWINAM r 7i 40Au656x PYdWKok's SYUWICXUy H5K
+t DTQCt yyJ+zf VIyLFy8uN&6chwTi yr 2SeSj t NOBkg5hqO72H 7r GUt uf xKAJYY
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PVWASWWWyne 1r g8SaBTw7 GuNI DTNULMMACLE Tyi +ypi 51 JI | HSChwbf SWYzl PO
XnMpRa@FK5Cl G koj 1TVbUXwdv24Gvani7 VDnQUWIhVFbCRr TDr WK6vI 4hXi OGts
ZXvhj ETPkrt Xr cccEM kxj ADagU8yLSzKt +0JMb7Ycalai Ff g3j FVDc2pmyUQ yk
TD/ 8nywSpy FObp9InBEVURAT 6Eh2y QNh4of uSRIVBIMMvV91QVEUKI7 Zk niv WJA58B3
sAi RuQ cmloTA/ Nub1zAGMWf csFwNgoGegll y3unil+nX2Do664v Sr KNOpo7gMBF
WUGEOYHLR6CChYPWH7cnz2+75M 6f 09WFwec EFPrmOBYzxx 8/ Ovj X5j DpY3GWOf /

C77rqi i oabuej NN TSFMMYQZt Et sSZ2Q4r GhUxJMLVREh/ sTXN+RPf xi y4we5gSZ
scf LOgB8wn7paY¥Y/ cbWEzJKt vl EukvnW j t 16NLLHcBI MI'f nUdubeul nB1p5k 1NKK
| G OPSOAXWL/ +BNs2w-Qa4JBNuDl h8nQR7cl Ul GCOhgFwK2FWCUHA14QLlvc02d4FT
Hi Pwsi | nBk/ cZDl CeKQOCanw vyVNDdb1naCol r xRvkncyokPoBt sf FUF5bYnsr h
CZFSHgo2j r VNs Xo6Qt Jz934ZEZOCDY] hRr j HO 3HUgFhUf h4aVDr j aGBat QSpbBh
MtZAbVI 8r 71 dccgaCABE823dSI i zr uB9phhf 4r MKKkj Wy31u9l 5Hg8WEvHI p2xng
/ MzCaUVINI yJsMopi 30kDpgOKe5Gn0wxhv AZFvQ0x41KmVD 08Ut G 1+ef t ZEr ZZK
j yDxJ+xSI @BpNf ZFBAE7JPTDgAYAEaQIFX5ChE3nSxi r PVh61c9Rm hWA3GI5P1d
SX13VYsWhVO QG nt gh6y3Fi Vj FnBgH 0YOXaSLr 4sUkXP+Ji K4dXnq/ eCacaj G 3
FauHUOr | GBY4HSI znFIl 9yl t yr Zj F+b58D+ZdalRoeXhj WOTj i 08NZ(K I kg3pctcT
hbFdZ2205z Chi wZMZZ8LRzkvPSxgh7k QONRKY EQJt Qseh/ Bx Tf +t SSzRf f kcgNXN
VKVBK+CQUB5z VNVL5XLI PqyyueOCWqYUU39GywznT/ / Jp6d++S4hZKj dI AFf / kH
B205w8nmBhYD+/ EAgnl 2Dwgw2z1 vI vexsi unNAVx CDZDhwEQQW eaO7qoW j Ebg/ M
| p94C33genksj WkOAt OF SKNVt PM gr coSRi 9DD7v6r | hGnet QP7gLt HFITFgbHK
r G rl mpqQCLlc CCCFRcEM CcvzPp4NDx7Q4hoJvPl bXYz3ZKnSyPl 5GBb74ucB19N
dUenK9Dl A57PW wWSUEl Sj vyheKgaVpzdr GOS9d/ xj MRHf f 6/ 3t f f NI / 0Gkx3eXXV
fj FOsyG\N VBXxXFkyFi | n7NxmdAQxVzaKRaPagV9ykLe/ +d4XSz00+I 89r 4GaLr s

j KmvDj sz9XI uKL/ FXOxaASa8j / YoaOWVBUCaJe TFMI TFj 55qBJmXT3Hy Xx BDAet 7
WrnxQDh9ci YW.pOsVYQuTsY+dCT8WskNQGeC/ C3JRVeoVDFaKG+JgLvbYm qp6YB3
D3VWKG GwWi RTYOqPzWPBpGs| uO4cj WENui pn6j 1yyFl |1 Q JGHELU+b8vDFo9+CQ
r6L11 Haxi 2CUXMUAAhMD Yuy VDmMU3VK OFxmHBpr i Yqc6LSwW19Z4Ek EaEdTui TZXDg

uOTLK8I Kt BMh93I AkHI Hy UPWe8Zy C51Kzdb2nt wQWJo7JXwj 6Pt neSCbyZKKbhm
TNB9I 61 Sr c201 3GTql YHWKLQqa8x746YFj +FPR/ r x4j eECOK/ 716kHZ1DXTLLzi W
KaNpl COkLpBv+bdQafi Ht 3qV/ Ni 0j SZ2K5Pcl h3F/ nbl Yx1dsi Z35Hg+bf &/ 75M

npdpi at kZPy7cBS7aJFZMgW 398ei 5WO0AZFCSPp51f ZVDzzY/ | t dRBM2gF8xbOV
| MiRei adeel 5WiP6aGZl 1HUr xy NXa9PkhQvzn1KFFAXECP37B3l Y/ z6Nbr | 9XxTKO
04Cx8b+eqg/ +30OnAt THTgOar HvRI SOKUvZSJvZAORnezi 9wWRDm W2PpvBI OevOFE4g

dEvj vOAFsxkr j wRhW g3Q 6PxVhi Gay6VPG ESWIf HyMz| LcBI50pShuEVSMyzi Z
| JvhNar Eqt dHXElI HTvh85/ Rr N RuluqPhc3i Q dPi yYLI Br za2/ 359g0i | 3HkTkO
Ti 4] VOEas8v+l dEqDgl sVr TcpQ@ivCV0ov85c5uj ar k84dyz9FzwUgniJal gt gVEGD
bMJI UeZnmdbBOSWHx KhQD3+y QAake+zeDDwb X1Z6kEW Th2LC4333f VESUT6) j q]

uBLORzEZczu6p6h4aGT9N VI oKDAuwx kJOO0gy Ac WPFQBWEVWMVK ShE7/ +t gl QD2r C
ENxN6j PYyBch2hVyne/ EEui GoA30xA8B0gLggWEO0ONCEEYnzt RPGSRI QTUYdZ4e
/1 qdOAbMKD8b6s0C8qt xkJLH5hYqOew sNLU42eZK73nxG gOCypRacEKf a4t j 1q

P/ RVi Sg3VDvswVF9/ f bL15pBoqb6l Zf CKBQJET4Y4TAa9TRalyPC3uli abkhE2p6

Z\N2\WYy oDgP3AI H8dZ9uDy GASr SabU8gWBt r Bcc2UWvPrj 4P5LF7r t r 6RWMIWITT 2bkc

ZaaX+vt DGog5RaxqvJBaROby 9wZ+ai ep9VR/ Dm K25A06/ | UBOYMKK7dKKQ r Tye

Epl xyz XdHFA] NUKuwgl j oXhmAé8RXAbhKpZx VKIWSVY T egg6CcwKnQLi 10f FXdG

[/ WOvDPenf Xyt Jr nZupr byq6+7KTsF1r vl ZbVs55RFuy Gey/ e TW/yynUf TFhOuy +
vB6Hc ScegF3V6TI CrvSlpcJQ vPOQACOWKI i G s4H90Y] f Q+8ChzPWInNf 7qU4aGnL

[ 06XngCdMeT+j / NAel | 91CIK62el | | 51 FvPXdl LEZKHB9Lr 9f QJzuEaOj f LG_pf |

Q6AMNS/ Zr gwwSi nDw+zkt SEDUNL XcdBhqJvG7 3wVOMp UIJR/ XMuf WPnFo5+42Ci K
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zhHKz FN+zf +E8 SRVUbDKZar vNpQai / xTUT9eNolar f VO4t RL7ZCr T82gQH3i vKFY
9hSX/ omu9bcWEBQCl 1HW MXDgWAB2 FAEYPNEELY TMpKi s1YONlehdcJ7uAhgF8
enmmtqr XaRDXXOT/ Xf HQSGhM | CDwr ak Q0/ CPTSnde+KZALq/ Bd5zJ0KS/ JheTQ8j

ZzwuMOont O KI Al WVRHf Fj evbVe XSAWeH) JQLQL700uzk9Zr 8L/ t M-/ BDK4mu51 w8S
KKNPy 11w/ uVgRgnl OPW2YbPanUXr umrpt MKKnj oLl cMJu/ pBu2ePsM 4xgaREh5v
gLl / +D/ sawy K/ WFQ FEsur Yrj v/ 7FSg+PQ XAwz 3+M QOvLbLX70Dgpczn2gBb
Fvgf | 8pBKWANT+PgJaxxFf VGreHv UuULJ | JK+Mru5/ DhgeOsbp0JL+3WA1PQBN8w
B5NXKNTQFzAGMa2Tt wAf VOLNJ pRA8WH ahj zwli vbo YMhirvb XaNo CVTHCy ACH5f

f UkWAe784VCO1E78f AU4y| +QSf no+l xr gDvQnEvZTXPhPUy F53nZb Y4AWKX8ul Ht Z
SOVKeRknZx EEagF8/ yPDASRi DP7KKQVEFEt 8GMQGWdr WR+AGxe3Vgc Xdj ma+l g
zJ7As+J2r UKt Ogzj GBEO3VEEX/ f L1ppgChnliwlU7c GSWIPO7ODNRMIvk USzt / M5 P7
zL/ cj hyZ8I 3DSt aRX4Pj G7TEAI 0ZWI6HOAgUYM U+VWx0nB1lhaqDD/ LW 8PcLPEma
OWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAG SFxX s g MAO GCCq GSIVE 9 BAVEA4AGL ADCB
hw] CAP1Y2r 26f xhSYnL7pj EF7aP9Vv4ZzoVf pDf 75VxKTWsvCvz/ CozYhzn6nzka5
18GBRgmMXCAYe88t oLOhdxj T319/ | AkEVyxpodYAl j pbkwV T4a7b4yi oPIvR6S44
6dU955t bns3PFbzhOU8usFhy Xs KRDH7 VBzt +ewdEnPEel 7ud4+F23A==

————— END CERTI FI CATE- - - - -

0 6276: SEQUENCE {
4 6118: SEQUENCE ({

8 3: [0]
10 1: | NTEGER 2
: }
13 20: | NTEGER 40 5C BD 35 25 6A F5 95 C6 E9 06 72 A3 5E 03 27 F6 DE C3 9F
35 10: SEQUENCE {
37 8: OBJECT | DENTI FI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)
: }
47 139: SEQUENCE {
50 11: SET {
52 9: SEQUENCE {
54 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
59 2: PrintableString ' XX
: }
: }
63 53: SET {
65 51: SEQUENCE {
67 3: OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
72 44 UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
118  43: SET {
120  41: SEQUENCE {
122 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
127 34: UTF8Stri ng ' Post-Heffal unp Research Departnent’
: }
: }
163 24: SET {
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165 22
167 3
172 15
189 30
191 13
206  13:
221 47
223 11
225 o
227 3
232 2
236 15
238 13:
240 3
245 6
253 15:
255  13:
257 3
262 6
270 155:
273 16:
275 7
284 b5
201 134
428 5694:
432 5690:

Bonnel |,

SEQUENCE {
OBJECT | DENTI FI ER commonName (2 5 4 3)
UTF8String ' ECDSA Root - Gl
}
}

}

SEQUENCE {
UTCTi me 17/ 10/ 2024 23:37:23 GWT
UTCTi me 15/ 10/ 2034 23:37:23 GWT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryName (2 5 4 6)
PrintableString ' XX
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
UTF8Stri ng ' Hanako’
}

}
SET {

SEQUENCE {

OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)

UTF8Stri ng ' Yamada’

}
}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER ecPubl i cKey (1 2 840 10045 2
OBJECT | DENTI FI ER secp521r1 (1 3 132 0 35)

}
BI T STRING

April

1)

04 00 15 FA 17 17 A0 19 3C E9 18 4E 96 FC BC 0D

AA F9 90 2D 90 4D FD F4 1F 41 07 3F AA DO OF 75
BD 27 81 BD 96 DF 6A DE 55 86 A5 4B B5 3F A7 12

0B 90 86 56 21 5D FE 82 98 2B C5 50 44 66 41 CF

33 7D 6E 01 68 7D 59 49 DF A4 A6 E4 79 7C 98 FA
89 BO DB B2 D1 D4 DE 57 B8 56 AD AA 1D 1F 9A 5E
F9 9C 70 4B 58 55 9E 41 5F 72 84 FA 06 3F 7B 3A

58 FC 10 57 AD DF 2F 26 E5 7B D9 23 DD B2 B3 73
8C 2C F9 CF C3

}
[3] {
SEQUENCE {

et al. Expires 18 COctober 2025
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436 12: SEQUENCE {
438 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
443 1: BOOLEAN TRUE
446 2: OCTET STRING encapsul ates {
448 0: SEQUENCE {}
: }
: }
450 14: SEQUENCE {
452 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
457 1 BOOLEAN TRUE
460 4: OCTET STRING encapsul ates {
462 2: BIT STRING 7 unused bits
: "1'’B (bit 0)
}
: }
466 29: SEQUENCE {
468 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
473 22: OCTET STRING encapsul ates {
475 20: OCTET STRI NG
: 07 84 EC E4 E5 63 31 5C B8 C7 78 D5 FC 61 18 FO
53 C3 8C AD
}
: }
497  31: SEQUENCE {
499 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
504 24. OCTET STRING encapsul ates {
506 22: SEQUENCE {
508 20: [ 0]
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 Cr7
67 73 88 34
}
}}
530 5592: SEQUENCE {
534 10: OBJECT | DENTI FI ER
: del taCertificateDescriptor (2 16 840 1 114027 80 6 1)
546 5576: OCTET STRING encapsul ates {
550 5572: SEQUENCE {
554  20: | NTEGER
: 41 91 BC 8D 0OA 73 58 38 E2 F5 F3 75 EO 03 8C B2
: 81 BC F5 22
576 13: [0] {
578 11: SEQUENCE {
580 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18
: }
: }
591 143: [1] {
594 140: SEQUENCE {
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597 11: SET {
599 9: SEQUENCE {
601 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
606 2: Printabl eString ' XX
' }
: }
610 53: SET {
612 51: SEQUENCE {
614 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
619  44: UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
665  43: SET {
667  41: SEQUENCE {
669 3: OBJECT | DENTI FI ER
: organi zational UnitName (2 5 4 11)
674 34 UTF8String ' Post-Heffal unp Research Departnent’
: }
: }
710 25: SET {
712 23: SEQUENCE {
714 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
719 16: UTF8String ' M.- DSA Root - Gl
: }
}
}
: }
737 1970: SEQUENCE {
741 11: SEQUENCE {
743 9: OBJECT IDENTIFIER "2 16 840 1 101 3 4 3 18
: }
754 1953: BI T STRI NG
: 87 70 BA DO 8A 30 8B 78 07 32 D2 AF A0 38 19 D6
01 EE 96 92 B8 8B CA D7 FF E2 8E 23 D9 4A 8C CA
F8 05 4A 98 29 E3 3C D2 34 3D A1 DO A8 D4 1D E9
4E 91 BE EF DC 50 56 96 5A 92 5D 95 09 D8 43 13
OE 1C 76 9F 89 67 6D 65 C1 58 4E FO 40 70 31 51
4F 13 19 38 17 74 F3 F7 8F 89 DB 2D 17 A9 5C 78
4D 21 9B 78 9C DA 6A A3 D5 12 C2 55 FF E2 A3 04
6A F5 05 45 0C 14 69 78 64 02 BO 7B 9F B8 EC 40
[ Anot her 1824 bytes skipped ]
: }
2711 99: [4] {
2713 97: SEQUENCE {
2715 15: SEQUENCE {
2717 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
2722 1: BOOLEAN TRUE
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2725 5
2727 3
2729 1.
2732 14:
2734 3
2739 1.
2742  4:
2744  2:
2748  29:
2750  3:
2755  22:
2757  20:
2779 31
2781  3:
2786 24
2788  22:
2790  20:
2812 3310:
Bonnel |,

A Mechani sm for Encoding Differences in April

OCTET STRING encapsul ates {
SEQUENCE ({

BOOLEAN TRUE

}

}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 1 unused bit
1100001’ B

}

}
SEQUENCE {
OBJECT | DENTI FI ER
subj ect Keyl dentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
49 74 6C 51 42 21 E5 9F BB 91 E4 A3 35 4B E3 01
4D 90 90 8E

}

}
SEQUENCE {

OBJECT | DENTI FI ER

aut horityKeyldentifier (2 5 29 35)

OCTET STRING encapsul ates {

SEQUENCE {

[ 0]

9B 07 B4 A4 75 C4 BC 91 5D 35 E0O C9 Al Cl 62 E2

77 55 D6 3F

}
}
}
}

}
BI T STRI NG
60 AF 87 6F D4 86 6C 62 D5 46 5D 94 92 04 4A C7
84 DO 1E 5D E6 5D 23 D7 4F A9 3F 90 CO CF 32 B6
F5 3F 82 74 70 8D 4F 11 FB BB 64 12 CC A5 48 EC
F9 61 BA E7 EF 22 D1 B2 8B 43 F6 BF 87 45 81 DD
5F BD 65 89 E1 OF 12 48 61 15 EB F4 73 EO A5 FC
3D 5E 31 46 CE 5E EB F6 9A DF DF 77 5A 72 22 11
F7 C2 8D 39 A2 6C FE ¢4 92 21 E4 84 69 B2 C7 6C
66 E2 9D 75 D7 D6 E3 57 29 BB 53 DE 16 93 D8 84
[ Anot her 3181 bytes skipped ]

}

}
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}
}
}

: }
6126 10: SEQUENCE {
6128 8: OBJECT | DENTI FI ER ecdsaWthSHA512 (1 2 840 10045 4 3 4)

: }
6138 139: BIT STRING encapsul ates {
6142 135: SEQUENCE {
6145  66: | NTEGER
: 00 FD 58 DA BD BA 7F 18 52 62 62 FB A6 31 05 ED
A3 FD 57 86 73 Al 57 E9 OD FE F9 57 12 93 5B AB
C2 BF 3F C2 A3 36 21 CE 7E A6 66 46 B9 D7 Cl 81
46 09 97 0B 86 1E F3 CB 68 2C E8 5D C6 34 F7 D7
: DF E5
6213  65: | NTEGER
: 15 CB 1A 68 75 80 25 8E 96 E4 C1 58 D3 E1 AE DB
E3 28 A8 3C 9B D1 E9 2E 38 E9 D5 3D E7 9B 5B 9E
CD CF 15 BC E1 39 4F 2E BO 58 72 5E C2 91 OC 7E
CC 07 3B 7E 7B OF 44 9C F1 1E 97 BB 9D E3 E1 76
DC
}
}
}

B.3. Dual use exanple
B.3.1. EC signing end-entity certificate
This is an end-entity signing certificate which certifies an EC key.

----- BEG N CERTI FI CATE- - - - -

M | CYTCCAcOgAW BAgl UVCcVNF i coi pRs4c6JBi F731Vt DLAWCGYI KoZl zj OEAWQW
gYsxCz AJBgNVBAYTAI hYMIUMMNYDVQRKDCx Sh3I hbCBIbnNOaXR1dGUgb2 YgUHVi

bd j I Et | eSBIbnmzy YXNOcnVj dHVY ZTEr MCk GALUEOMM UGSz dCll ZWZmyWk 1 b XAg
Unvz ZWFy Y2 ggRGVWYXJ 0bVWud DEYMBY GALT UEAWMMPRUNEUOEg UMDV A CAL | Ecx VB4 X
DTl OMIAXNz| zMzcy MLoOXDTMDMTAXNTI z Mz cy MLowlz EL MAk GA1UEBhMCWFgx Dz AN
BgNVBAoMBkhhbnfr bz EPMAO GAL UECMVGNAFt YWRh MFkwEWYHKoZI zj 0CAQYI KoZI

zj 0DAQc DQyAEbg5nK9aDw+9pl ASgz CANc YRugXSf aW TH3Kg6t h/ mBhybPv XHs FG
EnmdZu3a+S/ 5RPm w78UoBMol qR+Tf no16NgMF4wWDAYDVROTAQH BAI wADAOBgNV
HQBBAf 8EBAMCB4 AWHQYDVROOBBYEFK] Gaf j ydnEr t BzZOVM Lz 51 P9Jq/ MB8GALUd
I wQYMBaAFQuj 01 t R/ hLcz CFmh4 UPniviinc 4g0MAo GCCq GSMA 9 BAMVEA4 GLADCBhwJ B
G3d8oj 0t hpSntl 85xLuvA97wW QKRhdGXwPt zO7VeceH3seM ORoCLPKOGBG d1l i RL
t znhz71 bmvbS64Whx Qe4 QawCQgFe T1babH2MEBLT+NGXI KAOazi t PL1LA/ r ynYoD
bi ndt P08t x1 a8BwI2MGL706nr Lc+z+Pst QqXgQdha/ f n97PA==

————— END CERTI FI CATE- - - - -
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47
50
52

59

63

67
72

118
120
122
127

163
165
167
172

189
191
206

221
223
225
227
232

236

Bonnel |,

53:
51:

44:

43:
41:

34:
24:
22:

15:

30:
13:
13:

47:
11:

15:

SEQUENCE {
SEQUENCE {
[ O]
| NTEGER 2

}
I NTEGER 55 C5 4D 7E 27 28 8A 94 6C E1 CE 89 06 21 7B DF 55 6D 0C BO
SEQUENCE {

OBJECT | DENTI FI ER ecdsaW t hSHA512 (1 2 840 10045 4 3 4)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)
PrintableString ' XX
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
UTF8Stri ng
"Royal Institute of Public Key Infrastructure’
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
UTF8Stri ng ' Post-Heffal unp Research Departnent’

}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER commonName (2 5 4 3)
UTF8String ' ECDSA Root - Gl
}
}

}

SEQUENCE {
UTCTi me 17/ 10/ 2024 23:37:23 GWT
UTCTi me 15/ 10/ 2034 23:37:23 GWT

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryName (2 5 4 6)
PrintableString ' XX

}
}
SET {
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238 13 SEQUENCE ({
240 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
245 6 UTF8Stri ng ' Hanako’
}
: }
253 15: SET {
255 13: SEQUENCE {
257 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
262 6: UTF8Stri ng ' Yamada’
: }
}
: }
270 89: SEQUENCE {
272 19: SEQUENCE {
274 7: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
283 8: OBJECT | DENTI FI ER prinme256vl (1 2 840 10045 3 1 7)
: }
293 66: BI T STRI NG
: 04 6E OE 66 2B D6 83 C3 EF 69 20 04 A0 CC 20 0D
71 84 6E 81 74 9F 69 6B 53 1F 72 A0 EA D8 7F 9B
C8 72 6C FB D7 1E Cl1 46 12 79 B8 66 ED DA F9 2F
F9 44 F9 88 C3 BF 14 A0 13 29 22 A4 7E 4D F9 E8
D7
: }
361 96: [ 3]
363 94: SEQUENCE {
365 12: SEQUENCE {
367 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
372 1 BOOLEAN TRUE
375 2: OCTET STRING encapsul ates {
377 0: SEQUENCE {}
: }
: }
379 14 SEQUENCE {
381 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
386 1: BOOLEAN TRUE
389 4: OCTET STRING encapsul ates {
391 2: BIT STRING 7 unused bits
: "1'B (bit 0)
: }
395 29: SEQUENCE {
397 3: OBJECT | DENTI FI ER subj ect Keyldentifier (2 5 29 14)
402 22: OCTET STRING encapsul ates {
404 20: OCTET STRI NG
: A8 C6 C1 F8 F2 76 71 2B B4 1C CE 54 C8 8B CF 99
4F F4 9A BF

}
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: }
426 31: SEQUENCE ({
428  3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
433 24 OCTET STRING encapsul ates {
435 22: SEQUENCE {
437 20: [0]
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 C7
67 73 88 34
}
}
}
}
}
}

459 10: SEQUENCE {
461 8  OBJECT | DENTIFIER ecdsaWthSHA512 (1 2 840 10045 4 3 4)

- }
471 139: BIT STRING encapsul ates {
475 135: SEQUENCE {
478 65: | NTEGER
: 3B 77 7C A2 3D 2D 86 94 A6 48 8F 39 C4 BB AF 03
DE FO FD 02 91 85 D1 97 C0 FB 73 3B B5 5C 78 7D
EC 78 C8 8E 46 80 8B 3C A3 BC 19 F7 75 96 24 4B
B7 39 E1 CF B2 1B 99 56 D2 EB 85 9B C5 07 B8 41
: AC
545 66: | NTEGER
: 01 5E 4F 56 DA 6C 7D 8C 10 12 D3 F8 D1 97 20 A0
34 6B 38 AD 3F 5D 4B 03 FA F2 9D 8A 03 6E 29 DD
B4 FD 3C B7 12 1A F3 OF 4E D8 C8 46 D7 BD 3A 9E
B2 DC FB 3F 8F B2 D4 2A 5E 04 10 E6 16 BF 7E 7F
7B 3C

}
}
}

B.3.2. EC dual use end-entity certificate with encoded Delta
Certificate

This is an end-entity key exchange certificate which certifies an EC
key. It contains a Delta Certificate Descriptor extension which

i ncludes sufficient information to the recreate the EC signing end-
entity certificate.
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----- BEG N CERTI FI CATE- - - - -

M | Dz TCCAy6gAWM BAgl UczxcVsNa7MduSs598vuGat GLDul wCgY! KoZl zj OEAWQW
gYsxCz AJBgNVBAYTAI hYMIUmMnY DVQRKDCx Sh3l hbCBIbnNOaXR1dGUgh2YgUHVi
bd j | Et | eSBIbnmzy YXNOcnVj dHVY ZTEr MCk GALTUEOMmM UGSz dCll ZWZmyWk 1 b XAg
UnVz ZWFy Y2ggRGVWYXJ 0bWud DEYMBY GAL UEAWMMPRUNEUOEgUnBvd CAtL | Ecx VB4 X
DTl OMTAXNz| zMzcy MLOXDTMOMTAXNTI z Mz cy MLowlz EL MAK GA1TUEBhMCWFgx Dz AN
BgNvBAoMBk hhbnr bz EPMAO GALUEOMVGWAFE YWRhIVHYWEAYHKo0ZI zj 0CAQYFK4EE
ACI DYgAE+qgn8l aZ5hVFuf LvTuni WWMQa9d0YCyNi OmROr r cukSy0FgozyJq7hc
0802pJ5uRRLVYsULgHNf xL+TvwRRr 6eWJJ E8v0dCUc cuCFPAVbxwf 7Hj cp5NSsFn
J2| | r vzgo4l Br DCCAagwDAYDVROTAQH BAI wADAOBgNVHQBBAf 8 EBAMCAWGWHQYD
VROOBBYEFAHpr r 1J3zZ279gGlks EzN8BHW/t Cz VB8 GALUdI wQYMBaAFCQuj Ol t R/ hlLc
zCFmh4UPmvidnc4g0M | BRgYKYI ZI AYb6al AGAQSCATYwggEy AhRVxUL+Jyi Kl Gzh
zokd Xvf VW) Ms DBZMBMGBY q GSVA9 Ag EGCCq GSMA9 AWEHAOI ABAAQZi vW8PvaSAE
oMwgDXGEboFON2| r Ux9yoOr Yf 5vI cnme 71x7BRhIS5uGot 2vkv+UT5i MO FKATKSKkK
f k356 Nek MT Av MA4 GA1 Ud DWEB/ WQEAW Hg DAdBg NVHQA EFgQUgMoB+PJ2¢ SuOHVBU
yl vPml) Onr 8DgYsAM GHAKE7d3yi PS2G KZI j znEu68D3vDIApGFOZf A+3Mrt Vx4
fexdyl 5Gg1 s807wWZ93WN Eu3CeHPshuzVt Lr hZvFB7hBr AJCAV5PVt psf YWQEt P4
0ZcgoDRr OKO/ XUs D+vKdi gNuKd20/ Ty3Ehr zDO7YyEbXvTgest z7P4+y1CpeBBDm
Fr 9+f 3s8MA0GCCqGSMA9BAMEA4GVADCBI AJCAXr | aCet U/ F7+TDKkYBj EaHRZEU]j y
DL21 c08Eu+i DBRvzuYj xul KCJaRFr cbegcVW8D8MTIkr JWBb0j 9Pkl XuLB51wAk| B
0/ 4Tx4hhUQE SCBNx 70m&2k Ce HpgZB62K3b3Pt ypQJt UM ZS5XgBhl j UUTmdsaQt A
Wi 1V+cwAnegnul68l 431 Qz0=

————— END CERTI FI CATE- - - - -

0 973: SEQUENCE {
4 814: SEQUENCE {

8 3 [0] {
10 1: | NTEGER 2
: }
13 20: I NTEGER 73 3C 5C 56 C3 5A EC CF 6E 4A CE 7D F2 FB 86 6A D1 8B OE E2
35 10: SEQUENCE {
37 8 OBJECT | DENTI FI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)
: }
47 139: SEQUENCE {
50 11: SET {
52 9: SEQUENCE {
54 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
59 2: PrintableString ' XX
: }
: }
63 53: SET {
65 51: SEQUENCE {
67 3: OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
72 44: UTF8Stri ng
: "Royal Institute of Public Key Infrastructure’
}
: }
118 43: SET {
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120 41: SEQUENCE {
122 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
127 34: UTF8Stri ng ' Post-Heffal unp Research Departnent’
: }
: }
163 24: SET {
165 22: SEQUENCE {
167  3: OBJECT | DENTI FI ER commonName (2 5 4 3)
172 15: UTF8String ' ECDSA Root - Gl’
: }
}
: }
189 30: SEQUENCE {
191 13: UTCTi nre 17/ 10/ 2024 23:37:23 GVl
206 13: UTCTi me 15/ 10/ 2034 23:37:23 GVI
: }
221 47: SEQUENCE {
223 11: SET {
225 9: SEQUENCE {
227 3: OBJECT | DENTI FI ER countryName (2 5 4 6)
232 2: PrintableString ' XX
: }
: }
236 15: SET {
238 13: SEQUENCE {
240 3: OBJECT | DENTI FI ER organi zati onName (2 5 4 10)
245 6: UTF8St ri ng ' Hanako’
: }
: }
253 15: SET {
255 13: SEQUENCE {
257 3: OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
262 6: UTF8Stri ng ’ Yanada’
: }
}
: }
270 118: SEQUENCE {
272 16: SEQUENCE {
274 T: OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
283 5: OBJECT | DENTI FI ER secp384r1 (1 3 132 0 34)
: }
290 98: BIT STRI NG

04 FA A9 BC 21 A6 79 85 51 6E 7C BB D3 BA 78 96

5A 74 28 6B D7 74 60 2C 8D 88 E9 90 D8 EA EB 72

E9 12 CB 41 60 A3 3C 89 AB B8 5C 83 CA 36 A4 9E

6E 45 12 D5 CA C5 35 80 73 5F C4 BF 93 BF 04 51

AF A7 96 50 91 3C BF 47 42 51 C7 2E 08 53 C0 55
69

BC 70 7F B1 E3 72 9E 4D 4A C1 67 27 48 AE FC
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EO
: }
390 428: [ 3]
394 424: SEQUENCE {
398 12: SEQUENCE {
400 3 OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
405 1: BOOLEAN TRUE
408 2: OCTET STRING encapsul ates {
410 O: SEQUENCE {}
: }
: }
412  14: SEQUENCE {
414  3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
419 1: BOOLEAN TRUE
422 4: OCTET STRING encapsul ates {
424 2: BIT STRING 3 unused bits
: '10000’ B (bit 4)
}
: }
428 29: SEQUENCE {
430 3 OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
435 22: OCTET STRING encapsul ates {
437 20: OCTET STRI NG
: 01 E9 AE BD 49 DF 36 7B 80 6D 64 B0 4C CD FO 11
CC EE DO B3
}
: }
459 31: SEQUENCE {
461 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
466 24 OCTET STRING encapsul ates {
468 22: SEQUENCE {
470 20: [ 0]
: EB A3 DO 8B 51 FE 12 DC CC 21 66 87 85 OF 98 C7
67 73 88 34
}
}
: }
492 326: SEQUENCE {
496 10: OBJECT | DENTI FI ER
: deltaCertificateDescriptor (2 16 840 1 114027 80 6 1)
508 310: OCTET STRING encapsul ates {
512 306: SEQUENCE {
516 20: | NTEGER
: 55 C5 4D 7E 27 28 8A 94 6C E1 CE 89 06 21 7B DF
: 55 6D 0C BO
538 89: SEQUENCE {
540 19: SEQUENCE {
542 7. OBJECT | DENTI FI ER ecPublicKey (1 2 840 10045 2 1)
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551 8: OBJECT | DENTI FI ER prime256vl (1 2 840 10045 3 1 7)

: }
561 66: BI T STRI NG
: 04 6E OE 66 2B D6 83 C3 EF 69 20 04 A0 CC 20 0D
71 84 6E 81 74 9F 69 6B 53 1F 72 A0 EA D8 7F 9B
C8 72 6C FB D7 1E Cl1 46 12 79 B8 66 ED DA F9 2F
F9 44 F9 88 C3 BF 14 A0 13 29 22 A4 7E 4D F9 E8

D7
: }
629 49: [4] {
631 47: SEQUENCE {
633 14: SEQUENCE {
635 3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
640 1: BOOLEAN TRUE
643 4: OCTET STRING encapsul ates {
645 2: BIT STRING 7 unused bits
: "1'’B (bit 0)
}
: }
649 29: SEQUENCE {
651  3: OBJECT | DENTI FI ER subj ect Keyldentifier (2 5 29 14)
656 22: OCTET STRING encapsul ates {
658 20: OCTET STRI NG
: A8 C6 C1 F8 F2 76 71 2B B4 1C CE 54 C8 8B CF 99
4F F4 9A BF
}
}
}
: }
680 139: BIT STRING encapsul ates {
684 135: SEQUENCE {
687 65: | NTEGER
: 3B 77 7C A2 3D 2D 86 94 A6 48 8F 39 C4 BB AF 03
DE FO FD 02 91 85 D1 97 C0 FB 73 3B B5 5C 78 7D
EC 78 C8 8E 46 80 8B 3C A3 BC 19 F7 75 96 24 4B
B7 39 E1 CF B2 1B 99 56 D2 EB 85 9B C5 07 B8 41
: AC
754 66: | NTEGER

01 5E 4F 56 DA 6C 7D 8C 10 12 D3 F8 D1 97 20 A0
34 6B 38 AD 3F 5D 4B 03 FA F2 9D 8A 03 6E 29 DD
B4 FD 3C B7 12 1A F3 OF 4E D8 C8 46 D7 BD 3A 9E
B2 DC FB 3F 8F B2 D4 2A 5E 04 10 E6 16 BF 7E 7F
7B 3C
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}
}

1 }
822 10: SEQUENCE {
824 8  OBJECT | DENTIFI ER ecdsaWt hSHA512 (1 2 840 10045 4 3 4)

- }
834 140: BIT STRING encapsul ates {
838 136: SEQUENCE ({
841 66: | NTEGER
: 01 7A C8 68 27 AD 53 F1 7B F9 30 E4 60 18 C4 68
74 59 12 E8 F2 0C BD 88 73 4F 04 BB E8 83 05 1B
F3 B9 88 F1 BA 54 OA 08 96 91 16 B7 1B 7A 07 16
FO 3F 0C 4E 4A C9 5B C6 F4 8F D3 E4 21 7B 8B 07
: 9D 70
909 66: | NTEGER
: 01 D3 FE 13 C7 88 61 51 OE 92 08 13 71 EF 49 86
DA 43 9E 1E 98 19 07 AD 8A DD BD CF B7 2A 4E 26
D5 16 4D 94 B9 5E 00 61 96 35 14 4E 67 6C 69 0B
40 C2 2D 55 F9 CC 00 9D E8 26 BB 5E BC 97 8D E5
43 3D
}
}
}

Acknowl edgrent s
TODO acknow edge.

Aut hors’ Addresses
C. Bonnel

Di gi Cert
Emai | : corey. bonnel | @i gi cert.com

J. Gay
Ent r ust
Emai | : john. gray@ntrust.com

D. Hook
KeyFact or
Emei | : davi d. hook@eyfact or. com

T. Okubo
Di gi Cert
Emai | : tonofum . okubo@li gi cert.com

Bonnel |, et al. Expires 18 COctober 2025 [ Page 51]



I nternet-Draft A Mechani sm for Encoding Differences in April 2025

M Qunsworth
Ent r ust
Emai | : m ke. ounswort h@ntrust.com

Bonnel |, et al. Expires 18 COctober 2025 [ Page 52]



