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Abst r act

The TCP header can acconmpdates 40 octets of TCP options. However,
nmodern applications nay require nore than 40 octets of TCP Opti ons.
Therefore, this document describes an experinment that extends the TCP
Options field. |If this experinent is successful, it will dempnstrate
that the extension procedures described herein are inplenentable and
deployable. It will also denpbnstrate that they naintain backwards
conpatibility.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 21 January 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Figure 1 depicts a TCP [ RFC9293] segnent.
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Figure 1. TCP Segnent

Every TCP segnent contains a header. Some TCP segnents al so contain
dat a.

Each field in the TCP header, except for the last, has a fixed
length. The fixed length fields in the TCP header occupy 20 octets.
One of these fields is called the Data Ofset field.

The last field in the TCP header is called the Options field. When
present, the Options field contains a list of TCP options [ TCPOPTS].
Its length varies fromO to 40 octets.

The Data OFfset field represents the offset of the Data field in the
TCP segnent, measured in 4-octet units. The Data Offset field al so
determnes the length of the Options field. This is because the
Options field consunmes all of the space between the fixed |length
fields in the TCP header and the Data field.

The Data Ofset field contains 4 bits. So, its value ranges
nominally fromO to 15. However, the value of the Data Ofset field
must be 5 or greater. This is because the Data field nust follow the
fixed length fields in the TCP header. As stated above, those fields
occupy 20 octets.
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Because the value of the Data Ofset field cannot exceed 15, the
of fset of the Data field cannot exceed 60 and the |length of the
Options field cannot exceed 40 (i.e., 60 m nus 20).

Modern applications may require nore than 40 octets of TCP Options.
Therefore, this docunment describes an experinent that extends the TCP
Options field. |If this experiment is successful, it will denobnstrate
that the extension procedures described herein are inplenentable and
depl oyable. It will also dempnstrate that they maintain backwards
conpatibility.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Extending The TCP Options field
According to [ RFC9293]:
* The Data Ofset field nust have a value of 5 or greater

* TCP Options can be present only when the Data Offset field has a
val ue greater than 5.

This docunent allows the Data Ofset field to have a val ue of 0.
When the Data Offset field has a value of 0, the format of the TCP
Options field is as depicted in Figure 2.

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Length | Reserved |
R i T i e i i S e S S e S
I

I ndi vi dual Options
:l-— i S i i S i s S S S S S S S i S e o o +
Figure 2: TCP Options
* Length: 8-bit unsigned integer. Represents the |length of the TCP

Options field, including the length and reserved fields. Masured
in 4-octet units. Value MJST be greater than 10.
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6.

* Reserved: MUST be set to 0 by the sender and MJST be ignored by
the receiver.

* Individual Options: Defined in [ RFC9293].

When a TCP segnent contains 40 bytes of TCP Options or fewer, it MJST
be formatted exactly as described in [RFC9293]. Wen a TCP segnent
contains nore than 40 bytes of TCP Options, the Data Ofset field
MJST be equal to 0 and the Options field MIST be formatted as
described in this section.

When the Data Offset field is equal to 0, a TCP segnent can incl ude
over 1,000 bytes of options. Wile this nay be required in the
distant future, it is RECOMVENDED that TCP options not exceed 256
byt es.

Checksum Consi der ati ons

As per [RFC9293], checksunms are cal cul ated over the entire Qptions
field.

Si gnal i ng

TCP endpoints that can process segnents with Data Offset equal to O
MUST signal their ability to do so. They can use the Extended
Options Permitted (EOP) Option to do so. |If a TCP endpoint sends an

EOP Option, it nust do so during connection establishment. Figure 3
depicts the EOP Option.

Figure 3: Extended Options Permitted Option
* Kind - Extended Options Pernitted (EPO. Value TBD
* Length - MJST be equal to 2.
TCP endpoints also can signal their ability to process segnents with
Data Ofset equal to 0 by sending such a segnent during connection

est abl i shnent .

TCP endpoi nts MJST nai ntain per-connection state regarding their
peers’ ability to process segments with Data O fset equal to O.

Backwar ds Conpati bility Considerations
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6.1. Extended Options Used During Connection Establishnent
VWhen one TCP endpoint is not capabl e of processing segnents with Data
O fset equal to 0, and such a segnent is sent during connection
establishnent, the segnent will be ignored and the connection wll
not establi sh.

6.2. Extended Options Used During Connection Establishment
Once a TCP session has been established, TCP inplenentati ons MJST NOT
send segnments with Data Offset equal to O unless their peer has
signaled the ability to process them

6.3. M ddl eboxes and Accel erators
Legacy m ddl eboxes and hardware accel erators di scard packets with
Data Ofset equal to 0. Therefore, this experinent should not be
performed in the presence of such devices.

7. Security Considerations
TBD

8. | ANA Consi derati ons
I ANA is requested to add the following entry to the "TCP Option Kind
Nunbers” registry (https://ww.iana. org/assi gnments/tcp-paraneters/
t cp- par anet ers. xht ml #t cp- par anet er s- 1)
| Kind | Length | Meaning | Reference |
| TBD | 2 | Extended Options Permitted | This document |

Figure 4: | ANA Actions

9. Experinmental Results
Parties participating in this experinent should publish experinmenta
results within one year of the publication of this docunent
Experimental results should address the foll ow ng:
* Effort required to depl oy

- Was depl oynent incremental or network-w de?

- Was there a need to synchronize configurations at each node or
coul d nodes be configured i ndependentl|y?
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- Did the deploynent require hardware upgrade?

* Scal e of depl oynent

* |Interoperability
- Did you deploy two interoperable inplenmentations?
- Did you experience interoperability probl ens?

* FEffectiveness and sufficiency of OAM nechani sns
- Did Wreshark work?
- Did TCPDUWP wor k?
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