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Abst ract

Thi s docunent introduces a new | Pv6 Destination Option called the CRH
Hel per. The CRH Hel per is used with the Conpact Routing Header (CRH)
[RFC 9631]. It contains information required to convert a CRH SID to
the 1 Pv6 address of a interface on a packet’'s delivery path.

Because the CRH Hel per contains this information, it elimnates the
need for a CRHFIB. It also elimnates the need for CRH FI B support
in the control plane.

The CRH hel per is useful in underlay networks, where all interfaces
are nunbered froma few /112 or /96 prefixes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 April 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction
| Pv6 [ RFC8200] source nodes use Routing Headers to steer packets
through a specified delivery path. Figure 1 depicts a generic |Pv6
Rout i ng Header.
i I S T S S i I S A SHE N SR

| Next Header | Hdr Ext Len | Routing Type | Segnents Left |
R et e s i o e s i i

type-specific data
R et e s i o e s i i

Figure 1: Generic |IPv6 Routing Header
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In Figure 1, type-specific data represents a list of interfaces.
Dependi ng upon the Routing Type, a packet traverses these interfaces

in forward or reverse order. |If the packet traverses the interfaces
in forward order, the last interface in the list is the packet’s
ultimate destination. |If the packet traverses the interfaces in

reverse order, the first packet in the list is the packet’s ultinmate
destination. The packet nmay also traverse other interfaces that are
not in the list.

The | ETF has defined several Routing Types [V6RTG . [RFC9631]
defines two of these. Collectively, they are called the Conpact
Routing Headers (CRH). Individually, they are called the CRH 16 and
CRH 32. Figure 2 depicts the CRH-16 while Figure 3 depicts the CRH
32.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Next Header | Hdr Ext Len | Routing Type | Segnments Left |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| SI O 0] | SI O 1] |
R R S S N S R SR o T T S S T R S ik S S S e S S
I
+-

i R R T i o R
Figure 2: The CRH 16 Routing Type
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| Next Header | Hdr Ext Len | Routing Type | Segnments Left |
i T s i o S i i S R I S I S S S M
+ SI D[ 0] +
B T S i T s i i e e SEI S
+ SO 1] +
R i T I e T S S e S TR S T e i I S e S e e e e o o

T S S i oI S S S S S S S
Figure 3: The CRH 32 Routing Type
In the CRH 16 and in the CRH-32, each CRH SID identifies an entry in

the CRH Forwarding Information Base (CRHFIB). Each CRHFIB entry
identifies an interface on the packet’s delivery path.
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Li,

Thi s docunent introduces a new | Pv6 Destination Option called the CRH
Hel per. The CRH Hel per contains the information required to convert
a CRH SIDto the I1Pv6 address of a interface on a packet’s delivery
path. Therefore, the CRH Hel per elinmnates the need for a CRH FI B.
It also elimnates the need for CRH FIB support in the control plane.

The CRH hel per is useful in underlay networks, where all interfaces
are nunbered froma few /112 or /96 prefixes.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The CRH Hel per

The CRH Hel per is I Pv6 Destination Option. It MAY occur in packets
that contain a CRH It SHOULD NOT occur in packets that do not
contain a CRH. If it occurs in a packet that does not include a CRH,
it MJST be ignored by the receiver.

The CRH Hel per MAY occur in a Destination Option Header that precedes
a Routing Header. |If it occurs in any other |Pv6 extension header,
it MIUST be ignored by the receiver.

Figure 4 depicts the CRH Hel per option.

e e T i i e
| Option Type | Opt Data Len | Helpers
i T S S T s 1k o1 TSN

Figure 4. The CRH Hel per Option

* (Option Type - (8 bits) RFC3692-style Experinment. Value Ox9E. See
NOTE bel ow.

* (Opt Data Len - (8 bits) Length of the option, in octets, excluding
the Option Type and Option Length fields.

* Helpers - (variable length). One or nore single helper fields, as
depicted in Figure 5. Helper fields MIST be sorted in by their
Hi gh SID value, in ascending order. See below. If they are not
sorted correctly, the receiver MIST discard the packet and send an
| CMPv6 [ RFC4443] Paraneter Probl em nessage, Code 0, to the source,
pointing to the first incorrectly sorted Hel per field.
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Figure 5 depicts a single helper field.

T S S T TN

| Helper Len | Hgh SID | Prefix
R s e e e e e o ST T T T

Figure 5: A Single Helper Field

* Helper Len - (8 bits) Length of the Helper, in octets, excluding
the Hel per Length field. MJST be greater than 2 and | ess than 16

* High SID- (8 bits) The index of the highest CRH SID to which this
hel per appli es.

* Prefix - (Variable I ength) The high-order bits of an | Pv6 address.

NOTE: For this experinent, the Option Type is set to '10011110’,

i.e., OX9E. The highest-order two bits are set to 10 indicating that
the required action by a destination node that does not recognize the
option is to discard the packet and send an | CMP nmessage. The third
hi ghest-order bit is set to O indicating that Option Data cannot be
nodi fi ed al ong the path between the packet’s source and its
destination. The remaining |oworder bits are set to '11110" to
indicate the single I Pv6 Destination Option Type code point avail abl e
in the registry for experinmentation

4. CRH Processing
4.1. In The Absence O The CRH Hel per Option

In the absence of the CRH hel per option, CRH processing is as
described in [ RFC9631].

4.2. In The Presence O the CRH Hel per Option
In the presence of the CRH hel per option is as foll ows:
* |If Hdr Ext Len indicates that the CRH is larger than the
i npl ement ati on can process, discard the packet and send an | CMPv6

Par amet er Probl em Code 0, nessage to the Source Address, pointing
to the Hdr Ext Len field.

* Conpute L, the minimum CRH | ength as described in section 5.1 of
[ RFC9631] .

* |f Lis greater than Hdr Ext Len, discard the packet and send an
| CMPv6 Paranmeter Problem Code 6, nessage to the Source Address,
pointing to the Segnents Left field.
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* Decrenent Segnents Left.

* Search the CRH Hel per Option for a CRH Hel per that applies to the
current CRH SID' In this docunent, the "current CRH SID' is the
CRH SID list entry referenced by the Segnents Left field.

* |f the search does not return a CRH Hel per, discard the packet and
send an | CMPv6 Paraneter Problem Code 0, nmessage to the Source
Address, pointing to the current SID

* Set the Destination Address field in the | Pv6 header to ::0.

* Overwite the high-order bits of the Destination Address field in
the 1Pv6 header with the prefix fromthe CRH Hel per.

* Overwite the |oworder bits of the Destination Address field in
the | Pv6 header with the current CRH.

* |f Segnents Left is greater than O and the Destination Address is
a multicast address, discard the packet and send an | CMPv6
Par amet er Probl em Code 0, nmessage to the Source Address, pointing
to the current SID. (This prevents packet storns.)

*  Forward the packet

5. Relationship To RHO

When used with the CRH Hel per, the CRHis functionally identical to

the deprecated Type 0 Routing Header (RHO) [RFC5095]. It differs

only in that its encoding is nore conpact when used in comon

under |l ay nunbering schenes.

For exanple, assunme the foll ow ng:

* An underlay network nunbers all of its interfaces froma /112

* An I Pv6 delivery path traverses 5 of those interfaces

RHO required 88 bytes to encode that delivery path. The sane

delivery path can be encoded with a 16 byte CRH 16 and a 20 byte CRH

Hel per (total: 36 bytes).

When used with the CRH Hel per option, the CRH inherits security
considerations fromRHO. See Section 8 for details.

Li, et al. Expires 4 April 2026 [ Page 6]



I nternet-Draft CRH Hel per Option Cct ober 2025

6. Depl oynment Considerations

Sone networ ks discard packets that include |Pv6 Destination Qptions.
This is an inpedi nent to depl oynent.

Because the CRH Hel per Option uses an experinental code point, there
is arisk of collisions with other experinents. Specifically, the
egress PE may process packets from anot her experimnment that uses the
same code point.

It is expected that, as with all experinents with | ETF protocols,
care is taken by the operator to ensure that all nodes participating
in an experinent are carefully configured

Because the CRH Hel per Destination Option uses an experinmental code
poi nt, processing of this option MJUST be di sabl ed by default.
Explicit configuration is required to enable processing of the
opti on.

7. | ANA Consi derations
Thi s docunent does not mamke any | ANA requests.

8. Security Considerations
[ RFC9631] inherits security considerations from[RFC5095] and this
docunent inherits security considerations from[RFCO631]. [RFC9631]
addresses the security considerations inheritted from[RFC5095] by
restricting CRH deploynent to a community of trusted nodes. It also
descri bes several nethods by which trust can be verified.
Because the CRH Hel per is processed only in the presence of the CRH
it introduces no security considerations beyond those described in
[ RFC9631] .

9. Experinmental Results
Parties participating in this experinent should publish experinmenta
results within one year of the publication of this docunent.
Experimental results should address the foll ow ng:
* Effort required to depl oy

- Was depl oynent incremental or network-w de?

- Was there a need to synchronize configurations at each node or
coul d nodes be configured i ndependentl|y?
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- Did the deploynent require hardware upgrade?
* Effort required to secure
- Perfornance inpact
- FEffectiveness of risk nmitigation with ACLs
- Cost of risk mtigation with ACLs
* Mechani smused to populate the FIB
* Scal e of depl oynent
* Interoperability
- Did you deploy two interoperable inplenmentations?
- Did you experience interoperability problenms?
* FEffectiveness and sufficiency of OAM nechani sns
- Did PI NG work?
-  Did TRACERQUTE wor k?
- Did Wreshark work?
- Did TCPDUWMP wor k?
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