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Abst ract

Large Language Mddel (LLM -based agent systens increasingly invoke
external tools and data sources, yet the epistem c provenance of
consunmed data remains architecturally unregul ated. Data crossing
tool -call boundaries acquires the apparent trustworthiness of the
interface rather than reflecting the institutional standing of its
actual source -- a phenonenon terned "semantic |aundering."

Thi s docunent specifies the Warrant Certificate Authority (WCA): an
end-to-end cryptographic attestation infrastructure that certifies
data sources, not data content. WCA introduces a provenance | ayer
satisfying reference nonitor properties (conplete nediation,

t anper proof ness, verifiability) for all agent-to-tool interactions.
The architecture draws on the PKI trust nodel, OS provenance

paradi gns (I MA, CanFl ow, LPM, and supply-chain security frameworks
(SLSA, in-toto).

Thi s docunment defines data structures for tool-call attestation,
warrant certificates, and a trust hierarchy of certificate
authorities. 1t specifies the provenance-Ilayer protocol and

i ntroduces Warrant Attestation Levels (WAL-O through WAL-3) as a
graduat ed adopti on franmework anal ogous to SLSA build | evels.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The rapi d depl oynent of Large Language Model (LLM -based agent
architectures has created a category of data provenance ri sk that

exi sting security frameworks do not address. Wen Al agents invoke
external tools -- APls, databases, web scrapers, know edge graphs --
they inplicitly trust the data returned. A response froma trusted
APl may have originated froma retracted study passed through severa
interpretive |ayers, yet the agent treats all tool outputs uniformy
as "tool output," conflating the channel’s trustworthiness with the
content’s actual provenance.
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This problemis structurally anal ogous to the bl ockchain oracle

probl em [ CHAI NLI NK], where snmart contracts nmust rely on external data
feeds without the ability to verify their correctness on-chain.
However, Al-agent systens face an additional dinension: not nerely
data accuracy, but preservation of epistemc justification across
architectural boundari es.

Prior work [ SEMANTI C-LAUNDERI NG fornalized two phenomena

* \Warrant Erosion: the inevitable degradation of epistenic
justification through interpretive processing.

* Semantic Laundering: the acquisition of unwarranted credibility by
data crossing trusted tool boundaries, constituting a channel-to-
content trust conflation.

The sane aut hors [ RESPONSI BI LI TY- VACUUM denobnstrated that hunman
over si ght undergoes a phase transition from genuine eval uation to
ritualized approval at sufficient throughput, establishing that
cont ent - eval uati ng nedi ators cannot scal e.

Thi s docunent specifies the Warrant Certificate Authority (WCA), an
infrastructure that certifies data sources rather than data content.
The key insight is architectural: just as PKI Certificate Authorities
certify server identity without evaluating web page content, WCA
certifies the institutional standing of data sources wi thout judging
the truth of individual responses.

This design is structurally anal ogous to provenance |ayers in
operating systens:

* |IMA (Integrity Measurement Architecture) [IMA] tracks what code
ran on a systemvia kernel -1 evel neasurenment and TPM anchori ng.

* CanfFl ow [ CAMFLOW tracks all information flows as a provenance
nmonitor satisfying the reference nonitor concept.

* LPM (Li nux Provenance Mddul es) [LPM provides 170 provenance hooks
parallel to LSM security hooks with 2. 7% over head.

* PASS [ PASS] introduced provenance-aware storage at the fil esystem
| evel

None of these systems eval uate the correctness or meaning of the data
they track. They provide conplete, tanperproof, verifiable records
of what happened. WCA provides the sane for Al agent tool calls: not
judgrment, but attestation
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Thi s docunent nakes the follow ng contributions:

1. Specification of data structures for tool-call attestation,
warrant certificates, and a hierarchical trust nodel for
certificate authorities.

2. A provenance-layer protocol satisfying reference nonitor
properties (conplete mediation, tamperproofness, verifiability)
for Al agent tool calls.

3. Warrant Attestation Levels (WAL-O0 t hrough WAL-3): a graduated
adoption framework anal ogous to SLSA [SLSA] build |evels,
provi di ng practical deploynment nil estones.

4. Non-interference requirements and mitigation strategies for
medi ated sel f-1icensing risks.

5. Security anal ysis covering response substitution, self-Ilicensing,
replay attacks, source inpersonation, and attestation |og
t anmperi ng.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The following terms are used throughout this docunent:

Agent: An LLM based systemthat invokes external tools and data
sources to acconplish tasks.

Attestation: A cryptographically signed record binding a specific
query to a specific response froman identified source at a
specific tine.

Attestation Log: An append-only, hash-chai ned sequence of
attestation records maintai ned by the provenance | ayer.

Channel -to- Content Trust Conflation: The error of treating a
conmuni cati on channel’s trustworthiness as evidence for the
trustworthi ness of specific data transmtted through that channel

Domain WCA:  An internediate certificate authority covering a
specific epistem c donmain, subordinate to a Root WCA
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3.

Epi stenic Domain: A bounded field of know edge within which a
source’s institutional authority applies (e.g., "pharnacol ogy",
"| egal -records")

Epi stemic Warrant: The structured justification backing a
proposition, conprising observations, inference rules, and
institutional attestations. WCA operationalizes only the
institutional attestation conponent.

Institutional Anchor: The organi zational basis for a source’s
authority within its epistem c donain.

Non-Interference: The condition that an agent is purely a consumer
of registered source data, with no pathway to nodify or influence
what registered sources store or return

Provenance Layer: The nandatory internediary conponent that nedi ates
all tool calls between agent and external sources.

Root WCA: The top-level certificate authority in a WCA hierarchy.

Semanti ¢ Laundering: The phenomenon whereby weakly warranted data
acqui res unwarranted epistem c status by crossing a trusted tool -
call boundary.

Sel f-Licensing: The condition where an agent generates a proposition
and subsequently treats it as externally warranted.

Source: An external systemthat provides data to agents via too
calls.

Trusted Source Registry: A registry maintained by WCA operators
containing registered sources with their public keys, epistemc
domai ns, and institutional anchors.

Warrant Certificate (W): A conmpound data structure conprising a
tool-call attestation, the source’'s certificate, and a chain proof
to a trusted Root WCA.

Warrant Attestation Level (WAL): One of four graduated |evels (WAL-0
t hrough WAL-3) specifying increasing provenance guarantees for
agent systens.

Winstitutional (s, D): The institutional warrant of source s in
domai n D.

Pr obl em St at enent
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3.1. Warrant Erosion
Epi stemic warrant is a structured object, not a scalar:

warrant(p) = <O |, S>

wher e:
O = {observations groundi ng p}
I {adm ssible inference rules deriving p fromG
S = {signed attestations frominstitutional sources}

For any interpretive process f:
warrant (f(p)) is a subset of warrant(p) by O and I
Interpretation can only | ose observations and inference rul es, never
gain them This is the Warrant Erosion Principle
[ SEMANTI C- LAUNDERI NG .
3.2. Semantic Laundering

Semantic | aundering occurs when:

Laundering(p, t) iff
S(p) = {} AND trusted(t) AND agent_assigns(Wp) >= Wnin)

Data wi thout institutional attestation gains "warranted" status
solely by crossing a trusted tool-call interface. This constitutes
channel -to-content trust conflation.

3.3. Insufficiency of Content-Evaluating Mediators
For any nedi ator Mthat eval uates content:
eval uates_content(M inplies
there exists boundary b_M such that
Laundering(p, b_M is possible
The argument proceeds in four steps: (a) Mnust identify proposition
boundari es (semantic judgnent), (b) Mnust define canonical
representations (representational assunptions), (c) Mnust assign
warrant status (ritualizes under throughput [RESPONSI BILI TY-VACUUM),
(d) Ms "certified" |abel becones a new | aunderi ng channel .

This result notivates WCA's design: certify sources, not content.
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4. Architecture Overview

4.1. Design Principle
WCA certifies sources, not content. This distinction avoids the
medi ator vulnerability. Evaluating content requires semantic
judgrment that scal es poorly; certifying provenance requires only
identity verification and institutional audit -- operations performed
at registration time, not per-query.

4.2. System Conponents
A WCA depl oynent consists of:
* Root WCA: Top-level certificate authority.

* Domain WCAs: Internediate CAs for specific epistenic donmains.

* Trusted Source Registry (R): Authorized data sources with keys and
domai n assi gnment s.

* Provenance Layer: Enforcenment conponent nediating all tool calls.
* Attestation Log (L): Append-only, hash-chained transaction | og.

* Registered Sources: Data providers inplementing WCA si gni ng.
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5. Data Structures
5.1. Trusted Source Registry Entry
{
"source_id": "urn:wca: sour ce: <nane>",
"public_key": "<SubjectPublicKeylnfo>",
"domai n": "urn: wca: domai n: <domai n- nane>",
"anchor": { "organization": "...", "basis": "..." },
"valid fronm: "<DateTinme>",
"valid until": "<DateTi me>",
"issuer_wca": "urn:wca:authority: <wca- nanme>",
"revocation": { "crl_uri": "...", "ocsp_uri": "..." }
}

source_id: dobally unique URI using the "urn:wca:source:" prefix.
public_key: MJST be ECDSA P-256 [RFC6979] or Ed25519 [ RFC8032].

domai n:  MJST be fromthe WCA Epi stem ¢ Domain Registry
(Section 12.3).

anchor: Institutional basis for authority, popul ated during
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registration audit.

valid_from/ valid_ until: Validity period. Source certificates
SHOULD have a maxi mumvalidity of one year. Renewal requires re-
audi t.

5.2. Tool-Call Attestation
For query g fromagent a to source s returning response r:
signature = Sign(K priv_s,
H(query || response || tinmestanp ||
nonce || agent_id))
where Sign() i s ECDSA-P256- SHA256 [ RFC6979] or Ed25519 [ RFC8032], H()
i s SHA-256 [ RFC6234], and || denotes concatenation of canonical byte
encodi ngs.

Each field MJUST be prefixed with a 4-byte big-endian | ength foll owed
by the field bytes.

The source MUST sign the binding of all five conmponents. Nonce
i nclusion prevents replay; agent _id inclusion prevents cross-agent
substitution.

Pr ot ocol :

1. Agent generates query g and cryptographically random nonce n (>=
16 bytes).

2. Provenance layer forwards (g, agent_id, n) to source s.
3. Source conputes response r.

4. Source obtains tinmestanp tau froma trusted tine source.
5.  Source conputes signature.

6. Source returns (r, tau, signature).

7. Provenance |ayer verifies using K pub_s fromR

5.3. Warrant Certificate
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{
"attestation": "<Tool Cal | Attestati on>",
"source_certificate": "<SourceCertificate>",
"chai n_proof": ["<CertificateChai nEntry>"]
}

The SourceCertificate issuer_signature is:

i ssuer_signature = Sign(K_priv_WCA,
H(source_id || public_key ||
domain || anchor ||
valid_from || valid_until))

5.4. WCA Certificate

{
"wea_id": "urn:wca: aut hority: <nanme>",
"public_key": " <Subj ect Publ i cKeyl nf o>",
"domai n_scope": ["urn:wca: domai n: <d1>", "..."],
"trust_anchor": { "organization": "...", "basis": "..." },
"parent _wca": "urn:wca: aut hority: <parent>" or null,
"valid front: "<Dat eTi me>",
"valid_ until": "<Dat eTi me>",
"parent _signature": "<OCTET STRING" or null

}

Root WCA certificates are self-signed. Domain WCA certificates MJST
be signed by their parent WCA. WCA key pairs MJUST be generated and
stored in HSMs. Root WCA key generation MJST use multi-party key
cerenony procedures.

5.5. Attestation Log Entry

{
"sequence_nunber": 42,
"query": "<exact bytes>",
"source_id": "urn:wca: sour ce: <nane>",
"response": "<exact bytes>",
"signature": "<baseb4>",
"timestanmp”: "<Dat eTi me>",
"warrant_cert": "<WarrantCertificate>",
"previous_hash": "<hex>",
"entry_hash": " <hex>"

}
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entry _hash is conputed over all preceding fields. previous_hash
links to the predecessor. The |og MIST be append-only.
| mpl enent ati ons SHOULD periodically commt the chain head to an
external transparency | og.

6. WCA Trust Hierarchy

6.1. Root WCA
* MJST store private key in HSMwith nulti-party access controls.

*  MJST use of fline key storage.

* MUIST maintain Certificate Transparency |og of issued Domai n WCA
certificates.

* SHOULD be operated by a consortium or standards body.

6.2. Domain WCA
* MJIST have certificate signed by Root or parent Domai n WCA
*  MJST specify donai n_scope.

*  MUIST performinstitutional audit before issuing source
certificates.

* MJST maintain CRL or operate OCSP responder
Exanpl e hi erarchy:
Root WCA (gl obal trust anchor)
+-- Health WCA (nedici ne, pharnmacol ogy, genonics)
| +-- urn:wca: source: fda-drugi nteracti ons-v3

| +-- urn:wca: source: pubned- api -v2

+-- Legal WCA (Il egal -records, court-rulings)
| +-- urn:wca: source: pacer-federal -courts

+-- Meteorol ogi cal WCA (weat her, clinate)
+-- urn:wca: sour ce: noaa- weat her-api -v3

6.3. Source Certificates
I ssuance requires: (1) institutional audit, (2) key verification, (3)

domai n validation. Certificates SHOULD have maxi mum one-year
validity. Renewal MJST include re-audit.

Bondar Expi res 2 Septenber 2026 [ Page 12]



Internet-Draft WCA March 2026

6.4. Certificate Lifecycle
I ssuance -> Active -> Renewal (with re-audit) or Revocati on.
Revocation triggers: key conprom se, institutional standing change,
m srepresentation of data sourcing, WCA operator determ nation.

Provenance | ayer MJUST check revocati on before accepting signatures.
I mpl enent ati ons SHOULD cache revocation status (max 24 hours).

7. Provenance Layer Protocol
7.1. Protocol Flow

Step 1 - Query Registration: Agent submits query g with fresh nonce
n. Provenance |ayer records (q, agent_id, n, timestanp_local).

Step 2 - Source Lookup: Consult R verify source is registered and
certificate is valid. |If invalid, MJST reject and |l og rejection
with reason code.

Step 3 - Query Routing: Forward (g, agent_id, n) to source over
aut henti cated channel. SHOULD use niLS.

Step 4 - Response Receipt: Source conmputes r, obtains tau, signs
bi nding, returns (r, tau, signature).

Step 5 - Signhature Verification: Verify using K pub_s from Cert_s.
On failure, MJST reject, MJST log failure, MJST NOT deliver to
agent .

Step 6 - Warrant Certificate Construction: Assenble WC =
(Att(qg,s,r), Cert_s, ChainProof).

Step 7 - Attestation Log Append: Append e i = (seq.i, g, s_id, r,
signature, tau, WC, H(e {i-1})).

Step 8 - Delivery or Rejection: Deliver (r, WC) or rejection notice.
Rej ected data MJST NOT enter agent reasoni ng context.

Warrant assignnent upon delivery:

Winstitutional (s, D)
0

Wr | valid WC fromsource s in donain D)
Wr | invalid WC or absent WO)

7.2. Reference Mnitor Properties

The provenance | ayer MJUST satisfy three properties per [ ANDERSON] and
[ CAMFLOW :
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RML - Conplete Mediation: Every external data access by the agent
MJUST pass through the provenance | ayer. The agent MJST NOT have
direct network access to external sources. SHOULD be enforced via
network isolation

RV2 - Tanperproofness: Attestation |og MJST be append-only and hash-
chai ned

RVMB - Verifiability: Any party with | og access and public keys MJST
be able to independently verify every entry.

7.3. Attestation Log

The | og MIUST be append-only and hash-chai ned. |nplenmentations SHOULD
replicate to external audit services. SHOULD define retention policy
per regulatory context. SHOULD periodically comrmit chain head to
external transparency | og.

8. Warrant Attestation Levels

8.1. WAL-0: No Provenance
Baseline state. No guarantees. Default for current agent systens.

8.2. WAL-1: Provenance Exists
Source identification recorded; cryptographic verification MAY be
absent. Provenance |ayer MJST | og source identity and responses.
Post-hoc attribution possible but not cryptographically verified.
Adoption cost: miniml (mddleware only).

8.3. WAL-2: Signed Provenance
Sour ces MJST sign responses per Section 5.2. Source keys MJST be
certified by Domain WCA. Provenance | ayer MJST verify signatures.
Guar ant ees: query-response binding, source authenticity, anti-
| aundering bound. Adoption cost: noderate.

8.4. WAL-3: Full Verification
Provenance | ayer MJST satisfy RML-RM3. Al tool calls MJST be | ogged
in hash-chained attestation | og. Agents MJST generate signed queries
with nonces. Non-interference MJST be enforced or M2 MJST be

i mpl emented (Section 9.3). Guarantees: all five security properties
(Appendi x A). Adoption cost: highest.
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| Use Case | Mn WAL | Rationale |
[ gt ————————————————— L ———— =l —p—_——(—(————————r
| Exploratory research | WAL-0 | Low stakes |
e S TRy +
| General info retrieval | WAL-1 | Post-hoc review |
e T e T oo mmeeemeeaaaas +
| Business intelligence | WAL-2 | Source verify |
S S R o e e e oo +
| Medical decision support | WAL-3 | Safety-critical |
e S TRy +
| Legal research | WAL-3 | Regul atory |
e T e T dememmeeemeeaaaas +
| Financial trading | WAL-3 | Fiduciary duty |
S S R o e e e oo +
Table 1

8.5. Mgration Path
Phase 1 (WAL-0 to WAL-1): Deploy |ogging mddl eware. Phase 2 (WAL-1
to WAL-2): Source signing + Domain WCA setup. Phase 3 (WAL-2 to WAL-
3): Full RML-RMB + attestation |og.

9. Non-Interference Requirenents

9.1. Definition
Agent a satisfies non-interference w.r.t. registry Riff:
Nl-1: a has no wite access to any registered source s in R

Nl -2: a does not control or operate any registered source s in R

Nl -3: a cannot influence the stored state of any upstream system
feeding s in R

WAL- 3 depl oyments MJUST enforce non-interference or inplement an
equi val ent mtigation.

9.2. Mediated Sel f-Licensing Risk
Wien NI-1 is violated, the followi ng | oop is possible:
1. Agent generates content.

2. Agent wites content to registered source.
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9. 3.

10.

10.

10.

3. Agent queries that source.

4. Source returns content with valid signature.

5. Provenance | ayer issues WC

6. Agent’s own content carries institutional warrant.

TLA+ nodel checking confirnms: with non-interference, 286 states
exploreq, no self-licensing. Wthout: counterexanple in 3
transitions.

Mtigation Strategies

WAL- 3 depl oyments MJUST enforce at | east one:

ML - Non-Interference at Deploynent: Read-only access to registered
sources. Strongest nitigation.

M2 - Origin-Aware Warrant Assignment: |If data in source was witten
by agent a, queries froma receive W= 0.

MB - Institutional Transformation Gate: Agent-witten data undergoes
institutional process (peer review, QA) before becom ng queryable
wi th warrant.

I ntegration Considerations
1. Agent Franework Integration
LangChai n/ LangGraph: Provenance | ayer as BaseTool .i nvoke() wrapper.

Aut oGen/ A@: Shared provenance | ayer at tool execution boundary.

Model Context Protocol (MCP): MCP servers inplenent signing, MP
clients verify via provenance | ayer.

OpenAl Function Calling / Anthropic Tool Use: Provenance |ayer w aps
function execution step.

2. Source-Side Requirenents
Sources at WAL-2+ MJST: generate key pair (ECDSA P-256 or Ed25519),
i mpl ement signi ng endpoi nt, undergo institutional audit, inplenent

certificate renewal and key rotation.

Sour ces SHOULD: use HSMs, inplement rate limting, nonitor for
anomal ous si gni ng.
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10.

11.

11.

11.

11.

11.

11.

3. Performance Considerations

Per - query overhead: sub-mllisecond for cryptographic operations.
Ed25519 signs at ~70K ops/sec, verifies at ~30K ops/sec. SHA-256 >1
GB/s. Domi nated by network | atency.

LPM denmonstrated 2. 7% overhead for whol e-system kernel provenance;
WCA at tool-call granularity is expected negligible.

Security Considerations
1. Threat Mbdel
Attacker can: MTMtraffic, operate malicious sources, inject
unattested data, replay responses, inpersonate sources, tanmper with
| og.
Trust assunptions: Root WCA key security (HSM, sound crypto
primtives, correct RML-RMB enforcenent, institutional audit at

regi stration.

Qut of scope: registered source providing incorrect data (source
quality, not provenance).

2. Response Substitution

Def ense: signature covers H(q || r || tau || nonce || agent_id).
Modi fication detected. Residual: key conprom se (standard PKI
mtigations).

3. Agent Self-Licensing

Def ense: non-interference prevents registration and indirect

pat hways. W= 0 for agent-generated propositions. Residual: N
vi ol ati on enabl es nedi ated self-licensing (Section 9.3).

4. Replay Attacks

Def ense: nonce in signature binding. Timestanmp enabl es freshness.
I mpl enent ati ons MUST use >= 16 byte random nonces.

5. Source | npersonation

Def ense: certificate chain to Root WCA. Resi dual : WCA conproni se.
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11.

11.

11.

12.

12.

12.

6. WCA Conprom se

Def ense: HSMs, nulti-party cerenonies, CT |ogs, CRLs/OCSP, short-
lived certificates.

7. Attestation Log Tanpering

Def ense: hash chain; nodification cascades. External transparency
| og anchoring for additional assurance.

8. Limtations
WCA does NOT defend agai nst: source inaccuracy, donmain m snmatch,
agent reasoning errors, WCA-source collusion, interpretive warrant
erosion (but preserves originals in log for audit).

I ANA Consi derati ons
1. WCA URN Nanespace

Thi s docunent requests registration of formal URN namespace "wca" per
[ RFC8141] .

Syntax: urn:wca:<entity-type>:<entity-name>
Entity types: "authority", "source", "domain".
2. WAL Level Registry

New | ANA registry "Warrant Attestation Level s":

[ ety S p—p—p—p e p—p—p—p—(—(—————r L
| Level | Nane | Reference |
[ el e fumsfems e ey e
| O | No Provenance | This docunent |
L I T +
| 1 | Provenance Exists | This docunment |
B S, o e e e e m e i oo Fom e e e oo - +
| 2 | Signed Provenance | This docunent |
E o e e oo oo oo R +
| 3 | Full Verification | This docunent |
L I T +

Table 2

New | evel s require Standards Action [ RFC8126].
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12.3. WCA Epistenic Domain Registry

New | ANA registry "WCA Epistemic Domains” with initial entries:

B ety e el
| Domain | Description |
| phar macol ogy | Drug data, interactions |
o e e e e oo oo T +
| medical-records | Cinical records |
e +
| nedical-lit | Peer-reviewed nedical literature |
IR e T Y +
| legal -records | Court records, filings |
o e e e e oo oo T +
| legal-lit | Legal schol arship |
N +
| neteorol ogy | Weather, climate |
T e T Y +
| genomics | Genom c sequences |
o e e e e oo oo T +
| financial-reg | Regulatory filings |
e +
| financial-mrket | Market data |
IR e T Y +
| geospati al | Geographic, satellite data |
o e e e e oo oo T +
Table 3

New domai ns require Specification Required [ RFC8126] .
12. 4. WCA Medi a Types

application/wea-warrant-certificate+json: JSON serialization of
Warrant Certificates.

application/wca-attestation-1og+json: JSON serialization of
Attestation Log entries.
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Appendi x A,  Formal Security Properties
Al'l properties assune RML- RMB and EUF- CVA sighature security.
A.1. Property 1: No Channel - Based Senmantic Launderi ng

For all p received by agent a: Wp) <= Winstitutional (source(p)).
Data cannot gain warrant above source’'s institutional standing.

A. 2. Property 2: Self-Licensing Prevention under Non-Interference

For all p generated by agent a: if Nonlnterference(a, R then Wp) =
0.

A. 3. Property 3: Provenance Conpl et eness

For all data d in agent context: either d has attestation log entry
with valid W2, or Wd) = 0.

A. 4. Property 4: Query-Response Bi nding

Valid signature inmplies r is exactly what source s returned to query
g at time tau. Substitution detectable.
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A.5. Property 5: Warrant Erosion Auditability

Agent interpretation may degrade warrant, but original data and
attestation are always recoverable fromlog L.

A. 6. Conposability

Mul ti-hop chains: Wfinal) = mn_i(Winstitutional (source_i)). No
| aundering through conposition.

Appendi x B. TLA+ Mbdel Summary
Model verified with TLC
* WCA Strict.cfg (non-interference): PASS, 286 states.
*  WCA Medi at edLoop.cfg (NI violated): FAIL, counterexanple in 3
transitions (agent generates, wites to source, queries back with

warrant > 0).

Appendi x C. Conparison with Related Systens

[ e sl Ll ey o
| Di nension | Covered By | WCA |
| Agent identity | BAID, D Ds+VCs, SPIFFE | -- |
o e e e e e e e e m o o e e e e e e e e oo o - R, +
| Execution environnent | Orega, TEEs | -- |
O e S D +
| Action audit trails | PROV- AGENT, VFA, MAIF | -- |
T T re e T Fommma - +
| Access control | CaMeL | -- |
o e e e e e e e e m o o e e e e e e e e oo o - R, +
| Prompt/context integrity | Auth. Pronpts, ClV | -- |
e e S D +
| Qutput signing | RAG Sign | -- |
T T T re e T Fommma - +
| *Data source warrant* | * NONE* | *YES* |
o e e e e e e e e m o o e e e e e e e e oo o - R, +
| *Anti-channel -1 aunderi ng* | * NONE* | *YES* |
O e S D +
| *Self-licensing prevention* | *NONE* | *YES* |
T T L e T Fommma - +
| *End-to-end attestation* | * NONE* | *YES* |
o e e e e e e e e m o o e e e e e e e e oo o - R, +

Tabl e 4
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Appendi x D. JSON Serialization Exanpl es

D.1. Warrant Certificate

"attestation": {

"query": "GET /interactions?drug_a=i buprof en&rug_b=warfarin",
"source_id": "urn:wca: source: fda-druginteractions-v3",
"response”: "{\"interaction\":\"major\",\"severity\":\"high\"}",

"timestanmp": "2026-02-12T14: 30: 002",
"nonce": "a7f3c9eld4b2f 6a8e0c7d3b5a9f 1e2c4",
"agent _id": "urn:agent: nmedi cal -advi sor-v2",
"signature": "MEUCI QD.../base64...=="

}

ource_certificate": {
"source_id": "urn:wca: source: fda-drugi nteractions-v3",
"public_key": "M-kwEwYHKoZl zj 0. ../base64...",
"domai n": "urn:wca: dorai n: phar nacol ogy",
"anchor": {
"organi zation": "U. S. Food and Drug Adninistration”,
"basis": "Federal regulatory mandate",
"audit _date": "2026-01-15"
},
"valid_fronm: "2026-01-01T00: 00: 00Z",
"valid_until": "2027-01-01T00: 00: 00Z",
"issuer_wca_id": "urn:wca:authority: heal th-wca-us",
"issuer_signature": "MEUC QCX. ../ base64...=="
}

,hain_proof": [

"wea_id": "urn:wca:authority: health-wca-us",
"parent": "urn:wca: authority:root-wca-gl obal -v1",
"signature”: "MEYCl QDp.../base64...=="
}
]
}
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