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Abst ract

Thi s docunent describes the encapsul ati on of emails using RFC2442
format in the payl oad of bundl es of the Bundl e Protocol for the use
case of Del ay-Tol erant Networks(DTN) such as in space conmuni cati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

An important use case of Del ay-Tol erant Networks(DTN) using the
Bundl e Protocol [ RFC9171] is in space comruni cations. Current
scenari os by space agencies[ioag] involves the use of an | P network
on the planetary body and the use of the Bundl e Protocol between

pl anetary bodi es, including Earth. Therefore, there are | P endpoints
at both ends, and then bundl es could be used as a transport of
Internet rel ated application payl oad. This docunent describes the
encapsul ati on of emmils over bundles so that end-users on the renote
end (aka on a planetary body such as Moon or Mars) or processes can
use typical Internet Email software and tools to read/wite emails,
while the emails when transiting in space are encapsul ated into
bundl es of the Bundl e Protocol

It should be noted that in DINs, delays nmay be very |large conpared to
nornmal delays on (Earth) Internet. Therefore, the SMIP [ RFC5321]
"conversation" between the two SMIP peers shoul d be avoi ded since it
will take many round-trips over |ong delays networks to achi eve the
delivery. Therefore, this docunment proposes to encapsul ate the whol e
Emai |, including the envel ope, using the Batch SMIP nedi a-type

[ RFC2442] as a single file into bundles of the Bundl e Protocol

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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Vocabul ary
* Internet: identifies the global IP network on Earth as we know it

* Planetary body: describes Mon, Mars and others. In this
docunent, we only care about ones that woul d have sone |P
net wor ki ng installed

Descri ption

In a typical scenario, the email would be created on (Earth)
Internet, sent using regular delivery (DNS MX records, SMIP, ...) to
a destination address that points to a |location on a planetary body.
That email would arrive to an SMIP server which is connected to the
Bundl e agent[ RFC9171] capabl e of routing bundles to the final Bundle
agent on the other planetary body, who has al so a connection to an
SMIP server. That SMIP server on the other planetary body is
responsible for final delivery on that planetary body network. The
target bundl e protocol service nunmber contained in the bundle is the
one allocated by I ANA per this docunent.

TBD: artwork representation

Thi s docunment assunes that there is a close interaction between a
Mai | Transfer Agent (MIA) and a Bundl e protocol agent, in, for
exanpl e, the formof interprocess comunication. However, the
specific interaction is outside the scope of this docunent and is
left to the inplenentation

Encapsul ati on

The payl oad of the bundle [RFC9171] is a Batch SMIP nedi a-type
content [RFC2442] that includes both the email itself and the
envel ope. A bundle can only contain a single enmil.

If the email is too large to fit in a single bundle, then the bundle
agent uses bundl e fragnentati on as described in section 5.8 of

[ RFC9171] to slice the email into nultiple bundles. It is the
responsability of the receiving bundle agent to properly reassenble
the nmultiple bundl e payl oads into the source enmil.

The receiving bundl e agent will receive the email-containing

bundl e(s) on this docunment specifically assigned | ANA service nunber.
The agent transfers the email to a Mail Transfer Agent(MIA) that wll
deliver to the appropriate |ocation as normal practice on Internet.
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4.

Consi der ati ons

Configuring and deploying an isolated I P network on a planetary body
with local mail servers, DNS servers and email client needs careful
consi deration. For exanple, enails sent between two end-users on the
same planetary body should not go through space |inks down to Earth
and back to the planetary body. This operational consideration is
not described here and is outside the scope of this docunent.

By using the encapsul ation of emails using the [ RFC2442] format,
there is no negotiation and no declaration of capabilities as it is
done in normal SMIP [ RFC5321]. Therefore, the source endpoint has no
way by this solution to know the capabilities of the other endpoint.
Therefore, on the target planetary bodies MIAs shoul d be properly
configured to receive the appropriate kind of emails sent from

anot her pl anetary body.

As with typical SMIP on Internet, it is very possible that either

i mproper configuration or other reasons cause the destination MIA to
reject the email. |In this case, it should send an error using the
same technique on the reverse path, if at least the From address is
parsable. |If the email is not parsable on the destination MIA then
normal operational |ogging shall be used. Similarly to the previous
par agraph, this considerati on of non-negotiation of capabilities is
not described here and is outside the scope of this docunment. It is
however expected that this environnent will be highly configured and
managed, so that such issues shall not happen often

It should be noted that attachnments to emamils will be part of this
encapsul ati on nechani sm by defaul t.

Use case where the endpoint is only a BP agent

There are cases such as a spacecraft currently noving in space where
there nmight be no IP network attached to it and has only a BP agent.
This specification works also as is in this use case, if that device
is augmented by a local IP stack, with an SMIP |istener, where the
final source or destination of the SMIP packet is within the
spacecraft.

Al'ternatives
There are other ways to send enail for this use case.

*  JMAP (RFCB620) could be used but would require http encapsul ation
over bundl e protocol

Bl anchet Expires 2 Cctober 2025 [ Page 4]



Internet-Draft Emai | over Bundl e Protocol March 2025

*  JMAP (RFC8620) JSON encoding of its data nodel could be
encapsul ated with a nedia-type sinmlarly to Batch SMIP

* Batch SMIP coul d be al so encapsulated into a file transfer
protocol such as CFDP and then MIA on both sides woul d have to
wat ch the directory for new upl oaded files and act upon those new
files.

* A file synchronization mechani smsuch as rsync over some transport
could al so be used to synchronize user’s mail stores. This nethod
could work for sonme use cases, but have sone issues. First, if
the del ay between two synchroni sation events is sufficiently Iong,
the origin mail store may contain a | arge amount of emails and be
very big in size, therefore the synchronisation over the DIN
network will be not only a big burden, but m ght contain non
useful data, such as big files that are not relevant to read on
the other side of the DTN network. Moreover, it does not create a
way to exchange emmils between the two end of the DTN network. It
assunmes that the same users are on both sides of the DTN network,
whi ch may well not be the case in nany use cases.

* |nventing a new mail protocol native over bundl e protoco

There are probably other ways to acheive the sane goal. However, we
believe this specification is the nost sinple and effective way. An
implementation is pretty straightforward and coul d | everage al
software and experience of Internet mail. For exanple, with this
solution, it would be possible for an astronaut to use his nobile
phone mail application to read his enmail while not knowing it has
been carried over bundl e protocol for sonme portions of the path.

7. | ANA Consi der ati ons

Thi s docunent requests IANA to all ocate a new Bundl e Protocol service
nunber under the current CBHE Service Numbers and assign it to this
docunent. Description should be: "RFC5322 content (aka Emmil)". |If
the registry is updated to indicate the Bundl e Protocol version, this
specification do apply for both BPv6 and BPv7, as it is agnhostic of
the BP version.

Note to I ANA (to be renoved by the RFC editor): prefer 25 to relate
to the Internet email service, but not a big deal if not.
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8. Security Considerations

Sendi ng any payload with bad data over a space link is a sonewhat DGCS
attack. It is expected that this environment will be highly nanaged
and controlled, therefore, before a bundle is sent, the payload is
properly verified and access control to the space network will be
tightly controll ed.

BPSEC] RFC9172] can be used to provide authentication and encryption
at the Bundl e | ayer.
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