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Abst r act

Thi s docunent defines a Cryptographic Message Syntax (CMB) protected
content type for use with the Resource Public Key Infrastructure
(RPKI) to carry a signature over a detached nessage. This docunent
is an iteration on RPKI Signed Checklists (RSCs) [RFC9323] to include
an explicit purpose and audience, to allow for nore secure autonated
processi ng.

Di scussi on
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. coml AS207960/ dr af t - bl ahaj - si drops-rsm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 27 Septenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

RPKI Si gned Checklists (RSC) [RFC9323] do not signal a purpose, nor
its intended audience. |In the context of processing by humans this
is of little concern as the context in which e.g. a signed PDF was

sent makes its purpose evident. However, in automated machi ne-to-

machi ne protocols these anbiguities can lead to security

vul nerabilities.

To allow for better use of the RPKI in machine-to-nachine
conmmuni cati ons, this docunent defines the RPKI Signed Message (RSM
content type, including an explicit audience and purpose field.

1. Requirenents Language

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, NOT RECOMMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in [BCPl4]

(RFC2119, RFC8174) when, and only when, they appear in all capitals,
as shown here.

Motivation for a new content type

Protocol s can assign the different neanings to the same data. 1In the
context of human-to-human conmmuni cation the worst outcome of this is
often a mere opportunity for a pun; however in the context of

aut omat ed machi ne-t o-machi ne processing this can |l ead to serious
security vulnerabilities.

An RSC wi th anbi guous content could, for exanple, be used in a cross-
protocol replay attack. One might argue that a protocol which is

vul nerable to such a replay attack is a poorly designed one; a
counter-argunment to this is that it should not be possible to design
such a vulnerability into a protocol built on top of RSCs in the
first place.

Further notivation for avoiding such anbiguity in protocols can be
found in Is that ASCII or is it Protobuf? The inportance of types in
crypt ographi ¢ si gnatures.

Profile and Distribution

RSMs follows the Signed Object Tenplate for the RPKI [RFC6488] with
one exception: because RSMs MJST NOT be distributed through the

gl obal RPKI repository system the Subject Information Access (SIA)
extension MJUST be omtted fromthe RSMs X 509 End-Entity (EE)
certificate.
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What constitutes suitable transport for RSMfiles is deliberately
unspecified. In the context of machine-to-machi ne comunication it
is expected that they are attached to an APl request, in a way
conpatible with said API.

3.1. End Entity Certificates
The Certification Authority (CA) MJST only sign one RSMwi th each EE
certificate and MJST generate a new key pair for each new RSM This
type of EE certificate is terned a "one-tine-use" EE certificate
(seeSection 3 of [RFC6487]).

4. Content Type

The eContent Type for an RSMis defined as id-ct-rpkiSi gnedMessage,
with Object ldentifier (OD) 1.2.840.113549.1.9.16.1. TDB.

This O D MJST appear within both the eContent Type in the
encapContent |l nfo object and the Content Type signed attribute in the
signerlnfo object (see[ RFC6488]).

5. Content
The content of an RSMindicates that as arbitrary binary nessage has

been signed with a specific set of Internet Nunber Resources. An RSM
is formally defined as foll ows:
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Rpki Si gnedMessage- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-r pki Si gnedMessage-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

| MPORTS
CONTENT-TYPE, Digest, DigestAl gorithm dentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

| PAddr essOr Range, ASI dOr Range
FROM | PAddr AndASCert Extn -- in [ RFC3779]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) nmod(0)
i d- nod-i p- addr - and- as-i dent (30) }

Resour ceBl ock
FROM i d- nod- r pki Si gnedCheckl i st-2022 -- in [ RFC9323]
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0)
i d- mod- r pki Si gnedCheckl i st-2022(73) };

ct-rpki Si gnedMessage CONTENT- TYPE : : =
{ TYPE Rpki Si gnedMessage
| DENTI FI ED BY i d-ct - si gnedMessage }

i d-ct-signedMessage OBJECT | DENTI FIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-smme(16) id-ct(1l) signedMessage(TBD) }

Rpki Si gnedMessage :: = SEQUENCE {
version [0] | NTEGER DEFAULT O,
pur pose OBJECT | DENTI FI ER
audi ence OBJECT | DENTI FI ER
resour ces Resour ceBl ock,
digestAlgorithm DigestAlgorithmdentifier,
hash Di gest }
END
5.1. Version
The version nunber of the Rpki Si gnedMessage MJUST be O.
M sell & Snijders Expi res 27 Septenber 2025
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5.2. Purpose

The purpose field includes an QD identifying for which purpose the
RSM was cr eat ed.

5.3. Audi ence

The audi ence fields includes an QD identifying for which audi ence
the RSMwas created, or that it was created for the general audience.

5. 4. Resour ces

The resources in an RSM MJUST be constructed as per Section 4.2 of
[ RFC9323] .

5.5. Digest algorithm

The digest algorithmis used to create the nessage di gest of the
attested nessage. This algorithm MJST be a hash al gorithmdefined in
[ RFC7935] .

5.6. Hash

The val ue of the hash field is the cal cul ated nessage di gest of the
attested nessage. This nessage is carried externally to the RSM
That is, an RSMis a detached signature.

6. Well-known audi ences and purposes

It woul d be advantages for inplenmentations to have certain well-known
pur poses and audi ences for uses of RSMs that are intended to be
globally interoperable. To that end this docunent establishes an O D
tree for well-known audi ences and purposes, under 1.3.6.1.5.5.TBD. O
and 1.3.6.1.5.5.TBD. 1 respectively.

6.1. Anyone Audience
VWhen an RSMis intended anyone and everyone SHOULD use the
1.3.6.1.5.5. TBD. 0. 0 audi ence. This should be used sparingly, as its
use can introduce the possibility for cross-protocol attacks.

6. 2. Autononpus System Audi ence
When an RSMis intended for the operator of a specific AS
i mpl ement ors SHOULD use the 1.3.6.1.5.5. TBD. 0. 1. X audi ence, where X

is the intended ASN. That is, an RSMi ntended for AS64496 will have
the audience 1.3.6.1.5.5.TBD. 0. 1. 64496
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7. Validation

The considerations of Section 5 of [RFC9323] also apply to validating
RSMs.

Additionally, a Relying Party MJST verify:

* That the RSMis intended for the purpose that it is being used
for.

* That it is in the intended audi ence of the RSM

8. Security Considerations
The considerations of Section 8 of [RFC9323] also apply to RSMs.
Additionally, RPs MJUST verify the purpose and audi ence fields, and
protocol s SHOULD ensure that the values used in these fields are
speci fic enough to avoid cross-protocol attacks.

9. | ANA Consi derations

9.1. SM Security for Mechani sm Codes

The 1ANA is requested to allocate a new security mechani smunder the
"SM Security for Mechani sm Codes" registry:

B S ey el el s ety

| O D Val ue | Narme | Description | References |

[ oo oo e oo s

| 1.3.6.1.5.5.TBD | rsm | RPKlI Signed Messages | This docunent |

I I I +------ R i i +
Table 1

9.2. SM Security for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)

The 1 ANA is requested to allocate the following in the "SM Security
for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)" registry:

[ ety el Sl o
| Decimal | Description | References |
B oo s s oo s
| TBD | id-ct-rpkiSignedMessage | This docunent |
F---- - - - B T I I S I +

Table 2
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9.3. RPKI Signed hjects

The 1ANA is requested to register the OD for the RSMin the "RPKI
Si gned Obhjects" registry [ RFC6488] as fol |l ows:

| Nare | OD | Reference |
| Signed Message | 1.2.840.113549.1.9.16.1.TBD | This document |
oo - - o e e e e e e e oo - - R +

Table 3
9.4. RPKI Repository Name Schenes

The 1ANA is requested to add the Signed Message file extension to the
"RPKI Repository Nane Schenes" registry [ RFC6481] as foll ows:

| Filenane Extension | RPKI Object | Reference |
[} e ——————————— e —p—p——_——————————— Ll —p—_————r
| .sne | Signed Message | This docunent |
e T +

Table 4

9.5. SM Security for S/MME Mdule ldentifier
(1.2.840.113549.1.9.16.0)

The 1 ANA is requested to allocate the following in the "SM Security
for SSMME Mdule ldentifier (1.2.840.113549.1.9.16.0)" registry:

[ ety e ————(———————————————————————— Ll p—p——_——r
| Decimal | Description | References |
[ sl e sl ety o}
| TBD | id-mod-rpkiSi gnedMessage-2025 | This docunment |
S o m e e e e e e aaa oo oo +

9.6. Media Types

The 1 ANA is requested to register the nedia type "application/rpki-
si gned- message"” in the "Media Types" registry as foll ows:

Type name: application

Subt ype name: rpki-signed- nessage
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Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary

Security considerations: Carries an RPKI Signed Message. This media
type contains no active content.

Interoperability considerations: NA
Publ i shed specification: This docunent
Applications that use this nmedia type: RPKlI operators
Fragnment identifier considerations: NA
Additional information: Content: This nmedia type is a signed
object, as defined in [ RFC6488], which contains a payload of a
list of checksuns as defined in this docunent.
Magi ¢ nunber(s): NA
File extension(s): .rsm

Maci ntosh file type code(s): NA

Person & emai|l address to contact for further information: Q M sell
(q@s207960. net)

I ntended usage: COMVON
Restrictions on usage: NA
Author: Q Msell (g@s207960. net)
Change controller: |ETF
9.7. Newregistries
The 1 ANA is requested to create the follow ng new registries:
*  RPKI Signed Message wel |l -known audiences (1.3.6.1.5.5.TBD. 0)

* RPKI Signed Message wel | - known purposes (1.3.6.1.5.5.TBD. 1)
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9.7.1. RPKI Signed Message wel | - known audi ences

This registry contains the audi ence O Ds which are to be understood
globally. Al values are inthe 1.3.6.1.5.5.TBD.0 tree.

Tenpl at e:

Deci mal integer value of the O D tree node
Description a textual description of the audience
Ref erence where this audience is defined

Initial contents:

ety e ey ey
| Decimal | Description | References |
[ e b ool oo sl oo
| O | d obal Audience | This document |
I F- - e m - - - i +
| 1 | Autononmpbus System | This docunent |
+---- - - - i I I S i I +

Table 6

Val ues are to be allocated under the Specifications Required
pr ocedur e.

9.7.2. RPKI Signed Message wel | - known purposes

This registry contains the purpose O Ds which are to be understood
globally. Al values are in the 1.3.6.1.5.5.TBD. 1 tree.

Tenpl at e:

Deci mal integer value of the OD tree node
Description a textual description of the purpose
Ref erence where this purpose is defined

Initial contents:
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[ oo oo ooy oo
| Decimal | Description | References |
[ Sty s el
| No entries |
I T I eI I IS +

Table 7

Val ues are to be allocated under the Specifications Required
pr ocedur e.
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