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Abst ract

Aut ononobus agents based on | arge | anguage nodel s increasingly perform
consequenti al tasks on behal f of humans and ot her agents.
Denonstrating that recorded agent behavior truthfully represents
actual behavior is essential for accountability, conpliance, and
human oversight. This docunent defines a data format for verifiable
agent conversation records using CDDL, with representations in both
JSON and CBOR. The format captures session nmetadata, nessage
exchanges, tool invocations, reasoning traces, and systemevents in a
structured, extensible CDDL definition for verifiable agent
conversation records. COSE is used as the signing nethod to all ow
for native interoperability in SCITT Transparency Services and the
CDDL definition allows for seem ess integration in Evidence as
specified in RFC 9334. The specification supports cross-vendor
interoperability by defining a conon representation that
acconmpdat es translation fromnultiple existing agent inplenentations
with distinct data structure |ayouts that are typically represented
in JSON.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 29 August 2026
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1.

I nt roducti on

The question of whether the recorded output of an autononous agent
faithfully represents an agent’'s actual behavior has found new
urgency as the nunber of consequential tasks that are delegated to
agents increases rapidly. Autononmous Agents--typically workl oad

i nstances of agentic artificial intelligence (Al) based on | arge

| anguage nodels (LLM--interact with other actors by design. This
creates an interconnected web of agent interactions and conversations
that is currently rarely supervised in a system c manner. In
essence, the two nain types of actors interacting wth autononous
agents are humans and nachines (e.g., other autononous agents), or a
mx of them In agentic Al systens, machine actors interact with

ot her machi ne actors. The number of interactions between machine
actors grows significantly nore than the nunber of interactions

bet ween human actors and machi ne actors. Wile the responsible
parties for agent actions ultimately are hunmans--whether a natura

| egal entity or an organi zation--agents act on behal f of hunmans and
on behal f of other agents. To denonstrate due diligence, responsible
human parties require records of agent behavior to denmonstrate policy
compl i ant behavi or for agents acting under their authority. These
increasingly conplex interactions between nultiple actors that can

al so be triggered by machines (recursively) increase the need to
under st and deci si on maki ng and the chain of thoughts (CoT) of

aut ononous agents, retroactively (i.e., accountability and
auditability after the fact).

The verifiable records of agent conversations that are specified in
this docunment provide an essential basis for operators to detect

di vergences between intended and actual agent behavior after the

i nteraction has concl uded.

For exanpl e:

* An agent authorized to read files might invoke tools to nodify
production systens or exfiltrate sensitive data beyond its
aut hori zati on scope.

* An agent’s visible CoT output mght diverge fromthe reasoning
that actually produced its actions.

* An agent night deliberately underperformduring capability
eval uations while perforning at full capacity during depl oyment.

Thi s docunent defines conversation records representing activities of
aut ononous agents such that |ong-term preservation of the evidentiary
val ue of these records across chains of custody (CoC) is possible.
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Thi s docunent defines verifiable records of agent conversations as a
bui I di ng bl ock towards seven dedi cated goal s:

1. The first goal is to assure that the recording of an agent
conversation (a distinct segment of the interaction with an
aut ononous agent) being proffered is the sane as the agent
conversation that actually occurred.

2. The second goal is to provide a general structure of agent
conversations that can represent nost comon types of agent
conversation frames, is extensible, and allows for future
evol ution of agent conversation conplexity and correspondi ng
actor interaction

3. The third goal is to use existing |IETF building blocks to present
bel i evabl e evi dence about how an agent conversation is recorded
utilizing Evidence generation as laid out in the Renote
ATtestation ProcedureS architecture [ RFC9334].

4. The fourth goal is to use existing | ETF building blocks to render
conversation records auditable after the fact and enabl e non-
repudiation as laid out in the Supply Chain Integrity,
Transparency, and Trust architecture
[I-Dietf-scitt-architecture].

5. The fifth goal is to enable detection of behavioral anonalies in
agent interactions, including unauthorized tool invocations,
i nconsi stenci es between reasoning traces and actions, and
performance nodul ati on across eval uati on and depl oynent contexts,
t hrough structured, conparable conversation records.

6. The sixth goal is to enable cross-vendor interoperability by
defining a common representation for agent conversations that can
be translated frommultiple existing agent inplenmentations with
di stinct native fornats.

7. The seventh goal is to produce records suitable for denonstrating
compliance with energing regulatory requirenents for Al system
docunentation, traceability, and human oversight.

Most agent conversations today are represented in "human-readabl e"
text formats. For exanple, JSON [ STDOO] is considered to be "human-
readabl e" as it can be presented to hunmans in human-conput er-
interfaces (HCl) via off-the-shelf tools, e.g., pre-installed text
editors that all ow such data to be consuned or nodified by humans

The Concise Binary Object Representation (CBOR [STD94]) is used as an
alternative representation next to the established representation
that is JSON
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In this version of the docunment the signing of JSON payl oads is done
via [STDO0]. Using [STDO0] enables interoperability with
Transparency Services specified by the I ETF
[I-D.ietf-scitt-architecture] and enables | owthreshold cross-
application and cross-stakehol der interoperability across the

I nternet.

Note: further inprovenents in support of in-nenory processing,
further conpacting human-readabl e text strings, and using CBOR as an
alternative representation for verifiable records of agent
conversations will follow

1.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

In this docunment, CDDL [ RFC8610] is used to describe the data formats
of agent conversations for JSON and CBOR (with no optim zation for
CBOR, currently).

The reader is assunmed to be faniliar with the vocabul ary and concepts
defined in [RFC9334] and [I-D.ietf-scitt-architecture].

2. Compliance Requirenents for Al Agent Conversation Records

This section identifies the intersection of |ogging, traceability,
and record-keepi ng requi rements across maj or conpliance frameworks
applicable to Al systens. The verifiable agent conversation format
defined in this docunment addresses these requirenents by providing a
standardi zed, cryptographically verifiable record of Al agent

i nteractions.

2.1. Applicable Requirenment Franmeworks

The foll owi ng frameworks were anal yzed for their requirenents on Al
agent traceability and session | ogging:
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B ool el st L g
| Franmework | Jurisdiction | Sector | St at us |
[ ooy oo ool s s e pu et b pu gt
| EU Al Act | EU | Cross-sector |In force |
| [EU_AI _ACT_2024] | | | Aug 2024 |
Fom oo S S S +
| Cyber Resilience Act | EU | Products with|In force |
| [EU_CRA 2024] | | di gital | Dec 2024 |
| | | el emrents | |
o e m e e e e e oo S S TS +
| NIS2 Directive | EU | Essenti al / | Transposed|
| [EU_N S2_2022] | | i mport ant | Cct 2024 |
| | |entities | |
o e e e e e e oo o o m e e e oo - o m e e e oo - Fomm oo - +
| ETSI TS 104 223 | EU | Al systens | Publ i shed |
| [ETSI_TS 104223_2025] | I nternational | | Apr 2025 |
oo S S S +
| SOC 2 Trust Services | US/ | Service | Active |
| Criteria | I nternational | organi zati ons| |
| [AICPA TSC 2017] | | | |
S S S TS +
| FedRAMP | US | Federal cloud| Active |
| [ NI ST_SP_800_53_R5] | | services | |
| [OVB_M 21_31] | | | |
oo S S S +
| PGl DSS [PCI _DSS V4 _0_1] |International |Payment card | Mandatory |
| | | i ndustry | Mar 2025 |
o e m e e e e e oo S S TS +
| 1SO1EC 42001 | I nternational | Al managenent | Publ i shed |
| [1SO_I EC 42001 2023] | | systens | 2023 |
oo S S S +
| FFIEC I T Handbook | US | Fi nanci al | Updat ed |
| [FFIEC_ | T_HANDBOOK 2024] | |institutions |2024 |
o e m e e e e e oo S S TS +
| BSI Al Finance Test | Ger many | Fi nanci al | Publ i shed |
| Criteria | | sector Al | 2024 |
| [BSI_Al _FI NANCE 2024] | | | |
o e e e e e e oo o o m e e e oo - o m e e e oo - Fomm oo - +
| NIST Al 100-2 | US | Cross-sector | Published |
| [NIST_Al_100_2_E2025] | | | 2025 |
Fom oo S S S +
Table 1
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2.2. Common Requirenments |Intersection

The anal ysis of the frameworks |isted above results in el even
categories of requirenments that appear across ALL or MOST franeworKks.
These categories frame and represent a mni num basel i ne that
verifiabl e agent conversation records MJST support.

2.2.1. REQ1: Automatic Event Logging
Al frameworks require automatic, systemgenerated |ogging of events

wi thout reliance on manual recording. Explicit requirenents are
listed as foll ows:

| EU Al Act Art. "Hi gh-risk Al systens shall technically allow |

| 12 for the automatic recording of events (logs)" |
e +
| ETSI TS 104223 | "System Operators shall |og system and user |
| 5.4.2-1 | actions” |
o e e e e oo oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| SOC 2 CC7.2 | "Conplete and chronol ogi cal record of all |
| | user actions and system responses" |
Fom e o m o e o e eeaaoo-- +
| FedRAMP AU 12 | "Audit Record Generation" control requirement |
o e e e o oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| PCl DSS 4.0 | "Audit logs inplenmented to support detection |
| Req 10 | of anonmalies" |
o o m o oo +
| 1'SO 42001 | "Al systemrecording of event | ogs" |
| A 6.2.8 | |
o e e e o oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
Tabl e 2

Mapping to this specification: The entries array in session-trace
captures all events automatically. Each entry represents a discrete,
systemrecorded event with structured netadat a.

2.2.2. REQ2: Tinestanp Requirenents

Most frameworks require precise tenporal information for each | ogged
event. Explicit requirenments are listed as foll ows:
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| EU Al Act Art. 12(2) "Precise timestanps for each usage |

session" (bionetric systens) |

| PCl DSS 4.0 Req 10.6 | "Tine-synchronization nechani sns |
| | support consistent tine settings" |

T o e e e e e e e e e e e e e e +
| SCC 2 | "When the activity was perforned |
| | via tinestanp” |
e YY" +
| NI S2 | "Precise |ogging of when an |
| | incident was first detected" |
T o e e e e e e e e e e e e e e +
Table 3

Mapping to this specification: The timestanp field in each entry uses
abstract-tinmestanp which accepts both RFC 3339 strings and POSI X
Seconds since Epoch, ensuring interoperability across

i mpl ement ati ons.

2.2.3. REQ3: Actor ldentification

Most frameworks require sone attribution of actions to identifiable
actors (human or systen). Explicit requirenents are |listed as

fol |l ows:
| Franmework | Requirenent |
| EU Al Act | "ldentification of the natural persons |
| Art. 12(3)(d) | involved in the verification of results" |
oo o m e e e e e e e e e e e e e e mee—ooon +
| SCC 2 | "The process or user who initiated the |
| | activity (Who)" |
o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| PCl DSS 4.0 | Attribution to "Wo" performed each |
| | action |
oo o m e e e e e e e e e e e e e e mee—ooon +
| FedRAMP AC-2 | Account nanagenent and identification |
oo o m m e e e e e e e e e e e e e eee— oo s +

Table 4
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Mapping to this specification: The contributor type captures actor
attribution with type (human/ai/m xed/ unknown) and opti onal nodel -id.
Session-1evel agent-neta identifies the Al system

2.2.4. REQ 4: Action/Event Type Recording

Al'l frameworks require recording of what action or event occurred.
Explicit requirements are listed as foll ows:

| EU Al Act Art. 12 "Events relevant for identifying |

situations that may result in...risk" |

T +
| ETSI TS 104223 | "Audit |og of changes to system pronpts |
| 5.2.4-3 | or other nodel configuration” |
o e e oo s o m m e e e e e e e e e e e e e e e eee— oo on +
| SOC 2 | "The action they performed such as file |
| | transferred, created, or deleted (Wat)"

o e e e o T +
| PCl DSS 4.0 | "What" conmponent of audit trail |
o e e o s o m e e e e e e e e e e e e e e mee—ooon +

Table 5

Mapping to this specification: The type field in each entry
di scrimnates event types: user, assistant, tool-call, tool-result,
reasoni ng, systemevent.

2.2.5. REQD5: Input/Qutput Recording (Al-Specific)

Al'l Al-specific frameworks require recording of inputs (prompts) and
outputs (responses). Explicit requirenents are |listed as foll ows:
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| EU Al Act Art. "The input data for which the search has

| 12(3)(c) led to a match” |
T e +
| PCl DSS Al | "Logging should be sufficient to audit |
| Guidance | the pronpt inputs and reasoni ng process”
o e T +
| ETSI TS 104223 | "Operation, and |ifecycl e managenent of

| 5.1.2-3 | nodels, datasets and pronpts" |
. T +
| FFIEC VII.D | "Lack of explainability...unclear how |
| | inputs are translated into outputs” |
o e T +

Table 6

Mappi ng to this specification:

*  message-entry (type: "user"): User/systeminput (pronpt)

*  nmessage-entry (type: "assistant"): Mdel response

* tool-call-entry.input: Tool invocation paraneters

* tool-result-entry.output: Tool execution results

* reasoning-entry.content: Chain-of-thought (where avail abl e)
2.2.6. REQ6: Retention Period Requirenments

Most frameworks specify mninumretention periods for audit | ogs.
Explicit requirenments are listed as foll ows:

| EU Al Act Art. 19

| FedRAVP (M21-31) | 12 months active + 18 months col d storage |

| Po Dss 40 | 12 months total, 3 months {mediate access |

D T | Per memver state law )

o e e e oo o m m e e e e e e e e e e e e e e e mem——aoo- +
Table 7

Bi rkhol z, et al. Expi res 29 August 2026 [ Page 11]



I nternet-Draft Verifiable ACRs February 2026

Reconmmendati on: | npl ementati ons SHOULD retain verifiable agent
conversation records for at least 12 nonths to satisfy the nost
common requirenent threshol d.

2.2.7. REQ7: Tanper-Evidence and Integrity Protection

Al frameworks require some protection against unauthorized
nmodi fication of logs. Explicit requirements are listed as foll ows:

[ sl ey o}
| Franework | Requirenent |
| PCl DSS 4.0 Req 10.5 | "Tanper-proof audit trails...logs

| | cannot be altered retroactively”
T o e e e e e e e e e e e e e o m o +
| FedRAMP | "Effective chain of evidence to |
| | ensure integrity” |
g S +
| SOC 2 | Log integrity as security control

o e e e e e e oo o e e e e e e e e e e mmmemao - +
| CRA | " Tanper-proof SBOVs and |
| | vulnerability disclosures" |
g o m e e e e e e e e mee oo s +

Tabl e 8

Mapping to this specification: The signed-agent-record type
(CCSE_Si gnl envel ope) provides cryptographic integrity protection
The content-hash field in trace-netadata enables verification of
payl oad integrity.

2.2.8. REQ 8: Incident Response Support

Al frameworks require sone |logs to support incident investigation
and response. Explicit requirenents are listed as foll ows:
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f oo e el
| Franmework |
+o——————————————=—+4
| NIS2 Art. 23 |
I I
I I +
| CRA I
I I
i T +
| ETSI TS 104223 |
| 5.4.2-1 |
I I +
| FedRAMP |
I I
i T +

Mappi ng to this specification:

extraction of rele

Verifiable ACRs

24-hour initial notification,
72- hour assessnment

24-hour vulnerability notification
to ENI SA

Logs for "incident investigations,
and vul nerability remediation”

I nci dent reporting and conti nuous
moni t ori ng

Table 9

February 2026

The structured format enabl es rapid

vant entries by timestanp range, event type, or
tool invocation for incident reconstruction

2.2.9. REQ9: Anomaly and Ri sk Detection Support

Al frameworks require some logs to enable detection of anomal ous or

ri sky behavior. Explicit requirenents are listed as foll ows:

[} gt ———————————— L p—p——————
| Franework | Requirenent |
| EU Al Act Art. 12(2)(a) | "ldentifying situations that may |
| | result in...risk" |
o e e e e e e oo o e e e e e e e e e e e e e e +
| ETSI TS 104223 5.4.2-2 | "Detect anommlies, security

| | breaches, or unexpected behaviour"
T I +
| FedRAMP SI -4 | "Anoraly detection” |
St o e e e e e e e e e e e e e e e e e o +
| SOC 2 | "Anomaly detection” for security |
| | nonitoring |
e e +

Mapping to this specification:

Tabl e 10

The standardi zed entry types and

structured tool-call/tool-result pairs enabl e automated anal ysis for
det ecti ng:
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* Unusual tool invocation patterns
* Failed operations (via status and is-error fields)
* Unexpected reasoni ng patterns
* Token usage anomalies
2.2.10. REQ 10: Human Oversi ght Enabl enent

Al Al-specific franeworks require logs to support hunan revi ew and
oversight. Explicit requirements are listed as foll ows:

| Franmework | Requirenent |
[ el s oo s ey o}
| EU Al Act Art. | "Monitoring the operation of high-risk Al |
| 26(5) | systens" |
Fom e o m o e e e oo +
| ETSI TS 104223 | "Capabilities to enabl e human oversi ght” |
| 5.1.4-1 | |
o e e e e e oo oo oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 1'SO 42001 | Hurman responsibility and accountability |
oo o m o oo iooioo--- +
| FFIEC VII.D | "Dynam ¢ updating...challenges to |
| | nonitoring and i ndependently review ng Al" |
T T +

Tabl e 11
Mapping to this specification: The reasoning-entry type captures
chai n- of -t hought content (where avail able), enabling human revi ewers
to understand Al decision-nmaking processes. The hierarchica
children field preserves conversation structure.
2.2.11. REQ 11: Traceability and Reproducibility

Al frameworks require some ability to trace system behavi or and
reconstruct events. Explicit requirements are listed as foll ows:

Bi rkhol z, et al. Expi res 29 August 2026 [ Page 14]



I nternet-Draft Verifiable ACRs February 2026

| Framework | Requirenent |
[S plemsfoms b emsomsposfemsos s sosoe s eseses s os e os s ospsespses es s oe s ee s e s s s ps s fes ey o}
| EU Al Act | "Level of traceability of the

| Art. 12 | functioning...appropriate to the intended purpose"

Fom e oo e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +

| 1'SO 42001 | "Traceability" as key factor including "data |
| | provenance, nodel traceability" |

R T +
| CRA | "Traceability in the software supply chain" |
Fom e e m m e e e e e e e e e e e e e e e e e e e e e e eeao o +
| ETSI TS | "Track, authenticate, manage version control" |
| 104223 | I
| 5.2.1-2 | |
R T +
Tabl e 12

Mappi ng to this specification:
* session-id: Links entries to sessions
* entry-id and parent-id: Enables conversation tree reconstruction
* vcs-context: Gt commit/branch for code state
* agent-meta: Mddel version and CLI version
* file-attribution: Code provenance tracking
2.3. Franewor k- Specific Requirenments

2.3.1. EU Al Act (H gh-Ri sk Systens)

For Al systens classified as high-risk under Annex IIl of the EU Al
Act [EU Al _ACT _2024], additional requirenents apply:
1. Bionetric identification systens (Annex |11, 1(a)) require

| oggi ng of :

* Precise tinmestanps for start/end of each usage session
* Reference database used during input data validation
* Input data | eading to matches

* Natural persons involved in result verification
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2. Log retention: Mninmm 6 nonths; financial services may require
| onger per sector-specific regulation

3. Authority Access: Art. 19 of [EU Al _ACT_2024] requires provision
of logs to conpetent authorities upon reasoned request.

2.3.2. ETSI TS 104 223 Session Loggi ng Requirements

ETSI TS 104 223 [ETSI _TS 104223 _2025] provides the nost detailed Al-
specific | ogging requirenents:

| Provision | Requirenent | This Spec |
I I | Mappi ng I
[S e b femsoms e esos e e ese s eseses s e e es s os s es e s s pe el oe s ps e e ey o}
| 5.1.2-3 | Audit trail for "operation, and | session-trace, |
| | lifecycle managenent of nobdels, | agent-neta |
| | datasets and pronpts" | |
R o m e e e e e e e eee— oo Fom e e e oo +
| 5.2.4-1 | "Document and maintain a clear | recording-agent, |
| | audit trail of their system | open maps
| | design" |
Fom e o mm e e e e e e eee oo s o e e e oo +
| 5.2.4-3 | "Audit log of changes to system| event-entry with
| | pronpts or other nodel | pronpt changes |
| | configuration” |
R o e e e e e e e e e e e e e e o e e e e oo oo +
| 5.4.2-1 | "Log system and user actions to | entries array |
| | support security conpliance, | |
| | incident investigations" | |
R o m e e e e e e e eee— oo Fom e e e oo +
| 5.4.2-2 | "Analyse their logs to | Structured
| | ensure...desired outputs and to | format enables |
| | detect anonalies" | anal ysis |
Fom e o mm e e e e e e eee oo s o e e e oo +
| 5.4.2-3 | "Monitor internal states of | reasoning-entry,
| | their Al systens" | token-usage |
N St Fom e e e oo +
Tabl e 13

2.3.3. PC DSS Al -Specific Guidance

The PCI Security Standards Council has published guidance on Al in
payment environnents [PCl_DSS V4 0 _1]: "Where possible, |ogging
shoul d be sufficient to audit the pronpt inputs and reasoni ng process
used by the Al systemthat led to the output provided."
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2.3. 4.

2

This specification directly addresses this requirenent through

*

message-entry (type: "user"): Captures pronpt inputs

reasoni ng-entry: Captures chai n-of -thought (where avail abl e)
message-entry (type: "assistant"): Captures nodel outputs
tool-call-entry / tool-result-entry: Captures agentic actions

Fi nanci al Sector Requirenents (FFIEC, BSI)

Fi nancial institutions face additional scrutiny for Al systens per
[ FFI EC I T_HANDBOOK 2024] and [ BSI _Al _FI NANCE_2024] :

4.

[} gt ————— e ——_——————————————————— Llpp—p—p—p—p—p—_———————————
Requi r enent | FFIEC | BSI Al Finance |
Ar ea | | |
Explainability | "Lack of transparency or | Test criteria for |

| explainability" risk | explainability
---------------- S L I Eepepup iy
Dynami c | "Challenges to nonitoring | Continuous |
updati ng | and i ndependently | validation |
| reviewing Al" | |
---------------- T
Audit trail | Log managenent (VI.B.7) | Conplete audit |
| | trail |
---------------- e T

Tabl e 14

Conpl i ance Mappi ng Tabl e

The following table maps this specification's data elenents to
conpl i ance requirenents:
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B e s el S e pe gt S e e e pej e =l fumj gt Sl p ey e pje e pejepy Sl
| Data El emrent | EU Al | ETSI | SOC 2| FedRAMP| PCI |1 SO | NI S2|
| | Act | 104223 | | | DSS | 42001 | |
[ gty Ch g pegty b pj—pj—ty jojoj——ry o jj—p—j—t— jojpj—ty jafupojapej—y jojo—j—
| ti mestanp | Art. | 5.4.2-1 | CC7.2| AU-8 | 10.6 | A . 6.2. 8| Art. |
I [12(2) | I I I I |23 |
o R R Fomm o S R Fomm o S R +ome -+
| session-id |Art. 12 |5.2.4-1 |CCr.2| AU-3 | 10.2 | A.6.2.8]- |
S Fomm oo S R +--m - - R, +--m - - R, +----+
| entry. type | Art. 5.4.2-1 |CC7.2| AU-3 | 10.2 | A 6.2.8| - |
I [12(2) | I I I I I I
oo S S S R S R S
| contributor |Art. |5.1.4 | CC6. 1] AC-2 |10.2 |A. 6.2.8|- |
I [ 12(3) (d) | I I I I I I
S Fomm oo S R +--m - - R, +--m - - R, +----+
| message- | Art. [|5.2.2-3 |- | - | Al | - | - |
| entry. content]| 12(3)(c)| | | | Gui de| | |
oo S S S R S R S
| reasoni ng- |Art. 12 |5.4.2-3 |- | - | Al |A 7.1 |- |
| entry | | | | | Gui de .
S Fomm oo S R +--m - - R, +--m - - R, +----+
| tool -call - | Art. 12 |5.4.2-1 |CCr.2/AU-12 |10.2 |A 6.2.8|- |
|entry / tool -| I I I I I I I
|result-entry | | | | | | | |
o R R Fomm o S R Fomm o S R +ome -+
| signed-agent-| Art. 19 |5.2.4-1.2| CC6.1| AU-9 | 10.5 | - | -

| record | | | | | | | |
S S SRR R +----- AR, +----- AR, +----+
| ves-context |- |5.2.1-2 |- | CM 3 | - | A.6.2.8|- |
oo S S S R S R S
| t oken-usage |- |5.4.2-4 |- | - | - | - | - |
o m e e e oo - Fomm e - o - B Fomm - - N Fomm - - N F--- -+

Tabl e 15
2.5. Security Requirenments addressing Regul atory Conpliance
2.5.1. Log Integrity
Per PCl DSS [PCI _DSS V4_0_1] Req 10.5 and FedRAMP [ NI ST_SP_800_53_R5]
AU-9, logs MIST be protected against nodification. |Inplenentations
SHOULD:
1. Use the signed-agent-record envel ope for cryptographic integrity

2. Store the content-hash for offline verification

3. Inplenent wite-once storage for |og archives
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2.5.2. Access Contro

Per FedRAMP [ NI ST_SP _800_53 R5] AC-3 and ETSI [ETSI _TS 104223 2025]
5.2.2-1, access to |logs MJST be controll ed:

1. Logs containing sensitive pronpts or outputs require access
control

2. Reasoning content may contain confidential information

3. Authority access (EU Al Act Art. 19) requires audit of |og access
itself

2.5.3. Data Protection
Logs may contain personal data subject to GDPR/ privacy regul ations:
1. nessage-entry.content may contain Pl
2. tool-result-entry.output may contain query results with Pl

3. Retention periods nust bal ance conpliance requirenents with data
m nim zation

2.6. Related Standards and Emergi ng Work

The 1SO' I EC JTC 1/SC 42 committee is developing [I1SOIEC DS 24970],
a draft international standard specifically addressing Al system

| oggi ng requirenents. This work aligns with and conpl enents the
verifiable agent conversation format defined in this docunent.

Research on energent nisalignnment [ EMERGENT_ M SALI GNVENT _2025]
demonstrates that narrow fine-tuning can produce broadly m saligned
LLMs, underscoring the inportance of conprehensive conversation

| oggi ng for detecting behavioral anonalies that may not be apparent
fromindividual interactions.

3. CDDL Definitions for Agent Conversations Records
This section defines each conplex data type specified in the
verifiabl e agent conversation record CDDL data definition. Each
subsection illustrates a CDDL fragnent for one type, a brief
description, and per-nmenber docunentation

3.1. Common Types

The schema uses the foll owing generic type definitions throughout.
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abstract-tinmestanp: An RFC 3339 date-tine string or numeric epoch
mlliseconds. New inplenmentations SHOULD use RFC 3339 strings;
consumers MJST accept both forns.

session-id: An opaque string uniquely identifying a conversation
session. Values nay be UU D v4, UUI D v7, SHA- 256 hashes, or other
formats.

entry-id: A per-entry unique reference within a session, enabling
parent-child linking and tool call-result correlation

3.2. The verifiable-agent-record Map

The CDDL definition for the verifiable-agent-record map is specified
as follows:

verifiabl e-agent-record = {
version: tstr
id: tstr
sessi on: session-trace
? created: abstract-tinestanp
? file-attribution: file-attribution-record
? vcs: vces-cont ext
recordi ng-agent: recordi ng-agent
tstr => any

* )

}
The verifiabl e-agent-record is the top-level container for all data
produced by or about an agent conversation. It unifies two

conpl enentary perspectives: the session trace captures how code was
produced (the full conversation replay), while file attribution
captures what code was produced (which files were nodified and by
whom)

The foll owi ng descri bes each nenber of this map.

version: The schema version string follow ng semantic versioni ng
(e.g., "3.0.0-draft"). Consumers use this field to select the
appropriate parser or validation |ogic.

id: Awunique identifier for this record, typically a UU D
Di stingui shes records when nultiple are stored or transnitted
t oget her.

session: The full conversation trace including all entries, too
calls, reasoning steps, and system events.

created: The tinmestanp when this record was generated. Distinct
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from session tinmestanps, which record when the conversation
occurr ed.

file-attribution: Structured data about which files were nodified
and which line ranges were witten by the agent.

vcs: Version control netadata at the record | evel (repository,
branch, revision).

recording-agent: ldentifies the tool or agent that generated this
record, as distinct fromthe agent that conducted the
conversati on.

3.3. The session-trace Map

The CDDL definition for the session-trace map is specified as
fol |l ows:

session-trace = {
? format: tstr
session-id: session-id
? session-start: abstract-tinestanp
? session-end: abstract-tinestanp
agent-neta: agent-neta
? environnent: environnent
entries: [* entry]
* tstr => any

A session-trace captures the full conversation between a user and an
aut ononobus agent. It contains an ordered array of entries

representi ng messages, tool invocations, reasoning steps, and system
events. The session-trace preserves the conplete interaction history
including all native agent netadata, enabling both replay and audit
of the conversation
The foll owi ng describes each nenmber of this map.
format: Classifies the session style, such as "interactive" (human-
i n-the-loop) or "autononous" (fully automated). Informative only;
does not change the structure.
session-id: Unique identifier for this session.
session-start: \When the session began

session-end: Wen the session ended.
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3.

4.

agent-neta: Metadata about the agent and nodel that conducted this
conversati on.

environnment: Execution environnment context, such as working
directory and version control state.

entries: An ordered array of conversation entries.
The agent-meta Map
The CDDL definition for the agent-nmeta map is specified as follows:

agent-neta = {
nmodel -id: tstr
nmodel - provider: tstr
? nodels: [* tstr]
? cli-name: tstr
? cli-version: tstr
* tstr => any

}

The agent-neta type identifies the coding agent and | anguage nodel
used during a conversation session. Agent identification is
essential for provenance tracking: knowi ng which nodel produced which
out put enabl es auditing, capability assessnent, and conpliance
verification.

The foll owi ng descri bes each nenber of this map.

nmodel -id: The primary | anguage nodel identifier, using the nam ng
convention of the provider (e.g., "claude-opus-4-5-20251101",
"gemni-2.0-flash").

nodel - provi der: The provider of the primary nodel (e.g.,
"ant hropic", "google", "openai").

nmodel s:  List of all nodel identifiers used during the session
Rel evant for nulti-nmodel sessions where the agent switches between
nodel s.

cli-nane: The nane of the CLI tool or agent franework (e.qg.
"cl aude-code", "genmini-cli", "codex-cli").

cli-version: The version of the CLI tool
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3.5. The recordi ng-agent Mp

The CDDL definition for the recording-agent map is specified as
fol | ows:

recordi ng-agent = {
nane: tstr
? version: tstr
* tstr => any

}

The recording-agent map identifies the tool that generated this

verifiable agent record, as distinct fromthe agent that conducted
the conversation. This distinction matters for provenance chains:
the recording tool’s version affects how native data is transl ated
into the canonical CDDL data definition specified in this docunent.

The foll owi ng descri bes each nenmber of this map.
nane: The name of the recording tool or agent.
version: The version of the recording tool
3.6. The environnent Mp
The CDDL definition for the environnent map is specified as foll ows:
environment = {
wor ki ng-dir: tstr
? vecs: vcs-cont ext

? sandboxes: [* tstr]
* tstr => any

}

The environnent type captures execution context for the conversation
where the agent was running, what version control state was active,
and whet her sandboxing was in effect. This context is inmportant for
reproduci bility and for understanding the scope of file

nodi fi cati ons.

The foll owi ng descri bes each nenber of this map.

working-dir: The primary working directory path. File paths in too
calls are typically relative to this directory.

vcs: Version control state at the tinme of the session (branch,
revision, etc.).
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sandboxes: Paths to sandbox mount points. Sone agents run in
sandboxed environnents where the working directory is a tenporary
nmount .

3.7. The vcs-context Mp
The CDDL definition for the vcs-context map is specified as foll ows:

vcs-context = {
type: tstr
? revision: tstr
? branch: tstr
? repository: tstr
* tstr => any

}

The vcs-context type captures version control netadata for

reproduci bility. Knowi ng the exact repository, branch, and conmit at
the tinme of a conversation enables consuners to reconstruct the
codebase state and verify file attributions.

The foll owi ng descri bes each nenber of this map.

type: The version control systemtype (e.g., "git", "jj", "hg

"svn").
revision: The commt SHA or change identifier at session tine.
branch: The active branch name.
repository: The repository URL.
3.8. Entry Types

The CDDL definition specifies five entry types representing the
different kinds of events in an agent conversation. Each type uses a
type field as the discriminator. All entry types support optiona
children for hierarchical nesting and * tstr => any for preserving
native agent fields that do not map to canonical fields.

entry = message-entry

/ tool-call-entry

/| tool-result-entry
/ reasoning-entry

/ event-entry
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3.8.1. The message-entry Map

The CDDL definition for the message-entry map is specified as
fol | ows:

message-entry = {
type: "user" / "assistant"
? content: any
ti mestanp: abstract-tinestanp
id: entry-id
nmodel -id: tstr
parent-id: entry-id
t oken- usage: token-usage
children: [* entry]
tstr => any

LIS IS IS IS IS I

}

A nmessage-entry represents a conversational turn: either human input
(type: "user") or agent response (type: "assistant"). This is the
nmost conmon entry type, carrying the primary dial ogue content of a
session. For assistant nessages, additional netadata may be present:
the nodel that generated the response and token usage statistics.

The foll owi ng descri bes each nenmber of this map.

type: The nessage direction. "user" indicates human (or upstream
agent) input; "assistant” indicates the agent’s response.

content: The nessage body. My be a plain text string, an array of
typed content parts, or absent when the agent places content
exclusively in child entries.

ti mestanp: Wen this message was produced

id: Unique identifier for this entry within the session.

nmodel -id: The nodel that generated this response. Present on
assistant entries; absent on user entries.

parent-id: References the parent entry, enabling tree-structured
conversati ons.

t oken-usage: Token consunption netrics for this response.
children: Nested entries within this nessage. Used when the native

format enbeds tool calls or reasoning bl ocks inside an assistant
nessage
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3.8.2. The tool-call-entry Map

The CDDL definition for the tool-call-entry map is specified as
fol | ows:

tool-call-entry = {
type: "tool-call"”
name: tstr
i nput: any
call-id: tstr
ti mestanp: abstract-tinestanp
id: entry-id
children: [* entry]
tstr => any

)

* 0D ) D

}

A tool-call-entry represents a tool invocation: which tool was called
and with what argunents. Tool calls are central to agent
conversation records because tool use is the primry mechani sm by

whi ch agents interact with external environnent.

The foll owi ng descri bes each nenber of this map.

type: Fixed discrimnator value "tool-call"

nane: The tool name (e.g., "Bash", "Edit", "Read", "apply_patch").

input: The argunents passed to the tool, preserved in their native
structure.

call-id: Links this call to its corresponding result.

ti mestanp: Wen this tool call occurred.

id: Unique identifier for this entry.

children: Nested entries within this tool call.
3.8.3. The tool-result-entry Mp

The CDDL definition for the tool-result-entry nap is specified as
fol | ows:
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tool-result-entry = {
type: "tool-result”
out put: any

? call-id: tstr

? status: tstr

? is-error: bool

? tinestanp: abstract-tinmestanp

?id: entry-id

? children: [* entry]

* tstr => any
}
A tool-result-entry represents the output returned by a tool after
execution. It is linked to its corresponding tool-call-entry via the
call-id field. The result carries the tool’s response data and

optional status netadata indicating success or failure.

The foll owi ng descri bes each nenmber of this map.

type: Fixed discrimnator value "tool-result".

output: The tool’'s response, preserved in native structure.
call-id: Links this result to its corresponding call

status: CQutcone status of the tool execution, such as "success",
"error", or "conmpleted".

is-error: Boolean error flag, present when the tool execution
fail ed.

ti mestanp: Wen this tool result was returned

id: Unique identifier for this entry.

children: Nested entries within this tool result.
3.8.4. The reasoning-entry Map

The CDDL definition for the reasoning-entry map is specified as
fol |l ows:
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reasoni ng-entry = {
type: "reasoning"
content: any
? encrypted: tstr
subj ect: tstr
ti mestanp: abstract-tinestanp
id: entry-id
children: [* entry]
tstr => any

* 0D ) D )

}

A reasoning-entry captures CoT, thinking, or internal reasoning
content fromthe agent. Not all agents expose reasoning traces; when
they do, the content may be plaintext, structured bl ocks, or
encrypted. Reasoning entries are valuable for auditing decision-
maki ng processes and understandi ng why an agent took particul ar
actions.

The foll owi ng describes each nenmber of this map.

type: Fixed discrimnator value "reasoning".

content: The reasoning text or structured content. My be an enpty
string when only encrypted content is avail able.

encrypted: Encrypted reasoning content. Used where the node
provi der encrypts chai n-of -thought out put.

subject: A topic label for the reasoning bl ock

ti mestanp: Wen this reasoni ng was produced.

id: Unique identifier for this entry.

children: Nested entries within the reasoning bl ock
3.8.5. The event-entry Map

The CDDL definition for the event-entry map is specified as foll ows:
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event-entry = {
type: "systemevent"
event-type: tstr

data: { * tstr => any }

ti mestanp: abstract-tinestanp

id: entry-id

children: [* entry]

tstr => any

)

* 0D ) D

}

An event-entry records systemlifecycle events that are not part of
the conversation dial ogue but are relevant for understanding the
session context. Exanples include session start/end narkers, token
usage summaries, perm ssion changes, and configuration events.

The foll owi ng descri bes each nenber of this map.

type: Fixed discrimnator value "systemevent".

event-type: Cassifies the event, such as "session-start", "session-
end", "token-count", or "perm ssion-change". The values are not
enunerated in the schena to accommbdat e vendor-specific event
types.

data: Event-specific payload. The structure varies by event type.
ti mestanp: Wen this event occurred.
id: Unique identifier for this entry.
children: Nested entries within this event.
3.9. The token-usage Map
The CDDL definition for the token-usage map is specified as foll ows:

t oken-usage = {

i nput: uint

out put: uint
cached: uint
reasoni ng: uint
total: uint
cost: numrber
tstr => any

)

* 0 D) V) VD )
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The t oken-usage type captures token consunption netrics for a nodel
response. Token usage data is essential for cost tracking, quota
managenent, and under standi ng nodel behavior. Al fields are
optional because different agents report different subsets of token
metrics.

Editor’'s Note: add a non-enpty generic here

The foll owi ng descri bes each nmenber of this map.

i nput: The nunber of input tokens consunmed by this response.
output: The number of output tokens generated.

cached: The number of input tokens served from cache rather than
r epr ocessed.

reasoni ng: Tokens consumed by chai n-of -t hought or reasoning
comput ati on.

total: The total token count.
cost: The nonetary cost in US dollars for this response.
3.10. File Attribution Types

NOTE: This section is specified but not yet validated against rea
session data. Inplenmentation is pending.

File attribution captures what code was produced: which files were
nmodi fi ed, which line ranges were changed, and who aut hored them

3.10.1. The file-attribution-record Map

The CDDL definition for the file-attribution-record map is specified
as foll ows:

file-attribution-record = {
files: [* file]

}
The file-attribution-record is the top-level container for file
attribution data. It holds an array of files, each with their

attributed line ranges and contributor information.
The foll owi ng descri bes each nenber of this map.

files: Array of files with attributed ranges.

Bi rkhol z, et al. Expi res 29 August 2026 [ Page 30]



I nternet-Draft Verifiable ACRs February 2026

3.10.2. The file Map

The CDDL definition for the file map is specified as foll ows:

file = {
path: tstr
conversations: [* conversation]
}
A file represents a single source file that was nodified during the
conversation. It groups all conversations that contributed changes

to this file.
The foll owi ng descri bes each nmenber of this map
path: The file path relative to the repository root.

conversations: The conversations that contributed nodifications to
this file.

3.10.3. The conversation Map
The CDDL definition for the conversation map is specified as foll ows:

conversation = {
? url: tstr .regexp uri-regexp
? contributor: contributor
ranges: [* range]
? related: [* resource]

}

A conversation links a specific session to the line ranges it
produced in a file. This enables tracing froma |line of code back to
the conversation that generated it.

The foll owi ng descri bes each nenmber of this map.

url: A URL pointing to the conversation source (e.g., a web Ul
per mal i nk) .

contributor: The default contributor for all ranges in this
conversation. Can be overridden per-range.

ranges: The line ranges in the file that were produced by this
conversati on.

related: External resources related to this conversation (e.qg.
i ssue trackers, docunentation).

Bi rkhol z, et al. Expi res 29 August 2026 [ Page 31]



I nternet-Draft Verifiable ACRs February 2026

3.10.4. The range Map
The CDDL definition for the range map is specified as foll ows:

range = {
start-line: uint
end-|ine: uint
? content-hash: tstr
? content-hash-alg: tstr
? contributor: contributor

}

A range identifies a contiguous block of Iines in a file that were
produced by a specific conversation. Line nunbers are 1-indexed and
inclusive. The optional content hash enabl es position-independent
tracki ng when lines nove due to later edits.

The foll owi ng descri bes each nenmber of this map.

start-line: The first line of the range (1-indexed).

end-line: The last Iine of the range (1-indexed, inclusive).

content-hash: A hash of the range content for position-independent
i dentification.

content-hash-al g: The hash algorithmused (default: "sha-256")

contributor: Overrides the conversation-|level contributor for this
speci fic range.

3.10.5. The contributor Mp
The CDDL definition for the contributor map is specified as foll ows:
contributor = {

type: "human" /
? nmodel -id: tstr

ai" / "mxed" / "unknown"

}

A contributor identifies who authored a range of code. The type
field distingui shes between human-aut hored, Al-generated, nixed, and
unknown aut hor shi p.

The foll owi ng descri bes each nmenber of this map.

type: The authorship category.
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nodel -id: The nodel identifier for Al-authored ranges.
3.10.6. The resource Mp
The CDDL definition for the resource map is specified as follows:

resource = {
type: tstr
url: tstr .regexp uri-regexp

}

A resource represents an external reference related to a
conversation, such as an issue tracker entry, a pull request, or a
docunent ati on page.

The foll owi ng descri bes each nenber of this map.

type: The resource type (e.g., "issue", "pr", "docunentation").

url: The URL of the resource.
3.11. Signing Envel ope Types

The signing envel ope provides cryptographic integrity protection for
verifiable agent records using COSE Signl ([STD96]).

3.11.1. The signed-agent-record Structure

The CDDL definition for a signed-agent-record structure is specified
as foll ows:

si gned- agent-record = #6. 18([
protected: bstr .cbor protected-header
unpr ot ect ed: unpr ot ect ed- header
payl oad: bstr / nul
signature: bstr

1)

A signed-agent-record is a COSE_Si gnl envel ope (CBOR Tag 18) that
waps a verifiable agent record with a cryptographic signature.

Si gni ng provi des data provenance and tanper evidence, satisfying sone
requi renents of RATS Evidence generation ([RFC9334]) and SCITT
auditability ([I-D.ietf-scitt-architecture]) requirements. The

payl oad may be included or detached (null); in detached node, the
record is supplied separately during verification

The foll owi ng describes each el enent of this structure.
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protected: The serialized protected header containing the algorithm
identifier, content type, and OAT cl ai ns.

unprotected: The unprotected header carrying trace netadata at | abe
100.

payl oad: The serialized record bytes, or null for detached payl oads.

signature: The cryptographic signature over the protected header and
payl oad.

3.11.2. The trace-netadata Map

The CDDL definition for the trace-metadata nmap is specified as
fol | ows:

trace-netadata = {
session-id: session-id
agent -vendor: tstr
trace-format: trace-format-id
ti mestanp-start: abstract-tinmestanp
? timestanp-end: abstract-tinestanp
? content-hash: tstr
? content-hash-alg: tstr

}

The trace-nmetadata type carries sumary information about the signed
record in the COSE_Signl unprotected header. This enabl es consuners
to inspect key properties of a signed record without deserializing
the full payl oad.

The foll owi ng descri bes each nmenber of this map

session-id: The session identifier fromthe signed record.

agent -vendor: The agent provider nanme (e.g., "anthropic", "google").

trace-format: ldentifies the format of the signed payload (e.g.,
"ietf-vac-v3.0" for canonical records)

ti mestanp-start: \When the session began
ti mestanp-end: Wen the session ended.

content-hash: SHA-256 hex digest of the payl oad bytes, enabling
integrity checking i ndependent of the COSE signature.

content-hash-alg: The hash algorithmused (default: "sha-256").
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4.

Coll ated CDDL Definition for generic Agent Conversations
start = verifiable-agent-record / signed-agent-record

; RFC 3339 string OR epoch nilliseconds (for interop).
abstract-tinestanp = tstr .regexp date-tinme-regexp / uint

; Opaque string: UU D, SHA-256 hash in base64url, etc.
session-id = tstr / bstr

; Per-entry unique reference within a session
entry-id = tstr

; RFC 3339 date-tine pattern
date-time-regexp = "([0-9]{4})-(0[21-9]]1[0-2])-(0[21-9]|[12][0-9]|3[01])T([02][0-9]]|2[O0

-3]): ([0-5][0-9]):(60[[0-5][0-9])([.]1[0-9]+)2(Z|[+-]([01][0-9]]2[0-3]):[0-5][0-9])"

; URI pattern (RFC 3986)
uri-regexp = "(([™N:2#]H) )20/ T ([NM2#]*))2([22#] %) (NN 2([ M %)) 2(#(. %)) 2"

verifiabl e-agent-record = {

version: tstr ; Schemm version (senver)

id: tstr ; Record identifier

session: session-trace ; Conversation trace (required)

? created: abstract-tinestanp ; Record creation tine

? file-attribution: file-attribution-record

? vcs: vces-context ; Record-1level VCS context

? recordi ng-agent: recording-agent ; Tool that generated this record
*

tstr => any

}

session-trace = {
? format: tstr
session-id: session-id
? session-start: abstract-tinestanp
? session-end: abstract-tinestanp
agent -neta: agent-neta
? environment: environnent
entries: [* entry]
* tstr => any

; "interactive" / "autononous" / vendor

}

agent-neta = {

nmodel -id: tstr ; e.g., "claude-opus-4-5-20251101"
nmodel - provider: tstr ; e.g., "anthropic", "google"

? nodels: [ * tstr ] ; Al nodels (multi-nodel sessions)
? cli-nanme: tstr ; e.g., "claude-code", "genmni-cli"

? cli-version: tstr
* tstr => any
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}

recordi ng-agent = {
nanme: tstr
? version: tstr
* tstr => any

}

envi ronment = {
wor ki ng-dir: tstr
? vecs: vcs-cont ext
? sandboxes: [ * tstr ] ; Sandbox nount paths
* tstr => any

}
vcs-context = {
type: tstr ;o 'git" /it / "hg" [/ "svn"
? revision: tstr ; Commit SHA or change ID
? branch: tstr
? repository: tstr ; Repository URL
* tstr => any
}
entry nmessage-entry

/ tool-call-entry

/| tool-result-entry
/ reasoning-entry

/ event-entry

message-entry = {
type: "user" [/ "assistant"
?

content: any ; Text string or structured content bl ocks
ti mestanp: abstract-tinmestanp

id: entry-id

nmodel -id: tstr ; Model (assistant only)

parent-id: entry-id

t oken- usage: token-usage
children: [ * entry ]
tstr => any

Parent nessage reference

LIS IS IS IS IS I

tool-call-entry = {
type: "tool-call"”

nanme: tstr ; Tool name (e.g., "Bash", "Edit", "Read")
i nput: any ; Tool arguments
? call-id: tstr ; Links call result

? tinestanp: abstract-tinestanp
?id: entry-id
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? children: [ * entry ]
* tstr => any

}

tool-result-entry = {
type: "tool-result”

out put: any ; Tool out put

? call-id: tstr ; Links call result

? status: tstr ; "success" / "error" [/ "conpl eted"
? is-error: bool

? tinestanp: abstract-tinestanp

?id: entry-id

? children: [ * entry ]

*

tstr => any

}

reasoni ng-entry = {
type: "reasoning"

content: any ; Plaintext reasoning or structured

? encrypted: tstr ; Encrypted content (provider-protected)
? subject: tstr ; Topic | abe

? tinmestanp: abstract-tinestanp

?id: entry-id

? children: [ * entry ]

*

tstr => any

}

event-entry = {
type: "systemevent"
event-type: tstr ; Event classifier
? data: { * tstr => any } ; Event-specific payl oad
? tinmestanp: abstract-tinestanp
?id: entry-id
? children: [ * entry ]
* tstr => any

}
t oken-usage = {
? input: uint ; Input tokens
? output: uint ; Qutput tokens
? cached: uint ; Cached input tokens
? reasoning: uint ; Reasoni ng/t hi nki ng t okens
? total: uint ; Total tokens
? cost: number ; Dol l ar cost
* tstr => any
}

file-attribution-record = {
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files: [* file]

}

file = {
pat h: tstr ; Relative path fromrepo root
conversations: [* conversation]

}

conversation = {
? url: tstr .regexp uri-regexp
? contributor: contributor ; Default contributor for ranges
ranges: [* range]
? related: [* resource]

}
range = {

start-line: uint ; 1-indexed

end-line: uint ; 1-indexed, inclusive

? content-hash: tstr

? content-hash-alg: tstr ; Default: "sha-256"

? contributor: contributor ; Override for this range
}

contributor = {
type: "human" / "ai" / "m xed" / "unknown"
? nmodel -id: tstr

}

resource = {
type: tstr
url: tstr .regexp uri-regexp

}

; SCITT-i nteroperabl e COSE Envel ope

; including fromdraft-ietf-cose-nmerkle-tree-proofs and

; draft-ietf-scitt-architecture for validation

si gned- agent-record = #6. 18([ ; COSE_Signl tag
protected: bstr .cbor protected-header ; {alg, content-type, scitt-stuff}
unpr ot ect ed: unpr ot ect ed- header ; Trace netadata
payl oad: bstr / null ; Detached if nul
signature: bstr

1)

pr ot ect ed- header = {
& CW_d ains: 15) => CW_d ai s
? &alg: 1) =>int
? &(content _type: 3) => tstr / uint
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&(kid: 4) => bstr

&(x5t: 34) => COSE _Cert Hash
&(x5chai n: 33) => COSE_X509
| abel => any

* ) ) )

}

CW_dainms = {
&(iss: 1) => tstr
&(sub: 2) => tstr
* | abel => any

}

unpr ot ect ed- header = {
? &(trace-metadata-key: 100) => trace-netadata ; 100 is pl acehol der
&(x5chai n: 33) => COSE_X509
& receipts: 394) => ][ + Receipt ]
| abel => any

* ) )

}

trace-netadata = {
session-id: session-id
agent -vendor: tstr
trace-format: trace-format-id
ti mestanp-start: abstract-tinmestanp
? tinmestanp-end: abstract-tinestanp
? content-hash: tstr ; SHA-256 hex di gest of payl oad
? content-hash-alg: tstr

; Known val ues: "ietf-vac-v3.0" (canonical), "claude-jsonl", "gemni-json",
; "codex-jsonl", "opencode-json", "cursor-jsonl". Extensible via tstr.
trace-format-id = tstr

COSE X509 = bstr / [ 2*certs: bstr ]

COSE _CertHash = [ hashAlg: (int / tstr), hashValue: bstr ]
label =int / tstr

; COSE Receipt CDDL for use in SCITT conpliant COSE Envel ope
Recei pt = #6. 18( COSE_Si gn1)

int / tstr
any

cose- | abel
cose-val ue

Prot ect ed_Header = {
* cose-| abel => cose-val ue

}
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Unpr ot ect ed_Header = {
&(receipts: 394) => [+ bstr .cbor Receipt]
* cose-|abel => cose-val ue

}
COSE_Signl = |
protected . bstr .cbor Protected Header,
unprotected : Unprotected_Header,
payl oad : bstr / null
signature : bstr

]
Figure 1: CDDL definition of an Agent Conversation Record

5. Privacy Considerations

Verifiabl e agent conversation records reveal substantial information
about agent behavior, systemstate, and user interactions. The
privacy considerations of [RFC6973] apply.

5. 1. Informati on D scl osure

User pronpts captured in nessage entries may contain persona
identifiers, business confidential information, credentials

i nadvertently included in pronpts, or behavioral patterns. Agent
responses and reasoning traces may reveal inference results that
expose informati on about users not explicitly provided, confidentia
information retrieved by tools, or systemarchitecture details
through tool nanes and paraneters. |nplenentations MJST treat user-
provi ded content as potentially containing personally identifiable

i nformati on.

Record netadat a exposes operational details that may have privacy
inplications. Mdel identifiers reveal Al capabilities, CLI versions
enabl e targeted attacks agai nst known vul nerabilities, working
directories expose file systemstructure, and VCS context discloses
repository names and conmit timng. Token usage patterns may enable
i nference about conversation content even when the content itself is
pr ot ect ed.

5.2. Sensitive Content in Records

Reasoning entries may contain inferences that constitute specia
category data, including health-related inferences from user queries,
political opinions derived fromconversation context, or biometric
data processed by Al systens. The reasoning-entry.encrypted field
reflects that sone nodel providers encrypt chain-of-thought content;
when reasoning is encrypted, audit capabilities depend on the
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provi der’s cooperation.

Tool inputs and outputs warrant particular attention. Tool cal
inputs may contain credentials, APl keys, or file contents. Too
results may contain query results with personal data from dat abases
or external services. |Inplenentations SHOULD provide configurable
redaction rules for comon patterns and support selective entry type
recordi ng based on depl oynent requirements

5.3. Retention Considerations

Mul tiple frameworks inpose retention requirenents that nmay conflict
with data minimnzation principles. Organizations nmust bal ance
compliance obligations requiring extended retention agai nst privacy
principles requiring tinely deletion.

Conpl i ant data nanagenent may require separating raw personal data
fromaudit trail metadata, inplenenting automated del etion for
personal data after conpliance-m ni num periods, and mai ntai ni ng
crypt ographi c comritnments enabling verification w thout retaining
cont ent.

5.4. Correlation and I nference

Presentations of the sane record to nultiple parties can be
correlated by matching on the signature conmponent. Session
identifiers enable linking of records across time, potentially
reveal ing | ong-term behavioral patterns or organi zational structure.
| mpl enent ati ons SHOULD use unlinkabl e session identifiers where
correlation is not required.

Wt hout accessing record content, observers may infer conversation
frequency and duration patterns, types of tools used, error rates, or
timng correlations with external events. Metadata exposure in
unpr ot ected headers warrants careful consideration; the trace-

met adata in the COSE unprotected header reveals session identifiers,
agent vendor, and tinmestanps even when the payload is encrypted.

5.5. Authority Access

Regul atory frameworks may require provision of records to authorities
upon request. Access to records has to be | ogged, capturing who
accessed which records, when access occurred, what |egal basis
justified access, and what data was disclosed. This creates a
recursive consideration: access |ogs may thensel ves contain persona
data requiring protection.
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6. Security Considerations
6.1. Record Integrity

The signed-agent-record envel ope provides cryptographic integrity
protection for the serialized record payload. A valid signature
establishes that the clained signer produced the record but does not
guarantee the truthful ness of its contents. Mdifications to the
record structure after signing invalidate the signature, but
nodi fi cati ons before signing cannot be detected. |nplenentations
generating records increnentally during a conversation MJST sign only
after the conversation concludes or at defined checkpoints.

6.2. Signing Key Protection

The security of signed records depends critically on the protection
of private signing keys. |f an attacker obtains a signing key, they
can forge records indistinguishable from genui ne ones. Protection
mechani sms range from operating system process isolation in

devel opment environnents to hardware security nmodul es with physica
tanpering resistance in high-assurance depl oynents. Conproni sed
signing keys require rejection of records signed after the conprom se
date and notification to Relying Parties.

Key provi sioning processes nust guarantee that exclusively valid
attestation key material is established. O f-device key generation
requires confidentiality protection during transm ssion, creating
recursive security dependencies. On-device key generation elimnates
transm ssion risks but requires chain-of-custody integrity to prevent
attackers from obtai ning endorsenent for keys they control

6.3. Timestanp Integrity

Ti mest anps establish tenporal ordering of events within records
Attackers who can mani pul ate tinmestanps can backdate records, freeze
participants in chosen tine periods to evade freshness checks, or
mani pul at e perceived tenporal relationships between entries.

Ti mestanps within records are attested by the signer, not

i ndependently verified. Inplenentations requiring independent
timestanp verification SHOULD use external tinestanping services or
transparency | ogs such as those defined in
[I-Dietf-scitt-architecture].
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6

6

6

4. Adversarial Content

Processing verifiabl e agent conversation records involves parsing
content that may be produced by adversaries. This applies both to
user-supplied pronpts and to nodel outputs that may have been

i nfluenced by adversarial inputs. The open extensibility (* tstr =>
any) in record types allows arbitrary additional fields;

i mpl ement ati ons MJUST NOT assume that unrecognized fields are safe to
process or display.

Records nmay contain content designed to exploit downstream systens.
Mal i ci ous pronpts preserved in records nmay execute if records are
subsequently processed by Al systens. Tool results may contain
execut abl e content that executes if rendered unsafely in web
interfaces. File paths in tool calls or file attribution entries may
attenpt directory traversal. |Inplenentations MJST apply appropriate
sanitization before rendering content, executing it in agent

contexts, or using paths for file system operati ons.

5. Non- Repudi ati on

The signed-agent-record envel ope al one provides authenticity and
integrity, not non-repudiation. A signer can claimkey conpronise or
dispute the signing tine w thout independent evidence. Non-
repudi ati on requires additional infrastructure such as transparency
services [I-D.ietf-scitt-architecture] that provide i ndependent

ti mestanp proof via registration receipts, append-only | ogs
preventing retroactive denial, and third-party witnesses to the

si gni ng event.

6. Detection and Trust Boundari es

Verifiable agent conversation records primarily enable detection of
anomal ous behavi or rather than prevention. Detection requires that
records accurately reflect actual agent behavior; an agent that
controls its own recording can onit or falsify entries. The
recordi ng-agent field distinguishes the recording tool fromthe
conversi ng agent, enabling Relying Parties to assess trust in the
recordi ng process.

Trust boundaries exist between the agent runtime and recording
system between the recording system and storage, between storage and
verification, and between verification and decisi on-nmaking. Attacks
at any boundary may conprom se record integrity or confidentiality.
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7. | ANA Consi derations
7.1. Media Type
I ANA is requested to add "application/agent-conversation" as a new

medi a type for Verifiable Agent Conversation Records to the "Media
Types" registry [I ANA nedia-types] in the Standards Tree [ RFC6838]:

b sy oo ey e e g
| Nane | Tenplate | Reference |
[ e e e e e s e e e s el st
| agent-conversation | application/agent-conversation | RFCthis |
e T T g +

Tabl e 16: Verifiable Agent Conversation Record Media Type
Type name: application
Subt ype nanme: agent-conversation
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: byte string
Security considerations: See Security Considerations {secconsec}
Interoperability considerations: NA
Publ i shed specification: RFChis

Applications that use this nmedia type: Applications that need to
descri be Al agent conversation for verification and auditability.

Fragrment identifier considerations: NA
Addi tional information: Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): acr
Maci ntosh file type code(s): NA
Person/enmi|l address to contact for further infornation: TBD

I ntended usage: COMVON
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Restriction on usage: none
Aut hor: See Author’s Addresses section
Change controller: |ETF
Provisional registration: no
7.2. CoAP Content Format
I ANA is requested to assign a Content-Format ID for Verifiable Agent
Conversation Records in the "CoAP Content-Formats" registry, within

the "Constrai ned RESTful Environnents (CoRE) Paraneters" registry
group [| ANA. core- paraneters]:

S ey el el gl
| Content-Type | Content Coding | ID | Reference

[ s ey oo sy e e e g
| application/agent- | - | TBD1 | RFCthis

| conversation | | | |
I I R i T +------ F--- - - - +

Table 17: Verifiable Agent Conversation Record Content
For mat

I f possible, TBDl should be assigned in the 256...9999 range.
7.3. CBOR Tag
I ANA is requested to allocate a tag for Verifiable Agent Conversation

Records in the "CBOR Tags" registry [ ANA cbor-tags], preferably with
the specific val ue requested:

B el et s sl
| Tag | Data Item | Senantics |
E bl oo s oo
| 4149 | binary | Verifiable Agent Conversation
| | | Records as defined in RFCthis
+------ F--- - - - I T T i +

Tabl e 18: Verifiable Agent Conversation Record
CBOR Tag

7.4. COSE Header Paraneter
IANA is requested to allocated the COSE header paraneter defined in

Table 19 in the "COSE Header Parameters" registry
[ 1 ANA. cose_header - par anet er s] .
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[ ool S pe el S ool oo s gt e e e
| Nare | Label | Val ue| Val ue | Description | Reference |
| | | Type | Registry | | |
[ R el el el el el sl
| trace-netadata | TBD |CBOR | - | A netadata | RFCthis, |
| | | map | | summary of | Section |
| | | | | an Agent | 3.11.2 |
| | | | | Conversation | |
| | | | | Record | |
I I +----- +----- F--- - - F-- - - - - - F-- - - - +

Tabl e 19: New COSE Header Paraneters
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