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1. Introduction

CDDL for a JSON Data Nbdel for X 509 Certification Paths

Cct ober 2025

COOONNOOODUIRDWNDN

RPRRPRRRERE
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Thi s docunent ainms to define an interoperable and flexible issuer
identifier format for COSE nessages that transport or refer to X 509
certificates using [ RFC9360]. The did:x509 identifier fornmat

i mpl ements a direct, resol vabl e binding between a certificate chain
and a conpact issuer string. It can be used in a COSE Header CW

Clains map as defined in [ RFC9597]. This issuer
conveni ent for references and policy eval uation,

context of transparency |edgers.

2. Conventions and Definitions

The key words "MJST", "MJIST NOT", "REQU RED',
" NOTI' RECOVMMENDED" ,

"SHOULD', "SHOULD NOT", "RECOMVENDED',

identifier is
for exanple in the

"SHALL NOT",

"MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when,

capitals, as shown here

In this docurment, CDDL ([RFC8610], [RFC9165])
data formats, and ABNF (defined in [ RFC5234]) to describe

identifiers.
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The reader is assunmed to be faniliar with the vocabul ary and concepts
defined in [I-D.ietf-scitt-architecture].

3. ldentifier Syntax
The di d: x509 ABNF definition defined bel ow uses the syntax defined in

[ RFC5234] and the corresponding definitions for ALPHA and DIG T. The
[DIDV1] contains the definition for idchar.

di d- x509 = "did:" nethod-name ":" nethod-specific-id

met hod- nane = "x509"

met hod- specific-id = version ":" ca-fingerprint-alg ":" ca-fingerprint 1*("::" policy-
nane ":" policy-val ue)

versi on =1*DAT

ca-fingerprint-alg = "sha256" / "sha384" / "sha512"

ca-fingerprint = base64ur|

pol i cy- nane = 1*ALPHA

pol i cy-val ue = *(1*idchar ":") 1*idchar

base64url = 1*(ALPHA / DGEAT/ "-" [ "_")

In this draft, version is O.

ca-fingerprint-alg is one of sha256, sha384, or sha512. ca-
fingerprint is chain[i].fingerprint[ca-fingerprint-alg] with i > 0,
that is, either an internediate or root CA certificate. policy-nane
is a policy name and policy-value is a policy-specific value. :: is
used to separate nultiple policies fromeach other

The foll owi ng sections define the policies and their policy-specific
synt ax.

Validation of policies is formally defined using [REGOQ policies,
though there is no expectation that inplenmentations use Rego.

The input to the Rego engine is the JSON docunent {"did": "<DI D>",
"chain": <CertificateChain>}.

Core Rego policy:
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parse_did(did) :=[ca_fingerprint_alg, ca_fingerprint, policies] if {
prefix := "did:x509:0:"
startswith(did, prefix) == true
rest ;= trimprefix(did, prefix)
parts := split(rest, "::")
[ca_fingerprint_alg, ca fingerprint] := split(parts[0], ":")
policies_raw := array.slice(parts, 1, count(parts))
policies := [y |
some i
s := policies rawi]
j :=indexof(s, ":")
y :=[substring(s, 0, j), substring(s, j+1, -1)]
]
}
valid if {
[ca_fingerprint_alg, ca_fingerprint, policies] := parse_did(input.did)
ca:=[c | somei; i !=0; c :=input.chain[i]]
ca[ _].fingerprint[ca_fingerprint_alg] == ca_fingerprint
valid_policies := i |
some i
[ name, value] := policies[i]
val i dat e_pol i cy(nane, val ue)
]
count (valid_policies) == count(policies)
}

The overall Rego policy is assenbled by concatenating the core Rego
policy with the Rego policy fragnments in the follow ng sections, each
one defining a validate_policy function

3.1. Percent-encoding

Sone of the policies that are defined in subsequent sections require
val ues to be percent-encoded. Percent-encoding is specified in
Section 2.1 of [RFC3986]. All characters that are not in the allowed
set defined bel ow nmust be percent-encoded:

allowed = ALPHA / DEAT / "-" [ "." |

Note that nost libraries inplenent percent-encoding in the context of
URLs and do NOT encode ~ (%E).

3.2. "subject" policy
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3.

3.

pol i cy- nane = "subject"

pol i cy-val ue = key ":" value *(":" key ":" value)

key = label / oid

val ue = 1*i dchar

| abel ="CN' / "L" / “SsTt ) to ) "oyt ) "C ] " STREET"
oid =1*DAT *("." 1*DAT)

<key>: <val ue> are the subject name fields in chain[0].subject in any
order. Field repetitions are not allowed. Values nust be percent-
encoded.

Exanpl e:

di d: x509: 0: sha256: WE4P5dd8DnLHSkyHal j hp4udl kF9LgoKwCvu9gl 38j k: : subj ec
t:C US: ST: Cal i forni a:L: San%20Fr anci sco: O G t HUb%2C¥20I nc

Rego policy:
val i date_policy(name, value) :=true if {
nanme == "subject"
items := split(value, ":")
count (itens) %2 ==
subject :={k: v |
sone i
i %2 ==
k :=itens[i]
v 1= urlquery.decode(itens[i+1])
}
count (subject) >= 1
obj ect . subset (i nput. chai n[0] . subj ect, subject) == true
}
"san" policy
pol i cy- name = "san"
pol i cy-val ue = san-type ":" san-val ue
san-type ="email" [/ "dns" [ "uri"
san-val ue = 1*i dchar
san-type is the SAN type and nust be one of email, dns, or uri. Note

that dn is not supported.
san-val ue is the SAN val ue, percent-encoded.

The pair [<san_type>, <san_value>] is one of the itens in
chai n[ 0] . ext ensi ons. san

Exanpl e:
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di d: x509: 0: sha256: WE4P5dd8DnLHSkyHal j hp4udl kFOLgoKwCvu9gl 38j k: : san: em
ai | : bob%l0exanpl e. com

Rego policy:

val i date_policy(nanme, value) :=true if {
nane == "san"
[san_type, san_val ue_encoded] := split(value, ":")
san_val ue : = url query. decode(san_val ue_encoded)
[san_type, san_value] == input.chain[0].extensions.san[_]

}

3.4. "eku" policy

policy-name = "eku"

policy-val ue = eku

eku = oid

oid =1*DAT *("." 1*DAT)

eku is one of the O Ds wthin chain[0].extensions. eku
Exanpl e:

di d: x509: 0: sha256: WE4P5dd8DnLHSkyHal j hp4udl kFOLgoKwCvu9gl 38j k: : eku: 1
3.6.1.4.1.311.10. 3. 13

Rego policy:
val idate_policy(nane, value) :=true if {
name == "eku"
val ue == input.chai n[0]. extensions. eku[ _]
}
3.5. "fulcio-issuer" policy

"ful ci o-i ssuer"”
ful ci o-i ssuer
1*i dchar

pol i cy- nane
pol i cy-val ue
ful ci o-issuer

fulcio-issuer is chain[0].extensions.fulcio_issuer wthout |eading
https://, percent-encoded.

Exanpl e:

di d: x509: 0: sha256: WE4P5dd8DnLHSkyHal j hp4udl kFOLgoKwCvu9gl 38j k: : ful ci o
-i ssuer: accounts. googl e. com : san: erui | : bob%t0exanpl e. com

Exampl e 2:
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di d: x509: 0: sha256: WE4P5dd8DnLHSkyHal j hp4udl kF9LgoKwCvu9gl 38j k: : ful ci o
-i ssuer:token. actions. gi t hubusercontent.com :san:uri: https¥%BAYRFYR2FQgi
t hub. con¥2Foct o- or g¥2Foct o-

aut omat i on%2F. gi t hub%2Fwor kf | ows%2Foi dc. ym %0r ef s%2Fheads%2Fmai n

Rego policy:
val i date_policy(name, value) :=true if {

nanme == "ful ci o-issuer”

suffix := urlquery. decode(val ue)

concat("", ["https://", suffix]) == input.chain[0].extensions.fulcio_issuer
}

3.6. DID resolution options

This DI D nethod introduces a new DID resolution option called
x509chai n:

Narme: x509chai n
Val ue type: string
The value is constructed as foll ows:

1. Encode each certificate Cthat is part of the chain as the string
b64url| (DER(C)).

2. Concatenate the resulting strings in order, separated by comma

4. Example Controller Document

The illustrates what a typical Controller document can | ook |ike once
resol ved:
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"@ontext": "https://ww.w3.org/ns/did/ vl",

"id": "did:x509:0: sha256: hH32p4SXI D8n_HLr k_nmN\zl KAr VhOKkbCeh6eAf t f GE: : subj ect : CN: M cr os
of t 9%20Cor por ati on",

"verificati onMethod": [

"id": "did:x509:0:sha256: hH32p4SXl D3n_HLr k_nmm\z| KAr VhOKkbCeh6eAf t f GE: : subj ect: CN: M
crosof t ¥%20Cor por at i on#key- 1",
"type": "JsonWebKey2020",
"controller": "did: x509: 0: sha256: hH32p4SXI D8n_HLr k_mm\z| KAr VhOKkbCeh6eAf t f GE: : subj e
ct: CN: M crosoft 9%20Cor poration”,
"publicKeyJwk": {
"kty": "RSA",
"n": "s9HduD2r vimD SGksB4HR- qvSK379St 8NnUZBH8xBi Qvt 2z ONOLUHWQ be BWANL Uf Hf zMaOM7 7Rh
N gPNi DRKhChl GlaHgEHSAa@BG nt OULA zqg- 1YvqQuf MGYBFf q0sc10UdvWTOR) wkPQTu4bj g37zSYF9OcGxS9u
GnPMIVWRMD ThGs YUc Dmivb CaJ Rebs LUBp MY Xk c UYXJr c SGAaUNdOwj hwi pEogOD- AbWW 7TPZA - Jci M 40a78EEXI
c2p06]1 WHf e5hegQ7ud@ | SAPGEzDzj hj NkzE63 - GoqJU- 6QLazblL5 y27ZDUAEYJokbb305A- dOp930C Tar 3BvWQ

’
"

e": "AQAB"
}

}
1,
"assertionMethod": [

"di d: x509: 0: sha256: hH32p4SXI D8n_HLr k_mriNz| KAr VhOKkbCeh6eAf t f CE: : subj ect: CN: M cr osof t %
20Cor por at i on#key- 1"

]

’eyAgreenent": [
"di d: x509: 0: sha256: hH32p4SXI D8n_HLr k_mriNz| KAr VhOKkbCeh6eAf t f CE: : subj ect: CN: M cr osof t %
20Cor por at i on#key- 1"

]
}

Figure 1: JSON controller docunment exanple
5. CDDL for a JSON Data Model for X. 509 Certification Paths
CertificateChain = [2*Certificate] ; leaf is first
Certificate = {

fingerprint: {
; baseb64url -encoded hashes of the DER-encoded certificate

sha256: base64url, ; FI'PS 180-4, SHA-256
sha384: base64url, ; FI'PS 180-4, SHA-384
sha512: base64ur | ; FIPS 180-4, SHA-512
3
i ssuer: Nane, ; RFC 5280, Section 4.1.2.4
subj ect: Nane, ; RFC 5280, Section 4.1.2.6
extensions: {
? eku: [+O D, ; RFC 5280, Section 4.2.1.12
? san: [+SAN], ; RFC 5280, Section 4.2.1.6
? fulcio_issuer: tstr ; http://oid-info.conget/1.3.6.1.4.1.57264.1.1
}

; X.509 Nane as an object of attributes
; Repeated attribute types are not supported
; Common attribute types have human-readabl e | abel s (see bel ow)
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; Other attribute types use dotted O Ds
; Values are converted to UTF-8

Nanme = {
; See RFC 4514, Section 3, for neaning of comon attribute types
? CN tstr,
? L: tstr,
? ST: tstr,
? Q tstr,
? QU tstr,
? C tstr,

? STREET: tstr,
* QD =>tstr

}

; base64url -encoded data, see RFC 4648, Section 5
base64ur|l = tstr

; ASN. 1 Object ldentifier

; Dotted string, for exanple "1.2.3"

OD = tstr

; X.509 Subject Aternative Nane
; Strings are converted to UTF-8
SAN = rfc822Nanme / DNSNanme / URI / DirectoryNane

rfc822Name = ["email", tstr] ; Exanmple: ["email", "bill @i crosoft.cont]
DNSNane = ["dns", tstr] ; Exanple: ["dns", "mcrosoft.cont]
URI = ["uri", tstr] ; Exanple: ["uri™, "https://mcrosoft.cont]

[
DirectoryName = ["dn", Nane] ; Exanple: ["dn", {CN. "Mcrosoft"}]
Figure 2: CDDL definition of did:x.509 JSON Data Mode

6. Privacy Considerations
Sonme consi derations

7. Security Consideration

7.1. ldentifier ambiguity
This DI D nethod maps characteristics of X. 509 certificate chains to
identifiers. It allows a single identifier to map to nultiple
certificate chains, giving the identifier stability across the expiry
of individual chains. However, if the policies used in the
identifier are chosen too | oosely, the identifier may match too wi de
a set of certificate chains. This may have security inplications as

it may authorize an identity for actions it was not neant to be
aut hori zed for.
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7

9

9

1.

1.

To mitigate this issue, the certificate authority should publish
their expected usage of certificate fields and indicate which ones
constitute a unique identity, versus any additional fields that may
be of an informational nature. This will help users create an
appropriate did:x509 as well as consuners of signed content to decide
whether it is appropriate to trust a given did: x509.

1. X. 509 trust stores

Typically, a verifier trusts an X. 509 certificate by applying chain
validation defined in Section 6 of [RFC5280] using a set of
certificate authority (CA) certificates as trust store, together with
addi tional application-specific policies.

This DI D nethod does not require an X 509 trust anchor store but
rather relies on verifiers either trusting an individual DID directly
or using third-party endorsenents for a given DID, like [V(], to
establish trust.

By layering this DID nethod on top of X 509, verifiers are free to
use traditional chain validation (for exanple, verifiers unaware of
DID), or rely on DID as an ecosystemto establish trust.

| ANA Consi der ati ons
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to this docunent.
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