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Abstract

   The Identifier Locator Network Protocol (ILNP) for IPv6 is described
   in Experimental RFCs 6740-6744.  This document clarifies how
   addressing in ILNP makes use of Preference values with Locator (L64)
   and Node Identifier (NID) values.  This includes the way that
   Preference values are used for forming Identifier-Locator Vector
   (I-LV) values, and selecting I-LVs for use.  This document updates
   RFC6740, RFC6741, RFC6742, RFC6748.

About This Document

   This note is to be removed before publishing as an RFC.

   Status information for this document may be found at
   https://datatracker.ietf.org/doc/draft-bhatti-ilnp-preference/.

   Discussion of this document takes place on the Network Network
   Working Group mailing list (mailto:saleem@st-andrews.ac.uk).

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 9 November 2026.
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1.  Introduction

   The Identifier Locator Network Protocol (ILNP) redefines the IP
   addressing architecture by use of new addressing data-types [RFC6740]
   [RFC6741].  The ILNP addressing data-types considered in this
   document are:

   *  _Locator (L64)_: A 64-bit value (8 bytes, in network / canonical
      byte order) that is a label for a network.

   *  _Node Identifier (NID)_: A 64-bit value (8 bytes, in network /
      canonical byte order) that is a label for a node.

   *  _Identifier-Locator Vector (I-LV)_: The 128-bit concatenation of a
      single L64 value and single NID value for use in the IPv6 packet
      header in the source address and destination address fields.

   L64 and NID values each have an associated _Preference_, a 16-bit
   value in the range 0-65535 (i.e. a 16-bit, unsigned integer), with
   lower values indicating higher preference.

   From an engineering perspective, for backwards compatibility, the
   data-types are realised and used within the context of IPv6
   [RFC6741].  An ILNP packet will use the address fields in an IPv6
   packet header [RFC8200] to carry I-LV values constructed from L64 and
   NID values based on the Preference values, even though the Preference
   values themselves are not sent in the packet.  The relationships
   between addressing data-types for IPv6 and ILNP are summarised in the
   diagram of Figure 1.

IPv6 (RFC8200 / STD86)  general IPv6 global address format:

| 3 |     45 bits         | 16 bits |             64 bits              |
+---+---------------------+---------+----------------------------------+
|001|global routing prefix|subnet ID|    Interface Identifier (IID)    |
+---+---------------------+---------+----------------------------------+

ILNP (RFC6741)  Identifier Locator Vector (I-LV):

|           64 bits                 |            64 bits               |
+---+---------------------+---------+----------------------------------+
|         Locator (L64)             |       Node Identifier (NID)      |
+---+---------------------+---------+----------------------------------+

       Figure 1: An IPv6 address (RFC8200 / STD86) and an ILNP
     Identifier-Locator Vector (RFC6741), as used in the address
                  fields of the IPv6 packet header.
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   An ILNP packet is distinguished from an IPv6 packet by the presence
   of a _Nonce Header_, the name used for the IPv6 Destination Option
   Header specified in [RFC6744] for use only with ILNP.  Examining only
   the address fields in an IPv6 packet is not sufficient to determine
   whether the packet is an ILNP packet, the Nonce Header must be
   present [draft-bhatti-ilnp-nonce].

   A more detailed description of the ILNP architecture and its
   relationship to IPv6 can be found in [RFC6740] and [RFC6741].

   L64 and NID values also have corresponding DNS Resource Record (RR)
   definitions in [RFC6742], which also include a Preference value as
   part of each L64 or NID RR.

   L64 values with Preference values are also used in ILNP Locator
   Update (LU) messages as defined in [RFC6743].

1.1.  Purpose

   This document clarifies the way that Preference values are used in
   ILNP in the following ways:

   1.  The semantics of the Preference value as used with L64, NID, and
       I-LV values.

   2.  How I-LV values are formed using Preference values when a node
       has multiple L64 and NID values.

   3.  How Preference values impact the choice of I-LV at the
       transmitting node.

   ILNP is defined for use with IPv6 and for IPv4, but all references in
   this document to ILNP are for IPv6 only.  It is possible to apply the
   methods described in this document to ILNP for IPv4 (with the use of
   the L32 data-type from [RFC6740] [RFC6742] in place of the L64 data-
   type), but that exercise is outside the scope of this document.

1.2.  Rationale

   An ILNP node can use multiple L64 values and multiple NID values
   simultaneously, and separate Preference values are associated with
   each L64 and NID.  A 128-bit I-LV is created from a single L64
   concatenated with a single NID value.  When L64 and NID values are
   used to create an I-LV for transmission, the Preference value affects
   the selection process for I-LV values at the transmitting node,
   subject to local policy [RFC6740] [RFC6741].
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   The use of Preference values in addressing in ILNP needs
   clarification, as it affects the use of L64 and NID values to form
   I-LVs.  The use of local policy to determine how Preference values
   are to be used remains, and the definition of such local policy is
   beyond the scope of this document.  However, in the absence of such
   local policy, for the ILNP addressing architecture in general, this
   document clarifies how Preference values are to be used.

   So, a clear description of the use of the Preference value is needed
   to understand how it should be used at the ILNP node.

   ILNP can also be used by unmodified IPv6 applications, and that usage
   is described in [draft-bhatti-ilnp-ip6-apps].

   Use of DHCPv6 [RFC6939] specifically for ILNP is not yet defined, and
   is outside the scope of this document.

2.  Conventions and Definitions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

2.1.  Definitions from other documents

   The following definitions are taken from [RFC6740]:

   *  Locator, L64

   *  Node Identifier, NID

   *  Identifier-Locator Vector, I-LV

   *  I-L Communications Cache, ILCC

   *  Source I-LV

   *  Destination I-LV

2.2.  New definitions

   This document defines two terms:

   _L64 Preference_  A Preference value for a L64 value.  This MUST be
      used in place of the term _Locator Preference Indicator (LPI)_ in
      [RFC6740] [RFC6741] [RFC6748].
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   _NID Preference_  A Preference value for a NID value.  This was not
      explicitly defined or discussed in [RFC6740] or [RFC6741], but it
      is clear from [RFC6742] that NID values also have a Preference.

3.  Updates to previous RFC documents

   RFC documents that are updated by this document are:

   *  RFC6740 "Identifier-Locator Network Protocol (ILNP) Architectural
      Description" [RFC6740].

   *  RFC6741 "Identifier-Locator Network Protocol (ILNP) Engineering
      Considerations" [RFC6741].

   *  RFC6742 "DNS Resource Records for the Identifier-Locator Network
      Protocol (ILNP)" [RFC6742].

   *  RFC6748 "Optional Advanced Deployment Scenarios for the
      Identifier-Locator Network Protocol (ILNP)" [RFC6748].

3.1.  RFC6740 and RFC6741

   [RFC6740] discusses use of a Locator Preference Indicator (LPI) for
   L64 values, but does not discuss Preference values for NID values.
   [RFC6741] does not discuss Preference values.  However, neither
   document states how Preference values are to be used by a node.

3.2.  RFC6742

   [RFC6742] defines Preference values for use in L64 and NID Resource
   Records (RRs) for DNS.  However, it does not state how Preference
   values are to be used by a node.

3.3.  RFC6748

   [RFC6748] mentions the use of the LPI.  That document also mentions
   the use of local policy to determine how Preference values would be
   used.  However, it does not give any more detail.

4.  Purpose of the Preference value

   As ILNP nodes might make use of multiple L64 and NID values,
   Preference values SHOULD be given with each L64 or NID value so that
   a node can make a selection of which L64 and NID values to use.
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4.1.   Presence of Preference values

   The Preference value is included for ILNP nodes as follows, and its
   presence can be summarised in the following three rules:

   1.  A Preference value SHOULD be given for every L64 (L64 Preference)
       value or NID (NID Preference) value in use by a node.

   2.  A Preference value SHOULD be given for every L64 (L64 Preference)
       value or NID (NID Preference) value when they are used for
       configuration purposes, e.g. for local end-system configurations,
       or for application-specific configurations.

   3.  When a L64 Preference value or NID Preference value is not known
       or given it MUST be considered to be zero.

   From the rules above, the "MUST" in rule 3 allows flexibility for a
   Preference value not to be given explicitly (hence the "SHOULD" in
   rules 1 and 2).

   Preference values are not carried in the IPv6 header, and are not
   present in an ILNP packet apart from the case of the LU message.  The
   LU message carries a L64 Preference value for each L64 in the payload
   as defined in [RFC6743], but not as part of the IPv6 header.

   There might be local policy or application-specific usage that
   impacts the use of the Preference values, and the definition of such
   usage is out of scope for this document.

   Preference values can be used on an ILNP node for unmodified IPv6
   applications (applications that are not ILNP-aware) to gain some of
   the benefits of ILNP, and such usage is described in
   [draft-bhatti-ilnp-ip6-apps].

4.2.  Discovery of Preference values

   Preference values can be learned from DNS [RFC6742] or from local
   configuration files.  When learned from DNS, they are included in
   ILNP DNS Resource Records (RRs), i.e. L64 or NID RRs as define din
   [RFC6742].  When learned from local configuration files, Preference
   values SHOULD be given with the respective definitions of values for
   L64s, NIDs, or I-LVs.

4.3.  Use of Preference values in constructing I-LV values

   I-LV values must be constructed so that they can be used in place of
   IPv6 address values in the IPv6 packet header.
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   1.  When a node has multiple L64 values and NID values defined for it
       to use, it must construct I-LV values for use as a Source I-LV,
       to be carried as the Source Address in the IPv6 header.

   2.  When a node discovers multiple L64 and NID values defined for use
       for a remote node, it must construct I-LV values to use as a
       Destination I-LV, to be carried as the Destination Address in the
       IPv6 header.

   In both cases, the Preference value is used by the transmitting node
   to create an I-LV value.

   An ILNP node MAY construct I-LV values directly from the available
   L64 and NID values based on application-specific requirements or
   based on local policy -- please see Section 5.6.  Otherwise, this
   document (specifically Section 5) describes how Source I-LV values
   and Destination I-LV values MUST be constructed from L64 and NID
   values using their respective Preference values.

5.  General method for generating I-LV values from L64 and NID values

5.1.  I-LV construction

   The general method for generating I-LV values from L64 and NID values
   uses the definitions below and the simple algorithm defined in
   Figure 2.  This method can be used for generating Source I-LV values
   and Destination I-LV values.

   *  Let {L_l} be a sequence of l L64 values each with a L64 Preference
      value, l >= 1.

      -  {L_l} MUST be ordered with _increasing_ L64 Preference; and

      -  {L_l} MUST NOT have duplicates for the 64-bit L64 values.

   *  Let {N_n} be a sequence of n NID values each with a NID Preference
      value, n >= 1.

      -  {N_n} MUST be ordered with _increasing_ NID Preference; and

      -  {N_n} MUST NOT have duplicates for the 64-bit NID values.

   The relative ordering of elements in each list {L_l} or {N_n} which
   have the same Preference value is considered to be either subject to
   local policy or to be application-specific.

   *  Let {A_a} be a sequence of a I-LV values, initially a = 0, i.e.
      the sequence is empty.
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   *  Let l64 be a single L64 64-bit value (8 bytes, network / canonical
      byte order).

   *  Let nid be a single NID 64-bit value (8 bytes, network / canonical
      byte order).

   *  Let x::y be the concatenation of x and y.

   Then the algorithm for generating {A_a} is given in Figure 2:

     foreach nid in {N_n}:
       foreach l64 in {L_l}:
         A_a.append(l64::nid)

       Figure 2: General algorithm for generating a list of I-LV, the
      ordered I-LV sequence, {A_a}, from a list of L64 values, {L_l},
      and a list of NID values, {N_n}. The lists {L_l} and {N_n} each
         MUST be ordered with increasing Preference value for their
     elements and MUST NOT contain, respectively, duplicate L64 or NID
                                  values.

   The sequence {A_a} is now the ordered I-LV sequence, and contains a
   list of 128-bit I-LV values, each of which can be used as an IPv6
   address, with the most preferred I-LV values at the start of the
   list.

   The lists {L_l} and {N}_n are both maintained by the operating system
   in an ILNP node through the function of the ILCC.  When the lists
   {L_l} and {N_n} are complete, or if either list changes, the
   mechanism described in this section can be invoked to (re-)generate
   the ordered I-LV sequence, {A_a}. Please see Section 5.5 for more
   details.

   The precise details of how an ILNP-aware application can make use of
   {L_l} and {N_n} directly is likely to be application-specific or
   subject to local policy, so is outside the scope of this document,
   but please see Section 5.4.

   For IPv6 applications running on an ILNP node, the use of {A_a} is
   described in [draft-bhatti-ilnp-ip6-apps].

5.2.  Source I-LV construction

   For Source I-LV values, L64 and NID values could be learned from a
   number of sources.
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   As L64 values are IPv6 address prefixes, ILNP allows L64 values to be
   discovered via an IPv6 Router Advertisement (RA) [RFC4861].  ILNP NID
   values can be generated dynamically using any of the mechanisms
   defined for IPv6, e.g. for privacy by using [RFC8981] or [HB2025], or
   for verifiable addresses as in [RFC3972].  In such cases, Preference
   values will be zero for L64 and NID values unless local policy
   defines otherwise.  Such automatic configuration could be used for
   default / bootstrap configurations, and allows backwards
   compatibility with IPv6.

   If only a L64 value is specified locally, the NID can still take a
   generated NID value using any mechanism already defined for
   generating IPv6 IID values.  If only a NID value is specified
   locally, the L64 can still take a value of an IPv6 address prefix
   learned from an IPv6 RA.  For example, if a node has a single L64,
   L_1, learned from an IPv6 RA, and a single NID, N_1, defined locally,
   then it will have a single source I-LV, L_1::N_1.  If Preference
   values are not specified, they should be considered to have the value
   of zero.

   However, it is possible for a node to have a fixed I-LV defined for
   it through local configuration, just as it is possible for a node to
   have a fixed IPv6 address.  Please see also Section 5.6 and
   Section 5.7.

5.3.  Destination I-LV construction

   For remote nodes, L64 and NID values for constructing Destination
   I-LV values will typically be learned from the DNS, e.g. from DNS L64
   and NID RRs (please see [draft-bhatti-ilnp-textual-representations]).
   L64 and NID RRs have Preference values [RFC6742].  However, it is
   also possible for L64 and NID values to be configured through some
   locally-defined mechanism, e.g. operating system files, or
   application-specific configuration.  Please see also Section 5.6 and
   Section 5.7.

5.4.  Selection of I-LV values

   The ordering mechanism means that the first I-LV, A_1, in {A_a} is
   always the one that has the combination of first the lowest NID
   Preference and then the lowest L64 Preference, i.e. the most
   preferred NID value and most preferred L64 value.
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   If {A_a} contains more than one value, the process of selecting which
   value to use is out of scope for this document.  The choice could be
   subject to local policy, or could be an application-specific choice.
   In the case of it being application-specific, it will depend on the
   API available, and if the application is ILNP-aware or not (please
   see [draft-bhatti-ilnp-ip6-apps]).

   If {L_l} and {N_n} are directly accessible on an ILNP node, then an
   ILNP-aware application can:

   *  construct I-LV values directly if it has access to {L_l} and
      {N_n}; or

   *  choose the I-LV to use directly from {A_a}; and

   *  use Preference values in making such selections as required.

5.5.  Changes to the lists of L64 and NID values

   The L64 list, {L_l}, and NID list, {N_n}, could change as new L64 and
   NID values become available or existing L64 or NID values can no
   longer be used.  A (non-exhaustive) list of reasons the lists could
   change is:

   1.  L64 and NID values were discovered from DNS, and the Time-to-Live
       (TTL) for the respective DNS RR expires.

   2.  NID values were generated using privacy mechanisms and so have a
       limited lifetime based on the privacy mechanism used.

   3.  Routing changes mean that a L64 value discovered from an IPv6 RA
       expires and so cannot be used any longer.

   4.  An IPv6 RA appears that shows a new address prefix is available
       to use as a L64 value.

   5.  A LU message is received from a remote node with one or more new
       L64 values for that remote node, and previous L64 values for that
       node are not present in the LU message so are no longer available
       for use for that remote node.

   6.  A local policy makes changes to the available L64 or NID values
       for the node or for a remote node.

   Overall, if {L_l} or {N_n} change, the ordered I-LV sequence, {A_a},
   could change.  However, as explained in Section 5.1, the ILCC
   maintains {L_l} and {N_n}, so {A_a} can be (re-)generated as needed.
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5.6.  Locally-defined I-LV values

   It is possible to define complete, fixed I-LV values locally, e.g. in
   /etc/hosts (please see [draft-bhatti-ilnp-textual-representations]).
   If such local I-LV definitions exist, whether Source I-LV (for this
   node) or Destination I-LV (for a remote node), they MUST NOT be
   decomposed to separate L64 and NID values for the formation of other
   I-LV values for inclusion in the ordered I-LV sequence, {A_a}. I-LV
   values MUST be ordered according to the NID Preference value and L64
   Preference value for that I-LV only for inclusion in {A_a}. This
   allows for a default local configuration if required, and also allows
   backwards compatibility with IPv6.

5.7.  Preference values for locally-defined L64, NID, or I-LV values

   Overall, locally-defined values of L64s, NIDs, or I-LVs are subject
   to local policy.  Where no such local policy exists, locally-defined
   L64, NID, or I-LV values SHOULD have explicit Preference values
   defined also, and those Preference values SHOULD be non-zero so that
   other dynamically generated or learned values with lower Preference
   values can be used as required.  However, the "SHOULD" in the above
   text is specifically included so as not to constrain local policy or
   application-specific configuration.

6.  Security Considerations

   There are no new security considerations.

   The existing security mechanisms already defined for ILNP remain
   unchanged (please see Section 9 of [RFC6740], Section 11 of
   [RFC6741]).

7.  Privacy Considerations

   There are no new privacy considerations.

   The existing identity privacy and location privacy properties already
   defined for ILNP remain unchanged (please see Section 10 of
   [RFC6740], Section 12 of [RFC6741], Section 7 of [RFC6748]).  NID
   values can also be generated using privacy mechanisms such as
   [RFC8981].  ILNP can also use enhanced identity privacy and location
   privacy mechanisms which remain backwards compatible with IPv6, such
   as described in [BHY2021], [HB2024], and [HB2025].

8.  IANA Considerations

   This document has no IANA actions.
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