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Abst ract

The ldentifier Locator Network Protocol (ILNP) for IPv6 is described
in Experinmental RFCs 6740-6744. |LNP packets for IPv6 are

di stingui shed fromnormal |Pv6 packets by the presence of the Nonce
Destination Option Header (aka Nonce Header), as defined in RFC6744.
This docunment clarifies the use of the Nonce Header for ILNP. This
docunent updates RFC6740, RFC6741, RFC6744.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-bhatti-ilnp-nonce/.

Di scussion of this docunent takes place on the Network Network
Working Goup mailing list (nailto:sal eem@&t-andrews. ac. uk).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Novenber 2026.
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1. Introduction

ILNP i s designed to be backwards conpatible "on-the-wire" with |Pv6,
and to be incrementally depl oyabl e such that only nodes that need to
use | LNP need to be nodified, typically end-systens only. No

nmodi fications are required to switches or routers. |LNP packets can
i nclude a Nonce Destination Option Header (aka Nonce Header) to

di stinguish themfromother | Pv6 packets. This docunent clarifies
the use of the Nonce Header for |LNP.

The specification of the Nonce Header is given in [ RFC6744].
ILNP is defined for use with IPv6 and for use with |IPv4, but all

references in this docunent to ILNP are for IPv6 only. It is
possible to apply the nethods described in this docunent to ILNP for
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1.

1.

IPv4 (with the use of the L32 data-type from [ RFC6740] [RFC6742] in
pl ace of the L64 data-type), but that exercise is outside the scope
of this docunment. Nevertheless, the list of changes given in

Section 4 are directly applicable to the Nonce header Option for |Pv4
described in [ RFC6746] .

1. Purpose

The purpose of this docunment is to clarify for the Nonce Header the
fol | owi ng:

1. Purpose: what it is intended for in |ILNP.
2. Design: the nature and use of values in the Nonce Val ue field.

3. Usage: when and how t he Nonce Header should be used in |ILNP
packets.

The current RFC docunents are not totally clear on points 1. and 2.
and this docunment changes the description with respect to point 3.
The key changes are all summarised in Section 4, and the rest of the
docunent provides context and di scussion.

Thi s docunent does not change the structure of the Nonce Header
whi ch remains as defined in [ RFC6744] .

2. Rati onal e

The Nonce Header is as defined in [RFC6744], and has been assi gned
type value Ox8b by IANA: it is essential for the correct operation of
ILNP. The current definition and use of the Nonce Header states that
it should only be present in some packet exchanges for an |ILNP
session but not all packets. Carification is needed to ensure that
the design and usage of the Nonce Header is clear and consistent.

The clarifications and changes defined in this docunent will sinplify
packet processing for |LNP packets.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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2.1. Definitions from other docunents
The following terns are defined in [ RFC6740]:
* Locator, L64
*  Node ldentifier, NID
* ldentifier-Locator Vector, |-LV
* |-L Communications Cache, |LCC
3. Updates to previous RFC docunents
RFC docunents that are updated by this docunment are:

* RFC6740 "ldentifier-Locator Network Protocol (ILNP) Architectura
Descri ption" [RFC6740].

* RFC6741 "ldentifier-Locator Network Protocol (ILNP) Engineering
Consi derati ons” [RFC6741].

* RFC6744 "1 Pv6 Nonce Destination Option for the Identifier-Locator
Net wor k Protocol for IPv6 (ILNPv6)" [RFC6744].

3.1. RFC6740 and RFC6741
The use of the Nonce Header is changed, and the use of the Nonce
Value field in the Nonce Header is clarified. So, any reference to
either should be read in the light of Section 4. Sonme key exanpl es
of how this docunment inpacts text in RFC6740 and RFC6741 are given in
Section 5. 1.

3.2. RFC6744
The key changes with respect to RFC6744 are listed in Section 4, so,
the reading of RFC6744 should now be in the light of Section 4. Sone
key exanpl es of how this docunment inpacts text in RFC6744 are given
in Section 5. 2.

4. The use of the Nonce Header and Nonce Val ue
The two objectives for the use of the Nonce Header for |LNP are:

1. To show clearly that the packet is an |ILNP packet, and so all ow
correct packet handling and processing.
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2. To provide for ILNP a |ightweight mechani smfor protection
agai nst certain "off-path" attacks, such as packet forging, flow
hi j acki ng, and network-|evel denial of service.

Thi s docunent introduces the follow ng changes to the use of the
Nonce Header conpared to [RFC6744] inline with the two objectives
above:

* NC1: The Nonce Header MJST appear in _every_ |LNP packet.

* NC2: The Nonce Value MUST be randomy generated_for any new | LNP
conmmuni cation session that is _initiated by a node, and MJST be
_unique_ with respect to any other Nonce Value still in use for an
I LNP comuni cation session that was _initiated_ by this node.

* NC3: The Nonce Value MJUST be the _sane_ in the Nonce Header for
both directions of an I LNP comruni cation session, i.e. it is
_bidirectional _.

These changes sinplify packet handling and processing for |ILNP, as
expl ai ned and di scussed in the rest of this docunent.

For ease of reference, these changes will be referred to in the rest
of this docunment as NCl, NC2, and NC3, respectively, as nmarked in the
l'ist above.

5. Exanples of clarifications and inprovenments

In a nunber of places, the original descriptions of the Nonce Header
are not clear with respect to the two objectives listed in Section 4.
In other places, the text describes dealing with the presence or non-
presence of the Nonce Header for |ILNP packets, leading to a nore
compl ex description and requirements for packet handling and
processing. Sone particularly relevant exanples (but not all

i nstances of such cases) are given in the sub-sections below, wth
expl anations of how NCL, NC2, and NC3 are beneficial

5.1. Exanples from RFC6740 and RFC6741

The core docunents for the definition of the ILNP architecture and
engi neering are [ RFC6740] and [ RFC6741]. Each makes reference to the
Nonce Header or the use of the Nonce Value. Sone exanples are:

1. From Section 8 of [RFC6740], inclusion of the Nonce Header in
I LNP packet s:
will include the ILNP Nonce value in its initial packet(s) to
t he responder
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From Section 9.1 of [RFC6740], use of the Nonce Header for flow
protection:

To reduce the nunber of on-path nodes that know the Nonce val ue
for a given session when ILNP is in use, a nonce value is

uni di rectional, not bidirectional

From Section 5.4 of [RFC6741], use of the Nonce Value for |ILCC
st at e managenent:

For received packets containing an | LNP Nonce Option, |ookups in
the I LCC MJUST use the <renpte ldentifier, Nonce> tuple as the

| ookup key. For all other ILNP packets, |ookups in the ILNP
Correspondent Cache MJUST use the <renote Locator, renpote
Identifier> tuple, i.e., the renote I-LV, as the | ookup key.

The benefits of NCI:

*

For exanple 1 above, simlar text appears in a nunber of places

i mplying that the Nonce Header m ght not appear in sone packets of
a flow However, it is not made explicit that the Nonce Header
does not have to appear in every packet of a flow Having the
Nonce header in every |ILNP packet avoids the problemwhere there
is an IPv6 flow and an I LNP fl ow between the sane two nodes and
the values in the Source Address and Destination Address fields in
the I Pv6 packets are nunerically identical. Wthout the Nonce
Header, it is not possible to deternine end-system packet handling
at the receiver frominspection of the | Pv6 packet header al one.

For exanple 2 above, coupled with NC3, the presence of the Nonce
Header in every packet of a flow provides better protection for
the flow overall

For exanple 3 above, this is an unnecessary conplexity: if the
Nonce Header is in every packet, then there is no need for an

alternative key tuple definition for identifying flows in the

I LCC

The benefits of NC2:

*

Bhatti

For exanple 1 above, this is not rel evant.

For exanple 2 above, use of a unique Nonce Value for each |ILNP
conmuni cati on session prevents an on-path attacker who | earns of a
Nonce Val ue from being able to nake use of it for an attack on
other ILNP comunication sessions, e.g. by forging a new | LNP
communi cati on sessi on.

For exanple 3 above, the managenent of flow state in the ILCCis
sinplified by the use of a single key tuple for a flow
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The benefits of NC3:

*

For exanple 1 above, this is not rel evant.

For exanple 2 above, it can be argued that the use of a

bi directi onal Nonce Val ue introduces no degradation of protection
conpared to use of two unidirectional Nonce Values. A suitably-
pl aced on-path attacker could observe the Nonce Value in the
packet exchange regardl ess of whether it is a unidirectional or
bidirectional value. Manwhile, coupled with NC1, the use of a
bi directi onal Nonce Val ue can be used as part of a handshake /
synchroni sati on token for the two communicating parties, e.g. to
hel p prevent off-path forged packets entering a flow at the start
of a session when the initiating node is waiting to |learn the

val ue of the Nonce Value field in the reverse direction
Additionally, the Nonce Header is designed only to provide sone
i ghtweight protection for off-path attackers (pl ease see
Section 9 of [RFC6740] and Section 11 of [RFC6741]).

For exanple 3 above, the managenent of flow state in the ILCCis
simplified by ensuring that the key tuple is unique.

5.2. Exanples from RFC6744
The Nonce Header is defined in [ RFC6744] and includes the follow ng
text:
1. From Section 3.1 of [RFC6744], inclusion of the Nonce Header in

Bhatti

| LNP packets:
initial packet(s) of an IPv6 session ....

From Section 5.2 of [RFC6744], use of the Nonce Value in

di stingui shing between transport flows in case of clashes of NID
val ues (I LCC state nanagenent)

Mul tiple transport-1layer sessions between a given pair of nodes
normally share a single entry in the | LNP Conmuni cation Cache,
provided their network-layer details (e.g., ldentifiers, Nonces)
are identical. Because two different |ILNP nodes at two different
| ocations might share the sane Identifier value, it is inportant
for an ILNP inplenentation to use the I LNP Nonce values to

di stinguish between different |ILNP nodes that happen to be using
the same (or sone of the sane) ldentifier value(s).

From Section 6 of [RFC6744], the inplication of the selective
inclusion of the Nonce Header in |ILNP packets:

I LNPv6 nodes MUST include this option in the first few packets of
each | LNPv6 session, MJST include this option in all |ICW
messages generated by endpoints participating in an | LNPv6
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session, and MAY include this option in any and all packets of an
I LNPv6 session. It is recomrended that this option be included
in all packets of the ILNPv6 session if the packet |oss for that
session is known to be nuch higher than nornal.

From Section 7 of [RFC6744], the Nonce Header is used for off-
pat h protection:

The I LNPv6 Nonce Destination Option only seeks to provide
protection against off-path attacks on an |IP session

The benefits of NCI:

*

For exanple 1 above, as described in Section 5.1, the inclusion of
the Nonce Header in every |ILNP packet is beneficial for packet
processi ng.

For exanple 2, coupled with NC3, the presence of the Nonce Header
in every packet will allow better state managenment in the |LCC

For exanple 3, the text is now redundant, sinplifying the overal
descri ption.

For exanple 4, this docunent nakes the issue of |ightweight off-
path protection an explicit objective for the Nonce Header in
Section 4, and nakes clear that it is a |ightweight protection
only against off-path attackers.

The benefits of NC2:

*

For exanple 1 above, this is not rel evant.

For exanple 2 above, the text is now redundant, sinplifying the
overal |l description

For exanple 3 above, coupled with NC1, the text is now redundant,
sinmplifying the overall description

For exanple 4 above, coupled with NCl, protection against off-path
attacks is inproved.

The benefits of NC3:

*

*

Bhatti

For exanple 1 above, this is not rel evant.

For exanple 2 above, coupled with NC1, this will help to avoid
state clashes in the ILCC
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5.3.

* For example 3 above, the text is now redundant, sinplifying the

descri ption.
* For exanple 4 above, there is a discussion in Section 5.1
Exanmpl e from RFC6748

[ RFC6748] describes use cases and scenarios for ILNP. Many of the
use cases enploy an |ILNP-aware Site Border Routers (SBR). RFC6748 is
not nodified by the contents of this docunent, but there is an

i mprovenent to be noted.

*  From Section 3.2 of [RFC6748], the operation of a SBR or firewal
woul d be inmproved if the Nonce Header is used consistently:
Since ILNP requires that all Locator Update nmessages be
aut henticated by the ILNP Nonce, the SBR will need to include the
appropriate Nonce values as part of its cache of infornmation about
I LNP sessions traversing the SBR. (NOTE: Since conmercia
security gateways available as of this witing reportedly can
handl e full stateful packet inspection for mllions of flows at
mul ti-gigabit speeds, it should be practical for such devices to
cache the ILNP flow i nformation, including Nonce val ues.)

The conbination of NC1, NC2, and NC3 woul d make the operation of SBR
or firewall functions for ILNP easier to inplenent and nore
consi stent.

Security Considerations
The purpose of the Nonce Header, to provide a |ightweight protection
agai nst off-path attacks, is clarified in Section 4. Overall, the

protection for an ILNP flow is inproved.

As noted in Section 5.3, operations of firewalls should be inproved
by the presence of the Nonce Header

The other existing security mechani snms al ready defined for |ILNP
remai n unchanged (pl ease see Section 9 of [RFC6740], Section 11 of
[ RFC6741]) .
Privacy Consi derations
There are no new privacy consi derations.
The existing identity privacy and |ocation privacy properties already

defined for ILNP remai n unchanged (pl ease see Section 10 of
[ RFC6740], Section 12 of [RFC6741], Section 7 of [RFC6748]).
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8. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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