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Abstract

The ldentifier Locator Network Protocol (ILNP) for IPv6 is described
in Experinmental RFCs 6740-6744. |LNP uses a different architecture
to IPv6 but is inplenented to work with IPv6. This docunent

descri bes how unnodi fied | Pv6 applications running on an | LNP-capabl e
node can make use of ILNP. This docunment updates RFC6740, RFC6741,
RFC6748.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-bhatti-ilnp-ip6-apps/.

Di scussion of this docunent takes place on the Network Network
Wirking Goup mailing list (mailto:sal eem@t-andrews. ac. uk).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

ILNP i s designed to be backwards conpatible "on-the-wire" with |IPv6,
and to be increnmentally depl oyabl e such that only nodes that need to
use | LNP need to be nodified, typically end-systens only. No

nodi fications are required to switches or routers. Additionally,
ILNP i s designed to be backwards conpatible with _|IPv6 applications_.
For many | Pv6 applications, there should be no requirenents for re-
engi neering or re-conpilation of existing program binaries: existing
I Pv6 prograns should be able to run on a node that has been updated
with an | LNP-capabl e network stack

When an | Pv6 application uses |ILNP conmunication, it is inportant
that such usage is:

*

_intentional : comes fromexplicit actions taken to use ILNP, e.qg.
there is a clear choice about the use of |ILNP comunication for
| Pv6 applications fromsystens configuration; and

* _predictable_: avoids surprises, as much as is possible, fromthe
use of ILNP, e.g. that ILNP communi cation does not result in the
I Pv6 application entering unsupported states or undesirabl e nodes
of operation.

However, even with carefully planned and intentional usage, the wi de
diversity of applications nmeans that it is possible that the
behavi our of sone applications is not predictable.

ILNP is defined for use with IPv6 and for use with |IPv4, but al
references in this docunent to ILNP are for |IPv6 only.

1. Purpose

The purpose of this docunent is to describe how unnodified | Pv6
applications can use |LNP-based comunication

1. The nechani sns by which | LNP comunication is possible for
unnodi fied | Pv6 applications.

2. How unnodified | Pv6 applications can run on an | LNP-capabl e node.

3. Wiich IPv6 applications should work with ILNP, and which are
unlikely to work.

The nmechani sm by which an | LNP-capabl e node communi cates with a non-
I LNP capabl e node is to fall back to using |Pv6, as described in
Section 8 of [RFC6740], Section 10 of [RFC6741], Section 5 of

[ RFC6743], and Section 6 of [RFC6744].
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Thi s docunent di scusses only communi cati on based on uni cast
addressing: multicast comrunication for ILNP is as for |Pv6.

1.2. Rationale

It is expected that new |LNP-aware_applications will in the future
make use of access to the new addressing data-types in ILNP to have
more flexible connectivity and control of traffic flows. This wll
depend on the availability of suitable a APl for access to |ILNP-
speci fic addressing infornmation.

In parallel, existing _IPv6 applications_ should be able to nake use
of ILNP because it was designed to be backwards conpatible with |Pv6.
Indeed, it would be beneficial if as many as possible of the benefits
of ILNP could be used by _unmodified_ I1Pv6 applications. So, this
docunent describes how existing | Pv6 applications can use |ILNP

wi t hout bei ng nodifi ed.

2. Mdtivation
_Way should an I Pv6 application use | LNP?_

A conpl ete answer to this question, and any detail ed discussion, is
beyond t he scope of this docunent.

As a short answer to the question above, the different approach to
addressi ng and connectivity in ILNP means that, for exanple, an
exi sting, unnodified |IPv6 application could gain in the follow ng
ways:

* Inproved privacy and security at the packet |evel [BHY2021]
[ HB2024] [ HB2025].

*  Conbi ned nobility-multihom ng capability under end-system contro
[ YB2024] .

* Provision of nultipath connectivity for existing transport
protocol s [ YB2019].

This additional control for connectivity and comunication for an
application with ILNP is designed using an end-to-end approach,
allowing all the functionality to work together harnoniously. Also,
the end-to-end approach neans the functionality can be inpl enented
wi t hout requiring the use of proxies, tunnelling, or address
transl ati on mechani sms.
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Conpl ete solutions for unnodified | Pv6 applications to use ILNP in
this way are being devel oped and tested at the time of witing.
Meanwhi l e, the work cited above, using results fromILNP
i mpl ementations in FreeBSD and Li nux, with ongoing testing and
experinents over international connectivity at | ETF neetings and | ETF
Hackat hon events, show that there are realistic possibilities for
ILNP to operate across global |Pv6 connectivity, and that many
exi sting I Pv6 applications could work unnodified over |LNP.

3. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3.1. Definitions from other documents
The following terns are defined in [ RFC6740]:
* Locator, L64
* Node ldentifier, NID
* ldentifier-Locator Vector, |-LV
* |-L Communications Cache, |LCC
The following termis defined in [draft-bhatti-ilnp-preference]:
* ordered |-LV sequence, {A a}

The notation for textual representations for I-LV values is defined
in [draft-bhatti-ilnp-textual-representations].

The reference to the C sockets APl extensions for IPv6 is in relation
to [ RFC3493], particularly the use of:

* the struct addrinfo data structure.
* the struct sockaddr _in6 data structure.

* the getaddrinfo(3) Clibrary function call
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4.

4.

Exanpl es used in this docunent

In order to describe the interactions for conmunication, a client-
server node of operation is assuned in the explanations and
descriptions. However, the approach is general: the ILNP client is a
communi cation initiator, the ILNP server is a comrunication
responder. The communi cati on process is described in terns of:

1. An ILNP-capable node waiting to accept inconm ng conmmuni cation
requests froma renote | LNP-capabl e node, e.g. incomng TCP
connections or UDP sessions. For the purposes of this docunent,
such a node is called an _ILNP server node_.

2.  An | LNP-capabl e node wishing to initiate comrunication to a
renote | LNP-capabl e node. For the purposes of this docunent,
such a node is called an _ILNP client node .

So, for our purposes, an |Pv6 server application is running on an
I LNP server node, and an |Pv6 client application is running on an
I LNP client node.

1. Use of the sockets API

Thi s docunent nakes use of the sockets APl and related famly of
function calls, data structures, data-types, and value definitions in
C (which are al so defined as part of PGCSI X 1-2008 / POSI X. 1-2017 /
PCSI X- 1. 2024) .

In the sockets API, address famly_ definitions exist for use with
the function calls and data structures to identify the type of

addr essi ng being used: AF_INET for |Pv4, AF_INET6 for |Pv6 [ RFC3493].
In the future, new addressing extensions for sockets mght be defined
for ILNP, just as extensions were defined for IPv6 in addition to

I Pv4. For now, this document describes how ILNP is used for
backwards conpatibility with I Pv6 applications only, with any |ILNP

| -LV val ues presented to applications as type AF INET6 so that |-LV
val ues can be used as | Pv6 addresses.

Practical addressing and naming for |LNP

The key mechani sns by which unnodified | Pv6 applications can nake use
of ILNP is through the syntactic conpatibility in nam ng and
addressing formats between |ILNP and |1 Pv6. For name resolution, |LNP
uses the same sources as for IPv6, e.g. entries in /etc/hosts or
responses fromDNS. |-LV values are 128-bit values that are
syntactically equivalent to an | Pv6 address. So, for carrying
addressing informati on across the network, an |ILNP packet uses the
address fields in the | Pv6 packet header to carry |-LV val ues.
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As | LNP packets are "on-the-wire" identical to |IPv6 packets, network
components, such as routers and swi tches, can forward |ILNP packets,
and |-LV values can be handl ed |ike I Pv6 addresses. However, |LNP
operates end-to-end, so |LNP-aware nodes can act upon the semantics
of L64 and NI D val ues end-to-end to enable the various functionality
that is possible for ILNP, as described in [RFC6740] and [ RFC6741].

5.1. Name resolution process

It is possible for an | LNP-capabl e node to deternmine if a renpte node
is also | LNP-capabl e through name resol ution using existing
mechani snms, and so initiate |ILNP conmruni cation

When a name, such as a fully-qualified domain nane (FQDN), is passed
by an application to a node, nanme resolution is perforned using /etc/
hosts or DNS. The resolution of a name to an address selects the
type of comunication -- IPv4d or IPv6 -- that is possible and could
be initiated by an application. The type information is part of the
name resolution, the nost common exanpl es bei ng:

* the inplicit type information in the textual representation of an
address value in /etc/hosts:

- decimal -dot notation for |Pv4, such as "123.12. 34. 45"

- hexadeci mal -col on notation for | Pv6, such as
"2001: db8: 12: 34: : abcd: 1".

* the explicit type value of a DNS Resource Record (RR) returned in
a DNS response:

- type Afor IPv4
- type AAAA for |Pv6.

So, simlarly, for ILNP we have type information included with
addr essi ng val ues:

* notations for the textual representations of L64, NID, and |-LV
val ues for use in /etc/hosts as defined in
[draft-bhatti-ilnp-textual -representations], such as
"2001- db8-12- 34. 0+0+abcd+1" for an I-LW.

* DNS RRs for L64 and NI D values, with type val ues assi gned by | ANA,
as documented in [ RFC6742].
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Al'though it is expected that normal operation for name resol ution
will be using DNS, the use of /etc/hosts can be a conveni ent nethod
in some cases, e.g. for experinentation and debuggi ng, especially on
a |l ocal testbed. Some guidance on the use of /etc/hosts is provided
in Section 6.4 and Section 7.1. Al so, server systens especially

m ght need application-specific addressing configuration, and that is
out of scope for this docunent.

5.2. Name resolution for an application

The socket (2) APl uses the getaddrinfo(3) library function to resolve
nanes and provide for IPv6 applications a list of 128-bit |Pv6
address in an instance of a struct addrinfo list. getaddrinfo(3) has
the function prototype:

i nt getaddrinfo(const char *nodename, const char *servnane,
const struct addrinfo *hints, struct addrinfo **res);

The typical code pattern for name resolution is:

1. The ai_famly nenber of hints is set to AF_UNSPEC (or AF_I| NET6
for 1Pv6 only) before invoking getaddrinfo(3) with a value for
nodenane to resolve. (servnane mght also be used but is not
rel evant for this docunent.)

2.  Upon successful return, res holds a struct addrinfo list with a
sequence of | Pv6 address values that could be used by the
appl i cation.

3. Awvalue fromres is copied into a struct sockaddr_in6 instance
for use in socket(2).

For an |LNP-capable node, to allow unnmodified | Pv6 applications to
use | LNP, the behaviour of getaddrinfo(3) MJST be:

1. upon invocation

* if the nodenane provided matches |I-LV entries from/etc/hosts,
then an _ordered |-LV sequence_, {A a}, MJST be constructed
fromthe matching entries;

* otherwi se nodenane is used in DNS queries so that L64 and NI D
RRs can be retrieved (as well as AAAA and A RRs, if defined,
for backwards conpatibility), and the returned L64 and NID RRs
MJST be used to construct an _ordered |I-LV sequence_, {A a}.

Bhatti, et al. Expi res 9 Novenber 2026 [ Page 8]



I nternet-Draft I LNP | Pv6 apps May 2026

2. upon successful return for the APl user, the list in res MJST
contain at its _start_ the list of the I-LV values from {A a}
with the struct addrinfo instances marked as AF_INET6 as if they
are | Pv6 addresses.

3. belowthe API, the ILCC and internal state for the |ILNP node MJST
record that the name resolution did include I-LV values, so that
a subsequent socket(2) invocation with a struct addrinfo_in6
instance containing an I-LV value fromres will return a
descriptor to a socket that will be an |ILNP comruni cati on end-
poi nt .

The _ordered |I-LV sequence_, {A a}, contains I-LV values in a
preferred ordering for the renote node. The process for constructing
{A a} is described in [draft-bhatti-il np-preference], but that
process is not visible to the user

So, the socket(2) fanmily of calls using res will have the correct
type information for an I Pv6 application, and APl calls will also
result in an ILNP conmunication end-point. That is, the application
will have a reference to an | Pv6 comruni cati on end-point (the socket
descriptor that is returned), but the type of the socket that will be
created will be for |ILNP communication. Hence, an unnodified |Pv6
application will be able to engage in |ILNP-based conmuni cati on.

5.3. DNS queries for L64 and NID RRs

A sinple way to inplenent a DNS query to select L64, NID, AAAA and A
RRs that match the sane nodenane is to use DNS query type of ANY,

i.e. QTYPE=ANY. While a DNS query with QTYPE=ANY is still possible
for depl oyed DNS resolvers, its use is subject to variable and non-
consi stent behaviour in responses, as described in [RFC8482]. This
non- consi stent response behavi our could be due to a nunber of

reasons, e.g. to avoid traffic anplification attacks [ RFC5358] when
using UDP for DNS queries, or due to |local policy.

Alternatively, parallel DNS queries with different QIYPE val ues coul d
be made by an inplenmentation of getaddrinfo(3), e.g. multiple queries
with QIYPE set, in turn, to L64, NID, AAAA, and A However, L64 and
NID RRs might not be returned first -- one of the other parallel
queries could be answered first and that could be enough for the cal
to getaddrinfo(3) to conplete successfully.

As the ordering, delay, and content of DNS responses to QIYPE=ANY or
to nultiple parallel queries are not well-defined, res m ght not
contain |-LV values, even if L64 and NID RRs are defined for nodename
in the DNS. This nmeans that an |-LV nmight not always be sel ected
after a call to getaddrinfo(3) when DNS is used.
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6

1.

Even if 1-LV values are included in res, with the added
recomrendati on for "Happy Eyeballs" [RFC8305], an |ILNP conmmuni cation
m ght not always be initiated between | Pv6 applications running on

| LNP- capabl e nodes. This is not an issue particular to ILNP: the
sane is true for IPv6 and I Pv4, i.e. the conbination of the non-
consi stent DNS responder behaviour and the "Happy Eyebal | s"
recommendati on could nmean that 1Pv4 is selected for conmunication

bet ween | Pv6-capabl e applications both running on | Pv6-capabl e nodes.

| Pv6 server application using |LNP

For an ILNP server node, the I Pv6 server application needs to
establ i sh a conmuni cation end-point that can accept inconing |LNP
communi cati on requests.

An | LNP server node, or individual |1Pv6 application, mght be invoked
via |l ocal or application-specific configuration, and be initialised
with a communi cati on end-point to accept inconing comruni cation
requests in the foll owi ng ways:

* Case 0: Use of "wildcard" addressing, i.e. no ILNP-specific
information is configured when the |Pv6 server application is
i nvoked.

* Case 1: Predefined I-LV values are used directly, e.g. the ILNP
server node has defined for it one or nore specific whole I-LV
val ues (or nanes that resolve to whole I-LV values) in place of
| Pv6 addresses in the application-specific configuration

* Case 2: Separate L64 and NI D values, e.g. the ILNP server node is
configured with multiple L64 and NI D values and so can forml-LV
val ues, which can then be used by the I Pv6 application as if the
I -LV val ues are | Pv6 addresses.

Case 0: "W/l dcard" addressing

It is NOT RECOWENDED that |Pv6 server applications nake use of |LNP
communi cati on as described in this sub-section. The usage of |LNP
will not be intentional and is unlikely to be predictable.

An | Pv6 server application code pattern nmight typically invoke

bi nd(2) using | NGADDR ANY_INIT for I Pv6, so that it can accept

i ncom ng connections for any and all |Pv6 addresses that it currently
has configured, 1Pv4 and / or |Pv6.

For an | Pv6 server application running on an |ILNP server node, it is
RECOMVENDED t hat the server application is invoked using a locally
defined I-LV (or nane resolving to an I-LV) -- please see
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Section 6.2. This could be achieved through | ocal configuration
files or conmand-1ine argunents for invocation of the server
appl i cati on.

6.2. Case 1: Predefined |I-LV val ues

It is RECOWENDED that an | Pv6 server application running on an |LNP
server node is configured and i nvoked as described in this sub-
section. This usage is intentional and should result in predictable
behavi our. For practical purposes, it is also the easiest and

cl earest nethod of enabling unnodified | Pv6 server applications to
make use of |LNP conmmuni cati on.

The scenari o described here is for the case when |-LV values are to
be used directly in place of |IPv6 addresses:

1. It is RECOMENDED t hat predefined |I-LV val ues, or nanes resolving
to such I-LV values, should be configured for the ILNP server
node.

2. It is RECOWENDED that these predefined I-LV values, or nanes
resolving to such I-LV val ues, should be used when starting an
| Pv6 application to explicitly nake use of |LNP-based
conmuni cati on.

As an example, predefined |-LV values could be configured as
descri bed in Section 6.4.

When a predefined I-LV, or a nanme resolution resulting in a
predefined I-LV, is used in the invocation to bind(2), the ILNP
server node

1. SHOULD all ow I LNP conmuni cation for that |-LV at the tinme of
i nvocati on.

2. SHOULD maintain | LNP comuni cation for that |-LV value after
i nvocation, consistent with the validity of the L64 value for the
I -LV.

The "SHOULD' in points 1 and 2 above allows flexibility for
application-specific behaviour or local policy. Also, it allows
flexibility for whether or not such conmuni cation end-points are to
be nade discoverable to renpte client applications for |ILNP

communi cation, e.g. by a Dynam c Secure DNS update [ RFC3007] that
creates or updates L64 and NID RRs for that |-LV through some out-of -
appl i cation mechani sm
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For point 2 above, it is possible that a L64 val ue becones
unavai |l abl e and then becones avail abl e again, e.g. due to presence
(or not) of IPv6 prefix values in IPv6 Routing Advertisenents (RASs)
coupled with the behaviour of ILNP dynam c nultihom ng and nobility
capability [YB2019] [YB2024]. The "SHOULD' in point 2 gives
flexibility for application-specific behaviour or local policy in
this respect. |If the behaviour is inplenented and utilised, the |IPv6
application gains connectivity capability it would never have had.

If the behaviour is not inplemented or utilised, nothing has been

|l ost with respect to the nornal expected operation of the | Pv6 server
application, but client applications would still gain fromusing |LNP
communi cati on -- please see Section 2. However, when the behaviour
is inplemented, and the I-LV lifetime expires, a previously bound
socket becones invalid, and the behaviour for such a situation is
system specific.

6.3. Case 2: Predefined L64 and NI D val ues

It is NOT RECOWENDED that an | Pv6 server application running on an
I LNP server node is configured and i nvoked as described in this sub-
section. Although the usage is intentional, it mght result in
behavi our that is not predictable.

The scenari o described here is a possibility. However, it is not
expected that unnodified | Pv6 server applications will be invoked in
such a configuration.

An | LNP server node might have defined for it nultiple L64 and NI D
val ues fromwhich it can forml-LV values as described in
[draft-bhatti-ilnp-preference]. These could be configured locally or
| earned dynamically fromDNS. L64 and NI D values from DNS RRs have a
Ti me- To-Live (TTL) value, but it is possible that |ocal nechanisns

al so allow L64 and NID values to have Iimted lifetimes nmuch |ike the
DNS TTL. |If separate L64 and NI D val ues are defined w thout specific
lifetinmes, then the behaviour will be as for predefined I-LV val ues
as in Section 6. 2.

It is possible that, for exanple, predefined NID values are
configured locally with no expiry time, while L64 values are

di scovered dynamcally (typically as address prefix values from | Pv6
RAs) and might have a limted lifetine. |In this case |I-LV val ues
coul d be transient because of the L64 lifetime. If a NID value is
defined without a specific lifetime, and the L64 value is |earned
dynanmically (e.g. an address prefix froman IPv6 RA) but has a "l ong"
lifetime (e.g. a day, or a week), this behaviour is simlar to the
use of SLAAC [ RFC4862], and so, with care, the scenario of

Section 6.2 could still be enployed for an I LNP server node.
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However, if the L64 and NI D val ues each have limted lifetinmes, then

this inpacts the overall lifetimes of the I-LVs that are formed from
those L64 and NID values. The IPv6 application will, effectively, be
usi ng addresses that will "expire" to create sockets on which to

accept incom ng conmunicati on sessions.

When the invocation of bind(2) is made with a specific |I-LV forned
fromthe separate L64 and NI D val ues (as described in
[draft-bhatti-ilnp-preference]), the ILNP server node:

1. SHOULD allow ILNP communi cation for that I-LV at the tinme of
i nvocation; and

2. SHOULD maintain |LNP comruni cation for that |-LV consistent with
the validity of those L64 and NI D values that constitute that
| -LV.

The "SHOULD' in point 1 and 2 above allows flexibility for
application-specific behaviour or local policy. Also, it allows
flexibility for whether or not such communication end-points are to
be made di scoverable to remote client applications for |ILNP
conmmuni ctai on, e.g. by a Dynam c Secure DNS update [ RFC3007] that
creates or updates to L64 and NID RRs through sone out-of-application
mechani sm  However, when the behaviour is inplenmented, and the |-LV
lifetime expires, a previously bound socket becones invalid, and the
behavi our for such a situation is systemspecific.

6.4. Server-side use of /etc/hosts

A name coul d be defined for |ookup of an I-LV before bind(2) is

i nvoked. This could be in DNS, as a client application would al so
need that information to initiate conmunication. However, a name
could (also) be a local nanme defined in /etc/hosts for an I-LV that
the 1 Pv6 server application is configured to use, the |ocal nane
bei ng provided via conmmand-1ine argunents or application-specific
configuration files. Care should be taken if 1-LV entries are used
in /etc/hosts with corresponding L64 and NID entries in DNS: the
latter will be required for client applications under norma
operation. Examples of names and |-LV entries in /etc/hosts are
given in Figure 1. This could be for two different servers on the
same physical / virtual node, or sone other arrangenent, but that
choice is left to the user

2001- db8-0-1. abcd+0+a+1 server-al.local # a local |-LV
2001- db8-0-1. abcd+0+a+2 server-a2.local # another l|ocal [|-LV

Figure 1. Exanple entries in the ‘/etc/hosts' file for I-LV
val ues for |ILNP server nodes.
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Thi s does not preclude any application-specific configuration or
| ocal policy control for I-LV selection

6.5. Server-side exceptions

Wth use of |ILNP conmunication for |IPv6 applications, care is needed
in choosing I-LV values for initial configuration and instantiation
There are situations where | LNP comunication cannot be initiated
transparently for an I Pv6 server. |In npost cases, this is likely to
be where the server application (or acconpanying client application)
uses | Pv6 address values directly, e.g. within the code base or in
configuration files. For exanple, if a server application expects to
bind(2) to a "hard-coded" address, or to use a specific interface on
a node, or if a server application manipul ates address bits directly
in user-space as part of its behaviour. This could be true
especially for sone control -pl ane and nmanagenent - pl ane appli cati ons.

7. 1Pv6 client application using |LNP

Typically, an IPv6 client application will invoke getaddrinfo(3) with
a nodenane for a renote node, then use a value fromthe res list,
often the first value in the res list, to make a call to socket(2),
and then start a communi cation session. Using the nechani sm
described in Section 5.2, the first value in res will be for an I-LW.
There m ght also be other I-LVs in res, but it is not possible for
the 1Pv6 application to know that. A subsequent call, e.g. to
connect(2) with that first value fromres will create an |ILNP

conmuni cati on end- poi nt.

7.1. dient-side use of /etc/hosts

If DNSis not configured or if the use of /etc/hosts is desired,
exanpl es of nanes and |-LVs for |ILNP server nodes that could be used
by the IPv6 client application are given in Figure 2. Care should be
taken if 1-LV entries are used in /etc/hosts with correspondi ng L64
and NID entries in DNS: it is RECOWENDED that client systens use DNS
under normal operation

2001- db8- 0- 1. abcd+0+a+1 server-al.ilnp # a renote server
2001- db8- 0- 1. abcd+0+a+2 server-a2.ilnp # another renote server

Figure 2: Exanple entries in the ‘/etc/hosts’ for use by a client
to lookup I-LV values for a rempte |ILNP server node.

Thi s does not preclude any application-specific configuration or
| ocal policy control for I-LV selection
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7.2. dient-side exceptions

In nmost cases, client applications initiate comunication after a
nane resolution is perfornmed to find addressing information and
initiate a comruni cati on end-point, as described in Section 5. 2.
Then, the client application typically only uses a reference to the
communi cati on end-point (a socket descriptor), and is usually not
concerned with the exact values in the addressing information. So,
it is expected that nost IPv6 client applications will be able to
make use of | LNP-based comuni cati on.

However, after using getaddrinfo(3), if the client application
chooses a value fromthe res list that is not an I-LV, then ILNP
communi cation will not be initiated.

Al'so, as is true for the server-side, as described in Section 6.5, if
the client application (or acconmpanying server application) uses |Pv6
address values directly, e.g. within the code base or in
configuration files, ILNP comunication night not work correctly.
Again, this could be true especially for some control-plane and
managenent - pl ane appl i cati ons.

Additionally, as already discussed in Section 5.3, the effects of the
DNS responder behavi our coupled with the "Happy Eyeballs"
recommendations might result in ILNP not being initiated by a client
application even though it is possible.

8. Communi cati on sessi on nmanagenent

Once a comuni cation session is successfully initiated (e.g. a TCP
connection), the handling of addressing for each end-point can be
summari sed as:

1. There is a Source |I-LV and a Destination |I-LV, consisting,
respectively of L64 s and NID_ s, and L64 _d and N D d.

2. ND.s and NID d val ues MJST remain constant for the duration of
the session.

3. The Source node or Destination node MAY signal changes,
respectively, to their L64_s or L64 _d values by the use of
Locator Update (LU) nessage [ RFC6743].

Pl ease note that this is a summary only, full details of the state

managenent process for L64 and NI D values are given in [ RFC6740]
[ RFC6741] .
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10.

11.

12.

12.

However, the user-level control of the session via the sockets APl is
unchanged for the 1 Pv6 application

Security Considerations
There are no new security considerations.

The existing security nechani sns al ready defined for |ILNP remain
unchanged (pl ease see Section 9 of [RFC6740], Section 11 of

[ RFC6741]). The use of the ILNP Nonce Header [RFC6744] woul d offer
extra |ightweight protection for comunication flows at the | P packet
| evel, conpared to that which is available for |1 Pv6 w thout the use
of | Psec.

Privacy Consi derations
There are no new privacy consi derati ons.
The existing identity privacy and | ocation privacy properties already
defined for ILNP remai n unchanged (pl ease see Section 10 of
[ RFC6740], Section 12 of [RFC6741], Section 7 of [RFC6748]). ND
val ues can al so be generated using privacy nechani sns such as
[ RFC8981]. |ILNP can also use enhanced identity privacy and | ocation
privacy mechani sms whi ch remai n backwards compatible with | Pv6, such
as described in [BHY2021] [HB2024] [HB2025].

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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