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Abst ract

Sof tware agents now act on behal f of people across comunication,

aut omati on, and deci sion-nmaki ng contexts. These agents increasingly
initiate actions, delegate tasks, and interact with other agents
without a clear, durable, or verifiable connection to the human who
authorized them Existing identity systens authenticate software,
but they do not provide a nodel for human anchoring, scoped

del egati on, or provenance across agent ecosystens.

Thi s docunent describes the probl em space for human-anchored agent
identity. It outlines the gaps in current identity nmechani sns, the
ri sks created by uncontrolled replication and inpersonation, and the
need for a consistent architectural nodel that preserves human
authority, supports explicit delegation, and maintains verifiable
provenance across contexts.

Thi s docunent does not define a protocol. It defines the problem
that an architectural nodel nust address in order to support safe,
account abl e, and interoperabl e agent ecosystens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 COctober 2026
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1. Introduction

Sof tware agents now participate directly in comrunication,

aut omati on, and deci si on-maki ng on behalf of people. These agents
draft nessages, initiate transactions, negotiate with other agents,
and performtasks that previously required direct human action. As
their capabilities expand, agents increasingly act w thout continuous
human supervision, and they interact with other agents across diverse
pl atforns and ecosyst ens.
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Existing identity systenms authenticate software conponents, devices,
or network endpoints, but they do not provide a consistent way to
represent the human who authorized an agent, the scope of authority
granted to that agent, or the provenance of actions taken by that
agent over tinme. As a result, agent-to-agent interactions |lack a
durable, verifiable connection to the human identity that ultimtely
bears responsibility.

This gap creates risks. Agents can be replicated wi thout constraint,
del egated wi thout transparency, or operated w thout a clear chain of
accountability. Wthout a nodel for human anchoring, del egation, and
provenance, ecosystens cannot reliably deternine whether an agent is
acting within its intended authority or whether an action can be
traced back to a responsible human

Thi s docunent describes the probl em space for human-anchored agent
identity. It identifies the structural gaps in current identity
mechani snms, outlines the risks created by uncontroll ed agent
replication and inpersonation, and notivates the need for an
architectural nodel that preserves human authority while enabling
safe, interoperable agent ecosystens.

Thi s docunent does not define a protocol. It defines the probl em
that an architectural nodel nust address in order to support
accountabl e, verifiable, and human-aligned agent behavi or across
pl atforns and contexts.

2. Probl em Di nensi ons

The chal | enges of human-anchored agent identity arise fromsevera
structural gaps in current identity systenms. These gaps are not
limted to any single platformor ecosystem they reflect a broader
absence of a nodel that connects human authority to autononous or
sem - aut ononous software behavior. The follow ng dinensions
illustrate the scope of the problem

2.1. Lack of Human Anchoring

Most identity systems authenticate software conponents, devices, or
net wor k endpoints. They do not provide a durable representation of
the human who authorized an agent or the scope of authority granted
to that agent. As a result, an agent nmay act without a verifiable
link to a responsible human, and ecosystens cannot reliably determ ne
whet her an action reflects human intent.
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2.2. Unscoped or Inplicit Del egation

Agents frequently act on del egated authority, but current systens do
not provide a consistent way to express the scope, duration, or
conditions of that delegation. Delegation is often inplicit,
inferred fromcontext, or enbedded in application-specific |ogic.
Wthout explicit, portable delegation semantics, ecosystens cannot
det erm ne whether an agent is acting within its intended authority.

2.3. Uncontrolled Replication

Agents can be copied, instantiated, or replicated across platforns

wi t hout any mechanismto track their |ineage or relationship to the
human who originally authorized them This creates uncertainty about
whi ch instances are legitimte, which are outdated, and which may
have been created w thout consent. Wthout a nodel for controlled
replication, ecosystens cannot distinguish authorized agents from
unaut hori zed copi es.

2. 4. Loss of Provenance

As agents act across contexts, the provenance of their actions is
often lost. Systens may record that an action was taken by a

sof tware component, but not which human authorized the agent, which
del egati on chain applied, or whether the agent was operating within
its intended scope. Wthout durabl e provenance, accountability
becones difficult or inpossible.

2.5. Fragnmented Interoperability

Identity systenms vary w dely across platfornms, and no comon nodel

exi sts for representing human anchoring, del egation, or provenance in
a way that can be understood across ecosystens. As agents interact
across organi zational and technical boundaries, the absence of a
shared architectural nodel |eads to inconsistent assunptions,

i nconpati ble representations, and gaps in accountability.

2.6. Resulting R sks

These structural gaps create risks for users, platforns, and
ecosystenms. Agents may act without clear authority, inpersonate

ot her agents, or be replicated without consent. Actions may | ack
verifiable provenance, making it difficult to determ ne
responsibility or detect m suse. Wthout a nodel that connects human
identity to agent behavior, ecosystens cannot ensure that agents act
in ways that reflect human intent.
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3.

3.

3.

3.

Current Limtations

The structural gaps described in Section 2 manifest across existing
identity systenms in ways that limt their ability to support

human- anchored agent ecosystens. These linitations are not the
result of flaws in any particul ar technol ogy; rather, they reflect
the absence of a shared nodel for connecting human authority, agent
behavi or, and verifiable provenance across contexts. Existing
identity systems are not designed to support the emerging reality of
aut ononobus and seni - aut ononous agents acting on behal f of people, and
a consistent architectural nodel is needed to preserve human
authority, express delegation, and nmaintain verifiable provenance.

1. ldentity Systens Do Not Bind Agents to Humans

Most identity systens authenticate software conponents, devices, or
net wor k endpoints. They do not provide a durable representation of
the human who aut horized an agent or the scope of authority granted
to that agent. As a result, an authenticated agent may act without a
verifiable link to a responsible human, and ecosystens cannot
determ ne whether an action reflects human intent.

2. Delegation Is Inmplicit, Local, or Application-Specific

Del egation is often encoded in application |ogic, enbedded in access
tokens, or inferred fromcontext. These representations are not
portabl e across ecosystens and do not express the scope, duration, or
conditions of authority. Wthout explicit, interoperable del egation
semanti cs, systens cannot deternine whether an agent is acting within
its intended authority or whether a del egation chain renains valid.

3. Replication Lacks Lineage or Contro

Agents can be copied, instantiated, or replicated across platforns

wi thout any nechanismto track their |ineage or relationship to the
human who originally authorized them Existing identity systens do
not distingui sh between authorized instances and unaut horized copi es,
nor do they provide a way to express which instances remain valid
over time. This creates uncertainty about which agents should be
trust ed.

3. 4. Provenance |I's Not Preserved Across Contexts

Systens may record that an action was taken by a software component,
but they rarely preserve the del egation chain, the human identity
root, or the conditions under which the agent was authorized. As
agents nove across platfornms, this provenance is often |ost, naking
it difficult to determ ne responsibility or detect m suse.
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3.5. Interoperability Is Fragnented

ldentity systenms vary widely in how they represent software identity,
aut hori zation, and delegation. No comon architectural nbdel exists
for expressing human anchoring, del egation senantics, or provenance
in a way that can be understood across ecosystens. As agents

i nteract across organi zational and technical boundaries, these

i nconsistencies lead to gaps in accountability and inconpatible
assunpti ons about authority.

3.6. Security and Accountability Are Inconplete

Wthout a nodel that connects hunman identity to agent behavi or,
ecosystens cannot reliably determ ne whether an agent is acting
within its intended authority, whether a del egation chain remains
valid, or whether an action can be traced back to a responsible
human. This limts the ability of platforns to detect inpersonation,
prevent unauthorized replication, or enforce accountability across
agent interactions.

4. Security and Privacy Considerations

The absence of a consistent nodel for hunman-anchored agent identity
creates security and privacy risks across ecosystens. These risks
ari se not fromany single technol ogy, but fromthe structural gaps
described in this docunent. Wthout a way to connect agent behavi or
to human authority, systems cannot reliably determ ne whether an
agent is legitimate, whether it is acting within its intended scope,
or whether its actions can be traced to a responsible hunan. Current
identity systenms do not provide the security or privacy properties
needed for autononous and seni-aut ononous agents acting on behal f of
peopl e; a consistent architectural nodel is required to preserve
human aut hority, express del egation, and maintain verifiable
provenance whil e avoi di ng unnecessary linkability or cross-context
correl ation.

4.1. Inpersonation and M srepresentation

Agents may inpersonate other agents or present thenselves as acting
on behalf of a human without a verifiable link to that human.

Exi sting identity systens authenticate software conponents but do not
express the human identity root or the del egati on chain that

aut horized the agent. This makes it difficult to detect

i npersonation or determ ne whether an agent is acting legitimtely.
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4.2. Unauthorized Replication

Agents can be copied or instantiated wi thout the know edge or consent
of the hunman who originally authorized them Wthout a nodel for

| ineage or controlled replication, ecosystens cannot distinguish

aut hori zed i nstances from unaut hori zed copies, nor can they determne
whi ch instances remain valid over time. This creates opportunities
for msuse, fraud, or unbounded agent proliferation

4.3. Loss of Provenance

As agents act across platforns, the provenance of their actions is
often lost. Systens may record that an action was taken by a

sof tware conponent, but not which human authorized the agent, which
del egati on chain applied, or whether the agent was operating within
its intended scope. Wthout durabl e provenance, accountability
becones difficult, and m suse may go undet ect ed.

4.4. Privacy Risks

In the absence of a consistent architectural nodel, ecosystens may
rely on ad-hoc identifiers, cross-context correlation, or
platformspecific tracking to infer rel ationships between humans and
agents. These practices can erode privacy, create unnecessary
l'inkability, or expose sensitive information about human behavior. A
nmodel that preserves human authority must al so avoid introducing

gl obal identifiers or nechani sns that enable cross-context tracking.

4.5. Fragnentation Across Ecosystens
Because identity systens vary w dely, agents may be interpreted
differently across platforns, |eading to inconsistent assunptions
about authority, delegation, and provenance. This fragnmentation
increases the likelihood of security gaps, msconfigurations, or
uni ntended privil ege escal ati on as agents nobve across organi zati ona
boundari es.

5. | ANA Consi derations
Thi s document has no | ANA acti ons.
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