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Abst ract

Sof tware agents increasingly act on behal f of people across
communi cati on, automation, and deci si on-naki ng contexts. These
agents initiate actions, delegate tasks, and interact with other
agents without a consistent nodel for representing the human who
aut horized them the scope of authority they possess, or the
provenance of their actions across ecosystens.

Thi s docunent defines an architectural nodel for human-anchored agent
identity. The nodel introduces a human identity root, explicit

del egati on semantics, and a provenance structure that enables
ecosystens to determ ne whether an agent is legitimte, whether it is
acting within its intended authority, and howits actions relate to a
responsi bl e human.

Thi s docunent does not define a protocol or wire format. It provides
an architectural foundation that existing systens may bind to in
order to support accountable, interoperable, and human-aligned agent
ecosyst ens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 COctober 2026
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1. Introduction

Sof tware agents increasingly act on behal f of people across
communi cati on, automation, and decisi on-nmaki ng contexts. These
agents initiate actions, delegate tasks, and interact with other
agents wi thout continuous human supervision. As their capabilities
expand, ecosystens require a consistent way to determ ne whether an
agent is legitimate, whether it is acting within its intended
authority, and howits actions relate to a responsible human.

Exi sting identity systens authenticate software conponents, devices,
or network endpoints, but they do not provide a durable
representation of the human who authorized an agent or the del egation
chain that governs its behavior. They also do not preserve
provenance as agents move across platforms. These gaps limt
accountability, create opportunities for inpersonation or

unaut hori zed replication, and nmake it difficult for ecosystens to
reason about agent behavior in a consistent way.

Thi s docunent defines an architectural nodel for human-anchored agent
identity. The nodel introduces three core elenents: a human identity
root that represents the responsible human; explicit del egation
semantics that express the scope and conditions of authority; and a
provenance structure that enabl es ecosystens to understand how an
agent’s actions relate to a responsi bl e human across contexts.
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The architecture is transport-agnostic and does not define a protoco
or wire format. Instead, it provides a conceptual foundation that
exi sting systens may bind to in order to support accountabl e,

i nt eroperabl e, and human-al i gned agent ecosystens. The nodel is

i ntended to conpl enent, not replace, existing identity and

aut hori zati on nechani sns.

The goal of this document is to provide a consistent architectura
framework that preserves human authority, enables explicit

del egation, and maintains verifiable provenance across agent
interactions, while avoiding global identifiers or nechanisns that
enabl e cross-context tracking.

2. Core ldentity Mdel

The architectural nodel for human-anchored agent identity is built on
three foundational constructs: a human identity root that represents
the responsi bl e human; an agent identity that represents a software
agent acting on behalf of that human; and explicit del egation
semanti cs that express the scope and conditions under which the agent
is authorized to act. These constructs provide a consistent way for
ecosystens to understand how agent behavior relates to human
authority across contexts.

(Anchors all del egation)
Figure 1: Human ldentity Root
2.1. Human ldentity Root

The human identity root represents the human who ultimtely bears
responsibility for an agent’s actions. It is an architectural role,
not a global identifier or account. The human identity root provides
a stable point of reference for del egation chains and provenance,
enabl i ng ecosystens to determ ne which human aut horized an agent

wi t hout requiring cross-context tracking or universal identifiers.

The architecture does not prescribe how the human identity root is
instantiated, stored, or authenticated. It may be bound to existing
identity systems, credentials, or verification mechanisns, provided
that the binding preserves privacy and avoi ds unnecessary linkability
across contexts.
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2.2. Agent ldentity

An agent identity represents a software agent acting on behalf of a
human. It is distinct fromthe hunan identity root and expresses the
agent’s role, capabilities, and relationship to the human who
authorized it. An agent identity may be instantiated nmultiple tines,
provi ded that each instance can be related to the human identity root
through a del egati on chain.

The architecture does not define a credential format, key structure,
or transport mechanismfor agent identities. Instead, it provides a
conceptual nodel that existing systens may bind to in order to
represent agents in a consistent and interoperable way.

| Agent ldentity |

(Acts on behal f of human)
Figure 2: Agent ldentity
2.3. Delegation Semantics

Del egati on semantics express the scope, duration, and conditions
under which an agent is authorized to act on behalf of a human.

Del egation is explicit and portable across contexts, enabling
ecosystens to determ ne whether an agent is acting withinits

i ntended authority and whether a delegation chain remains valid over
time.

Del egati on semantics do not prescribe a protocol or wire format.

They define the architectural properties that a del egation
representation nust support, including the ability to express scope,
constraints, and revocation at the del egation-chain |level rather than
at the transport |evel

2.4. Relationships Among Core Constructs

The human identity root, agent identity, and del egati on semantics
forma coherent nopdel that enabl es ecosystens to understand how agent
behavi or relates to human authority. The human identity root anchors
the del egation chain; the delegation semantics express the conditions
of authority; and the agent identity represents the software agent
acting under that authority. Together, these constructs provide a
foundation for accountability, interoperability, and provenance
across agent ecosystens.
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3. Del egation Chains

Del egati on chai ns express how authority flows froma responsible
human to one or nore software agents. A delegation chain begins at
the human identity root and proceeds through one or nore del egation
steps, each of which grants a specific scope of authority to an
agent. Del egation chains provide ecosystens with a consistent way to
determ ne whether an agent is legitimte, whether it is acting within
its intended authority, and howits actions relate to a responsible
human across contexts.

3.1. Structure of a Del egation Chain

A del egation chain consists of a sequence of del egation steps, each
of which expresses a grant of authority fromone entity to another
The first step originates at the hunan identity root, and subsequent
steps may del egate authority to additional agents. Each step
expresses the scope, duration, and conditions under which the

del egated authority is valid.

Del egation steps are explicit and portable across contexts. They do
not rely on application-specific logic or inplicit assunptions about
authority. This enables ecosystens to interpret del egation chains
consi stently, even when agents nobve across organi zational or
techni cal boundari es.

3.2. Scope and Constraints

Each del egation step expresses the scope of authority granted to an
agent. Scope may include the types of actions the agent is permtted
to perform the contexts in which those actions are valid, or other
constraints that Iimt the agent’s authority. Delegation steps may
al so express temporal constraints, such as expiration or duration

The architecture does not prescribe a specific representation for
scope or constraints. Instead, it defines the architectura
properties that a scope representati on nust support, including the
ability to express limtations, conditions, and revocation in a way
that is interpretable across contexts.
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Human | dentity Root

Agent ldentity
Figure 3: Del egation Senantics

3.3. Nested Del egation

Del egati on chai ns may include nested del egation, in which an agent
that has been granted authority nay del egate a subset of that
authority to another agent. Nested del egation enabl es conpl ex agent
ecosystens while preserving accountability and traceability to the
human i dentity root.

Human ldentity Root
I
%
Del egation Step 1
I
%
Agent A
I
%
Del egation Step 2 (subset)
I

v
Agent B

Figure 4: Nested Del egation

The architecture does not require nested del egation, but it supports
it as a natural extension of the del egation nodel. Each nested

del egation step nmust remain within the scope of the authority granted
by the preceding step.

3.4. Revocation

Revocation applies at the del egation-chain |level rather than at the
transport level. A delegation step may be revoked by the entity that
issued it, and revocation invalidates all subsequent steps in the
chain. This enabl es ecosystens to determ ne whether a del egation
chain remains valid without relying on transport-specific nechani sns.
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Human | dentity Root
I
%
Del egation Step 1 ----X (revoked)

v
Del egation Step 2 (invalid)
I

%
Agent (invalid)

Fi gure 5: Revocation Fl ow

The architecture does not define a protocol for distributing
revocation information. It defines the conceptual nodel in which
revocation is expressed and interpreted.

3.5. Properties of Del egation Chains

Del egati on chai ns provide several architectural properties that
support accountabl e and interoperabl e agent ecosystens:

Human | dentity Root

v
Del egation Step 1
|
%
Del egation Step 2

v
Agent
Figure 6: Delegation Chain Structure

* *Explicitness* — Delegation is expressed explicitly rather th
inferred fromcontext or application |ogic.

* *Portability* — Delegation chains can be interpreted across
ecosystens without relying on platformspecific assunptions.

* *Traceability* — Each step in the chain can be related to the
human identity root, enabling accountability.

* *Scoping* — Del egation steps express the scope and conditions

authority in a consistent way.
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* *Revocability* — Delegation steps can be revoked, and revocation
i nval i dat es subsequent steps in the chain.

Del egation Step
I
+-- Scope: Actions permtted
+-- Context: Were valid
+-- Time: Duration/expiry
+-- Conditions: Additional limts

Figure 7: Scope and Constraints

These properties enabl e ecosystens to reason about agent authority in
a consi stent and interoperabl e way, even as agents nove across
platforns or interact with other agents.

4. Constitutional Contracts

Constitutional contracts define the governance |ayer that constrains
how agents may act on behalf of a human. They express the durable,
hi gh-1 evel conditions under which authority may be del egated,
exercised, or revoked. Constitutional contracts do not describe
runti me behavi or, enforcenent nechanisns, or policy |anguages.
Instead, they provide an architectural boundary that ensures agent
behavi or remains anchored to human intent.

4. 1. Rol e of Constitutional Contracts

A constitutional contract establishes the foundational rules that
govern the relationship between a human identity root and the agents
acting on its behalf. These rules define the perm ssible structure
of del egation chains, the constraints on agent authority, and the
condi ti ons under which revocation or nodification my occur. The
contract provides a stable reference point that ecosystens can rely
on when interpreting agent behavi or across contexts.

The constitutional contract is not a protocol artifact. It is an
architectural construct that informs how systenms reason about
authority, delegation, and provenance wi thout prescribing how these
concepts are encoded or transmtted.

4.2. Scope of a Constitutional Contract

A constitutional contract expresses durable constraints on agent
authority. These constraints may incl ude:

* *Structural constraints* — rules governing the shape and depth of
del egati on chai ns.
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* *Authority constraints* — linits on the types of actions an agent
may performor the contexts in which those actions are valid.

* *Revocation constraints* — conditions under which authority may be
wi t hdrawn and how revocati on affects downstream del egati on steps

* *Replication constraints* — rules governing when and how agents
may be instantiated or replicated.

These constraints provide ecosystens with a consistent way to
interpret agent authority without requiring global identifiers or
cross-context tracking.

4.3. Portability Across Ecosystens

Constitutional contracts are portable across platforns and
ecosystenms. They do not rely on platformspecific senantics or
enforcement nechani sns. This portability enables agents to operate
across organi zati onal boundaries while preserving the architectura
guar ant ees of human anchoring, explicit del egation, and durable
provenance.

The architecture does not prescribe how constitutional contracts are
stored, distributed, or validated. |t defines the conceptua
properties that a contract rust support in order to renmain
i nterpretable across contexts.

4.4. Non-CGoal s
Constitutional contracts are not intended to serve as:

* *Policy engines* — they do not define runtine decision |ogic.

* *Protocol elenents* — they do not specify nmessage formats or
transport senmantics.

* *Cryptographic frameworks* — they do not select algorithns or key
structures.

* *Behavioral safety systens* — they do not govern agent cognition
or internal decision-making.

These non-goals ensure that constitutional contracts remain an
architectural governance | ayer rather than an operational mechani sm
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4.5. Sunmary

Constitutional contracts provide the durabl e governance structure
that binds human authority to agent behavior. They define the
architectural boundaries within which delegation, replication, and
provenance operate, enabling ecosystens to interpret agent actions
consi stently w thout inposing protocol semantics or platformspecific
assunpti ons.

5. Replication and Provenance

Replication and provenance descri be how agent instances relate to one
anot her and how their actions can be traced back to a responsible
human. Replication refers to the creation of new agent instances,
whet her through copying, instantiation, or mgration across
platforns. Provenance refers to the durable record of how an agent’s
authority, identity, and actions relate to the human identity root
and the del egati on chain that authorized them

5.1. Replication Mdel

Agents may be instantiated or replicated across platforns in order to
performtasks, operate in different environnents, or maintain
continuity of service. The architecture treats replication as an
expected property of agent ecosystens, provided that each replicated
instance can be related to the human identity root through a valid
del egati on chai n.

Agent ldentity

Homm - - Homm - - +
I I
\% \%

I nstance A I nstance B
I I
Fommmamm Fommmamm +

I
%

Both trace to sane
Human ldentity Root

Figure 8: Replication Mde

The architecture does not prescribe how replication occurs or how
instances are created. Instead, it defines the conceptua
requirenent that replicated agents nust renmain within the scope of
the authority granted by the human identity root and nmust naintain a
verifiable relationship to the del egation chain that authorized them
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5.2. Constraints on Replication

Replication is constrained by the constitutional contract and the
del egati on semantics that govern agent authority. These constraints
may limt the nunber of instances, the contexts in which replication
is permitted, or the scope of authority available to replicated
agents. Replication nust not create new authority; it may only
reproduce authority that has al ready been granted.

These constraints ensure that replication does not expand an agent’s
authority beyond what the human identity root intended and that
ecosystens can di stingui sh authorized instances from unauthorized

copi es.
5.3. Provenance Mbdel

Provenance provides a durable record of how an agent’s actions relate
to the human identity root and the del egation chain that authorized
them Provenance is architectural rather than operational: it
describes the informati on that ecosystenms nust be able to interpret,
not how that information is encoded, stored, or transmitted.

Human | dentity Root

%
Del egati on Chain

%
Agent | nstance

Y,
Action Record

v
Provenance: (who, how, why)

Fi gure 9: Provenance Mde
Provenance enabl es ecosystens to determne:
* which human aut horized the agent,
* which del egation chain applied at the time of the action,
* whether the agent was acting within its intended scope,

* and how the agent instance relates to other instances.
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These properties support accountability and interoperability across
agent ecosystens without requiring global identifiers or
cross-context tracking.

5.4. Portability Across Contexts

Provenance must renmain interpretable as agents nove across platforns
or interact with other agents. The architecture does not prescribe a
specific representation for provenance, but it requires that
provenance be portable and that it preserve the relationship between
agent actions, delegation chains, and the hunman identity root.

Portability ensures that ecosystens can reason about agent behavi or
even when agents operate in environnents with different identity
systens, storage nodels, or authorization mechani smns.

5.5. Summary

Replication and provenance provide the architectural foundation for
under st andi ng how agent instances relate to one another and how their
actions relate to a responsi ble human. Replication enables agents to
operate across contexts, while provenance ensures that their actions
remai n accountable and interpretable. Together, these constructs
support safe, interoperable, and hunman-aligned agent ecosystens.

6. I nteracti on Model

The interaction nodel describes how agents, humans, and ecosystens
relate to one another within the architectural framework. 1t defines
the conceptual roles involved in agent interactions and the
architectural properties that enable ecosystens to interpret those
interactions consistently. The nodel does not prescribe protocols,
message formats, or transport nechanisns. |Instead, it provides a
foundation that existing systens may bind to in order to support
account abl e and i nteroperabl e agent behavi or.

6.1. Roles in the Interaction Mde

The interaction nodel includes three primary roles:
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dom e mmemeeeemeaeeaaas +
| Hurman ldentity Root
T +
I
%
e +
Agent
o e e e e e e oo +
|
%
R +
Ecosystem |
o mmemeeeeeeaaeaaas +

Figure 10: Roles in the Interacti on Mde

*  *Human identity root* — the responsible hunman whose authority
anchors the del egati on chai n.

* *Agent* — a software entity acting on behalf of the human identity
root under a defined scope of authority.

* *Ecosystent — the environnment in which agents operate, including
pl atforns, services, and other agents.

These rol es provide a consistent conceptual structure for
interpreting agent behavi or across contexts w thout inmposing
pl at f orm speci fic assunpti ons.

6.2. Authority in Interactions

Agent interactions are governed by the del egation chain that connects
the agent to the human identity root. Ecosystens interpret agent
actions through the I ens of this del egation chain, deternining

whet her the agent is acting within its intended authority and whet her
the del egation chain remains valid.

The architecture does not define how authority is enforced or
validated at runtinme. It defines the conceptual requirenment that
authority nust be interpretable across contexts and nust remain
anchored to the human identity root.
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6.3. Cross-Context Interactions

Agents frequently operate across multiple platforms, services, or
organi zati onal boundaries. The interaction nodel treats
cross-context operation as a normal property of agent ecosystens. To
remain interpretable, agent interactions nust preserve the

rel ati onshi p between the agent, the del egation chain, and the hunman
identity root as the agent noves across contexts.

The architecture does not prescribe how cross-context information is
transmtted or stored. It defines the architectural requirenent that
ecosystens nust be able to understand how an agent’s authority and
provenance relate to the human identity root, regardl ess of the
environment in which the interaction occurs.

6.4. Agent-to-Agent Interactions

Agents may interact directly with other agents. In these

i nteractions, each agent presents its own identity and del egati on
chain, enabling the receiving agent or ecosystemto determ ne whether
the interaction is legitimate and whether the initiating agent is
acting within its intended authority.

Agent A Agent B
| |
| -- presents identity ------- >|
| -- presents del egation ----- >|
| |
| <--- evaluates authority ----]|

Figure 11: Agent-to-Agent Interaction

The architecture does not define a negotiation protocol or trust
mechani sm for agent-to-agent interactions. 1t defines the conceptua
requi renent that each agent’s authority and provenance nust be
interpretable by other agents and ecosystens.

6.5. Human- Agent Interactions

Humans may interact directly with agents to authorize actions,

del egate authority, or nodify constraints. These interactions are
governed by the constitutional contract and the del egati on senantics
that define how authority flows fromthe human identity root to the
agent .
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The architecture does not prescribe user interfaces, authentication
mechani sms, or interaction workflows. It defines the conceptua

requi renent that human-agent interactions nmust preserve the integrity
of the delegation chain and nmust not introduce anbiguity about the
scope of authority granted.

6.6. Summary

The interaction nodel provides a conceptual framework for
under st andi ng how agents, hunans, and ecosystens relate to one
another. It ensures that agent interactions renain interpretable,
account abl e, and anchored to human authority wi thout prescribing
protocol s or platformspecific nechanisns. This nodel supports

i nt eroperabl e and hunan-al i gned agent ecosystens across diverse
envi ronment s.

7. Interoperability with Existing Systens

The architectural nodel for human-anchored agent identity is designed
to conpl ement existing identity, authorization, and credentia

systens rather than replace them Interoperability is achieved by
providing a conceptual framework that existing systens nmay bind to,
enabl ing ecosystens to interpret human authority, del egation, and
provenance in a consistent way w thout requiring changes to
underlying protocols or infrastructure.

7.1. Binding to Existing ldentity Systens

The architecture does not prescribe howidentity systens nust
represent humans or agents. Instead, it defines the conceptual roles
of the hunman identity root and agent identity, which may be bound to
existing identifiers, credentials, or authentication nechanisns.
These bindings allow platfornms to adopt the architectural node

wi t hout introducing new gl obal identifiers or cross-context tracking
mechani sns.

A binding may be inpl emented through existing account systens,
credential formats, or verification processes, provided that the
bi ndi ng preserves the architectural properties of human anchori ng,
explicit del egation, and durabl e provenance.

7.2. Integration with Authorization Franmeworks

Aut hori zation frameworks often define how pernissions are granted,
scoped, or enforced within a platform The architectural node
conpl enents these frameworks by providing a higher-I|eve
representation of authority that originates at the human identity
root and flows through del egati on chains.
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The architecture does not replace authorizati on nechanisns or define
how perm ssions are evaluated at runtime. Instead, it provides a
conceptual structure that authorization systems may reference when
interpreting the scope and legitinmacy of agent actions.

7.3. Use with Credential and Key Systens

Many systens rely on credentials, key pairs, or cryptographic
material to authenticate software conponents or establish secure
channel s. The architectural nodel does not prescribe specific key
structures or credential formats. Instead, it defines the conceptua
rel ati onship between credentials and the del egati on chain that

aut hori zes an agent.

Exi sting credential systenms may be used to instantiate agent
identities or to express del egation steps, provided that they can
represent the architectural properties required for hunman anchoring,
scope, and provenance.

7.4. Cross-Context Interpretation

Agents frequently operate across platforns, organizations, or
technical environnents. The architecture treats cross-context
operation as a nornmal property of agent ecosystens. To renain

i nteroperable, systens nust be able to interpret the relationship
between an agent, its delegation chain, and the human identity root
regardl ess of the environnent in which the interaction occurs.

The architecture does not define how cross-context information is
exchanged. It defines the conceptual requirenents that enable
ecosystens to interpret authority and provenance consistently across
boundari es.

7.5. Non-Coal s
Interoperability within this architecture does not require:

* *Protocol changes* — existing protocols need not be nodified to
adopt the architectural nodel

*  *New gl obal identifiers* — the architecture avoids nmechani sns t hat
enabl e cross-context tracking.

* *Uniformcredential formats* — systens may use their existing
credential structures.

* *Centralized trust anchors* — the architecture does not introduce
new trust hierarchies.
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These non-goal s ensure that the architecture remains conmpatible with
di verse ecosystens and can be adopted increnentally.

7.6. Summary

Interoperability is achieved by providing a conceptual nodel that
exi sting systens nay bind to without requiring changes to protocols,
credentials, or authorization franeworks. The architecture enabl es
ecosystens to interpret human authority, del egation, and provenance
consistently across contexts while preserving privacy and avoi di ng
gl obal identifiers.

8. Security and Privacy Considerations

The architectural nodel for human-anchored agent identity introduces
a consistent way to rel ate agent behavior to human authority. Wile
the nodel does not define protocols, nessage formats, or enforcenent
mechani sns, it raises several security and privacy considerations
that ecosystens nust eval uate when binding the architecture to

exi sting systens.

8.1. Human Anchoring

The architecture requires that agent authority be traceable to a
responsi bl e human through a del egation chain. Systenms that bind to
this architecture nmust ensure that the binding between the human
identity root and the underlying identity systemis resistant to

i mper sonati on, unauthorized substitution, or msuse. Failure to

mai ntain a secure binding may all ow agents to act without legitinmate
hurman aut hori zati on.

8.2. Delegation Integrity

Del egati on chai ns express how authority flows froma human to one or
nmore agents. |f delegation steps can be forged, nodified, or

repl ayed across contexts, ecosystens may incorrectly interpret an
agent’s authority. Systens that inplenent del egation semantics nust
ensure that del egation steps cannot be altered wi thout detection and
that revocation is interpreted consistently across contexts.

8.3. Replication R sks

Replication enabl es agents to operate across platforns, but it also
creates opportunities for unauthorized copies or uncontrolled
proliferation. Systenms that support replication nust ensure that
replicated instances remain within the scope of the authority granted
by the human identity root and that unauthorized replication does not
result in expanded or anbi guous authority.
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8.4. Provenance Ri sks

Provenance provides a durable record of how agent actions relate to
the human identity root and the del egation chain. |f provenance is
i nconpl ete, inconsistent, or |ost across contexts, ecosystens nmay be
unabl e to deterni ne whether an agent acted legitimately. Systens
that bind to this architecture nmust ensure that provenance renains
interpretable without introducing global identifiers or nechanisns
that enabl e cross-context tracking.

8.5. Privacy Considerations

The architecture avoids global identifiers and does not require
cross-context correlation of agent or human identities. However,
systens that bind to the architecture may inadvertently introduce
linkability if they reuse identifiers across contexts or expose

del egation chains in ways that reveal sensitive infornation.

I mpl enent ati ons nust ensure that privacy-preserving practices are
mai nt ai ned when representing human identity roots, agent identities,
or del egati on chai ns.

8.6. [Ecosystem Fragnentation

Because ecosystens vary widely in their identity and authorization
nmodel s, inconsistent interpretations of del egation, replication, or
provenance nmay create security gaps. Systenms that adopt the
architecture nmust ensure that cross-context interpretation does not
rely on assunptions that are valid only within a single platformor
envi ronment .

8.7. Sunmary

The architecture provides a conceptual nodel for relating agent
behavi or to human authority. Wile it does not define enforcenent
mechani sns, systens that bind to the architecture nust ensure that
human anchoring, delegation integrity, replication constraints, and
provenance preservation are handl ed securely and in a
privacy-preserving manner. These considerations are essential for
supporting accountabl e, interoperable, and human-aligned agent
ecosyst ens.

9. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Fi gure 15: Constitutional Contract Structure
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