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Abst ract

Thi s document proposes an extension to the Registration Data Access
Prot ocol (RDAP) that enables the representati on and exchange of
structured reliability assessnment netadata for registrars and domain
nanes. The extension defines a structured assessnent envel ope
through which any registry, registrar, or third-party assessor can
expose assessnment results in a comon, nachi ne-readable format within
RDAP r esponses.

The extension standardi zes how assessnent results are transported and
ref erenced, not how they are conputed. Scoring nethodol ogies,
thresholds, criteria, and governance frameworks are intentionally
left to the operational and policy |ayer
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and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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1.

I nt roducti on

The domain registration ecosystemrelies on registrars as critica

i ntermedi ari es between domain owners and t he gl obal DNS
infrastructure. Research [ DEEPSEC2025] has identified recurring
systemic vulnerabilities in registrar processes, including credentia
recovery, identity verification, and email authentication
configurations, that represent structural risks affecting |arge
nunbers of dommins and their owners. These issues have in severa
cases remmi ned unaddressed for extended periods despite responsible
di scl osure.

The Registration Data Access Protocol (RDAP), defined in [RFC7480],

[ RFC7481], [RFC9082], [RFCO083], and [RFC9224], was designed as the
successor to WHO S and i ntroduces structured JSON responses,

aut henti cation and authorization support, and a well-defined
extensibility nodel. These properties nake RDAP a suitable
foundation for exposing structured security and reliability netadata
in a standardi zed, interoperable way.

Thi s docunent defines an RDAP extension that provides an envel ope for
carrying assessnment results related to the security posture and
reliability of registrars and donmai n nanes. The extension
standardi zes the transport and referencing of such results; it does
not define scoring nethodol ogi es, thresholds, or enforcenent

mechani sms.  The protocol enables representation; the ecosystem

deci des how to popul ate and consume the exposed fi el ds.

The proposal is intended as conpl enentary to

[1-D.Iof fredo-regext-rdap-verified-contacts], which establishes that
contact data has been verified. The present extension adds a
paral l el layer: structured metadata about the security posture of the
registrar and the domain itself.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terms are used throughout this document:

Assessnent Envel ope: The structured set of fields defined by this
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extension, representing the result of a security or reliability
assessnent of a registrar or domain. The envel ope carries the
result and points to the nethodol ogy; it does not define the
met hodol ogy itself.

Score Scheme: An identifier or URI that denotes the scoring
met hodol ogy used to produce an assessnment result. The schene
defines the semantics of the score value, its range, and its
criteria. Scheme definitions are nmaintained externally to this
docunent .

Score |Issuer: An opaque identifier for the entity that perforned the
assessnent and produced the score value. The format and
resolution of this identifier are defined by the scoreScherne.

Extension Identifier: The RDAP extension string registered in the
| ANA RDAP Extensions Registry that identifies this extension

3. Modtivation and Probl em St at enent

Resear ch [ DEEPSEC2025] has identified recurring systemnc

vul nerabilities in domain registrar processes that cannot be
addressed by conventional technical security controls. These

vul nerabilities arise fromweaknesses in the interface between
digital systenms and hunman processes, and include deficiencies in
credential recovery, identity verification, and email authentication
configurations.

A notabl e characteristic of these vulnerabilities is their

persi stence: in several docunented cases, exploitable issues renained
unresol ved for extended periods follow ng responsibl e disclosure,
reflecting diffuse accountability and the absence of structured
incentives for tinely remedi ati on

These findi ngs suggest that while technical standards such as SPF

[ RFC7208], DKIM [RFC6376], and DMARC [ RFC7489] are sound, their
adoption and correct configuration cannot be reliably ensured w thout
structured, machi ne-readabl e signaling mechani sms. The ful

technical details of the underlying research are docunmented in

[ DEEPSEC2025] .

3.1. Wiy Protocol -Level Representation Hel ps
Structured representati on of assessment nmetadata at the protoco

| evel offers several conplenentary benefits relative to existing
oper ati onal approaches.
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5

First, publicly accessible, machine-readabl e assessnent data creates
reputational and commercial incentives for registrars and domain
owners to adopt and maintain security best practices, anal ogous to
the role of Certificate Transparency in the TLS ecosystem

Second, a standardi zed RDAP extensi on enabl es any registry,
registrar, browser, or security tool to consume assessnent netadata
through a common interface, elimnating dependency on proprietary or
regi stry-specific systens.

Third, protocol-level representation does not replace operationa
scoring or enforcenent programs. Rather, it provides a standardized
channel through which the outputs of such prograns can be expressed
and consuned by the broader ecosystem

Desi gn Principles
The foll owi ng principles guide the design of this extension.

Separation of concerns: This document defines the structured
assessnent envel ope and extension points. The governance of who
conput es scores, the specific scoring nethodol ogy, any threshol ds
appl i ed, and any enforcenent actions based on scores belong to the
operational and policy layer and are intentionally outside the
scope of this docunent.

Envel ope, not met hodol ogy: The extension standardi zes how assessnent
results are transported and referenced within RDAP. |t does not
standardi ze how assessnents are perforned, what criteria are
eval uated, or what thresholds apply.

Extensibility: The extension is designed to accombdate additiona
fields wthout breaking backward compatibility, consistent with
RDAP' s existing extensibility nodel.

Interoperability: The extension is not tied to any specific
registry, registrar, or policy framework. Any conformant RDAP
server may inplement it independently.

Conpl ementarity: The extension is designed to coexist with and
extend [I-D. | of fredo-regext-rdap-verified-contacts], rather than
replace or duplicate it.

RDAP Ext ensi on: Data Model
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5.1. Ext ension ldentifier

This extension is identified by the string

"rdap_reliability scoring", to be registered in the | ANA RDAP

Ext ensi ons Registry (see Section 9). RDAP responses that include
this extension MJST include the extension identifier in the
"rdapConf or mance" array.

5.2. Namespaci ng Approach

Thi s version of the docunent groups all extension fields under a
single top-level JSON object keyed by the extension identifier
("rdap_reliability scoring”). This encoding is used for readability
when the extension defines nmultiple related fields. The authors

wel come wor ki ng group gui dance on the preferred nanespaci ng approach;
the encoding may be revised in subsequent versions based on working
group feedback.

5.3. Assessnent Envel ope

The assessment envel ope is a JSON object that MAY appear wthin
entity objects (objectd assNane: "entity") and donmmi n objects

(obj ectd assNanme: "dommin"). An entity is considered to represent a
registrar when its "roles" array includes the value "registrar" as
defined in Section 10.2.4 of [RFC9083]. Al fields within the

envel ope are OPTIONAL. I nplenmenters SHOULD popul ate only those
fields for which they have authoritative data.

The envel ope carries the result of an external assessnent and points
to the nethodol ogy used. |t does not define the nethodol ogy, the
criteria, or the threshol ds.

5.4. Field Definitions

The fields defined by this extension are described in the follow ng
table. Al fields are OPTI ONAL.
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| Field | Type | Description |
[ oo ooy e s sy oo oo oo s s s s e s
scor eSchene string (URI Identifies the scoring nethodol ogy
or used to produce the assessnent.
identifier) When expressed as a URI, it MJST

I I
| |
| conformto [RFC3986]. The schene |
| defines the semantics, range, and

| criteria of the score. Schene |
| definitions are nmaintained |
| externally. |

nunber or
nul |

scor eVal ue | The non-negative numeric result of |
| the assessment, as defined by the

| scoreScheme. |If scoreMaxValue is |
| present, scoreValue SHOULD NOT |
| exceed scoreMaxVal ue unl ess the |
| scoreScheme explicitly defines |
I I

ot herw se.

| The non-negative maxi num possi bl e

| value under the scoreSchene. |
| Together with scoreVal ue, helps |
| consuners interpret the nuneric |
| result. |

| scorebDate | string | The date and tinme at which the

| | (date-tinme) | assessnment was |ast perfornmed, in

| | | the format defined in [ RFC3339]. |
scor el ssuer | An opaque identifier for the |
| entity that perfornmed the |
| assessnent and issued the score. |
| The format and resolution of this

| identifier are defined by the |
| scoreScheme; it nmay be a | ocal |
| name, a URI, or a registered |
| identifier. |

| string | An OPTIONAL URI pointing to |
| (URI) or | supporting docurmentation, a |
| null | detailed report, or the full |
| | assessnent record maintained by |
| | the scorelssuer. |

Table 1
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I mpl ementers MUST NOT infer normative nmeaning fromthe illustrative
field values used in the exanples in this docunment or in Appendix B

5.5. Registrar (bject Extension

The foll owing exanple illustrates how t he assessnent envel ope MAY
appear within an entity object representing a registrar.

{

"rdapConf or mance": |
"rdap_| evel 0",
"rdap_reliability_scoring"

]

bj ect Gl assNane": "entity",
"handl e": "REGQ STRAR- EXAMPLE",
"roles": ["registrar"],
"rdap_reliability scoring": {
"scoreSchene": "urn:exanple:registrar-security-assessnent:vl",
"scoreVal ue": 8,
"scoreMaxVal ue": 10,
"scoreDate": "2026-01-15T10: 30: 002",
"scorel ssuer": "exanpl e-assessor",
"evidenceUri": "https://exanpl e-assessor.org/reports/reg-exanpl e"
}
}

5.6. Dommin bject Extension

The following exanple illustrates how t he assessnent envel ope MAY
appear within a domai n object.
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{

"rdapConf or mance": [
"rdap_| evel _0",
"rdap_reliability _scoring"

1,

"obj ect Cl assNane": "donmain",

"handl e": "exanple.tld",

"l dhNane": "example.tld",

"rdap_reliability_scoring": {
"scoreSchene": "urn:exanpl e: domai n-security-posture:v2",
"scoreVal ue": 7,
"scor eMaxVal ue": 10,
"scoreDate": "2026-02-01T08: 00: 00Z",
"scorel ssuer": "exanpl e-assessor”,
"evidenceUri": null

1

"events": |

"event Action": "registration",
"event Date": "2024-01-01T00: 00: 00Z"

}

]

}

6. Relationship to Existing Wrk
6.1. Relationship to draft-I|offredo-regext-rdap-verified-contacts

The [I-D. | of fredo-regext-rdap-verified-contacts] extension
establishes that contact data associated with a domain or registrar
has been verified. The present extension adds a conpl enentary and
orthogonal |ayer: structured netadata about the security posture of
the registrar and the domain itself.

The two extensions answer different questions. The verified-contacts
ext ensi on addresses whether the identity of the entity behind a
domai n has been confirned. The reliability-scoring extension
addresses what the assessed security posture of the entity managi ng
that domain is. Both are expressible within the RDAP framework and
are designed to coexist within the sane RDAP response.
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6.2. Relationship to PIR Abuse Intervention Program

PIR s Abuse Intervention Program (Al P) and Quality Performance |ndex
(QPlI) [PIR-AIP] represent an exanple of a registry-specific
operational assessnment program This docunment does not standardize
such a program it defines a generic RDAP representation that could
carry outputs produced by prograns such as PIR/ QPl or other
assessnent franeworKks.

An operational scoring systemsuch as PIR' QPl could, in principle,
expose its outputs through the envel ope defined in this docunent,
enabl i ng broader interoperability without nodifying its interna
nmet hodol ogy.

6.3. Relationship to RDAP Core Specifications

This extension is designed to be fully conformant with the RDAP core
speci fications [ RFC7480] [RFC7481] [RFC9082] [RFC9083] [RFC9224]. It
uses the JSON response format defined in [ RFC9083], the extensibility
model provided in [RFC7480], and the security framework of [RFC7481].
Query formats foll ow [ RFCO082] and service discovery foll ows

[ RFC9224] .

7. Security Considerations

The fields defined in this extension are informational. They do not
constitute enforcement mechani sms and MJUST NOT be interpreted as
authoritative security certifications.

Score integrity: Wthout appropriate authentication of the scoring
entity, assessnent netadata fields are susceptible to
mani pul ati on. Access to fields that can be nodified
programmatically SHOULD require nutual TLS authentication between
client and server.

Ganmi ng and abuse: Any publicly visible scoring systemcreates
incentives for ganing. The governance framework, which is outside
the scope of this docunment, SHOULD address verification, audit,
and revocati on mechani sns.

Fal se assurance: Consuners of assessment netadata MJST NOT treat
scores as equivalent to security certifications. A high score
val ue does not guarantee the absence of vulnerabilities.

Consumers SHOULD treat scores as one signal anmong many and SHOULD
NOT make hi gh-stakes trust decisions based solely on RDAP
assessnent fiel ds.

Stal eness: Scores reflect the state at the time indicated by the
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"scoreDate" field. Consumers SHOULD check the freshness of
assessnent data and SHOULD treat scores that have not been updated
recently with appropriate skepticism |nplenenters MAY define an
expiration policy based on the scoreSchene.

Schene trust: The reliability of assessnment data depends on the
trustworthi ness of both the scorelssuer and the scoreSchene.
Consuners SHOULD establish out-of-band trust in the scorel ssuer
before acting on assessnent dat a.

Evidence URI: The resource identified by evidenceUri is maintained
by the scorelssuer and is outside the control of the RDAP server
Its content may change over time, nmay be subject to access
control, and rmay becorme unavail abl e. Consuners SHOULD NOT assume
that the evidence resource is publicly accessible or imutable.

8. Privacy Considerations

The fields defined in this extension describe security posture at the
regi strar and domain |l evel and are not intended to expose persona
data. They are designed to be conpatible with the access contro
framework defined in [ RFC7481].

I mpl enenters MUST ensure that the presence or absence of assessnent
met adat a does not inadvertently reveal information about the identity
of natural persons. The separation between assessnent metadata,
which is intended to be publicly accessible, and contact data, which
is subject to access control per [RFC7481], MJST be naintained in
conformant inplenentations.

This extension is intended to be conpatible with applicable data
protection regul ations, including the General Data Protection
Regul ati on [ GDPR] and equi val ent franeworKks.
The evidenceUri field, if populated, SHOULD NOT point to resources
that expose personal data or operationally sensitive details beyond
what is necessary for the consuner to understand the assessnent
result.

9. | ANA Consi derations

Thi s docunent requests the registration of the following entry in the
| ANA RDAP Ext ensions Registry:

Extension identifier: rdap_reliability_scoring

Regi stry operator: | ANA
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Publ i shed specification: this docunent

Contact: Al essandro Bertoldi (al essandro@ertol di cybersecurity.com
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Appendi x B. Exanpl e RDAP Responses

The exanmples in this appendi x are provided for illustrative purposes
only. Score values, schene identifiers, and issuer nanes are
fictional.

B.1. Donmain Lookup with Assessnent
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{
"rdapConf or mance": [
"rdap_| evel _0",
"rdap_reliability _scoring"
1,
"obj ect Cl assNane": "donmain",
"handl e": "exanple.tld",
"l dhNane": "example.tld",
"rdap_reliability_scoring": {
"scoreSchene": "urn:exanpl e: domai n-security-posture:v2",
"scoreVal ue": 9,
"scor eMaxVal ue": 10,
"scoreDate": "2026-01-01T0O0: 00: 00Z",
"scorel ssuer": "exanpl e-assessor”,
"evidenceUri": "https://exanpl e-assessor.org/reports/exanple.tld"
1
"events": |
"event Action": "registration",
"event Date": "2024-01-01T00: 00: 00Z"
}
]
}
B.2. Registrar Entity Lookup with Assessnent
{
"rdapConf or mance": |
"rdap_Il evel _0",
"rdap_reliability scoring"
1,
"obj ect Cl assNane": "entity",
"handl e": "REGQ STRAR- EXAMPLE",
"roles": ["registrar"],
"rdap_reliability scoring": {
"scoreSchene": "urn:exanple:registrar-security-assessnent:vl",
"scoreVal ue": 10,
"scoreMaxVal ue": 10,
"scoreDate": "2026-01-01T00: 00: 00Z",
"scorel ssuer": "exanpl e-assessor",
"evidenceUri": null
}
}

B.3. Domain Lookup without Assessnent

An RDAP response for a domain that has not been assessed sinply onits
t he extension nenber:
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{
"rdapConf or mance": [
"rdap_| evel _0"
] i)
"obj ect Cl assNane": "donain",
"handl e": "unassessed.tld",
"l dhNane": "unassessed.tld",
"events": |
"event Action": "registration",
"eventDate": "2025-06-01T00: 00: 00Z"
}
]
}
Appendix C. Illustrative Scoring D nensions

Thi s appendi x descri bes possible dinensions that an operationa
scoring program m ght eval uate when produci ng assessment results to
be carried by the envel ope defined in this docunment. This content is
entirely non-normative. Nothing in this appendi x constrains

i npl ementers or defines mandatory eval uation criteria.

The intent is to denobnstrate that the envel ope nodel is expressive
enough to carry results fromreal -world assessnent prograns,

i ncluding those derived fromexisting enmpirical research on registrar
security posture [ DEEPSEC2025].

C. 1. Possible Registrar Assessnment Di nensions

An operational program night evaluate registrars across di mensions
such as: the strength of custoner identity verification procedures;
the adoption and enforcenent of nulti-factor authentication for
custoner-facing and internal systens; the possession of recognized
informati on security certifications such as |SQOIEC 27001 [ SO27001]
or SO IEC 27701 [1SQ27701]; the correctness of enmmil authentication
configurations including SPF [ RFC7208], DKI M [RFC6376], and DVARC

[ RFC7489] on registrar-operated domai ns; the existence of docunented
security policies; and the regularity of cybersecurity training
progranms for staff.
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C.2. Possible Domain Assessment Di nensi ons

An operational program m ght eval uate individual domai ns across

di mensi ons such as: the strength of owner identity verification at
registration or renewal ; the level of SSL/TLS certificate used; the
correctness of SPF, DKIM and DMARC configurations; the

i mpl ement ati on of DNSSEC [ RFC4033]; and the absence of the domain
from nmoni tored abuse bl acklists over a defined observation peri od.

C.3. Note on Existing Operational Prograns

Exi sting programs such as PIR s Quality Performance Index [Pl R Al P]
focus on observabl e abuse outcones and operational netrics within a
single registry context. The assessment di nensions described above
focus on structural security posture. The envelope defined in this
docunent is agnostic to the nmethodol ogy and could carry results from
either type of program
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