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Abst ract

Thi s docunent introduces the KeyState EDNS(0) option code, to enable
the exchange of SI G 0) key state information between DNS entities via
the DNS protocol. The KeyState option allows DNS clients and servers
to include key state data in both queries and responses, facilitating
mut ual awar eness of SI G 0) key status between child and parent zones.
Thi s mechani sm addresses the chal |l enges of nmintaining

synchroni zati on of Sl (0) keys used for securing DNS UPDATE nessages,
t hereby enhancing the efficiency and reliability of DNS operations
that require coordi nated key nanagenent.

Thi s docunent proposes such a nmechani sm

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com j ohani x/ draft-berra-dnsop-opt-transacti on-state
(https://github. conljohanix/draft-berra-dnsop-transacti on-state-00).
The nost recent working version of the docunent, open issues, etc,
should all be available there. The authors (gratefully) accept pull
requests.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
In [I-D.ietf-dnsop-del egati on-ngnt-vi a-ddns] a nmechani sm for

aut omati ¢ synchroni zati on of del egati on data between a child zone and
a parent zone is proposed.
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That mechanismrelies on the parent validating and subsequently
trusting the child SIG0) public key so that the child is able to
si gn DNS UPDATE requests to the parent using the correspondi ng Sl (0)
private key. Wiile there is a mechanismfor both uploadi ng and
rolling the public SIG0) key there is still a risk of the child
operator and the parent receiver getting out of sync.

This will be noticed by the child if a DNS UPDATE is refused. In
this situation the parent UPDATE Recei ver does have the opportunity
and ability to provide nore details of the refusal via an EDE opcode
[ RFC8914]. However, at that point it is too late to i mediately get
back in sync again and as a result the needed del egation

synchroni zation that triggered the DNS UPDATE wi || be del ayed unti
the child has managed to "re-bootstrap” a new SIG0) key with the
parent. As such re-bootstrapping may require manual actions, the

| ength of the delay would not always be predictable.

The proposed new KeyState EDNS(0) Option addresses this problem by
allowing the child and parent to exchange information about the
current "state" of a SIG0) key. This enables the child to becone
aware of any issue with the SIG0) key currently being used in
advance, and then address and resolve the problem Additionally, the
KeyState EDNS(0) Option enables the child to detect and resol ve key
synchroni zati on i ssues before they cause operational failures.

1.1. Trusting SI0) Signed DNS Messages Between Child and Parent

Usi ng the proposed OPT KeyState the child gains the ability to inform
the parent about its own state and in return becone aware of the
parent’s state independently of a new DNS UPDATE (i.e. the OPT
exchange may be sent via a nornmal DNS QUERY + response).

It should be pointed out that for the child to be able to trust the
response fromthe parent, the response nust be signed using a key
that the child trusts. As the mechanism for automatic
synchroni zati on of del egation data ainms to work independently of
whet her the invol ved zones are DNSSEC-signed or not, this requires
that the parent UPDATE Receiver is able to sign the response using
its own SIG0) private key.

Hence there is a simlar need for the UPDATE Receiver to "bootstrap"”
(as in "validate so that the key nay be trusted") the child SI G 0)
public key and for the child to "bootstrap" the UPDATE Recei ver
SIG0) public key. The mechanismfor doing this is described in
[1-D.ietf-dnsop-del egati on-ngnt -vi a- ddns] .
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Know edge of DNS NOTI FY [ RFC1996] and DNS Dynani ¢ Updates [ RFC2136]
and [ RFC3007] is assumed. DNS SIGE0) transaction sighatures are
docunented in [ RFC2931].

1.2. Requirenents Notation

The key words "*MJST*", "*MJST NOT*", "*REQUI RED*", "*SHALL*",
"*SHALL NOT*", "*SHOULD*", "*SHOULD NOT*", "*RECOWVMENDED*", "*NOT
RECOMVENDED* ", "*NMAY*", and "*OPTIONAL*" in this document are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here.

2. Term nol ogy

SIG0) An asymmetric signing algorithmthat allows the recipient to
only need to know the public key to verify a signhature created by
the sender’s private key.

3. Conparison to Extended DNS Errors [ RFC8914]

EDE (Extended DNS Errors) specify a nechanism by which a receiver of
a DNS nessage gains the ability to provide nore information about the
reason for a negative response. EDE data travels in an OPT record in
the response and consist of an EDE code and, optionally, an EDE
"Extra Text". It is possible to return EDE data with all types of
DNS nmessages, includi ng QUERY, NOTIFY and UPDATE

However, there are three limtations to EDE that make it insufficient
for conmunicating state between two parties:

1. An EDE must only be present in a response, not in the originating
nessage

2. An EDE nust only be used to augnent an error response. It should
not be part of a successful response.

3. An EDE nust contain an EDE info code (16 bits) and may contain
"Extra Text". However this extra text is intended for human
consunption, not automated parsing. To comunicate state between
two parties this requirenent is too strict.

These limtations are not a problem as EDE serves a different
purpose. But it is clear that for use cases |like the above exanpl es,
EDE is not the right nechani smand another mechani smis needed.

Hence the present proposal
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4.

KeySt at e EDNS(0) Option For mat

Thi s docunent uses an Extended Mechani sm for DNS (EDNSO) [ RFC6891]
option to include Key State information in DNS nessages. The option
is structured as foll ows:

1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
T S e T

0: | OPTI ON- CODE |
S T g S S
2: OPTI ON- LENGTH |
g S S
4: | KEY- 1 D |
S S S S S S &
6: | KEY- STATE | KEY- DATA |
S T S S
8: /| EXTRA- TEXT /

B e T T T T e T R S
Field definition details:

OPTI ON-CODE: 2 octets / 16 bits (defined in [RFC6891]) contains the
val ue TBD for KeyState.

OPTI ON- LENGTH: 2 octets / 16 bits (defined in [ RFC6891]) contains the
| ength of the payload (everything after OPTION-LENGITH) in octets and
should be 4 plus the length of the EXTRA-TEXT field (which may be
zero octets long).

KEY-ID: 16 bits. The KeylD of the SIG0) key that the KeyState
inquiry is referring to. Note that while Keylds are not guaranteed
to be unique, it is the child that generates the initial SIGO0) key
pair and all subsequent key pairs. Hence, it is the child s
responsibility to not use nmultiple keys with the sane Keyld.

KEY- STATE: 8 bits. Currently defined values are listed in Section 6.
Addi tional values may be defined in future docunents.

KEY- DATA: 8 bits. Interpretation specific to each KEY- STATE.

EXTRA- TEXT: a variabl e-1ength sequence of octets that may hold
additional information. This information is intended for human
consunption (typically a reason or additional detail), not automated
parsing. The length of the EXTRA- TEXT MJST be derived fromthe

OPTI ON- LENGTH field. The EXTRA-TEXT field may be zero octets in

| engt h.
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5.

6.

Use of the KeyState Option

The KeyState option may be included in outgoing nessage of type QUERY
or UPDATE fromthe child to the UPDATE Receiver. The KeyState option
MUST be present in such nmessages if the child supports the KeyState
opti on.

The UPDATE Recei ver MJST only include a KeyState option when
responding to a DNS nessage that contained a KeyState option. 1.e.

t he UPDATE Receiver must never assune that the child is able to
interpret KeyState options. A KeyState option MAY be included in any
type of response (SERVFAIL, NXDOMAIN, REFUSED, even NCERROR, etc.) to
a query that includes a KeyState Option.

The KeyState option may always be ignored by the recipient. However,
if the recipient does understand the KeyState option and respondi ng
with its own corresponding KeyState for the specified key nake sense,
then it is expected to do so.

Thi s docunent includes a set of initial "key state" codepoints but is
extensible via the | ANA registry defined and created in Section 8. 2.

Defi ned and Reserved Val ues for SIG0) Key States

Thi s docunent defines a nunber of initial KEY-STATE codes. The
mechanismis intended to be extensible and additional KEY-STATE codes
can be registered in the "KeyState Codes" registry (see Section 8.2).
The KEY- STATE code fromthe "KeyState" EDNS(0) option is used to
serve as an index into the "KeyState Option Codes" registry with the
initial values defined bel ow

For KeyState signalling to be used the child includes a KeyState OPT
inits query to indicate the ability to interpret a KeyState OPT in
the response.

1. KeyStates Set By The Sender (the Child)

0: Automatic bootstrap requested. This assumes that the child SI 0)
public key is already published as a KEY record at the child apex.

1: Manual bootstrap requested. Child requests that nanual bootstrap
shoul d be used (child does not want autonmatic bootstrap of the SIO0)
public key).

2: Key inquiry. Child requests information about current KeyState
for specified key.
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6.

2.

KeySt ates Set By The UPDATE Receiver (the Parent or Its Agent)
4: SI0) key is known and trusted.

5: SIE0) key is unknown.

6: SIG0) key is invalid (eg. key data doesn’'t match al gorithm.
7: SIG0) key is refused (eg. algorithmnot accepted by policy).
8: SIE0) key is known but validation has fail ed.

9: SIG0) key is known but not trusted, automatic bootstrappi ng
ongoi ng.

10: SIG0) key is known but not trusted, manual bootstrapping
required.

128- 255: Reserved for private use

To ensure that automatic del egation is correctly prepared and

boot strapped, the child (or an agent for the child) sends a DNS QUERY
to the parent UPDATE Receiver with QNAME="chil d. parent." and
QTYPE=ANY containing a KeyState OPT with KeyState-Code=2 and the
Keyld of the SIG0) key to inquire state for in the KEY-ID fi el d.

The response shoul d be signed by the SIG0) key for the UPDATE
Recei ver and contain both the Keyld and the Key State encoded as
descri bed above.

Security Considerations

Key state signals in OPT queries and answers are unaut henti cated

unl ess the transaction carrying the state signal is secured via
mechani snms such as [ RFC2845], [RFC2931], [ RFC8094] or [ RFC8484].
Unaut henticated i nformati on MJUST NOT be trusted as the state signals
i nfl uence the DNS protocol processing. For instance, an attacker

m ght cause a denial -of -service by forging a response claimng that
the victims key is invalid, thereby halting the del egation
synchroni zati on procedure.

Bergstr Hm et al. Expi res 3 Septenber 2026 [ Page 7]



I nternet-Draft KeyState Signalling Via EDNS(0) March 2026

8.

8.

8.

Moreover, it is assuned that the child has some neans of validating
messages fromthe parent during the initial phase when the child
initializes the SIG0) key synchronization. Oherw se, an attacker
could prevent a child frominitializing the synchronization by
spoofing responses that refuse the key that the child is trying to
upl oad. For that reason, it is expected that the parent has al ready
publi shed a public key that the child can use for this purpose. It
could al so possibly establish this trust out-of-band, such as via a
physi cal meeti ng.

Lastly, SIG0) transaction signatures are vulnerable to replay
attacks, which could allow an attacker to disrupt the
synchroni zati on. Secure transport alternatives exist in [RFC8094]
and [ RFC8484].

I ANA Consi derati ons
1. New KeyState EDNS Option
Thi s docunent defines a new EDNS(0) option, entitled "KeyState",

assigned a value of TBD in the "DNS EDNSO Opti on Codes (OPT)"
registry

E bl e oo e el el oo 1

| Value | Nanme | Status | Reference |

[ e b e ool s ool sl

| TBD | KeyState | Standard | (This docunent)

+------- F--- - - F--- - - I i T +
Table 1

2. A New Registry for EDNS Option KeyState State Codes

The KeyState option also defines a 8-bit state field, for which | ANA
is requested to create and maintain a new registry entitled "KeyState
Codes", used by the KeyState option. Initial values for the
"KeySt at e Codes" registry are given below, future assignnents in the
11-127 range are to be nmade through Specification Required revi ew

[ BCP26] .
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| KEY STATE | Mhenonic | Reference |
[ e —— Cp—p—p—_——————————————————————_ Ll p—p—_—_—r
| O | REQUEST_AUTO BOOTSTRAP | (This document) |
S e +
| 1 | REQUEST MANUAL BOOTSTRAP | (This docunent) |
S IR T dememmeeeemeeaaaas +
| 2 | 1 NQUI RY_KEY | (This document) |
R o e e e e e o e e e oo +
| 3 | Unassi gned | (This docunent) |
S e +
| 4 | KEY_TRUSTED | (This docunent) |
S IR T dememmeeeemeeaaaas +
| 5 | KEY_UNKNOMWN | (This document) |
R o e e e e e o e e e oo +
| 6 | KEY_I NVALI D | (This docunent) |
S O +
| 7 | KEY_REFUSED | (This docunent) |
S IR T dememmeeeemeeaaaas +
| 8 | KEY_VALI DATI ON_FAI L | (This document) |
R o e e e e e o e e e oo +
| 9 | BOOTSTRAP_AUTO_ONGO NG | (This document) |
S O +
| 10 | BOOTSTRAP_MANUAL REQUI RED | (This docunent)

S IR Fom e m e emeeeeeeeccieeaaaaea. dememmeeeemeeaaaas +
| 11-127 | Unassigned | (This document) |
R o e e e e e o e e e oo +
| 128-255 | Private use | (This docunent) |
S S +

9.

9.
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Appendi x A.  Change History (to be renoved before publication)

*

draft-berra-dnsop-opt - keyst at e- 02

Renoved policy inquiry KeyState code 3 (I NQUI RY_POLICY) and policy
response codes 11 (POLI CY_MANUAL_BOOTSTRAP_REQUI RED) and 12

(POLI CY_AUTO BOOTSTRAP) . Bootstrap policy discovery is now
handl ed entirely via the SVCB "bootstrap” SvcParanKey mechani sm
described in [I-D.ietf-dnsop-del egati on-ngnt -vi a-ddns] .

Fixed wire format diagram KEY-ID is 16 bits (a standard DNSSEC
Key Tag), corrected byte offsets from4/8/ 10 to 4/6/8.

Repl aced hardcoded section nunber references with kramdown anchors
for stable cross-references.

draft-berra-dnsop-opt-keystate-01
Fi xed m nor typos.
draft-berra-dnsop-opt - keyst at e- 00

Initial public draft.

Aut hors’ Addr esses

Eri k Bergstr Hm

The Swedi sh | nternet Foundation

Sweden

Emai |l : erik.bergstrom@nternetstiftel sen. se

Leon Fer nandez
The Swedi sh I nternet Foundation
Sweden

Bergstr Hm et al. Expi res 3 Septenber 2026 [ Page 11]



I nternet-Draft KeyState Signalling Via EDNS(0) March 2026

Email: | eon.fernandez@nternetstiftel sen. se

Johan St enstam

The Swedi sh | nternet Foundation

Sweden

Emai | : j ohan. stenstam@nternetstiftel sen. se

Bergstr Hm et al. Expi res 3 Septenber 2026 [ Page 12]



