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Abst ract

In DNS operations, autonated scanners are conmonly enpl oyed by the
operator of a parent zone to detect the presence of specific records,
such as CDS or CSYNC, in child zones, indicating a desire for

del egati on updates. However, the presence and periodicity of these
scanners are typically inplicit and undocunented, leading to

i nefficiencies and uncertainties.

Thi s docunent proposes an extension to the semantics of the DSYNC
resource record, as defined in [RFC9859], allow ng parent zones to
explicitly signal the presence and scanning interval of such

aut onmat ed scanners. This enhancenent ains to inprove transparency
and coordi nation between child and parent zones.

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com j ohani x/ draft-berra-dnsop-announce- scanner
(https://github. conljohani x/draft-berra-dnsop-announce-scanner). The
nost recent working version of the docunent, open issues, etc, should
all be available there. The authors (gratefully) accept pull
requests.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 April 2026.

Bergstr Hm et al. Expires 13 April 2026 [ Page 1]



Internet-Draft Announce Parent DNS Scanner Cct ober 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Aut omat ed scanners play a vital role in DNS operations by nonitoring
zones for specific records that signal desired updates to del egation
informati on. For instance, the presence of CDS records in a child
zone indicates a request to update DS records in the parent zone.
However, the operation of these scanners is often opaque, with no

st andardi zed nmethod for parent zones to signal their presence or
scanni ng frequency.
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The lack of explicit signaling can lead to inefficiencies, such as
unnecessary scanni ng or del ayed updates due to m saligned
expectations between child and parent zones. To address this, this
docunent proposes an extension to the semantics of the DSYNC resource
record, enabling parent zones to explicitly announce the presence and
scanning interval of their automated scanners.

As the DSYNC record becones standard, automated chil d-side systens

| ooki ng up the parent DSYNC records are expected. G ven that a vast
majority of parent zones do not operate scanners, providing a sinple
mechanismto informthe child of this fact will be useful

2. Requirenments Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. DSYNC Record for Scanner Signaling
The DSYNC resource record, as defined in [RFC9859], facilitates the
di scovery of endpoints for generalized NOTI FY nmessages. This
docunent proposes a new {schene} for the DSYNC record that can be
used to signal scanner presence (or absence) and periodicity. This
new scheme (with a value=TBD) is represented by the menonic
" SCANNER' .
The DSYNC record has the followi ng format, as defined in [ RFC9859]:
{owner} I N DSYNC {RRtype} {Schene} {Port} {Target}
For scanner signaling, the fields are interpreted as foll ows:

* owner: The nanme of the parent zone. Follows the discovery nethods
specified in the DSYNC specification

* RRtype: The type of record the scanner is nonitoring (e.g., CDS
CSYNC) .

* Scheme: Set to SCANNER (on the wire this is represented as a uint8
with a value TBD).

* Port: This field is NOT USED when scheme=SCANNER. For sinplicity
it SHOULD be set to O.
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* Target: Used to indicate presence or absence of a scanner. The
target "." SHOULD be interpreted as the absence of a scanner.

3.1. Signaling Scanner Presence

To signal the presence of a scanner that check for CDS and CSYNC
records, a parent zone would publish the foll owi ng DSYNC records:

_dsync. parent . exanple. | N DSYNC CDS SCANNER 0O
scanner. parent. exanpl e. _dsync. parent.exanple. | N DSYNC CSYNC
SCANNER 0 scanner. parent. exanpl e.

The presence of these records infornms the child operator that the
parent zone operates a scanner for both CDS and CSYNC records and

that any additional information about the scanner is published at the
dommi n nane "scanner. parent.exanple."

Note that there is no need to contact the scanner service as such
The target name is only a domain nane used for publication of scanner
det ail s.

3.2. Signaling Absence of a Scanner

To explicitly signal the absence of a scanner, the parent would set
the "target" field to "."

_dsync. parent . exanple. | N DSYNC CDS SCANNER O .
_dsync. parent. exanple. | N DSYNC CSYNC SCANNER O .

The presence of these records indicate that the parent zone does not
operate a scanner for CDS or CSYNC records.

3.3. Wldcard and Chil d-specific Methods

Parent zones can al so use the wildcard and chil d-specific nmethods to
signal the presence or absence of scanners as described in [ RFC9859].

For exanple, to indicate the existence of a CDS scanner and the
absence of a CSYNC scanner:

*, _dsync. parent.exanple. | N DSYNC CDS SCANNER 0O
scanner. parent.exanple. *. dsync.parent.exanple. [|N DSYNC CSYNC
SCANNER O .

or
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child. _dsync. parent.exanple. | N DSYNC CDS SCANNER O
scanner . parent . exanpl e. child._dsync. parent.exanple. | N DSYNC CSYNC
SCANNER 0

3.4. Publishing Additional Scanner Details

There are reasons for the parent to be able to publish additiona
details about the scanner service (if there is one). These details
are published as values in an SVCB record | ocated at the chosen
target nane.

Thi s docunent defines two new SVCB keys: "bootstrap" and "interval".
3.4.1. SVCB Key "bootstrap"”

The "bootstrap" key is used to signal what nechani sns are supported
for upgradi ng an unsigned del egation to a signed del egation. Three
mechani sms are currently identified:

* "rfc8078": This is an indication that the scanner supports
aut omati ¢ DNSSEC onboardi ng as described in RFC8078. This
mechani smrequires the child to publish the CDS record at the
child apex.

* "rfc9615": This is an indication that the scanner supports
aut omati ¢ DNSSEC onboardi ng as described in RFC9615. This
mechani smrequires the child to publish the CDS record both at the
child apex and for all authoritative naneservers for the child
zone al so at the special nanes
" dsboot.{child}. _signal.{nameserver}".

* "manual ": This is an indication that the parent supports somne
other (not based on the scanner, |ike an EPP transacti on)
mechani sm for DS boot strap.

The val ue of the "bootstrap" key is a string with one or nore of the
defi ned mechani sms, separated by ",". The nechani sns may occur in

arbitrary order.
New rmechani snms are expected to be defined in the future. In

particular, [I-D.draft-johani-dnsop-del egati on-ngnt-vi a-ddns] has a
simlar bootstrap need.

Bergstr Hm et al. Expires 13 April 2026 [ Page 5]



Internet-Draft Announce Parent DNS Scanner Cct ober 2025

3.4.2. SVCB Key "interval"

The "interval" key is used to signal the interval between successive
runs of the scanner. The value is tinme, nmeasured in seconds, between
the start time of successive runs. |.e. the value is intended to
provide a hint about the maximumwait time before a child-side change
is detected by the scanner

The value is only an indication of the expected scanner interval, not
a conmtrment. It is intended only for human consunption

3.4.3. Conplete Exanpl e

Exanpl e for a parent that does operate a CDS scanner but not a CSYNC
scanner:

_dsync. parent.exanple. | N DSYNC CDS SCANNER 0O
scanner . parent. exanpl e. _dsync. parent.exanple. | N DSYNC CSYNC
SCANNER O .

scanner. parent.exanple. IN SVCB 0 . (
boot strap="rfc8078, rfc9615, manual " i nterval =86400 )

3.5. Publishing Additional Notify-Receiver Details

It is inportant to be aware that it is possible to operate a scanner
wi t hout supporting generalized notifications (i.e. no notify-
receiver). It is also possible to operate a notify-receiver without
operating any scanner

In the case where there is a notify-receiver but not a scanner, the
same i nformation about supported DS bootstrap nechani sns needs to be
publi shed. The mechanismfor this publication is identical to the
mechani sm for the scanner details. 1.e. it is published as a new key
value in an SVCB record | ocated at the DSYNC NOTI FY target:

_dsync. parent. exanple. | N DSYNC CDS NOTI FY 4711 notify-

recei ver. parent. exanpl e. _dsync. parent.exanmple. | N DSYNC CSYNC
NOTI FY 4712 notify-receiver. parent.exanple. notify-

recei ver.parent.exanple. INSVCB 0 . (

boot strap="rfc8078, rfc9615, manual " )

Note that the SVCB key "interval" is not applicable to the notify-

receiver, as it only runs a | ookup in response to receiving a
NOTI FY(CDS), not with a fixed interval
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4.

Modi fication To Chil d-Si de DSYNC Lookup

In [ RFC9859] the semantics for |ooking up the DSYNC RRset are
described. This docunment specifies how to publish additiona
informati on of use to the child operator. As this additiona
information is published at a different owner nanme (the target field
of the relevant DSYNC record) possibly three | ookups will be needed
to gather all information:

1. First query for "child. _dsync. parent.exanple. DSYNC'

2. If the first query didn't return an answer, then query for
" _dsync. parent. exanpl e. DSYNC'

3. If either of the first two queries returned an answer AND
i nformati on about either DS bootstrapping or scanner interval is
rel evant THEN query for "{target of DSYNC} SVCB"

It is worth pointing out that the third query is only needed when
figuring out howto do DS bootstrap OR provide feedback on the
scanner interval

Qper ational Considerations

Publ i shi ng DSYNC records (typically for both CDS and CSYNC records)
requires no coordinati on between parent and child zones. The parent
zone operator should ensure that the "DSYNC SCANNER' and SVCB records
accurately reflect their scanner operations (or absence of a
scanner). |If a Notify-Receiver exists then the correspondi ng "DSYNC
NOTI FY" and SVCB records correctly describe the operations of the
Notify-Receiver. Child zone operators nmay use this information to
adjust their expectations and processes accordingly.

Security Considerations
The proposed new "SCANNER' DSYNC scheme does not introduce new
security vulnerabilities. As in [RFC9859] use of DNSSEC is
RECOMVENDED but not required. Hence, a child service that |ooks up
DSYNC RRsets in the parent zone may choose to ignore unsigned DSYNC
RRset s.

I ANA Consi derations

I ANA is requested to assign a new "schene" value to the registry for
"DSYNC Location of Synchronization Endpoints” as follows:

Ref erence (this docunent)
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f Sl b oo sl oo ool s
| RRtype | Scheme | ©Mhenonic | Purpose | Reference |
L e bl Chumsjoms s oo el oo oo e oo s s s e
| CDS | [TBD] | SCANNER | Scanner announcenent | (this docunent) |
S ey S S S I - +
| CSYNC | [TBD] | SCANNER | Scanner announcenent | (this docunent) |
I p—— I p—— T T I +
IANA is also requested to allocate two new entries in the "Service
Par anmet er Keys (SvcParanKeys)" registry.
[ bbb e oo e el s el e e e e
| Nurber | Nane | Meani ng | For mat | Change | Reference |
| | | | Reference | Controller | |
[ ool Cbomsjoms s oo s g, ey el s sty e e e
| [TBD] | bootstrap | DS bootstrap | (this | 1ETF | (this |
| | | nechani sns | docunent) | | docunent) |
R ppe—— IR I S Iy S Iy S Iy +
| [TBD] | interval | CDS/ CSYNC | (this | ITETF | (this |
| | | scanner data | document) | | docurnent) |
Fomm oo R o e e - R R R +
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Appendi x A.  Change History (to be renoved before publication)
* draft-berra-dnsop-announce-scanner-02

I ntroduce publication of additional data using SVCB at DSYNC
target name. Expand scope by adding support for publication of DS
boot strap support in using new SVCB key. Move scanner interva
signaling from DSYNC port field to new SVCB key.

* draft-berra-dnsop-announce-scanner-01
Make sure exanpl es use _dsync |abel and propose new DSYNC schene
* draft-berra-dnsop-announce-scanner-00
Initial public draft
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