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Abst ract

In DNS operations, autonated scanners are conmonly enpl oyed by the
operator of a parent zone to detect the presence of specific records,
such as CDS or CSYNC, in child zones, indicating a desire for

del egati on updates. However, the presence and periodicity of these
scanners are typically inplicit and undocunented, leading to

i nefficiencies and uncertainties.

Thi s docunent proposes an extension to the semantics of the DSYNC
resource record, as defined in
[I-D.draft-ietf-dnsop-generalized-notify], allow ng parent zones to
explicitly signal the presence and scanning interval of such

aut omat ed scanners. This enhancenment ains to inprove transparency
and coordi nati on between child and parent zones.

TO BE REMOVED: This docunent is being collaborated on in Gthub at:
https://github. com j ohani x/ draft-berra-dnsop-announce- scanner
(https://github. conljohanix/draft-berra-dnsop-announce-scanner). The
nmost recent working version of the docunment, open issues, etc, should
all be available there. The authors (gratefully) accept pul

requests.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 14 Decenber 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. *1. Introduction*

Aut omat ed scanners play a vital role in DNS operations by nonitoring
zones for specific records that signal desired updates to del egation
informati on. For instance, the presence of CDS records in a child
zone indicates a request to update DS records in the parent zone.
However, the operation of these scanners is often opaque, with no

st andardi zed method for parent zones to signal their presence or
scanni ng frequency.

The lack of explicit signaling can lead to inefficiencies, such as
unnecessary scanni ng or del ayed updates due to m saligned
expectations between child and parent zones. To address this, this
docunent proposes an extension to the senmantics of the DSYNC resource
record, enabling parent zones to explicitly announce the presence and
scanning interval of their automated scanners.

Bergstrm et al. Expi res 14 Decenber 2025 [ Page 2]



Internet-Draft Announce Parent DNS Scanner June 2025

As the DSYNC record becones standard automated chil d-si de systens
| ooki ng up the parent DSYNC records are expected. G ven that a vast
majority of parent zones do not operate scanners providing a sinple
mechaismto informthe child of this fact will be useful

2. *2. DSYNC Record Extension for Scanner Signaling*
The DSYNC resource record, as defined in
[I-D.draft-ietf-dnsop-generalized-notify], facilitates the discovery
of endpoints for generalized NOTI FY nessages. This docunent proposes
an extension to the semantics this record to signal scanner presence
(or absence) and periodicity.
The DSYNC record has the foll owing format:
{owner} I N DSYNC { RRtype} {Schene} {Port} {Target}
For scanner signaling, the fields are interpreted as foll ows:
* owner: The nane of the parent zone

* RRtype: The type of record the scanner is nonitoring (e.g., CDS
CSYNC) .

* Scheme: Set to NOTIFY (on the wire this is represented as a uint8
=1).

* Port: Overloaded to represent the scanning interval in mnutes.

* Target: Set to “.” , indicating that this record is for scanner
si gnal i ng purposes.

2.1. *2.1 Signaling Scanner Presence*
To signal the presence of a CDS scanner that checks for CDS records
once every 24 hours, a parent zone would publish the followi ng DSYNC
record
parent . exanple. | N DSYNC CDS NOTI FY 1440
The presence of this record inforns the child operator that the
parent zone operates a scanner for CDS records with a 1440-mnute (=
24h) interval

2.2. *2.2 Signaling Absence of a Scanner*

To explicitly signal the absence of a scanner, the parent zone would
set the port field to O:
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parent.exanple. | N DSYNC CDS NOTIFY O .

The precence of this record indicate that the parent zone does not
operate a scanner for CDS records.

3. *3. Operational Considerations*

Publ i shi ng DSYNC records (typically for both CDS and CSYNC records)
requires no coordinati on between parent and child zones. The parent
zone operator should ensure that the DSYNC records accurately reflect
their scanner operations (or absence of a scanner). Child zone
operators may use this information to adjust their expectations and
processes accordingly.

It’” s inportant to note that overloading the port field for scanner
interval signaling deviates fromits original purpose. Hence it is
important to first verify that the DSYNC Target field is equivalent
to "." before interpreting the Port field as a signaling nechani sm
rat her than a port numnber.

4. *4. Security Considerations*
The proposed semantic extensi on does not introduce new security
vul nerabilities. However, as with any DNS record, authenticity and
integrity should be ensured t hrough DNSSEC signing. Child zones
operators shoul d validate the DSYNC records usi ng DNSSEC before
trusting them
5. *5. | ANA Consi derati ons*
Thi s docunent does not require any | ANA acti ons.
6. Informative References
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Stenstam J., Thomassen, P., and J. R Levine,
"CGeneralized DNS Notifications", Wrk in Progress,
Internet-Draft, draft-ietf-dnsop-generalized-notify-09, 19
March 2025, <https://datatracker.ietf.org/doc/htm/draft-
i etf-dnsop-generalized-notify-09>
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Initial public draft
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