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Abst ract
Determ nistic Networking (DetNet) provides the capability to carry

specified unicast or nulticast data flows for real-tine applications
with extremely | ow data | oss rates and bounded | atency over a path or

network. As Det Net deployments expand, they will inevitably need to
span nmultiple domains that nmay be under separate adnministrative or
technol ogi cal control. This creates a need for a control plane

solution that can establish and nmi ntain end-to-end Det Net services
across these domai n boundari es.

Thi s docunent defines a generic framework for a nulti-domain Det Net
control plane. It first establishes a working definition of a

"Det Net Dommi n" for the purpose of path conputation and control. It
then describes two high-level architectural approaches for inter-
domai n path conputation and resource reservation: a Hierarchica
model and a peer-to-peer "stitching" nodel. While a Path Computation
El ement (PCE)-based realization is used as an illustrative exanpl e,
the framework is designed to be applicable to any controller-plane
technol ogy that satisfies the stated functional requirenents. This
framework provi des the foundation for nore specific work on nulti-
domai n Det Net sol utions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The Determ nistic Networking (DetNet) architecture, as defined in

[ RFC8655], provides a service for flows requiring bounded | atency,
and/ or extrenely | ow packet |oss, and/or reliable service. The
initial focus of DetNet has largely been on single-domain networks,
where a single controller or administrative entity has ful
visibility and control over all network resources.

However, nmany use cases, such as industrial automation, professiona
audi o/ vi deo, and snmart grids, require deternministic connectivity that
spans nultiple networks. These networks may be operated by different
providers (adm nistrative donains), utilize different underlying

i nk-1ayer technol ogi es (technol ogi cal donains), or be structured as
separate control areas for scalability.

To support such scenarios, a control plane framework is needed to
coordi nate the establishnent of end-to-end Det Net paths across domnain
boundaries. The DetNet Controller Plane Framework
[I-D.ietf-detnet-controller-plane-framework] provides the basis for
control |l er-plane operations; this docunent extends that work
specifically to multi-domain scenari os.

The framework defined here is intentionally technol ogy-agnostic with
respect to the controller-plane inplementation. Centralized path
comput ation elements, distributed controllers, Software-Defined
Net wor ki ng (SDN) controllers, and other approaches can all be mapped
onto the architectural nodels described herein. The Path Conputation
El ement (PCE) and its associated protocols [ RFC4655] [ RFC5440] are
used as a concrete exanple throughout this docunment to illustrate how
the framework can be realized, but they do not represent the only
valid instantiation.

Thi s docunent proposes a foundational framework by:

* Defining what constitutes a "domain" in the context of nulti-
domai n Det Net control

* Describing high-level architectural nodels for managing nulti-
donmmi n pat hs.

* |dentifying key considerations for establishing and nai ntaining
Det Net fl ows across domai n boundari es.

The goal is to establish the necessary foundational concepts before
addr essi ng specific technology inplenentations, such as nulti-domain
RAW (Rel i abl e and Avail able Wrel ess)

[1-D. bernardos-detnet-raw nultidomain].
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2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the term nol ogy defined in [ RFC8655]. The
following additional terns are used:

Domain Controller: A logical entity responsible for path conputation
and resource managenent within a single DetNet domain. A Domain
Controller has full visibility into the topol ogy and resources of
its own domain. A PCE is one exanple of a technology that can
fulfil the Domain Controller role.

Hi erarchical Controller: A logical entity that has an abstracted,
partial view of multiple domains and is responsible for
coordinating inter-domain path conputation by interacting with the
Domain Controllers of each constituent domain. A Parent PCE
(P-PCE) in the HPCE architecture [ RFC6805] is one exanple of a
Hi erarchical Controller

3. Defining a DetNet Donain

For the purpose of multi-domain DetNet control, a clear definition of
a "donmmin" is essential. A domain represents a collection of network
resources (nodes, links) that are nmanaged and controlled as a single
entity for the purpose of DetNet path conputation and resource

al | ocati on.

3. 1. Domai n Characteristics

A DetNet donain is characterized by a set of network nodes that are
subject to a single, consistent set of DetNet control and nanagenent
policies. Froma control plane perspective, this typically inplies
that:

* A single Domain Controller instance (or a coordi nated set of
redundant controllers) has conplete topological visibility within
t he donai n.

* This Domain Controller is responsible for conputing paths and
managi ng the allocation of DetNet-specific resources (e.g., buffer
space, |ink schedul es, queue reservations) for all nodes wthin
t hat domai n.
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3.

4.

4.

* There is a trusted relationship and a secure conmmuni cati on channe
between the Domain Controller and all the nodes it controls within
the domai n.

2. Scope of a DetNet Donmin

The boundaries of a DetNet donmmin can be defined based on severa
factors, which may overl ap:

Admi nistrative Domain: A set of network el enents under the contro
of a single network operator or administrative entity. This is
the nobst conmon interpretation. |nter-domain conmunication occurs
when a path nust cross from one operator’s network to another’s.

Controller Domain: A domain is defined as the set of nodes
controlled by a single Domain Controller instance. This is the
primary definition used within this framework. A large
adm ni strative domain mght be divided into multiple smaller
controll er domains for scalability.

Technol ogi cal Dormain: A domain could be defined by the consistent
use of a specific data plane technology (e.g., a TSN domain, a
3GPP 5G donmi n) or queui ng nechani sm (e.g., queuing solutions
within the categories as per
[1-D.ietf-detnet-datapl ane-taxonony]). Wile paths may cross
technol ogi cal boundaries, this docunment posits that this does not
i nherently define a control plane domain boundary. A single
Domain Controll er SHOULD be capabl e of managi ng a domain
conprising nmultiple technologies. Similarly, the specific queuing
mechani snms (e.g., [RFC9016]) supported by devices do not define a
domai n boundary; a single donmain can contain devices supporting
mul ti pl e queui ng sol utions, which can be used concurrently. The
Domain Controller needs to select a specific queuing mechani sm
along the path for a DetNet flow within each donain.

Mul ti-Domai n Det Net Architectures
1. Exenplary Use Case

Consi der the scenario depicted in the figure bel ow, where a Det Net
flowis established between a source S and a destination D. The path
for the flow traverses three different domains. Domain 1 is a wired
domai n, which could for exanple be a TSN based Det Net MPLS [ RFC8964]
or DetNet |IP [RFC8939] network. Donmain 2 is a wireless (RAW domain.
Domain 3 is again a wired domain. The RAW domai n provi des
connectivity between the two wired domains. Note that this is just
an exanpl e, and other conbinations of wired/wreless donains could
exist (e.g., a DetNet flow traversing a wired donmain providing
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connectivity between two RAW donmai ns).

| Hi erarchical Controller

N | N
I I I
% % %
| DC (domminl) | | DC (dommin2) | | DC (domain3) |
|| | | ||
S ---- Rl ======== R2 - ------- R3 ======== R4 -------- RS ---- D
<-- Domain 1 --> <---- Domain 2 ----> <-- Domain 3 -->
(wired) (RAWY (wired)

S, D end-systens (source and destination)
. Domain Controller

Rx: DetNet routers/bridges

==: wired |ink

--: wreless link

Figure 1. Exenplary nmulti-domain scenario

Each domain has its own Donain Controller (DC), which is responsible
for path conputation and resource nmanagenent within that domain.
Routers R2 and R3 are border routers of Domain 2 (RAW, and R3 and R4
are border routers of Domains 2 and 3, respectively. A Hierarchical
Controller is responsible for end-to-end path conputation and
orchestration across the different Domain Controllers.

In a PCE-based realization of this franmework, each Domain Controller
maps to a Child PCE (C-PCE) and the Hierarchical Controller maps to a
Parent PCE (P-PCE) as defined in [ RFC6805]. Oher controller-plane
technol ogies (e.g., YANG NETCONF-based SDN controll ers, BGPLS-based
systens) can equally fill these roles, provided they satisfy the
functional requirenents described in Section 4.2.

4.2. Functional Requirenents
Regardl ess of the specific technology used to realize the control
pl ane, any nulti-domain DetNet framework MJST satisfy the follow ng
hi gh-1evel functional requiremnents:
* Each domain’s controller nmust be able to compute an intra-domain

pat h segnent that nmeets a specified portion of the end-to-end
Det Net QoS budget (latency, jitter, |oss).
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* A nechani sm nust exist for domain controllers to advertise an
abstracted representation of their domain's capabilities
(reachability, available | atency budget, bandw dth) to an inter-
dommi n coordination entity, wthout exposing confidential interna
t opol ogy details.

* An inter-domain coordination nechani smnust be able to conpose an
end-to-end path fromindividual per-domain path segnents,
al l ocating the end-to-end QS budget across domains.

*  The framework nust support both a centralized (hierarchical)
coordi nation nodel and a distributed (peer-to-peer) coordination
nodel .

* Resource reservation, whether performed transactionally or
sequentially, nust be coordinated across all participating
donmai ns.

Pr obl em St at enent

In a nulti-domain environment, no single controller has end-to-end
visibility of the full network topology. The challenge is to conpute
an end-to-end path that neets the strict latency, jitter, and | oss
requirenents of a DetNet flow, while respecting the adm nistrative
and confidentiality boundaries of each participating domain

Each domain’s controller is responsible for its own internal path
conputation and resource allocation. The multi-domain architecture
nmust define how these individual controllers cooperate to create a
seam ess end-to-end service. Two primary coordi nation nodels are
consi dered: Hierarchical and Peer-to-Peer

H erarchi cal Coordi nati on Mdde

In the Hierarchical nodel, a Hierarchical Controller has a partial,
abstracted view of the child domains. |t does not see the detailed
topol ogy within each domain but knows the reachability and
characteristics (e.g., available | atency budget, cost) of paths to
and t hrough them Each Dormain Controller has full visibility of its
own domain’s topology and resources, and is responsible for al

i ntra-domai n path conputations.

The H PCE architecture [RFC6805] is one well-defined realization of
this nodel, where the Hierarchical Controller is a Parent PCE and
each Domain Controller is a Child PCE. Oher SDN-based hierarchica
controller architectures foll ow the same conceptual structure.
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In a nulti-domain Det Net context, path establishment under this nodel
proceeds as foll ows:

1. A request for an end-to-end DetNet path is sent to the
Hi erarchical Controller. This request includes the source,
destination, and required QS paraneters (e.g., naximum end-to-
end | at ency).

2. The H erarchical Controller computes a high-1evel, domain-
sequence path: a sequence of donmmins the flow nust traverse,
together with the entry and exit boundary nodes for each donain.

3. The Hierarchical Controller then sends requests to the Donain
Controll er of each domain in the path sequence. Each request
asks for an intra-domain path segnent between the specified entry
and exit nodes that nmeets a portion of the end-to-end QS
requirenents.

4. Each Domain Controller computes its path segnent, reserves the
necessary resources locally, and reports success or failure back
to the Hierarchical Controller

5. If all Domain Controllers succeed, the Hi erarchical Controller
confirns the end-to-end path. |If any Domain Controller fails,
the Hierarchical Controller may attenpt to find an alternate
domai n- sequence pat h.

Each Domain Controller is aware of the specific technol ogies used in
its domain (e.g., RAW DetNet |IP, DetNet MPLS), and can conpute a
path taking into account the specific constraints of those
technol ogi es. For instance, in a RAWdonain, the Domain Controller
can select the path, the schedule, and the Iinks to be used to
guarantee a certain level of reliability.

4.5. Peer-to-Peer (Stitching) Mde

In the peer-to-peer nodel, also known as "stitching," there is no
parent-child hierarchy. Domain Controllers from adjacent domai ns
cooperate as peers. Path computation is performed sequentially from
one domain to the next. The BRPC procedure defined in [ RFC5441] for
inter-area and inter-AS TE path conputation is one exanple of how
this nodel can be realized in a PCE context.

In a nulti-domain Det Net context, path establishment under this node
proceeds as foll ows:

1. The Domain Controller in the source donmain (DC-1) receives a path
request for a flow destined for another donain.
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2. DC1 conputes a path fromthe source node to a suitable exit
border node in its domain.

3. DC1 then sends a request to the Donmain Controller of the
adj acent domain (DC-2), specifying the entry border node and the
final destination, along with the remai ning QoS budget.

4. DC-2 conputes a path through its domain to either the fina
destination (if it is within domain 2) or to another suitable
exit border node. It then "stitches" this segnment to the
previ ous one.

5. This process repeats until the Domain Controller in the
destination domain is reached. The path may be confirmed
backward al ong the chain of Domain Controllers.

5. Milti-Domain DetNet Fl ow Considerations
5.1. End-to-End Path Conputation

The end-to-end path is a concatenation of intra-domain path segnents.
The total |atency and other QoS netrics are cunulative. The contro
pl ane nmust be able to allocate the end-to-end budget anobng the
partici pating domai ns.

The end-to-end path conputation should sel ect one of the end-to-end
bounded | atency nmetrics for all domains as defined in

[1-D. xi ong- pce-det net - bounded-1 atency]. The calculation of the
bounded | atency will differ depending on the queuing solutions and
categories as per [I-D.ietf-detnet-datapl ane-taxonony]. The end-to-
end bounded delay will be the sum of the per-domain delays, and the
end-to-end variation will be either the sum of the per-domain
variations or the maxi mum variation anong all domai ns, dependi ng on
t he queui ng nmechani sm used.

In the Hierarchical nodel, the Hierarchical Controller collects

domai n-specific capability informati on from each Domain Controller
and divides the end-to-end QoS budget of a DetNet flow into per-
domai n sub-budgets, based on the capabilities (e.g., latency, jitter)
avai |l abl e wi thin each domai n.

In the peer-to-peer stitching nodel, the end-to-end budget is divided
starting fromthe source donmain’s controller and passed al ong to each
successi ve adj acent domain, until reaching the destination domain's
controller. The controller within each domain conputes the |atency
bound as per [RFC9320] considering the bounded | atency netric.

Ber nardos, et al. Expi res 31 August 2026 [ Page 9]



I nt

5. 2.

5.3.

5. 4.

Ber

ernet-Draft Mul ti-Donmai n Det Net Franmewor k February 2026

Resour ce Managenent

Resources MAY be reserved in each domain for the flow |If any domain
in the path cannot provide the required resources, the end-to-end
path setup fails. A mechanismfor transactional, all-or-nothing
resource conmitnent across domains is highly desirable.

The control plane al so needs to advertise inter-domain resource
i nformation, including bandw dth, delay, and jitter with rel ated
queui ng nmechani snms for QoS coordi nation

End- Syst em Awar eness

A critical aspect is whether the end-systens (source and destination)
are Det Net - awar e.

Det Net - awar e End- Systens: The end-systens can signal their QS
requirenents and participate in the DetNet control plane.

Det Net - unawar e End- Systens: The requirements for these systenms nust
be configured at the edge of the Det Net dommin by a proxy or
net wor kK managenment system In a nulti-domain scenario, the entry
node of the first DetNet domain acts as this ingress point.

FI ow Aggregati on

Fl ow aggregation is recommrended in the nulti-domain scenario to

achi eve end-to-end QS guarantees for aggregated flows that span
across multiple domains. Miltiple fl ows may be aggregated in one
domai n and di saggregated in another. The network paraneters of an
aggregated fl ow shoul d be exchanged anong different domain
controllers. Path conmputation should consider the end-to-end budget
of the aggregated flow, which nust cover the requirenments of all its
menber fl ows.

Security Considerations

Mul ti-domain operations introduce significant security challenges.
The conmmuni cati on between Domain Controllers in different domains
MUST be secured, ensuring authentication, integrity, and
confidentiality. Each donmain nust be protected from m sbehaving or
conprom sed peer donains
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9.

9.

Topol ogy and resource informati on exposed by a Domain Controller to
an external entity (a Hi erarchical Controller or a peer Domain
Controller) is sensitive. The framework nust allow for policy-based
control over the level of abstraction and detail that is shared, so
that internal topology information is not unnecessarily disclosed
across admini strative boundari es.

VWhere a PCE-based realization is used, the security considerations of
[ RFC8253] al so apply.

I ANA Consi derations
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