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Abst ract

The | ETF CATS W5 addresses the probl em of how t he network
infrastructure can steer traffic between clients of a service and
sites offering the service, considering both network netrics (such as
bandwi dt h and | atency), and conpute netrics (such as processing,
storage capabilities, and capacity).

Thi s docunment defines new extensions for a term nal connected to a
network infrastructure, to request a service with specific
connectivity and conputing requirenents, so traffic is steered to an
i nstance neeting both requirenents. Both CATS-aware and -unaware
term nals are considered. Exenplary signaling control nessages and
operation extending the well-known Proxy Mbile | Pv6 protocol are

al so defi ned.
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I ntroduction and Probl em St at enent
Use case scenario

Let’'s consider a possible use case scenario, just for the sake of
illustrating the scenario. Several nodes (UEs in this exanple) are
acting as sensors in an Integrated Sensing and Communi cations (I SAC)
case. The sensors generate/collect sensing data that needs to be
processed tinely and appropriately to generate an accurate sensing
result. Part of this service is executed in the network
infrastructure, posing sone requirenents on the connectivity (e.g.,
del ay between the terminals and the node where the service is
executed on the network infrastructure) and conputing resources
(e.g., capabilities to render the XR video within a certain |atency
budget). Wthin the network domain where the terninals are connected
to there are nultiple sites capable of hosting the service, each with
potentially different connectivity and conputing characteristics.
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Figure 1 shows an exenplary scenario. Considering the connectivity
and conputing |l atencies (just as an exanple of netrics), the best
service site is #n-1 in the exanple used in the Figure.

Note that this is just an exanple, other services would al so benefit
fromconpute and connectivity traffic steering. For the sake of
having a sinpler service, we can also consider an AR/ VR XR service
where a term nal connected to the network needs to instantiate a
service in the network to aid in the AR VR XR service by providing
conputing capabilities with | atency constraints.

Note on terminology. |In this docunment we use the old terminology in

whi ch by I CR we nmean | ngress CATS- Forwar der
[I-D.ietf-cats-framework], and by ECR we mean Egress CATS- Forwar der.
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Figure 1. Exenplary scenario
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1. 2. Pr obl em st at enent

The main problemthat this document tries to address is the
followi ng. The network does not have mechani sns yet to enable
servi ce-specific connectivity and conputing-aware traffic steering,
whi ch benefit fromoptinmal service instance |ocation selection and
traffic steering.

Based on the former, this docunment proposes solutions to enable the
network to select the best site to instantiate a terminal service,
taking into account service-specific requirenents at both
connectivity and conmputing levels. |In particular, this docunent
addresses the foll owi ng questions: (i) what information does the
network need to be able to select the best location for a service to
be instantiated?; and, (ii) howto steer traffic between the term na
and the selected service site, in a way that is transparent to the
network forwarding infrastructure, and even to the termnal ?

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The following terms are used in this docunent:

ECR Egress CATS router. This refers to the Egress CATS-Forwarder
as defined in [I-D.ietf-cats-franmework].

ICR Ingress CATS router. This refers to the Ingress CATS-
Forwarder as defined in [I-D.ietf-cats-franmework].

3. Enabling I P address service-specific anchoring for CATS

We describe next an exanpl e of operation and signaling for the
network to be able to select the best site to instantiate a service
to be consuned by a terminal, so traffic can be steered

si mul t aneously meeting connectivity and conputing requirenments. A
CATS agent is defined to run on both the ingress (the router to which
the termnal is attached to) and egress (a router close to or at the
site where the service instance is running) routers, and also at the
sites capable of instantiating services. Optionally, the CATS agent
functionality can also run on the terminal to aid the network
deciding or actively influence its site selection. The CATS agent

m ght have the follow ng functionality:
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*

I nstance sel ection engine: it deals with the procedures required
to performservice and term nal specific instance selection. For
exanple, ICRs, ECRs and sites need this functionality so they can
sel ect the location of a given service instance. Optionally, a
termnal mght also run this engine, to actively participate in
the sel ection process.

Traffic steering engine: it deals with the | CR and ECR sel ecti on
and the associated traffic steering between them in order to neet
the connectivity and conputing requirenments of the service. This
functionality mght be present at CATS agents running at |CRs and
ECRs.

In the following we descri be an extended term nal service request
procedure enabling the network infrastructure to select a service

i nstance neeting the connectivity and conputing requirenents of the
service, and the setup of the required traffic steering for the
service traffic. Extensions and new behavior are highlighted. Note
that variations are possible over this exenplary signaling diagram
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A terminal wants to execute a service/app which is requires sone
functionality to be run on the network infrastructure (e.g., an

AR/ VR/ XR service). This service has specific requirements in terns
of both connectivity and conputing. W refer to themas CATS
requirenents.

1.

The terminal sends a Service request to the ICR including a
service ID and, optionally, if the terminal is CATS aware, a list
of CATS requirements. Note that this request mght be addressed
to an ICR or just intercepted by an ICR If present, the |ist of
CATS requirenents mght include information such as (not limted
to any particul ar conbi nation of paraneters):

a. Target bounded | atency.
b. Target m ni num bandw dt h.
c. Target conputing latency (type of operation, offered |oad).

d. Target required conputing resources (e.g., hardware specific
features).

e. Affinity constraints (e.g., "not to execute where function Y
i s already running").

f. Etc.

There are two main options considered:

2

OPTI ON 1:

a. The ICR sends a query to all ECRs of the domain, or a subset
sel ected based on the location of the ICR  This query may
include the followi ng paraneters

i Service ID: an identifier of the service requested by
the ternminal. This allows to check if the service can
be instantiated or it is already instanti ated.

i Terminal ID: an identifier of the term nal requesting
the service. This is useful for exanple for affinity
purposes. It might not include information that can be
used to identify the user

iii. ICRID identifier of the requesting ICR

iv. CATS requirenents: list of requirenments, e.g.,
connectivity and computing requirenents.
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b. Each ECR, possibly after checking with the CATS agent of the
site(s) it provides connectivity, responds, including the
foll owi ng information:

i Service ID

ii. Term nal |ID.

iii. ECRID identifier of the ECR sending the response.

iv. CATS conditions: how the site neets each of the
requi renents included in the request.

V. (Optional): URI to get to the service instance.

A CATS agent at a site mght be collocated with the ECR

Exampl es of a CATS agent at a site are network controllers or

orchestrators at the site. Note that the way a CATS agent at

an ECR may interact with the CATS agent of the site is out of
the scope of this document. Exanples include using
monitoring and telenetry interfaces with an orchestrator
managi ng the site. Based on the received responses, the ICR

sel ects an ECR. (step 4).

3. OPTION 2:

a. The ICR sends a query to a CATS controller in the domain,
including the follow ng paraneters
i Service ID: an identifier of the service requested by

the ternminal. This allows to check if the service can
be instantiated or it is already instanti ated.

i Terminal ID: an identifier of the term nal requesting
the service. This is useful for exanple for affinity
purposes. It might not include information that can be
used to identify the user

iii. ICRID identifier of the requesting ICR

iv. CATS requirenents: list of requirenments, e.g.,
connectivity and computing requirenents.

b. The CATS controller, which has the overall view of all the

sites and ECRs of the domain, responds back including the
following information:

i. Service |ID
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ii. Term nal |ID.

iii. CATS conditions: how the site nmeets each of the
requirenents included in the request.

iv. Sel ected ECR. | P address of the sel ected ECR

4. At this point, there is an ECR (and site) selected for use for
the specific service requested by the term nal

5. The ICR requests the proposed/selected ECRto establish a traffic
steering session with it, sending a CATS request. This request
i ncludes the sane information that was included in the CATS query
(to facilitate statel ess operation of the ECRs while being
queri ed).

6. The selected ECR, if it accepts the request, responds back with
an acknow edgenent, including the follow ng infornation:

* Service ID
* Termnal |D.
* ECRID: identifier of the ECR sending the response.

* CATS conditions: howthe site neets each of the requirenents
included in the request.

* | P prefix assigned for the termnal to use to reach the
service instance.

* tional): URl to get to the service instance.
g

7. An IP tunnel is established between the ICR and the sel ected ECR
Forwarding is also setup so traffic going fromito the all ocated
IP prefix is sent through the tunnel at the |ICR ECR

8. The ICR conveys the allocated IP prefix to the terminal. This
can be done using Router Advertisenents, optionally enhanced with
RFC 4191 [ RFC4191] policies for the sel ected service.

Al ternatively, other options such as DHCP can be used to provide
the prefix.

9. Traffic of the service for this termnal is steered using the IP
tunnel
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4. Proxy Mbile IPv6 signaling extensions to enable |IP address service-
speci fic anchoring for CATS

The control plane extensions introduced in the previous section can
be inplenented over different protocols. This section specifies
extensions to Proxy Mbile |Pv6.

4.1. CATS query/respond/ request/ACK: CATS PBU PBA

The CATS query nessage and request can be inplenented as an extended
Proxy Bi ndi ng Update (PBU) nessage (defined in RFC 5213 [ RFC5213]):

0 1 2 3
01234567890123456789012345678901
i S i i S S S

| Sequence # |
B i i i S i i S i S SN RN S
AIHLI KIMR Pl X| Reserved | Lifetinme |
B i i S i i i T i i ik i N

s, . o

Mobility options
R et e s i o e s i i

A CATS query can be sent by an ICRto an ECR, and also by an ICRto a
CATS controller. A CATS request can be sent by an ICRto an ECR

Message fi el ds:
* Sequence #: Same as defined in RFC 6275 [ RFC6275].

* Flags: as defined in RFC 5213, 6275 and | ANA registries for the
mobility flags. A newflag 'C is defined to identify a CATS
query. Anewflag 'X is defined to identify a CATS request.

Note that the location of the "C and ' X flags m ght be different
fromthe ones shown in the figure above.

* Lifetine: Same as defined in 6275. Basically, it indicates the
nunber of tine units renmaining before the associ ati on between the
ICR and the ECR (including the associated |IP prefix) MJST be
consi dered expired.
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* Mbility options: This field contains one or nore nobility
options, whose encoding and formats are defined in RFC 6275. In
order to uniquely identify the target termnal, the term nal
identifier MJUST be contained in the Mobile Node Identifier option.
This option is used to carry the termnal |D paranmeter described
in this document.

The foll owi ng new options can be used in this message:
* CR.ID

* Service_lD.

* CATS requirements.

A CATS response / CATS ACK can be inplenented as an extended Proxy
Bi ndi ng Acknow edgenent (PBA) nessage (defined in RFC 5213):

0 1 2 3
01234567890123456789012345678901
B T it o R ik sl I (I I S TR S
| St at us | KIR Pl C] X] Rsrv. |
B S T i s T S S S R S i ik Tk I I N R S S S i e
| Sequence # | Lifetinme |
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
I I
Mobility options
I I
B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
A CATS response can be sent by an ECRto an ICR, and al so by a CATS

controller to an ICR A CATS ACK can be sent by an ECR to an |ICR,
and al so by a CATS controller to an I CR

Message fi el ds:

* Status: sane as defined in RFC 6275, with new status codes defined
to report: "Success, CATS sites available" and "Error, no CATS
sites avail abl e".

* Flags: as defined in RFC 5213, 6275 and | ANA registries for the
mobility flags. Anewflag 'C is defined to identify a CATS
response. A newflag "X is defined to identify a CATS ACK. Note
that the location of the "C and "X flags mght be different from
the ones shown in the figure above.
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Sequence #: Same as defined in RFC 6275.

Lifetime: Same as defined in 6275. Basically, it indicates the
nunber of tinme units remaining before the associati on between the
ICR and the ECR (including the associated IP prefix) MJST be
consi dered expired.

Mobility options: This field contains one or nore mobility
options, whose encoding and formats are defined in RFC 6275.

he foll owi ng new options can be used in this nmessage:
CR_ID.
Service_ID.

CATS condi tions.
Home Network Prefix option (as defined in RFC 5213).
CR ID nobility option
he CR ID option has the foll owi ng format:
0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| Type = TBA | Option Length |
B S S i i i i T T a ik S S S S S

CR I D Length | CR | D For mat
B Tk e e e o e e R T e e R e

I
+
I
+
I
CRID +
I
+
I
T A S S i Sl S i T oI S S S S S S S T e e

Option Type: TBA by | ANA

Option Length: 8-bit unsigned integer. Length of the option, in
octets, excluding the Option Type and Option Length fields.

CR ID Length: 8-bit unsigned integer. Length of the CRID field,
in octets.
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*

4. 3.

CR ID Format: 8-bit unsigned integer. |Identifies the format of
the CRID. Possibles val ues:

- 0: Reserved.

- 1. IP address (v4 or v6, determ ned by CR ID Length).

- 2 L2 address (48 or 64 bit, determ ned by CR ID Length).
- 3 URI.

- 4-255: reserved for future use.

CR ID: variable length field that identifies the ECR/ | CR sel ected
ECR

Service |ID nobility option

The Service_I D option has the follow ng format:

0

1 2 3

01234567890123456789012345678901

+-
I
+-
I
+

I
+

I
+

I
+-

*

T S e i h SR N S
| Type = TBA | Option Length |
T o e i e s S e e s R i ol S SRR
Service ID Length | Reserved
B i T i T S i s S S N e s o T S

I
+
I
+
_ I
Service I D +
I
+
I
R s s o o R i i R TR T S S T s S S S S O e i e ol B

Option Type: TBA by | ANA

Option Length: 8-bit unsigned integer. Length of the option, in
octets, excluding the Option Type and Option Length fields.

Service ID Length: 8-bit unsigned integer. Length of the Service
IDfield, in octets.

Service ID: variable length field that identifies Service.
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CATS requirements/conditions nobility option
The CATS requirenments/conditions option has the follow ng format:

0 1 2 3
01234567890123456789012345678901
e T e ik o oI S R B T
| Type = TBA | Option Length |
B i s T T i i o S o T Ji I
+ Net M nBandwi dt h +
i s T S i i T S A b e ok
| Net MaxLat ency |
i e R i s o i e R S e i s I N S T
| Net MaxLat encyVari ati on |
B i s T T i i o S o T Ji I
| Net MaxLoss |
e L o i e S  th o i R S
| ConmpMaxLat ency |
i e e R e o o e e b i o i S S T
| Affinity |
B i s T T i i o S o T Ji I

*

Option Type: TBA by IANA. A different value is used for the CATS
requirenents and for the CATS conditions. |In the subfields bel ow,
the di fference between the requirenents and the conditions is that
for the CATS conditions nessages, the values included are what the
associ ated ECR/site can provide, in reference to the target val ues
included in the CATS requirenents option.

Option Length: 8-bit unsigned integer. Length of the option, in
octets, excluding the Option Type and Option Length fields.

Net M nBandwi dt h: 32-bit unsigned integer. NetM nBandwi dth is the
m ni mum net wor k bandwi dth that has to be guaranteed for the flow
Net M nBandwi dth is specified in octets per second.

Net MaxLat ency: 32-bit unsigned integer. NetMxLatency is the
maxi mum | at ency between | CR and service instance for a single
packet of the flow. NetMaxLatency is specified as an integer
nunmber of nanoseconds.

Net MaxLat encyVari ati on: 32-bit unsigned integer.

Net MaxLat encyVari ation is the difference between the nini num and
the maxi num end-to-end, one-way | atency. NetMaxlLatencyVariation
is specified as an integer number of nanoseconds.
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4.

5.

*  Net MaxLoss: 32-bit unsigned integer. NetMaxLoss defines the

maxi mum Packet Loss Rate (PLR) requirenent for the flow between
the ICR and the service instance and the | oss neasurement
i nterval .

*  ConpMaxLat ency: 32-bit unsigned integer. ConpMaxLatency is the
maxi mum | at ency incurred by the service instance for a single
packet of the flow ConpMaxLatency is specified as an integer
nunber of nanoseconds.

* Affinity: Variable length field used to indicate affinity
requirenents. Different fornmats/types of affinity may be used.

Service prefix nobility option
The Service prefix option has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Length | Reserved | Prefix Length |
el i I e i it T e e e e i i T o S e e S e T R R

I I
+ +
I _ _ I
+ Current Service Prefix +
I I
+ +
I I
R S S T ST S e S e S S T

* (Option Type: TBA by | ANA

* Length: 8-bit unsigned integer. Length of the option, in octets,
excluding the Option Type and Option Length fields. This field
MUST be set to 18.

* Reserved: This 8-bit field is unused for now The val ue MJST be
initialized to 0 by the sender and MJST be ignored by the
receiver.

* Prefix Length: 8-bit unsigned integer indicating the prefix length

of the IPv6 prefix contained in the option.

* Service Prefix: A sixteen-byte field containing the |IPv6 prefix
used by service for the specific termnal.
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5. |1 ANA Consi derations
TBD.

6. Security Considerations
TBD.
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