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Abst ract

Recogni zi ng the urgent need for energy efficiency, this docunent
speci fies a managenent framework focused on devices and device
conponents within, or connected to, interconnected systens. The
framework ainms to enabl e energy usage optim zation, based on the
network condition while achieving the network’ s functional and
performance requirements (e.g., inproving overall network
utilization) and al so ensure interoperability across diverse systens.
Leveragi ng data from existing use cases, it delivers actionable
metrics to support effective energy nanagenent and inforned decision-
maki ng. Furthernore, the framework proposes nechani sns for
representing and organi zing tinmestanped tel enetry data using YANG
model s and net adata, enabling transparent and reliabl e nonitoring.
This structured approach facilitates inproved energy efficiency

t hrough consi stent energy managenent practices.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https:// mari sol pal nero. gi t hub. i o/ draft-bel m green-franmework/draft-
bel ng- green-franework. ht . Status information for this document may

be found at https://datatracker.ietf.org/doc/draft-bel ng-green-
f r amewor k/
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Di scussion of this docunment takes place on the CGetting Ready for
Energy-Efficient Networking mailing list (mailto:green@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/green/.
Subscribe at https://ww. ietf.org/mailman/listinfo/green/.

Source for this draft and an issue tracker can be found at
https://github. com mari sol pal nero/ draft-bel m green-framework.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 9 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. TO DO and Open | ssues .

Di scovering Capabilities . .

Under st andi ng Devi ce Capabi l i t| es .

Mappi ng Intents to Device Settings .
Handl i ng Transitions and Ensuring Saf ety
East-West Traffic/ Energy Metrics

nt roduction

PReee
SurwNE
ARARPAAPPWOWWW

Claise, et al. Expires 9 April 2026 [ Page 2]



Internet-Draft Framework for Energy Efficiency Managene

2. 1.

Ter mi nol ogy .

3. Mot i vati on

3. L.
3. 2.
3. 3.

| npact on Energy Metrlcs
Current Device Readiness
Why Now?

4. Reference Model

bl ;
PhhNEEABDDLE

4. 4.
Conventions and Definitions .
Security Considerations .

| ANA Consi derati ons .

Acknowl edgnents .

Ref er ences

©CoOoNo O

9 1.
9. 2.

Aut hor s’

el
ogbhwNE

4.
4

Typ| cal Power Topoi ogi es.

Basi ¢ Power Suppl y . .
Physical Meter with Legacy DeV| ce .
Physical Meter with New Device
Power over Ethernet . .
Si ngl e Power Supply with I\/UI t| pI e DeV| ces .
Mul ti pl e Power Suppl ies with Si ngl e Device
Rel ati onshi ps . . .
Power State Set .o
Power State Set Mapping and I nt ent
1. Capability Discovery
.2. Intent Mpping
3. SLA Considerations

Nor mati ve Ref erences
I nformati ve References
Addr esses

1. TO DO and Open |ssues

* | EC60050 reference needs a new URL

Cct ober 2025

The foll owi ng topics remain open for further discussion points:

1.1. Discovering Capabilities

* Enabl e automatic detection of power-saving features.

* Allowcontrollers to easily discover device-specific limts |ike
transition tine and duty cycle.

1.2. Understanding Device Capabilities

* Explore if Energy Objects can support multiple sets of power
states.

* ©Make power states clearly described and understandabl e.

Cl ai se, et
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* Represent these capabilities in a nmachi ne-readabl e format.
1.3. Mapping Intents to Device Settings

* Devel op ways to translate high-level energy goals (like “save
energy at low utilization” ) into actual device configurations.

* Create a standard nethod to describe this nmapping across systens.
1.4. Handling Transitions and Ensuring Safety

* Consider howlong it takes for an Energy Ohject to switch power
states.

* Recomendation to standardi ze a data nodel for safe limts on
frequency or speed of transitions to prevent device/conponent’s
damage.

* Recommendation to standardi ze a data nodel to preserved
neasur ement accuracy.

* NMbdel SLAs that include both performance (e.g., transition tine)
and device safety (e.g., cycle limtations).

1.5. East-West Traffic/Energy Metrics

* Recommendation to standardi ze a data nodel for new equi prent
i nterconnected East-Wst with optim zed energy consunption

2. Introduction

[ GeenUseCases], anal yzing use cases such as the "Increnenta
Application of the GREEN Franmewor k" and " Consi derati on of other
domai ns for obtention of end-to-end netrics" reveals the critica
need for a structured approach to transitioning network devices
managenment towards energy-efficient operations, for

* Standardi zation: Ensuring consistent practices across different
devi ces and network segments to facilitate interoperability.

* Energy Efficiency Managenent: Providing guidelines to identify
i nefficiencies, look for the bal ance between energy usage and
net wor k/ r esour ce/ conponent/capability utilization and inpl enent
i mprovenent s

* Scalability: Ofering solutions that accommbpdate grow ng network
demands and conpl exity.
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* Cost Reduction: Optimzing energy usage to | ower operational costs
and extend equi prent |ifecycles.

* Conpetitiveness: Enabling organizations to nmaintain a conpetitive
infrastructure through enhanced sustainability.

* Environmental |npact: Supporting broader sustainability
initiatives by reducing carbon footprints.

* Sinplified Inplenentation: Streanmlining the depl oynent of energy-
efficient nmeasures to mninize service disruptions.

* Security: Protecting sensitive operations related to power states
and consunpti on.

Thi s docunent specifies an Energy Managenent franmework for devices
within, or connected to, conmunication networks, for the use cases
described in [ G eenUseCases]. The devices, or the conponents of

t hese devices (such as line cards, fans, and disks), can then be
moni tored and controlled. Monitoring includes measuring power,
energy, demand, and attributes of power. Energy Control can be
performed by setting a device's or conponent’s state. The devices
moni tored by this framework can be either of the foll ow ng:

* consuners of energy (such as routers and conputer systens) and
components of such devices (such as line cards, fans, and disks)

* producers of energy (like an uninterruptible power supply or
renewabl e energy systenm) and their associ ated conponents (such as
battery cells, inverters, or photovoltaic panels)

The Energy Managenent framework does not cover non-electrica
equi prent, nor does it cover energy procurenent and manufacturi ng.

2.1. Term nol ogy
The following terns are defined in [I-D.draft-bcl p-green-term nol ogy]
and EMAN Framewor k [ RFC7326]: Energy, Power, Energy Managenent,
Energy Mbonitoring, Energy Control.

The following terns are defined in EMAN Franework [ RFC7326], and cut/
paste here for conpl eteness:

Ener gy Managenent System (EnMS) An Energy Managenent Systemis a

conmbi nati on of hardware and software used to adm ni ster a network,
with the primary purpose of Energy Managenent.

Claise, et al. Expires 9 April 2026 [ Page 5]



Internet-Draft Framework for Energy Efficiency Managene Cct ober 2025

NOTES:

1. An Energy Managenment System according to [1S050001] (SO EnMs)
is a set of systens or procedures upon which organi zati ons can
devel op and i npl enent an energy policy, set targets and action
pl ans, and take into account |egal requirenments related to
energy use. An |SO EnMs all ows organi zations to i nprove energy
performance and denonstrate conformity to requirenents,
standards, and/or |egal requirements.

2. Exanpl e | SO EnMs: Conpany A defines a set of policies and
procedures indicating that there should exist nultiple
computerized systens that will poll energy neasurenents from
their nmeters and pricing / source data fromtheir |ocal
utility. Conpany A specifies that their CFO (Chi ef Financial
Oficer) should collect information and sunmmarize it quarterly
to be sent to an accounting firmto produce carbon accounting
reporting as required by their | ocal governnent.

3. For the purposes of EMAN, the definition herein is the
preferred neani ng of an EnMS. The definition from [l SG50001]
can be referred to as an | SO Energy Managenent System
(1 SO EnMb) .

Device A device is a piece of electrical or non-electrical
equi prent. Reference: Adapted from [| EEE100].

Conponent A conponent is a part of electrical or non-electrical
equi pnent (device). Reference: Adapted from[TM\.

Meter (Energy Meter) A meter is a device intended to neasure
electrical energy by integrating power with respect to tinme.
Ref erence: Adapted from [ EC60050] .

Power Inlet A power inlet (or sinply "inlet") is an interface at
whi ch a device or conponent receives energy from anot her device or
component .

Power Qutlet A power outlet (or sinply "outlet”) is an interface at
whi ch a device or conponent provides energy to another device or
conponent .

Power Interface A Power Interface is a power inlet, outlet, or both.

Power State A Power State is a condition or node of a device (or

conponent) that broadly characterizes its capabilities, power, and
responsi veness to input. Reference: Adapted from [I| EEE1621].
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3.

3.

3.

1.

2

3.

Power State Set A Power State Set is a collection of Power States
that conprises a naned or |ogical control grouping.

Energy Object An Energy Object represents a piece of equipnent that
is part of, or attached to, a comunications network that is
nmonitored or controlled or that aids in the managenment of another
devi ce for Energy Managenent.

Mot i vation
| npact on Energy Metrics

The framework will significantly enhance the creation of energy
metrics with actionabl e insights by:

* Standardi zing Metrics: Establishing consistent neasurenent
protocols for energy consunption and efficiency.

* Enhancing Data Collection: Facilitating conprehensive nonitoring
and data aggregation across devices.

* Supporting Real-time Mnitoring: Enabling dynam c tracki ng and
i medi ate optim zation of energy usage.

* Integration Across Devices: Ensuring interoperability for network-
wi de data anal ysi s.

* Providing Actionable Insights: Translating raw data into
meani ngful information for decision-naking.

* East-West Traffic Inpact: Addressing the growi ng energy footprint
of East-West traffic in data centers and distributed systens by
providing a framework for measuring and optimnm zi ng energy
consunption in these environnents.

Current Devi ce Readi ness

VWi | e many nodern networ ki ng devices have basic energy nonitoring
capabilities, these are often proprietary. The framework will define
requirenents to enhance these capabilities, enabling standardi zed
metric production and neani ngful data contributions for energy
managenment goal s.

VWhy Now?

The decision to define the framework now, rather than later, is
driven by:
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* |Imrediate Benefits: Start realizing cost savings, reduced carbon
footprints, and inproved efficiencies.

* Rapid Technol ogi cal Advancenents: Aligning the framework with
current technol ogies to prevent obsol escence.

* Increasing Energy Demands: Mtigating the inpact of grow ng energy
consunption on costs and sustainability.

* Regul atory Pressure: Preparing for conpliance with existing and
anticipated sustainability regul ations.

* Conpetitive Advantage: Positioning organizations as |eaders in
sustai nability and innovation

* Foundati onal Work Ready: Building on the use cases and
requi renents established in Phase |

* Proactive R sk Managenment: M nimnizing risks associated with energy
costs and environnental factors.

* Facilitate Future Innovations: Creating a platformfor continuous
i mprovenents and adaptati ons.

* St akehol der Engagenent: Ensuring diverse perspectives are
reflected for broader adoption.

In conclusion, establishing the framework for energy efficiency
managenment now is strategic and tinmely, |everaging the current
monent um of use cases and requirenents to drive meani ngful progress
in energy efficiency managenent. Delaying its devel opnent coul d
result in missed opportunities for inmediate benefits, increased
costs, and challenges in adapting to future technol ogi cal and

regul atory | andscapes.

4. Reference Model

The framework introduces the concept of a Power Interface. A Power
Interface is defined as an interconnecti on anong devi ces where energy
can be provided, received, or both. There are sonme simlarities

bet ween Power Interfaces and network interfaces. A network interface
can be set to different states, such as sending or receiving data on
an attached line. Simlarly, a Power Interface can be receiving or
provi di ng energy.

The nost basic exanpl e of Energy Managenent is a single device

reporting information about itself. |In many cases, however, energy
is not neasured by the device itself but is measured upstreamin the
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power distribution tree. For exanple, a Power Distribution Unit
(PDU) may neasure the energy it supplies to attached devices and
report this to an Energy Managenent System Therefore, devices often
have rel ati onships to other devices or conponents in the power
network. An Energy Managenent System (EnMS) generally requires an
under st andi ng of the power topology (who provides power to whon), the
Met ering topol ogy (who neters whom), and the potential Aggregation
(who aggregates val ues of others).

The rel ationships build on the Power Interface concept. The
different rel ationshi ps anong devi ce(s)/conponent(s), as specified in
thi s docunent, include power source, Metering, and Aggregation

Rel at i onshi ps.
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Figure 1. GREEN Reference Mdel

The main elenents in the framework are as fol |l ows:
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* (a), (d) Discovery and Inventory

* (b), (c) GREEN Metrics

* (b), (e) Mnitor energy efficiency
* (f) Control Energy Saving

* (g) APl Service Interface: enables access for service consunption,
enabling data retrieval , control, and integration through API,

e.g., [PetraApi].

The nonitoring interface (e) obviously nonitor nore aspects than just
power and energy, (for example traffic monitoring) but this is not
covered in the framework

Note that this framework specificies |ogical blocks, however, the
Energy Efficiency Managenent Function mnight be inplenented inside the
device or in the controller or a conbination of both.

Even the current reference nodel inplicitly assunme a hierarchica
network structure, this assunption acknow edges that nodern networks
have flatter and anticipate nore distributed topol ogies.

4.1. Typical Power Topol ogies

The foll owi ng reference nodel describes physical power topol ogies
that exist in parallel with a conmunication topology. Wile many
nore topol ogi es can be created with a conbi nati on of devices, the
foll owi ng are sone basic ones that show how Energy Managenent

topol ogies differ from Network Managenent topologies. Only the
control l er, devices and conponents, are depicted here, as the Network
Domai n Level remains identical

NOTE:

* "H##" is used to denote a transfer of energy using Power
I nterface.

* "- >" is used to denote a transfer of information using Network
Interface.

4.1.1. Basic Power Supply

This covers the basic exanple of router connected to Power Qutlet in
the wal | .
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Figure 2: Reference Mddel Exanple: Basic Power Supply
4.1.2. Physical Meter with Legacy Device
This covers the basic exanpl e of device connected to wall Power

Qutlet, with a Physical Meter placed in the wall Power Qutlet,
because the device can not nonitor its power, energy, demand.
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Figure 3. Reference Mddel Exanple: Physical Meter
When the EnMs di scovers the physical neter, it nust know for which

Energy Object(s) it measures power or energy. This is the Metering
Rel at onshi p.
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A Metering Relationship is a relationship where one Energy hject
measur es power, energy, demand, or Power Attributes of one or nore
ot her Energy Objects. The Metering Rel ationship gives the view of
the Metering topol ogy. Physical neters can be placed anywhere in a
power distribution tree. For exanple, utility meters nonitor and
report accumrul at ed power consunption of the entire building.
Logically, the Metering topol ogy overlaps with the wiring topol ogy,
as nmeters are connected to the wiring topology. A typical example is
meters that clanp onto the existing wring.

4.1.3. Physical Meter with New Device
This covers the exanpl e of device connected to wall Power CQutlet,

with a Physical Meter placed in the wall Power Qutlet, because the
previ ous device was not able to nonitor its power, energy, demand.
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| Power Supply |###| Physical Meter |###| Device/ Conmponent |
(. |

Figure 4: Reference Mdel Exanple: Physical Meter with New Device

The nost inmportant issue in such a topology is to avoid the double
counting in the Energy Managenent System (EnMS). The physical neter
reports the Energy transmitted, while the connected Devi ce/ Conponent
m ght also report its consuned Energy. Those two val ues are
identical. Wthout the know edge of this specific topology, that is
the Metering Relationship between the two Energy Objects, the EnMS
wi || doubl e count the Energy consuned in the network.
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4.1.4. Power over Ethernet

This covers the exanple of a switch port (Power CQutlet) the provides
energy with Power over Ethernet (PoE) to a PoE end points (canera,
access port, etc.).

e e e e e e e e em e e esmemsmemsmmsmememsmesmemesmsmsmemmsmsmsmemesmsmsmemesmememmememem————=
I

| (3) Network Domain Level

I
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Figure 5: Reference Mdel Example: Power over Ethernet
Doubl e counting is also an issue in such an exanple. The switch

port, via its Power Qutlet, reports the Energy transmtted, while the
PoE End Point, via its Power Inlet, reports its Energy consuned.

Claise, et al. Expires 9 April 2026 [ Page 16]



Internet-Draft Framework for Energy Efficiency Managene Cct ober 2025

A second issue in such an exanple is the control topology. The
controll er nust have the know edge that, if it shuts down the switch
port, it will also switch off the connected PoE End Point, as a
consequence. This is the Power Source Rel ationship.

A Power Source Relationship is a relationship where one Energy Object
provi des power to one or nore Energy bjects. The Power Source

Rel ati onship gives a view of the physical wiring topology -- for
exanpl e, a PoE End Point receiving power froma switch port over PoE
or a data center server receiving power fromtwo specific Power
Interfaces fromtwo different PDUs.

On top of that, there might be two control points for the PoE End
Point. First the connected switch port but also the controller
direct connection to the PoE End Point (f). Via this interface, the
controller mght for exanple put the PoE End Point to a | ower Power
State.

4.1.5. Single Power Supply with Miltiple Devices

This covers the exanple of a smart PDU that provides energy to a
series of routers in a rack.
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Figure 6: Reference Mdel Exanple: Single Power Supply with
Mul tipl e Devices

4.1.6. Miltiple Power Supplies with Single Device
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Figure 7: Reference Mddel Exanple: Miltiple Power Supplies with
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4.2. Rel ationships

The framework for Energy Managenent need to describe a neans to

nmoni tor and control devices and conponents, and it needs to describe
the rel ati onshi ps anbng, and connections between, devices and
component s.

Two Energy Objects can establish an Energy Object Relationship to
nmodel the depl oyment topology with respect to Energy Managenent.

Rel ati onships are nodeled with a Relationship that contains the UU D
of the other participant in the relationship, along with a
Rel ati onshi p type.

There are three types of rel ationships are Power Source, Metering,
and Aggregati ons.

* A Power Source Relationship is a relationship where one Energy
oj ect provides power to one or nore Energy Objects. The Power
Source Rel ationship gives a view of the physical wring topol ogy
-- for exanple, a data center server receiving power fromtwo
specific Power Interfaces fromtwo different PDUs.

Not e: A Power Source Rel ationship nay or may not change as the
direction of power changes between two Energy Objects. The
relationship may remain to indicate that the change of power
direction was uni ntended or an error condition.

* A Metering Relationship is a relationship where one Energy hject
measur es power, energy, demand, or Power Attributes of one or nore
ot her Energy Objects. The Metering Rel ationship gives the view of
the Metering topol ogy. Physical nmeters can be placed anywhere in
a power distribution tree. For exanple, utility meters nonitor
and report accumnul at ed power consunption of the entire building.
Logically, the Metering topol ogy overlaps with the wiring
topol ogy, as neters are connected to the wiring topology. A
typical exanple is neters that clanp onto the existing wring

* An Aggregation Relationship is a relationship where one Energy
oj ect aggregates Energy Managenent infornation of one or nore
other Energy Objects. The Aggregation Rel ationship gives a nodel
of devices that may aggregate (sum average, etc.) values for
ot her devices. The Aggregation Relationship is slightly different
compared to the other relationships, as this refers nore to a
managenent function
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In sone situations, it is not possible to discover the Energy Object
Rel ati onshi ps, and an EnMS or admi nistrator nust nmanually set them
G ven that relationships can be assigned nanually, the follow ng
sections describe guidelines for use.

4. 3. Power State Set

The Energy Object contains a Power State Set attribute that
represents a set of Power States a device or conponent supports.

A Power State describes a condition or node of a device or conponent.
Wil e Power States are typically used for control, they may be used
for nmonitoring only.

A device or conponent is expected to support at |east one set of
Power States consisting of at |least two states: an on state and an
of f state.

The senmantics of a Power State are specified by:

* The functionality provided by an Energy Ohject in this state.

* Alimtation of the power that an Energy hject uses in this
state.

* A conbination of the first two.

The semantics of a Power State should be clearly defined. Limtation
(curtailment) of the power used by an Energy Cbject in a state nmay be
speci fied by:

* An absol ute power val ue.

* A percentage value of power relative to the Energy bject’s
Nanepl at e Power.

* An indication of power relative to another Power State. For
exanpl e, specify that power in state Ais less than in state B

* For supporting Power State nanagenent, an Energy Object provides
statistics on Power States, including the tinme an Energy bject
spent in a certain Power State and the nunber of times an Energy
hj ect entered a Power State.

There are many existing standards describing device and conponent
Power States. TO BE COVPLETED
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4.4. Power State Set Mapping and | ntent
Defining and enforcing power states can be chal |l engi ng, because each
Energy Qbject’ s technical capabilities nust be mapped to high-Ileve
operational intents for energy-efficient operation. The follow ng
exanples illustrate how an Energy Object’ s power-saving capabilities
can be aligned with typical intents:
* running at reduced capacity during predictable | owdemand peri ods;
* |owering energy use while maintaining required perfornmance |evels;

* operating at a reduced service |level when the site is on a backup
power source during a grid outage

By expressing such intents, a controller can deci de which power state
an Energy hject should enter at any given tine and under what
condi tions.
4.4.1. Capability D scovery
I dentifyi ng what power states an Energy (hject supports is crucia
for onboarding and integrati on—especially for |egacy systens. Key
di scovery el ements incl ude:
* \Wet her the energy object supports multiple Power State Sets.

* Semantics and limtations of each state (e.g., absolute power,
relative power).

* Transition characteristics, such as the tine required to nove
bet ween st at es.

* Energy hject-specific state transition constraints |ike
frequency, which may limt energy-saving neasures to avoid
damagi ng t he devi ce/ conponents.

* | npacts on measurenment accuracy.

4.4.2. Intent Mapping

The goal of intent mapping is to translate high-1evel energy-saving
intents into specific devicel/conponent configurations. For exanple:

* An intent |like "reduce power consunption at |ow utilization" m ght
map to a predefined | ow power state.
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* Controllers may interpret intents variably, e.g., "run at half
capacity but be ready to scale up if needed."”

This is conparable to intent mapping in YANG based systens—from hi gh-
| evel Custoner-Facing Services (CFS) to Resource-Facing Services
(RFS) and ultimately to device-specific configurations.

4.4.3. SLA Considerations

Meanwhi | e savi ng energy, the device or conponent shouldn’ t drop bel ow
a certain performance threshold or allow a certain service reduction
or degradation. Based on this, there are two kinds of service |eve
expectations (SLAs) are associated with Power State behavior

* Transition SLAs e.g., the maximumtine allowed to transition
bet ween states.

* (Operational SLAs e.g., device frequency or operational cycle
limts that ensure | ong-term hardware health.

5. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

6. Security Considerations

Resiliency is an inplicit use case of energy efficiency managenent
whi ch cones with nunerous security considerations

Control ling Power State and power supply of entities are considered
hi ghly sensitive actions, since they can significantly affect the
operation of directly and indirectly connected devices. Therefore,
all control actions nmust be sufficiently protected through

aut henti cation, authorization, and integrity protection nechani sns.

Entities that are not sufficiently secure to operate directly on the
public Internet do exist and can be a significant cause of risk, for
example, if the renote control functions can be exercised on those
devi ces from anywhere on the Internet.

The nonitoring of energy-related quantities of an entity as addressed
can be used to derive nore information than just the received and
provi ded energy; therefore, nmonitored data requires protection. This
protection includes authentication and authorization of entities
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9.

9.

9.

requesting access to monitored data as well as confidentiality
protection during transn ssion of monitored data. Privacy of stored
data in an entity nmust be taken into account. Monitored data may be
used as input to control, accounting, and other actions, so integrity
of transmitted informati on and aut hentication of the origin may be
needed.
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