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Abst r act

Wtan is the nenory and |/0O bus for the Unheaded Protocol, providing
addressabl e per-flow storage for BPF programs executing within the
Limted Domai n.

The Wbt an protocol specifies the BPF hel per interface for nenory
access, the address space layout for per-flow data structures, a
five-level cache hierarchy (LO through L4), and the topic-based I/0O
nmodel for interaction with userspace services.

This meno defines the nenory nodel, hel per functions, address space,
cache m ss protocol, gRPC streaming contracts, triple-role
architecture, reliability guarantees, and |/ O topic nam ng
conventions for systenms inplenenting the Unheaded Protocol’s

conput ati onal | ayer.

Draft-03 introduces a structured error code taxonomy with severity
| evel s, hel per return codes for commpbn operations, and error recovery
procedures. Draft-02 security patches WL-W8 are retained.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026.
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1. Introduction

The Unheaded Protocol [UNHEADED- FOUNDATI ON] specifies a 20-byte
register file (the Monad) that travels with every packet through a
Limted Domain. BPF prograns at each hop read and wite the Mnad,
perform ng statel ess per-packet conputation
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1.

2.

Many use cases require state beyond the 20-byte Monad: buffering
i nput, accurul ating results, maintaining per-flow state nachi nes, or
storing scratch nmenmory for conpl ex al gorithns.

Wot an provides this state via a hierarchical nenory nodel:
* LO: Monad (20 bytes, in packet, per-hop | atency ~320 ns)

* L1: Per-hop BPF map cache (64-byte cache |lines, ~100-200 ns
| at ency)

* L2: Per-flow ring buffer RAM (configurable size, ~1-10 us | atency)
* L3: Wite-Ahead Log (persistent storage, ~100 us-1 ns | atency)

* L4: Sophia dictionaries [ UNHEADED- SOPHI A] (i nstruction decode,
~100- 200 ns | at ency)

This meno defines the Whtan menory protocol: the BPF hel per
interface, address space | ayout, cache coherency nodel, and userspace
I/ O interaction.

1. Cross-References
Thi s docunent is part of the Unheaded Protocol specification famly:

*  *Protocol Foundation* [ UNHEADED- FOUNDATI ON] : Defines the Monad
wire format (20 bytes, FROZEN at vOx01), per-hop processing, |ANA
registries, | ANA registration procedures, and the wire fornmat
imutability threat nodel.

* *Sophia Dictionary Format* [ UNHEADED- SOPHI A]: Defines the senmantic
| ayer including sub-dictionary type systens for hierarchical
know edge and QPACK conpression headers for dictionary entries.

Term nol ogy and Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

The following terns are used:
Fl ow Label: The IPv6 Flow Label field (20 bits) or derived hash used

to key per-flow state in Wtan. Maps packets to uni que per-flow
ring buffers.
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Ring Buffer: A BPF ring buffer (BPF_MAP_TYPE RI NGBUF) all ocated per
flow, used as L2 menory (general -purpose RAM with configurable
size via --ring-size.

Cache Line: A 64-byte unit of L1 cache (per-hop BPF map), with tag,
valid, dirty, and LRU tracking.

Wite-Back: Transfer of dirty cache lines fromL1l (per-hop map) to
L2 (ring buffer) for persistence or hand-off.

Menory- Mapped |/ O Designated address ranges that publish to or read
fromWtan topics (e.g., wite to address 0x0000C000 publishes to
comput e. screen).

3. Error Code Taxonony (NEWin draft-03)
3.1. Overview

Draft-02 defined error handling for BPF hel pers using standard errno

codes (-ENCENT, -EFAULT, -ENOVEM -EACCES, -EINVAL, -EAGAIN).

Draft-03 introduces a structured error code taxonony that classifies

errors by severity, origin, and recommended recovery action.

This taxonony applies to all Wtan operations: BPF hel per functions,
gRPC stream ng, WAL operations, and control frame exchanges.

3.2. FError Severity Levels

Each error code is assigned a severity |evel:

Severity Code Descri ption Acti on

I NFO 0 I nf ormati onal event Log, continue processing
WARNI NG 1 Degr aded but functional Log, enmt netric, continue
ERROR 2 Qperation failed Log, retry or degrade

CRI Tl CAL 3 Subsystem failure Log, alert, isolate

FATAL 4 Unrecoverabl e failure Log, halt, require restart

3.3. Structured Error Code For mat

Error codes in draft-03 use a 32-bit structured format:

31 24 23 16 15 87 0
o m e e e - o m e e e - o m e e e - o m e e e - +
| Severity | Oigin | Category | Detail |
| (3 bits) | (5 bits) | (8 bits) | (8 bits) |
S S S S +
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Severity: 3-bit severity level (0-4, see above). Bits 31-29
Oigin: b5-bit originidentifier. Bits 28-24.

Origin Code Nane Description

0x00 WOTAN_CORE Core Wbt an daenon

0x01 WOTAN L1 L1 cache subsystem

0x02 WOTAN L2 L2 ring buffer subsystem

0x03 WOTAN_L3 L3 WAL subsystem

0x04 WOTAN _GRPC gRPC streani ng subsystem

0x05 WOTAN _TOPI C Topi ¢ routing subsystem

0x06 WOTAN_SETTI NGS SETTI NGS exchange

0x07 WOTAN_GOAVAY GOAVAY frane processing

0x08 SOPHI A_LOOKUP Sophi a dictionary | ookup

0x09 SOPHI A_UPDATE Sophi a dictionary update

0x0A SHI ELD | NGRESS Shi el d ingress processing

0x0B SHI ELD_EGRESS Shi el d egress processing

0x0C SHI M_EXEC Shi m program execution

0x0D- Ox1E Reserved

Ox1F VENDOR_SPECI FI C  Vendor-specific origin

Category: 8-bit error category. Bits 23-16

Cat egory Narme Descri ption

0x00 NONE No error

0x01 ACCESS_CONTRCOL Aut hori zation / perm ssion error
0x02 BOUNDS_CHECK Address / offset out of range
0x03 RESOURCE Menory / buffer / di sk exhausted
0x04 I NTECRI TY Checksum/ HMAC / CRC failure
0x05 PROTOCOL Wre format / version msmatch
0x06 TI MEQUT Qperation tined out

0x07 CONCURRENCY Lock contention / CAS failure
0x08 CONFI GURATI ON Settings msmatch / invalid param
0x09 DEPENDENCY Ext ernal dependency unavail abl e
0x0A DATA_CORRUPTI ON Data integrity violation

0x0B RATE LIMT Rate limt exceeded

0x0C- OXxFE  Reserved

OxFF VENDOR_SPECI FI C Vendor - speci fic category

Detail: 8-bit error detail code. Bits 7-0. Interpretation depends

on the category.
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3.4. Helper Return Code Mapping

BPF hel per functions continue to return standard errno codes for
backward conpatibility. The structured error code is available via
an auxiliary error detail mechanism

3.4.1. BPF Hel per Return Codes

errno Structured Code Severity

- ENCENT (- 2) [ERROR, L2, RESOURCE, 0x01] ERROR
-EFAULT (-14) [ERROR, L1, BOUNDS, 0x01] ERROR
-ENOVEM (-12) [WARN, L1, RESOURCE, 0x01]  WARNI NG
-EACCES (-13) [ERROR, CORE, ACCESS, 0x01] ERROR
-EINVAL (-22) [ERROR CORE, PROTOCOL, 0x01] ERROR
-EAGAIN (-11) [INFO L1, CONCURRENCY, 0x01] I NFO

- EBUSY (- 16) [WARN, L3, CONCURRENCY, 0x01] WARNI NG

3.4.2. Auxiliary Error Detail

When a BPF hel per returns a negative errno, inplenentations SHOULD
wite the full 32-bit structured error code to a per-CPU BPF array
map:

struct {
__uint(type, BPF_MAP_TYPE_ PERCPU_ARRAY);
_uint(max_entries, 1);
__type(key, u32);
__type(value, u32); [/ 32-bit structured error code
} wotan | ast_error SEC(". maps");

Shim prograns MAY read this nap after a hel per returns an error to
obtain detailed error information:

ret = bpf_wotan_read(flow_ | abel, addr, buf, len);
if (ret <0) {
u32 key = 0;
u32 *err = bpf_map_| ookup_el em( &wot an_| ast _error, &key);
if (err) {
u8 severity = (*err >> 29) & 0x7;
ug8 origin = (*err >> 24) & Ox1F;
u8 category = (*err >> 16) & OxFF;
u8 detail = *err & OxFF;
/1 Handl e based on severity/category
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3.5. Common Error Codes
3.5.1 L1 Cache Errors
Code

[WARN, L1, RESOURCE, 0x01]
[ ERROR, L1, BOUNDS, O0x01]
[ ERROR, L1, BOUNDS, 0x02]
[INFO, L1, CONCURRENCY, 0x01]
[ ERROR, L1, BOUNDS, 0x03]
[WARN, L1, RATE LIMT, O0x01]
3.5.2.

L2 Ring Buffer Errors

RESOURCE, 0x01]
RESOURCE, 0x02]
| NTEGRI TY, 0x01]
| NTEGRI TY, 0x02]
DATA_CORRUPTI ON, 0x01]

L3 WAL Errors

RESOURCE, 0x01]

| NTEGRI TY, 0x01]
| NTEGRI TY, 0x02]
L3, INTEGRITY, 0x03]
[WARN, L3, CONCURRENCY, 0x01]

[CRITI CAL, L3, DATA_CORRUPTI ON, 0x01]

3.5.4. ¢gRPC Streaning Errors

[ ERROR, GRPC, ACCESS, 0x01]
[ WARN, GRPC, RESOURCE, 0x01]
[ ERROR, GRPC, TIMEQUT, 0x01]
[ ERROR, GRPC, PROTOCOL, 0x01]
[ ERROR, GRPC, PROTOCOL, 0x02]
[WARN, GRPC, RATE LIMT, 0x01]

3.5.5. Sophia Lookup Errors

Bellis

Wot an Menory Prot ocol

Errno
- ENOVEM
- EFAULT
- EFAULT
- EAGAI N
- EFAULT
- EBUSY

N A
N A
N A

Expi res 20 Sept enber 2026

March 2026

Description

Cache miss (line not in L1)
O fset > 63 (read)

Ofset > 56 (wite, 8-byte)

CAS conparison fail ed
CAS alignnent error (not 8-byte)
Cache-miss rate exceeded (W)

Descri ption

FIl ow not found (no ring buf)
Ring buffer full (overflow)
CRC-32 mi smatch on entry
Seqgno di scontinuity (W)
Valid flag inconsistency

Descri ption

WAL di sk full

HVAC- SHA256 mi smatch (W)

CRC-32 mismatch on WAL entry
Segno gap in WAL (W)

Conpaction | ock contention (W)
WAL file corrupted (unrecoverable)

Descri ption

Unaut hori zed topic publish
Subscri ber buffer overflow
Subscription idle tineout (5m
Invalid SETTINGS frane (W)

I nvalid GOAVAY frane (W8)
GCOAVAY rate limt exceeded
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Code Errno Descri ption

[ ERROR, SOPHI A, RESOURCE, 0x01] N A Dictionary not initialized

[ ERROR, SOPHI A, BOUNDS, 0x01] N A Nesting depth exceeded (8 | evels)
[ ERROR, SOPHI A, DATA CORRUPTI QN, 0x01] N A Circular reference detected

[ ERROR, SOPHI A, | NTEGRITY, 0x01] N A M.- DSA- 65 signature invalid

[ ERROR, SOPHI A, RESOURCE, 0x02] N A Dictionary full (128 entries)

[ WVARN, SOPHI A, | NTEGRITY, 0x02] N A QPACK deconpression failure

3.6. FError Recovery Procedures (NEWin draft-03)
3.6.1. Recovery by Severity Level

Severity Recovery Procedure
I NFO Log event. No recovery action needed. Continue
processing i mredi atel y.

WARNI NG Log event. Emit netric (increment warning counter).
Conti nue processing wi th degraded behavi or:
- Cache miss: retry via BPF_TAIL_CALL (3 attenpts nax)
- Rate limt: back off (100ns del ay)
- Buffer overflow. drain to L3 before retry

ERROR Log event. Emit nmetric. Skip current operation.
Apply fall back:
- Access deni ed: drop packet or use default val ue
- Bounds check: skip menory access, use zero-fill
- Resource exhaustion: degrade to statel ess node
- Integrity failure: reject data, emit EVENT_ANOVALY

CRI TI CAL Log event. Emit alert (Wtan alerts.* topic). Isolate
af fect ed subsystem
- L3 corruption: disable WAL wites, switch to L2-only
- gRPC failure: disconnect and reconnect (exponential backoff)
- Sophia failure: use cached dictionary version

FATAL Log event. Emit enmergency alert. Halt affected flow
- WAL unrecoverable: drop flow state, reallocate
- Total menory exhaustion: enter Energency Mde
(per [ UNHEADED- FOUNDATI ON] Section 10. 3)
- Require operator intervention for restart

3.6.2. Automatic Recovery State Machine

Each Wbt an subsystem (L1, L2, L3, gRPC, Sophia) nmintains an
i ndependent recovery state machi ne:
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St at es:
HEALTHY -> Al'l operations succeeding
DEGRADED -> Sonme operations failing, recovery in progress
RECOVERI NG -> Active recovery procedure executing
FAI LED -> Recovery exhausted, subsystem di sabl ed

Transitions:
HEALTHY -> DEGRADED:
Trigger: error_count > threshold (configurable, default 10)
Action: Enable recovery procedures

DEGRADED - > RECOVERI NG
Trigger: Recovery procedure initiated
Action: Execute recovery steps per severity |evel

RECOVERI NG - > HEALTHY:
Trigger: 3 consecutive successful operations
Action: Reset error counters, resume normal operation

RECOVERI NG - > FAIl LED:
Trigger: Recovery attenpts exhausted (nmax 5)
Action: Disable subsystem alert operator

FAI LED -> RECOVERI NG

Trigger: Operator intervention (manual restart command)
Action: Re-execute recovery fromclean state

DEGRADED - > HEALTHY:
Trigger: error_count drops below threshold / 2
Action: Resune normal operation
3.6.3. Recovery Metrics

I mpl enent ati ons MJST export the follow ng recovery netrics:

wot an_error_total {severity, origin, category} (counter)
wot an_recovery_attenpts_total {subsystent (counter)
wot an_r ecovery_success_t ot al {subsyst en} (counter)
wot an_recovery_failure_total {subsystent (counter)
wot an_subsyst em st at e{ subsyst en} (gauge: 0-3)
wot an_tine_in_degraded _seconds{subsysten} (hi stogram

3.6.4. Cross-Subsystem Recovery

When one subsystem enters FAILED state, dependent subsystens MJST be
notified:
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Dependency Graph:
L1 cache -> L2 ring buffer -> L3 WAL
gRPC streaming -> L2 ring buffer
Sophi a | ookup -> L1 cache

Exanpl e: L3 WAL enters FAILED state:

. L2 ring buffer: Switch to overflowdrop node (no L3 drain)

L1 cache: Continue operating (L1 hits unaffected)

gRPC: Continue stream ng (events may | ack persistence guarantee)
Alert: Emt CRITICAL alert on Witan alerts.* topic

Dashboard: Display L3 subsystemas red (FAILED)

ghrwNE

4., Architecture Overview
4. 1. Rol e in the Unheaded Prot ocol

Wot an bri dges Monad conputati on [ UNHEADED- FOUNDATI ON] to nenory and
(WNe;

*  Shim prograns (BPF) running at each hop read/wite Wtan nenory
via BPF hel pers (bpf_wotan_read, bpf_wotan_wite, bpf_wotan_cas).

*  Wdtan nmintains per-flow state keyed by | Pv6 Fl ow Label.

* Wbhtan interfaces with userspace via ring buffer events and pub/sub
t opi cs.

* Wotan i npl enents cache m ss handling, prefetching, and Wit e-Ahead
Log nmanagenent.

4.2. Menory Hierarchy

Level Narme Size Lat ency Backi ng

LO Monad (packet) 20 bytes ~ns wre

L1 Cache (BPF map) vari abl e ~100- 200ns per - hop

L2 Ri ng Buffer (RAM configurable  ~1-10us per-flow

L3 Wit e-Ahead Log di sk ~100us- 1s per si st ent

L4 Sophi a dictionaries BPF maps ~100- 200ns i nstructi on decode

Wot an i npl enents transparent L1->L2 pronotion on cache mss, L2->L3
flush on overflow, and L3->L2 recovery on process restart.

4.3. Separation of Conpute and Menory

The Monad is transient conpute state (stateless by design). Wtan is
persistent state machine storage. This separation allows:
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* Shimprogranms to remain stateless with respect to the packet
format.

* External state to be accessed in a controlled, neasurabl e nanner.
* Cache miss latency to be handl ed w thout bl ocking per-hop |ogic.
* Menory updates to be tracked in Anammesis for observability.

5. BPF Hel per Interface
BPF Shi m progranms access Wtan menory via three hel per functions.
Al'l hel pers operate on a 32-bit address space keyed by |Pv6 Fl ow
Label . Error codes follow the taxonony defined in Section 3.

5.1. bpf_wotan_read
Read from Wt an nenory.

| ong bpf_wotan_read(u32 flow_| abel, u32 addr, void *buf, u32 len);

*Argunents:* - flow |abel: 20-bit IPv6 Fl ow Label (zero-extended to
u32) - addr: 32-bit address within the flow s address space - buf:

poi nter to destination buffer - len: nunber of bytes to read (MJST be
1, 2, or 4)

*Returns:* - On success: nunber of bytes read (len) - -ENCENT (-2):
flow_| abel not found [ ERROR L2, RESOURCE, 0x01] - -EFAULT (-14):

addr out of bounds [ ERROR, L1, BOUNDS, 0x01] - -ENOVEM (-12): L1
cache mss [WARN, L1, RESOURCE, 0x01] - -EACCES (-13): not authorized
[ ERROR, CORE, ACCESS, 0x01] - -EINVAL (-22): len not in {1, 2, 4}
[ ERROR, CORE, PROTOCOL, 0x01]

5.2. bpf_wotan wite
Wite to Witan nenory.

| ong bpf_wotan_write(u32 flow |abel, u32 addr, const void *buf, u32 len);
*Argunents:* - flow |abel: 20-bit IPv6 Flow Label - addr: 32-bit

address within the fl ow s address space - buf: pointer to source
buffer - len: nunber of bytes to wite (MJST be 1, 2, or 4)
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*Returns:* - On success: nunber of bytes witten (len) - -ENCENT
(-2): flow_|abel not found [ERROR, L2, RESOURCE, 0x01] - -EFAULT
(-14): addr out of bounds [ERROR, L1, BOUNDS, 0x02] - -ENOVEM (-12):
L1 cache miss [WARN, L1, RESOURCE, 0x01] - -EACCES (-13): not

aut hori zed [ ERROR, CORE, ACCESS, 0x01] - -EINVAL (-22): len not in
{1, 2, 4} [ERROR, CORE, PROTOCOL, 0x01]

5.3. bpf_wotan_cas
At omi ¢ conpar e-and-swap on Wt an nenory.
| ong bpf wotan _cas(u32 flow | abel, u32 addr, u32 expected, u32 desired);

*Argunments:* - flow |abel: 20-bit I Pv6 Fl ow Label - addr: 32-bit
address (MJST be 8-byte aligned per PATCH WB) - expected: expected
current value (u32) - desired: value to wite if current == expected

*Returns:* - 0: swap successful [INFO L1, NONE, 0x00] - -EAGAIN
(-11): current != expected [INFQ L1, CONCURRENCY, 0x01] - -ENCENT
(-2): flow_|label not found [ERROR, L2, RESOURCE, 0x01] - -EFAULT
(-14): addr out of bounds or not 8-byte aligned [ ERROR L1, BOUNDS,
0x03] - -EACCES (-13): not authorized [ ERROR, CORE, ACCESS, 0x01]

5.4. FError Handling (Enhanced in draft-03)
I mpl enent ati ons MJUST handl e all specified error codes. The
structured error taxonomy (Section 3) provides additional detail
beyond errno:

For each hel per return:
1. Check errno (standard error handling, backward conpati bl e)
2. Optionally read wotan_| ast_error map for structured code
3. Apply recovery procedure per severity level (Section 3.5.1)
4. Emt nmetric: wotan_hel per_error_total {errno, hel per_nane}

RECOMMVENDED error handling by severity:

* INFO (-EAGAIN): Retry immediately (CAS retry | oop, max 10
iterations)

* WARNI NG (-ENOVEM) : Retry via BPF_TAIL _CALL (rmax 3 attenpts)

*  ERROR (- ENCENT, -EFAULT, -EACCES, -EINVAL): Skip operation, use
default value, enmt EVENT_ANOVALY

Prograns MJUST NOT crash on negative returns; they MJST check return
val ues and branch accordingly.
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6. UPC Menory Model Extensions (NEWin draft-03 update)

6.1. Overview
The Unheaded Protocol Conputer (UPC) extends the Wtan nenory nodel
wi th dedi cated BPF nmap regions for program code, screen |/0O keyboard
i nput, and bl ock device enulation. These extensions enabl e general -
pur pose conputation within the BPF datapat h.

6.2. ROM MAP ( Program Code Storage)

The ROM MAP is a BPF hash map that stores MBC program i nstructions.
The program counter (PC) indexes into this map.

struct {
_uint(type, BPF_MAP_TYPE_HASH);
__uint(max_entries, 262144); /1 256K instruction slots
__type(key, u32); /1 Wbrd-aligned instruction address
__type(val ue, u32); /1 32-bit MBC instruction word

} rom map SEC(".nmaps");

ROM MAP is | oaded froma UPCFl at binary (see [ UNHEADED- FOUNDATI ON|
UPCFl at Binary Format) before the first packet is processed. ROM MAP
MUST NOT be nodified during program execution.

6.3. RAM MAP (Read-Wite Menory)

The RAM MAP is a BPF hash map that provides the UPC s general - purpose
read-write nmenory. Al LD/ ST family instructions access this nap.

struct {
__uint(type, BPF_MAP_TYPE HASH);
__uint(max_entries, 1048576); // 1M word slots (4 M B)
__type(key, u32); /1 Wbrd-aligned byte address
__type(val ue, u32); /1 32-bit word val ue

} rammap SEC(". nmaps");

6.3.1. Address Space Layout

The RAM MAP address space follows the | ayout defined in
[ UNHEADED- FOUNDATI ON] UPC Menory Regi on Types:
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Addr ess Range Si ze Regi on Descri ption

0x0000_0000- 0x0006_FFFF 448 KiB RAM .rodata + .data + .bss

0x0006_8000 4 bytes KBD_| O Keyboard 1/ 0O (scancode<<l]| pressed)
0x0007_0000- 0x0007_FAO0 64 000 B SCREEN Screen pi xels (320x200 8bpp)
0x000F_0000- 0x0010_FFFF 128 Ki B DEBUG Debug out put region

0x0011_0000- 0x0050_FFFF ~4 M B WAD WAD data (doomntl. wad)

0x0052_0000- 0x0152_0000 16 M B  HEAP Bunp al |l ocat or heap

0x03F0_0000 (grows down) STACK Stack (r15 = SP)

6.4. SCREEN MAP (Video Qutput)

The SCREEN _MAP stores the pixel franebuffer and is separate from
RAM MAP for performance isol ation.

struct {
__uint(type, BPF_NMAP_TYPE ARRAY);
_uint(max_entries, 16000); /1 320x200/4 = 16000 words
__type(key, u32); [ Word index
__type(val ue, u32); /1 4 packed pixels (8-bit palette)

} screen_map SEC(".nmaps");

Wites to RAM MAP addresses in the SCREEN range (0x0007_0000 to
0x0007_FAQ00) are intercepted and redirected to SCREEN MAP. A

SYS DRAW FRAME syscal |l (0x01) copies the current pixel buffer from
RAM MAP t 0o SCREEN MAP and emits an EVENT_SCREEN WRI TE (0x14) to the
Anammesi s ring buffer.

6.5. KBD MAP (Keyboard I nput)

struct {
__uint(type, BPF_NMAP_TYPE ARRAY);
_uint(max_entries, 1);
__type(key, u32); /1 Al ways 0
__type(val ue, struct kbd state);

} kbd_map SEC(". naps");

struct kbd_state {
u32 key; /'l Keycode
u32 pressed; /1 1 = pressed, 0 = rel eased
u64 sequence; [// Monotonically increasing event counter

b

The SYS _CET_KEY syscall (0x02) reads from KBD _MAP. The BPF program
checks the sequence counter to determne if a new key event has
occurred since the last read. W tan userspace wites key events to
KBD _MAP vi a bpf_map_update_el em
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6.6. CPU MAP (Processor State)

struct {
__uint(type, BPF_MAP_TYPE_HASH);
__uint(max_entries, 256); /1 Max 256 concurrent flows
__type(key, u32); /1 1Pv6 Flow Label

__type(val ue, struct cpu_state);
} cpu_map SEC(".nmaps");

struct cpu_state {

u32 regs[16]; /1 General -purpose registers r0-r15
u32 pc; /1 Program counter (ROM MAP i ndex)
u8 flags; [l CPU flags: Z(0), N(1), C(2)

u8 stall ed; /1 1 if waiting for cache m ss

u8 halted; /1 1 if HALT executed

u8 _pad;

u6é4 sl eep_until; /1 bpf _ktime_get ns() wakeup tine
u64 insn_count; /1 Total instructions executed

u64 cache_hits; /1 L1 cache hits

u64 cache_mi sses; /1 L1 cache m sses

u8 interrupt_pending; // Non-zero if interrupt waiting

u8 interrupt_vector; /1 Pending interrupt vector

u8 interrupts_enabled; // Non-zero if accepting interrupts
u8 pad2;

u32 tick_counter; /1 Timer interrupt tick counter

}
CPU state persists across packet hops. Each IPv6e flow | abel maps to
an i ndependent CPU instance. The MBC CPU processes one instruction
per hop (per-packet conputation nodel).

7. WAL Specification (NEWin draft-03 update)

7.1. Overview
The Wite-Ahead Log (WAL) provides L3 persistence for Witan nenory.
It is an append-only log of dirty cache line wites, enabling crash
recovery by replaying WAL records to reconstruct L2 state.

7.2. WAL Record For nmat

Each WAL record is exactly 76 bytes:
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0

B i T S T i I i T i s S S S I S S S
Timestanp (8 bytes, LE u64)
Uni X nanoseconds since epoch

i I i i e S S S i i S N S
Li ne Address (4 bytes, LE u32)

+-
I
I
I
+-
I
I
| Cache-1line-aligned byte address

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR
I

I

I

I

I

I

+-

Cache Line Data (64 bytes)
Conpl ete 64-byte cache |ine content
i i i i i i S S S i e Hp S
Total: 8 + 4 + 64 = 76 bytes per record.
7.3. VAL QOperation
7.3.1. Append

When a dirty cache line is evicted from L1l or during periodic
witeback (default: every 1 nms), the WAL appends a record:

Open WAL file in append nmode (O _APPEND | O WRONLY)
Wite 76-byte record (tinestanp + address + data)
Call fsync() to ensure durability

Updat e WAL sequence counter

PwbpE

7

+
|
I
I
+
I
I
|
+
I
I
I
I
|
I
+

I mpl enent ati ons MJUST call fsync() after each wite to guarantee that

the record is durable before acknow edgi ng the witeback.
7.3.2. Recovery
On process restart, WAL records are replayed in order:

1. Open WAL file in read node

2. Read 76-byte records sequentially

3. For each record:
a. Validate record integrity (HVAC SHA256 per PATCH W)
b. Wite cache line data to L2 ring buffer at |ine_addr
c. Mark page as clean

4. Resume nornal operation
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7.3.3. Conpaction

WAL conpaction reduces the file size by renoving superseded records
(records where a later record wites to the sane address):

Acqui re excl usive conpaction | ock (PATCH Wb)

Read all records, building address -> latest_record nap
Wite retained records to new WAL file

Atom cally renanme new file over old

Rel ease conpaction | ock

hwNE

Conpaction MUST NOT run concurrently w th append operations.

7.4. VWAL Configuration

Par anet er Def aul t Description

wal _enabl ed fal se Enabl e L3 persistence

wal _path (none) WAL file path on disk

writ eback_peri od 1 ns Dirty cache flush interval

wal _nmax_size 256 M B Maxi mum WAL file size before conpaction
wal _fsync true fsync after each wite

8. TTY Subsystem (NEWin draft-03 update)

8.1. Overview
The TTY subsystem provides console I/0O for UPC prograns that use
standard Uni x-style wite(2) and read(2) syscalls on file descriptors
0 (stdin), 1 (stdout), and 2 (stderr). TTY output is captured by the
BPF compute engine and forwarded to Witan as EVENT_TTY_WRI TE (0x18)
events.

8.2. CGrcular Buffer

Each UPC flow maintains a TTY circular buffer in L2 nenory for
consol e out put accunul ati on:

struct tty buffer {

usg dat a[ 4096] ; /1 4 KiB circular buffer
ulé head; /1 Wite position (next byte to wite)
ule tail; /1 Read position (next byte to read)

u32 total _witten; // Total bytes witten (nonotonic counter)
u32 overflow count; // Nunmber of bytes dropped due to full buffer
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1. Wite Operation (SYSWRITE to fd 1 or 2)

VWhen a UPC programissues SYS WRITE with fd=1 or fd=2:

1.

2.
3.

ooks

8. 2.

Copy bytes from RAM MAP[ buf. . buf +count] to tty buffer.data
at the current head position

Advance head = (head + count) % 4096

If head woul d overtake tail (buffer full):

a. Drop ol dest bytes by advancing tail

b. Increnment overfl ow count

Increnent total _witten by count

Emit EVENT_TTY WRITE (0x18) to Anammesis ring buffer
Publish tty output to Wetan topic conpute.tty.{flow_| abel}

2. Read Operation (SYS_READ fromfd 0)

When a UPC program i ssues SYS READ with fd=0:

arw

8. 3.

Check if tail !'= head (data avail abl e)

If data avail able: copy mn(count, available) bytes to
RAM_MAP[ buf . . buf +n]

Advance tail = (tail + n) % 4096

Ret urn nunber of bytes read in r0

If no data: set rO = 0 (non-blocking) or stall CPU

Event Em ssion

TTY events are published on the Wtan topic:

Topic: conpute.tty.{flow | abel}
Payl oad:

- tinmestanp (u64, Unix nanoseconds)
flow | abel (u32)

- fd (u8, O=stdin, 1=stdout, 2=stderr)
| ength (ul6, bytes witten)

- data (variable, TTY output bytes)

Dashboard subscribers MAY render TTY output in a term nal emul ator
wi dget for real-time program output nonitoring.

8.4. TTY Configuration

Par anet er Def aul t Descri ption

tty buffer_size 4096 Circul ar buffer size (bytes)

tty emt_events true Emit EVENT_TTY WRI TE to Anammesi s

tty publish_topic true Publish to Wtan conpute.tty.*

tty max_line_len 256 Max bytes per single wite event
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9. Security Considerations

9.1. Topic Injection Attacks
A malicious application could publish events to unauthorized topics.
*Mtigation (MANDATORY)*: - Topic access control via Sophia
[ UNHEADED- SOPHI A] (per-programtopic whitelist) - Verify publisher
identity (programID from BPF context) - Enforce |east-privilege
(default: deny all topics) - Log unauthorized publish attenpts - Emt
ANOVALY event to Anamesi s

9.2. Ring Buffer Menmory Exhaustion (PATCH W)

Per - program cache-m ss rate limting (10K m sses/sec budget). See
draft-02 Section 8.2 for conplete specification.

9.3. Cross-Flow Menory Access (PATCH W)

64-bit conposite L1 cache keys prevent birthday attack collisions.
See draft-02 Section 4.1 for compl ete specification.

9.4. CAS Alignnent Violations (PATCH W)

8-byte alignnment enforced by BPF verifier at load tinme. See draft-02
Section 3.2.1 for conplete specification.

9.5. WAL Tanpering Detection (PATCH W)

HVAC- SHA256 aut hentication on WAL entries. See draft-02 Section 3.1
for specification.

9.6. WAL Conpaction Race Conditions (PATCH W)

Excl usi ve mutex during conpaction. See draft-02 Section 3.3.
9.7. GOAWAY Franme DoS (PATCH W8)

Frame validation and rate limting. See draft-02 Section 10. 2.
9.8. Normative Error Code Cross-Reference (13 codes)

The following 13 normative error codes are defined across the

Unheaded Protocol specification fanmily. This cross-reference table
provi des a single point of |ookup:
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Code Name Spec Secti on Level
0x0000 UNHD_NO_ERROR Foundation 18.11 FI ow
0x0001 UNHD_PROTOCOL_ ERROR Foundation 18.11 System
0x0002 UNHD_| NVALI D_FRANVE Foundation 18.11 Donmai n
0x0003 UNHD_FLOW CONTROL_ERROR Foundation 18.11 Donmai n
0x0004 UNHD_SETTI NGS_TI MEQUT Foundation 18.11 Syst em
0x0005 UNHD_STREAM CLOSED Foundation 18.11 FI ow
0x0006 UNHD_FRAME_SI ZE_ERROR Foundation 18.11 Dorrai n
0x0007 UNHD_REFUSED STREAM Foundation 18.11 FI ow
0x0008 UNHD_CANCEL Foundation 18.11 Fl ow
0x0009 UNHD_COVPRESSI ON_ERRCR Foundation 18.11 Donmai n
Ox000A  UNHD_CONNECT ERROR Foundation 18.11 System
0x000B UNHD_ ENHANCE_YOUR _CALM Foundation 18.11 System
0x000C  UNHD_I NTERNAL ERROR Foundation 18.11 System

Error codes 0x0000-0x003F are in the Standards Range and can only be
registered during initialization (Specification Required policy per
RFC 8126). Extension codes 0x0040- OXOOFF are avail abl e for protoco
ext ensi ons. Codes Ox1F0O+ are reserved for testing (greasing per the
Ox1F*N+0Ox21 pattern)

9.8.1. Error Level Definitions

Level Descri ption Scope

Fl ow Error specific to a single flow Affects one streamonly
Domai n Error affecting a domain Affects one connection
System Error affecting the system Affects all connections

9.9. FError Code Information Leakage

Structured error codes (Section 3) may reveal internal architecture
details to an attacker observing BPF program behavi or or Wtan
metrics.

*Mtigation*: - Error detail codes MJUST NOT contain sensitive data
(keys, addresses) - Metrics SHOULD aggregate error counts, not
i ndividual error details - The wotan_last_error map is per-CPU and
epheneral (not persisted) - External-facing error nessages SHOULD use
generic descriptions

9.10. Cross-Reference with Foundation and Sophi a

Security considerations in this menmo are aligned wth:
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1. *[ UNHEADED- FOUNDATI ON] Section 10 - Security Consi derations*:
Wre format immutability threat nodel, parser divergence attacks,
BPF containment, and integrity protection nmechani sns.

2. *[ UNHEADED- SOPHI A] Section 9 - Security Considerations*:
Di ctionary poisoning, nested dictionary security, QPACK
deconpressi on security, and BPF map access control.
10. | ANA Consi derations

This meno does not request | ANA registration of option types or
protocol nunbers; those are handl ed by [ UNHEADED- FOUNDATI QN] .

Wot an topi c nam ng uses informal convention (conpute. , sophia._,
anamesis.*). |If standardization is needed, | ANA may create a
registry:

Regi stry Name: Wdtan Topi ¢ Nanespace

Policy: Expert Review

Templ ate: Topi ¢ Name, Conponent, Description, Reference
10.1. Wdtan Error Oigin Registry (NEWin draft-03)

Regi stry Name: Unheaded Wbtan Error Oigin Codes

Tenpl at e: Origin Code (0x00-0x1F), Oigin Name, Description,
Speci fication Reference
Pol i cy: Speci fication Required

Initial entries: See Section 3.2 (16 entries, codes 0x00-0x0C)
10.2. Wdtan Error Category Registry (NEWin draft-03)

Regi stry Name: Unheaded Wtan Error Category Codes

Tenpl at e: Cat egory Code (0x00-O0xFF), Category Nane, Description,
Speci fication Reference
Pol i cy: Speci fication Required

Initial entries: See Section 3.2 (12 entries, codes 0x00-0x0B)
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I nformati ve References

Appendi x A.  Changes fromdraft-bellis-unheaded-wot an-menory-02

The foll owi ng changes are nmade in draft-03:

1.

Bellis

*Error Code Taxonony (NEW*: Added Section 3 defining a
structured 32-bit error code format with severity levels (INFQ
WARNI NG, ERROR, CRITI CAL, FATAL), origin codes (16 subsystens),
and category codes (12 categories). Provides fine-grained error
classification beyond standard errno codes.

*Hel per Return Codes (ENHANCED)*: Added structured error code
annotations to all BPF hel per return values (Section 5). Each
errno return now maps to a full 32-bit structured code. Added
auxiliary error detail mechanismvia per-CPU BPF array map
(wotan_| ast_error).

*Error Recovery Procedures (NEW*: Added Section 3.5 defining
recovery procedures by severity level, automatic recovery state
machi ne (HEALTHY -> DEGRADED -> RECOVERI NG - > FAI LED), recovery
metrics, and cross-subsystem recovery dependency graph.
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4. *Cross- References to Foundation draft-06 and Sophia draft-03
(UPDATED) *: Updat ed UNHEADED- FOUNDATI ON ref erence from draft-04
to draft-06. Updated UNHEADED- SOPHI A reference fromdraft-01 to
draft-03. Added Section 1.1 docunenting the specification
famly structure.

5. *Wotan Error Origin Registry (NEWIANA)*: Added | ANA registry
for error origin codes (0x00-0x1F).

6. *Wbt an Error Category Registry (NEWIANA)*: Added | ANA registry
for error category codes (0x00-O0xFF).

7. *Error Code Information Leakage (NEW Security)*: Added security
consideration for structured error codes potentially revealing
internal architecture details.

8. *UPC Menory Model Extensions (NEW*: Added ROM MAP, RAM MNAP,
SCREEN_MAP, KBD_MAP, and CPU_MAP BPF map definitions with
compl ete structure specifications. Defines the UPC address
space | ayout, screen I/Oredirection, keyboard input protocol,
and per-flow CPU state persistence nodel.

9. *WAL Specification (NEW*: Added conplete Wite-Ahead Log
specification with 76-byte record format (8-byte tinestanp +
4-byte address + 64-byte cache line data), append/fsync
semantics, crash recovery replay procedure, and conpaction
protocol w th exclusive | ocking.

10. *TTY Subsystem (NEW*: Added console 1/O subsystemwith 4 Ki B
circular buffer, wite/read operations on fd 0/1/2, overflow
handl i ng, EVENT_TTY_WRI TE emi ssion, and Whtan topic publication
on conpute.tty.{flow | abel}.

11. *Updated Date*: Changed date from 2026-03-05 to 2026-03-15.
Al draft-02 content is retained, including security patches W.-W8.
No existing wire format, processing rule, or normative requirenent
fromdraft-02 is nmodified or renoved.

Appendi x B. Acknow edgnents
The Li nux kernel BPF community (Al exei Starovoitov, Daniel Borkmann,
Song Liu) for the infrastructure enabling per-packet conputation in
the kernel datapath.
The authors of RFC 9669 (BPF | SA), RFC 8799 (Linmted Donmins), and

RFC 9673 (Hop-by-Hop Processing Rehabilitation) for the foundational
protocol s that nake this design possible.

Bellis Expi res 20 Sept enber 2026 [ Page 24]



I nternet-Draft Wot an Menory Prot ocol March 2026

Thi s docunent was co-aut hored with assistance from C aude
(Ant hr opi ).

Aut hor’ s Addr ess

Stevie Bellis

Unheaded
United States of Anerica
Email: stevie@ellis.tech

Bellis Expi res 20 Sept enber 2026 [ Page 25]



