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Abst r act

The Sophia Dictionary Format defines the serialization, storage, and
di stribution mechanismfor semantic nmetadata that acconpani es the
Unheaded Protocol. Sophia dictionaries are exponent-decodi ng tables
that translate compact byte val ues (0x00-0xFF) into neani ngful human-
readabl e categories (service identifiers, QS classes, flow actions,
etc.) and their associ ated netadat a.

This menmo specifies the CBOR serialization format for dictionary
entries, the BPF map representation for in-kernel storage, the atomc
update protocol for cluster-wide distribution via the Wtan menory
bus, and the mninumrequired dictionary entries for any confornmant
Unheaded depl oynent.

Draft-03 introduces sub-dictionary type systens for hierarchica
know edge representati on and QPACK conpressi on headers for efficient
dictionary entry encoding over the wre.

Sophi a dictionaries support atom c replacenent: updates propagate to
all nodes in under 10 milliseconds w thout packet |oss or service
i nterruption.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026
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1.

1.

1.

2

Pr obl em St at enent

The Unheaded Protocol [UNHEADED- FOUNDATI ON] defines a 20-byte
register file (the Monad) that travels with every packet. Each byte
in the Monad i s exponent-encoded: the actual value is reconstructed
as base”exponent * nultiplier. But where do the base, multiplier,
and the semantic neani ng of each byte position come fronf

The answer is Sophia: a distributed, versioned dictionary systemthat
maps byte values to neanings. Sophia is the semantic |ayer. Wthout
it, the Monad fields carry no application semantics. Wth it, a 0x03
byte value resolves to "architect" or "realtinme" or "forward" or
"open" depending on the field position and active dictionary version

This menmpo specifies:

1. How Sophia dictionaries are represented on the wire (CBOR fornat
per RFC 8949)

2. How they are stored in BPF maps for nanosecond-| atency | ookups

3. How they are distributed to all nodes atom cally via Wtan
[ WOTAN]

4. The nmininumdictionary entries that all inplenentations MJST
support

5. Version negotiation and backward-conpatibility rules

6. Sub-dictionary type systens for hierarchical know edge
representation (NEWin draft-03)

7. QPACK conpression headers for efficient dictionary encodi ng (NEW
in draft-03)

Cross- Ref erences
Thi s docunent is part of the Unheaded Protocol specification famly:

*  *Protocol Foundation* [ UNHEADED- FOUNDATI ON] : Defines the Monad
wire format (20 bytes, FROZEN at vOx01), per-hop processing, |ANA
registries, and the | ANA registration procedures for new netric

types.

*  *Whtan Menory Protocol * [WOTAN]: Defines the nenory and 1/ 0O bus
i ncluding error code taxonomny, helper return codes, and error
recovery procedures.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 RFC2119

[ RFC2119] RFCB174 [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Term nol ogy

Root Dictionary: The top-level BPF map (type BPF_MAP_TYPE HASH)
keyed by root entry ID (0x00-0xFF) that points to sub-
dictionaries.

Sub-Di ctionary: A BPF map (type BPF_MAP_TYPE ARRAY_OF_MAPS) i ndexed
by sub-entry I D (0x00-0xFF) that contains semantic netadata.

Nested Sub-Dictionary: A sub-dictionary that itself contains
references to further sub- dictionaries, enabling hierarchica
(tree-structured) know edge representation. (NEWin draft-03)

Sophi a Lookup: A two-level (or deeper for nested sub-dictionaries)
hash table traversal: root_map[keyO] -> sub dict _id, then
sub_di ct[ keyO] [ keyl] -> val ue.

Dictionary Version: An unsigned 8-bit counter (0-255) that
increments with each dictionary update. Used for consistency
val i dati on across nodes.

Atonmic Update: The act of replacing an entire BPF map and updating
the array-of-maps reference in a single atom c kernel operation

Wot an Topic: A publish-subscri be channel through which dictionary
updates are broadcast. Format: sophia.dictionary.v{N where Nis
t he version number.

BPF (Berkel ey Packet Filter): Per RFC 9669, the in-kernel virtua
machi ne and map storage system This neno uses "BPF' not "eBPF"
per RFC 9669 conventi ons.

QPACK: Header conpression format defined in RFC 9204, adapted in
this specification for Sophia dictionary entry conpression. (NEW
in draft-03)

Anammesis: The event sourcing subsystemthat emts and | ogs system

events (such as instruction traces, anonalies, and profiling
metrics) for observability and debuggi ng purposes.
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4. Dictionary Model
4.1. Tree Structure
Sophia dictionaries are trees, not flat tables. The root |evel maps

entry categories to sub-dictionaries. Each sub-dictionary maps
specific values within that category to netadata.

Exanpl e:

Root entry O0x01 -> "service_ identity" -> sub-dict #1
Sub-di ct #1[0x01] -> {name: "captain", ...}
Sub-di ct #1[0x02] -> {nane: "timeguru", ...}
Sub-di ct #1[0x03] -> {nanme: "architect", ...}

Root entry 0x02 -> "flow action" -> sub-dict #2
Sub-di ct #2[ 0x01] -> {nane: "forward", ...}
Sub-di ct #2[0x02] -> {nane: "trace", ...}

Sub-di ct #2[ 0x03] -> {nane: "sample", ...}

The SAME byte 0x03 neans:
[ 0x01, 0x03] service "architect"
[ 0x02, 0x03] action "sanple"
[ 0x03, 0x03] gos "realtinme"

Thi s compositional structure provides 256"K total expressible
meani ngs with K key positions, using only 2*K bytes on the wire (K
byt es per | ookup).

4.2. Sub-Dictionary Type System (NEWin draft-03)

4.2.1. Overview
Sub-dictionaries in draft-02 were flat: each sub-dictionary entry
contai ned | eaf netadata (nane, endpoint, key material, etc.).
Draft-03 introduces typed sub-dictionaries that MAY thensel ves
contain references to nested sub-dictionaries, enabling hierarchica
know edge graphs.

4.2.2. Sub-Dictionary Types

Each sub-dictionary entry includes a type field that determnes its
structure:
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Sub- Di cti onary Type

0x00 LEAF
0x01 BRANCH

0x02 COWPCOSI TE

0x03 ALIAS
0x04- OxFF

Sophi a Dictionary Format March 2026

Codes:

Leaf node: contains netadata only (draft-02 behavior)
Branch node: contains a reference to a nested
sub-dictionary

Contai ns both nmetadata AND a nested sub-dictionary
reference

Alias to another sub-dictionary entry (indirection)
Reserved for future use

4.2.3. Nested Sub-Dictionary Structure

A BRANCH or COWMPCSI TE entry includes a nested dict_id field:

struct sophia_typed_

u8 entry_type;

usg nane[ 32];

sub_entry {
I/ O0x00=LEAF, 0x01=BRANCH, 0x02=COMPCSI TE,
/1 0x03=ALI AS
/1 Null-term nated nane string

u32 endpoint _ip; /1 Service IPv6 |ast 32 bits (LEAF/ COVPCSI TE)
ulé endpoint_port; /1 Service port (LEAF/ COVPCSI TE)

us8 pgc_al go;
usg key epoch;

/] PQC al gorithm I D (LEAF/ COVPCSI TE)
/1l Key rotation counter (LEAF/ COVPOSI TE)

usg fingerprint[32]; /1 SHA3-256 of PQC public key (LEAF/ COVMPCSI TE)
u32 nested_dict_id; /1 Nested sub-dict index (BRANCH COVWPCSI TE)

ulé reserved;

}; I/ Total: 84 bytes per entry

4.2.4. Lookup Chain for Nested Dictionaries

A nested Sophia |

Extract sub_di
Look up sub_di

agrwNE

If entry type

ookup perforns:

Look up root_key in sophia_root map

ct_id fromthe result
ct _idin sophia dicts (array of maps)

Look up sub_key in the obtai ned sub-dictionary nap

== BRANCH or COWPOSI TE

a. Extract nested_dict_id fromthe entry
b. Look up nested_dict_id in sophia dicts
c. Look up next_key in the nested sub-dictionary

d. Repeat unti

| LEAF node is reached

6. Return the final LEAF val ue

Cost: Each additi
(~100ns). Total

Bellis

onal nesting | evel adds one BPF hash | ookup
~300ns + 100ns per nesting |evel
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4.2.5. Maxi mum Nesting Depth

4. 2.

4.

2.

I mpl enent ati ons MJUST enforce a maxi mum nesting depth of 8 levels. |If
a | ookup exceeds 8 | evels of nesting, the inplenentati on MJST:

1. Abort the | ookup

2. Return an error (SOPH A EVT_M SS)

3. Emt an EVENT_ANOVALY to Anamesi s
4. Use the default value for the field

This prevents infinite | oops fromcircular references in the
di ctionary graph.

6. Circular Reference Detection

I mpl ement ati ons MUST detect circular references during | ookup. A
circular reference occurs when a nested | ookup revisits a sub-
dictionary index that was previously visited in the same | ookup
chai n.

Detection is performed by naintaining a visited set (bitmask of up to
256 sub-dictionary indices) during each | ookup:

visited = 0 // 256-bit bitnmask
for each |evel:
if visited & Bl T(sub_dict _id):
/1 Circular reference detected
abort _| ookup()
emt EVENT_ANOVALY
return default_val ue
visited | = BIT(sub_dict_id)
proceed_to_next _|evel ()

7. Use Cases for Hi erarchical Dictionaries

1. *Service Topol ogy*: Moddel service dependencies as a tree. Root
-> service_group -> service_instance -> endpoint.

2. *Policy H erarchies*: Inherit QS policies from parent
categories. Root -> department -> team -> service -> policy.

3. *Ceographic Routing*: Organize routing prefixes by region. Root
-> continent -> country -> datacenter -> rack.
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4. *Tenant Isolation*: Milti-tenant depl oynents where each tenant
has its own sub-dictionary nanespace. Root -> tenant_id ->
service_identity -> endpoint.

8. CBOR Encoding for Nested Entries

Nest ed sub-dictionary entries are serialized in CBOR as:

ed_sub_entry = {

entry type": uint,

name": tstr,

"endpoint": tstr,
"pgc_al gorithm': uint,
"pgc_pubkey": bstr,
"pgc_fingerprint”: bstr,
"key_epoch": uint,

"key expires": tstr,
"nested dict_id": uint,
"alias_target": [uint, uint],
"description": tstr,

.9. BPF Map Representation for

0=LEAF, 1=BRANCH, 2=COWPCSI TE, 3=ALI AS
Human- r eadabl e name

Servi ce endpoi nt (LEAF/ COVPOSI TE)

PQC al gorithm | D ( LEAF/ COVPCSI TE)
Publ i c key bytes (LEAF/ COVWPCSI TE)

SHA3- 256 truncati on (LEAF/ COVPCSI TE)
Rot ati on counter (LEAF/ COWCSI TE)

| SO 8601 timestanp (LEAF/ COVMPCSI TE)
Nest ed sub-dict index (BRANCH COWVPCSI TE)
[sub_dict_id, sub_key] (ALIAS only)
Addi ti onal netadata

Nested Dictionaries

Nested dictionaries use the same BPF_MAP_TYPE ARRAY_OF MAPS
indirection as top-level sub-dictionaries. The sophia_dicts array is
shared between top-1level and nested sub-dictionaries:

sophi a_dicts[0-63]: Reserved for top-level sub-dictionaries
sophia_dicts[64-191]: Available for nested sub-dictionaries
sophi a_di cts[ 192- 255]: Reserved for future use

Nest ed sub-dictionary indices MIST be in the range [64-191]. Top-
| evel sub-dictionary indices MIST be in the range [0-63]. This

partitioning prevents accidental

nested dictionaries.

Root Dictionary

conflicts between top-I|evel and

The root dictionary is a single BPF hash map with 256 slots. Each
key (0x00-0xFF) maps to a root entry structure.

Root entries occupy the foll owi ng key ranges:

0x00: Reserved (MJST NOT be used by any inplenentation)

* 0x01-OxOF: Standard categories (see Section 8)
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* 0x10- OXFE: Avail able for operator assignnment
* OxFF: Reserved (Yal dabaoth chaos injection)

4.4. Initialization Cuarantee
The root dictionary MJST be fully initialized before any Mnad
packets are processed by Shim prograns. W tan [WOTAN] or system
initialization |ogic MIJST:

1. Load all root entries from persistent storage

2. Verify that each standard root key (0x01-0x06) has a
correspondi ng entry

3. Initialize default values for any nissing entries using base=2,
mul tiplier=1

4. Signal readiness to shield/shimconponents only after this
initialization is conplete

Any attenpt to process a packet before Sophia is initialized is a
fatal configuration error and MJST be | ogged.

4.5. Dictionary Size Constraints
Dictionary capacity is bounded by both entry count and total byte
size to prevent denial-of-service attacks via unbounded nenory
exhausti on.

4.5.1. Per-Flow Dictionary Capacity
Each flow maintains its own dictionary with strict limts:
*  Maxi mum 128 entries per flow
* Maxinmum 1l MB total size per flow
When adding a new entry woul d exceed either limt: - Reject the new
entry - Return error code 0x09 (Insufficient buffer space) - Do NOT
evict existing entries - Enit audit event with reason
"dictionary_full"

4.5.2. dobal Dictionary Capacity

Systemwi de dictionary capacity MJST NOT exceed 100 MB
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QPACK Conpressi on Headers for Dictionary Entries (NEWin draft-03)
.1. Mdtivation

Sophia dictionary entries can be |arge, especially when carrying PQC
key material (M-KEM 768 public keys are 1184 bytes, M.-DSA-65 public
keys are 1952 bytes). Distributing full dictionary entries over

Wit an topics [WOTAN] at cluster-w de scal e incurs significant
bandwi dt h.

QPACK (RFC 9204) is a header conpression format designed for HITP/ 3
that provides efficient encoding of key-value pairs with static and
dynanic table references. This section adapts QPACK for Sophia
dictionary entry conpression

. 2. QPACK Adaptation for Sophia

.2.1. Static Table

The Sophia QPACK static table contains pre-defined entries for
frequently-used dictionary field names and val ues:

I ndex Nare Val ue

0 type service_identity
1 type fl ow action

2 type gos_cl ass

3 type depl oy _ring

4 type circuit_state
5 type mesh_fl ags

6 nane (enpty)

7 endpoi nt (enpty)

8 pgc_al gorithm 1 (M- KEM 768)
9 pgc_al gorithm 3 (M.- DSA- 65)
10 key epoch (enpty)

11 key expires (enpty)

12 entry_type 0 (LEAF)

13 entry_type 1 ( BRANCH)

14 entry_type 2 (COwPCsI TE)
15 entry type 3 (ALI AS)

16 description (enpty)

17 nested dict _id (enpty)

18 base 2

19 mul tiplier 1

20 uni t m cr oseconds
21 uni t m | |iseconds
22 unit nanoseconds
23 uni t packet s
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5.

2

2. Dynanmic Table

Each Wbt an subscri ber maintains a per-connection dynamc table for
Sophia entries. The dynamic table is popul ated as dictionary updates
are received and provides reference-based encodi ng for subsequent
updat es.

Dynami c tabl e capacity: 4096 bytes (configurable via SETTINGS).

5.2.3. Encodi ng Format

5.

2

Sophi a QPACK-conpressed entries use the following wire fornmat:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Conpression | Entry Count | Encoded Fields... |
| Flags (8b) | (8b) I I
R et e s i o e s i i
Conpression Flags: Bit 7: QPACK enabl ed (1=conpressed, O=raw CBOR)

Bit 6: Static table reference present

Bit 5: Dynamic table reference present

Bit 4: Huffman encodi ng used for string val ues

Bits 3-0: Reserved (MJST be zero)

Entry Count: Nunber of field entries in this conpressed bl ock
(0-255).

Encoded Fi el ds: QPACK-encoded field entries per RFC 9204
Section 4.5.

4. Encoding Rul es

1. Fields with values matching static table entries MJST use static
tabl e references (1-byte encoding vs. full field encoding).

2. Fields with values nmatching dynanic table entries SHOULD use
dynani c table references

3. String values longer than 16 bytes SHOULD use Huffman encodi ng
per RFC 9204.
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4. PQC key material (pgc_pubkey, signature_pubkey) SHOULD NOT be
Huf f man- encoded (bi nary data has poor Huffnman conpression
ratios).

5. New field values MJST be inserted into the dynamc table for
future reference, unless the dynanmic table is full

5.2.5. Conpression Ratio

Expect ed conpression ratios for conmon Sophia entries:

Entry Type Raw CBOR QPACK Rati o
service_identity (no PQQC) ~120 bytes ~40 bytes 31
service_identity (wth PQQO ~1400 bytes ~1250 bytes 1.1:1
fl ow action ~60 bytes ~12 bytes 5:1
gos_cl ass ~50 bytes ~10 bytes 5:1
typed_sub_entry ( BRANCH) ~80 bytes ~25 bytes 31
typed_sub_entry (COWPCOSI TE) ~200 bytes ~60 bytes 31

PQC key material is inconpressible; conpression primarily benefits
nmet adata fields (nanmes, types, endpoints).

5.2.6. Deconpression Limts
To prevent deconpression bonb attacks:
1. Maxi num deconpressed entry size: 1 MB (per Section 3.3)
2. Maxi mum deconpression tinme: 10 milliseconds

3. Maxi mum dynami c tabl e size: 4096 bytes (prevents nenory
exhausti on)

4. Deconpression MJST fail-safe: on error, reject entry with
SOPHI A_EVT_DECOWVP_FAI L and emit EVENT_ANOVALY

5.2.7. Backward Conpatibility
QPACK conpression is OPTIONAL. Dictionary entries with Conpression
Flags bit 7 = 0 are raw CBOR and are processed identically to
draft-02 entries. Inplementations that do not support QPACK MJST
1. Check Conpression Flags bit 7

2. If bit 7

1: reject entry with error SOPH A EVT_DECOVP_FAI L

3. If bit 7 = 0: process as raw CBOR (draft-02 conpati bl e)
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This ensures that draft-02 and draft-03 inplenentati ons can coexi st
during rolling upgrades.

6. Dictionary Distribution
Sophi a dictionaries are distributed to all nodes via the Wtan
[ WOTAN] publ i sh-subscribe topics. The distribution nodel ensures
atom c, cluster-wi de updates with zero packet | oss.
6.1. Wtan Distribution Channe
Dictionaries are published on a versioned topic:
Topi c: sophi a. dictionary. v{N}
Where N = version nunber (0-255)
Each topic publication contains:
Conpl ete serialized dictionary (CBOR or QPACK-conpressed CBOR)
Ver si on nunmber (repeated for idenpotence)
Ti mestanmp (1 SO 8601)

Si gnature (M.- DSA-65, optional for integrity)
Conpressi on Flags (indicating whether QPACK is used) (NEWin draft-03)

ghrwNE

6.2. Version Negotiation

I mpl enent ati ons MJST support at |east 2 concurrent dictionary
versions. Wen a new version is published:

1. Subscriber receives dictionary on sophia.dictionary. v{N+1}
2. New maps are created (sophia_dict_1 v{N+1}, etc.)

3. dd version maps remmin active

4. Array-of-maps references are atomically updated

5. dd version maps are retained for grace_period (default: 60
seconds)

6. After grace_period, old naps are del eted
6.3. Atom c Update Protocol

The update sequence is:
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1. [Provisioning] Publish new dictionary to sophia.dictionary.v{N+1}
2. [Wotan] Receive on subscri ber
3. [Wtan] Deserialize CBOR (deconpress if QPACK) -> in-nenory dictionary
4. [Wbtan] Create new BPF maps with suffix _v{N+1}
5. [Wtan] Load all entries into new maps (includi ng nested sub-dicts)
6. [Witan] Update sophia dicts[0..255] pointers atomically
(single atomic map wite per sub-dict)
7. [Wotan] Update sophia_version map (key 0, value = N+1)
8. [Wtan] Retain old nmaps for grace_period
9. [Wtan] After grace period, delete old nmaps

Al'l Shin Shield nodes see the update within one polling cycle
(typically <10ms) of the Wtan wite.

7. Security Considerations

7.1. Dictionary Poisoning Attack Vectors
Di ctionary poisoning attacks attenpt to corrupt semantic netadata,
enabling: - Service msidentification (0x01 maps to wong endpoint) -
Pol i cy bypass (0x02 maps to perm ssive action instead of drop) -
Cache invalidation (Shimprograns crash on bad dictionary entry)

Def ense nechani sns are specified throughout this docunent:

1. *M.-DSA-65 Signhature Verification*: Al entries from provisioning
nodes MJST be signed with M- DSA-65

2. *Tinestanp Validation*: Reject updates with tinmestanps > 5
m nutes in future/ past.

3. *CRC32 Integrity Checks*: CBOR payl oads include CRC32 checksunms.

4. *Source Authentication*: Whitelist of provisioning node public
keys.

7.2. Nested Dictionary Security
7.2.1. Depth Limt Enforcenent
The nmaxi mum nesting depth of 8 | evels MUST be enforced in all | ookup

paths. Exceeding this Ilimt is treated as a security violation
(potential DoS via deeply nested dictionaries).
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7.2.2. Crcular Reference Prevention
Circular reference detection (Section 3.2.5) MJST be perforned on
every nested |l ookup. Circular references in dictionary data could
cause infinite | oops in BPF prograns, leading to verifier tinmeouts or
deni al of service

7.2.3. Nanespace Partitioning
The partitioning of sophia dicts indices (0-63 for top-level, 64-191
for nested, 192-255 reserved) MJST be enforced. An attacker who can
control nested dict_id values could reference top-level dictionaries
as nested dictionaries, causing semantic confusion.

7.3. QPACK Deconpression Security

7.3.1. Deconpression Bonb Mtigation

QPACK- conpressed dictionary entries are subject to the sane
deconpression limts as draft-02 conpressed entries:

1. Maxi num deconpressed output: 1 MB

2. Maxi mum deconpression tinme: 10 milliseconds

3. Explicit compression flags (no inplicit detection)

7.3.2. Dynam ¢ Tabl e Poi soning

An attacker could send dictionary updates designed to fill the

dynanic table with malicious entries, causing subsequent legitimte

entries to reference attacker-controlled val ues.

Mtigation: - Dynamc table entries MJST be validated agai nst Sophi a

schena - Dynamic table MJUST be flushed on dictionary version change -

Dynami c table capacity is limted to 4096 bytes

7.4. Cross-Reference with Foundati on and Wt an

Security considerations in this meno are aligned with:

1. *[ UNHEADED- FOUNDATI ON] Section 10 - Security Considerations*:
Wre format immutability threat nodel, parser divergence attacks,
and verification procedures.

2. *[WOTAN] Section 12 - Security Considerations*: Topic injection

attacks, ring buffer nmenory exhaustion, cross-flow nenory access,
and WAL tanpering detection

Bellis Expi res 20 Sept enber 2026 [ Page 16]



I nternet-Draft Sophi a Dictionary Format March 2026

8. PQC Key Dictionary Integration (NEWin draft-03 update)
8.1. Overview

Sophi a provides the key managenent |ayer for the post-quantum
cryptographic (PQC) authentication systemdefined in

[ UNHEADED- FOUNDATI ON] . Ful | PQC signatures and public keys are
stored in Sophia BPF maps, while the Monad wire format carries only
12-byte references (see [ UNHEADED- FOUNDATI ON] PQC Aut henti cati on
Val ue Format).

8.2. PQC Signature Map (PQC_SI G MAP)

The PQC _SIG MAP is a BPF hash nmap keyed by the 32-bit SigRef val ue
fromthe PQC aut hentication val ue.

struct {
_uint(type, BPF_MAP_TYPE_HASH);
_uint(max_entries, 65536);
__type(key, u32); /1 SigRef from PQC val ue
__type(value, struct pgc_sig_entry);

} pgc_sig_map SEC(".naps");

struct pgc_sig entry {

us al go_i d; /1 PQC al gorithm (0x01- 0x05)

u8 st at us; /1l Verification status

ulé key_ref; [/l Cross-reference to PQC _KEY_MAP
u32 sig len; /1 Signature length in bytes

usg hash_pf x[ 4] ; /1 SHA-256( si gnature)[0: 4]

usg signature[]; /1 Variabl e-length signature data

b
8.3. PQC Key Map (PQC_KEY_MAP)

The PQC _KEY_MAP stores public keys indexed by the 16-bit KeyRef
val ue.
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struct {
__uint(type, BPF_NMAP_TYPE HASH)
_uint(max_entries, 4096);
__type(key, ulb6); /1 KeyRef from PQC val ue
__type(value, struct pgc_key entry);

} pgc_key_map SEC(". naps");

struct pqc_keyfentry {

us8 al go_i d; /1 PQC algorithmidentifier

usg key epoch; /1 Key rotation counter

ulé reserved,;

u32 key len; /1 Public key length in bytes

u8 fingerprint[32]; /1 SHA3-256 of public key

us8 expires[ 8]; /1 Expiry timestamp (Uni x ns, BE)
us8 pubkey[]; /1 Variable-l1ength public key data

b
8.4. PQC Dictionary QOperations
8.4.1. Signature Lookup

When a BPF program verifies a PQC authentication val ue:
Extract SigRef (u32) from Monad scratch bytes [OxOE..0x11]
Look up SigRef in pgc_sig _nap
Conpare hash_pfx with SHA-256(sig_entry.signature)[O0:4]

If match: use cached verification status
If mss or msmatch: enmt EVENT_ANOVALY, use default policy

hwNE

8.4.2. Key Rotation
Key rotation is managed through the key_epoch counter:

New key published to sophia. pgc. keys. v{N+1} Wotan topic
Subscribers create new pgc_key map entries with epoch+l

A d keys retained for grace period (default: 300 seconds)

After grace_period: old key entries deleted

Si gnatures referenci ng expired keys recei ve status=Expired (0x03)

OhwNPE

8.5. PQC Al gorithm Support Matrix

Algo ID Al gorithm Key Size Sig Size Use Case

0x01 SLH DSA 32-64 B 7856- 49856 B Hash-based (conservative)
0x02 M._- DSA 1312- 2592 B 2420-4627 B Lattice-based (standard)
0x03 FN- DSA 897-1793 B 666-1280 B Lattice-based (conpact)
0x04 M.- KEM 800- 1568 B 768-1568 B  Key encapsul ation

0x05 HQC 2249-7245 B 4497- 14469 B Code-based (conservative)
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| mpl enent ati ons MUST support at |east M.-DSA (0x02) and SHOULD
support SLH DSA (0x01) for defense-in-depth.

9. UPC Opcode Dictionary for Sophia-Driven Instruction Decode (NEWin
draft-03 update)

9.1. Overview

The UPC compute engi ne uses Sophia dictionaries for instruction
decode, enabling runtine-reconfigurable instruction semantics.

I nstead of hardcodi ng opcode neani ngs, the MBC | SA opcodes are napped
t hrough a Sophi a dictionary that provides hunan-readabl e nanes,
execution netadata, and instruction class information.

9.2. (Opcode Dictionary Structure

The opcode dictionary is a Sophia sub-dictionary (root key 0x10,
"code" category) that naps 8-bit opcodes to instruction netadata.

Root entry 0x10 -> "code" -> sub-dict #16
Sub-di ct #16[ 0x00] -> {nane: "NOP", class: "control", cycles: 1}
Sub-di ct #16[ 0x01] -> {nane: "ADD', class: "arithnetic", cycles: 1}
Sub-di ct #16[ 0x30] -> {nane: "LD', class: "nenory", cycles: 2}
Sub-di ct #16[ 0x40] -> {nanme: "SYSCALL", class: "systent, cycles: 0}

9.3. Instruction Cass Types
Cl ass Val ue Descri ption
arithmetic 0x01 ALU operations (ADD, SUB, MJL, DIV, etc.)
| ogi cal 0x02 Bi twi se operations (AND, OR, XOR, NOT, shifts)
st ack 0x03 St ack operations (PUSH, POP)
register 0x04 Regi ster operations (MO, MW, CMP)
branch 0x05 Control flow (JWP, JZ, CALL, RET, etc.)
menory 0x06 Menory access (LD, ST, LDB, STB, etc.)
atom ¢ 0x07 Atom ¢ operations (CLI, STI, XCHG CAS)
system 0x08 Syst em operati ons (SYSCALL, HALT)
i nterrupt 0x09 Interrupt handling (INT, IRET)
ext ended 0x0A Ext ended operations (LOAD | MVB2, ADDI, etc.)

9.4. BPF Map Representation
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str

b
9. 5.

Dur
t he

1.

3.

4.

I mp
arr

10. |

10. 1.

uct sophi a_opcode_entry {

us8 opcode; /1 MBC opcode val ue

us8 i nsn_cl ass; [l Instruction class (0x01-0x0A)
usg base cycl es; /1 Base cycle count (1-4)

usg flags; /1 Bit 0: nodifies flags

/1 Bit 1. reads nenory

/1 Bit 2: wites menory

/1 Bit 3: nodifies PC
us8 nane[ 24] ; /1 Null-term nated mmenonic
u32 reserved; /1l Reserved (MJST be zero)
/1 Total: 32 bytes per entry (matches SophiaEntry size)
Sophi a- Dri ven Decode in BPF

ing instruction execution, the MBC CPU MAY | ook up the opcode in
Sophi a opcode dictionary for

*Instruction tracing*: Emt hunman-readabl e instruction nanme in
Anammesi s events instead of raw opcode val ues

*Dynam ¢ di spatch*: Runtime-reconfigurable instruction behavior
via dictionary updates (experinental)

*Profiling*: Per-instruction-class cycle counting and netrics
*Val i dation*: Verify opcode is in the valid set before execution

| enent ati ons MAY cache opcode dictionary entries in a per-CPU BPF
ay map for fast |ookup (~50 ns vs. ~150 ns for hash | ookup).

ANA Consi der ati ons

Sophi a Root Key Registry

| ANA SHOULD establish a new registry:

Bellis
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Regi stry Name: Unheaded Sophia Root Dictionary Keys

Tenpl at e: Root Key (0x00-OxFF), Category Name, Type,
Speci fication Reference
Pol i cy: 0x00- OxOF: Specification Required

0x10-OxFE: First Cone First Served
OxFF: Specification Required (reserved)

Initial entries:
0x00: RESERVED
0x01: service_ identity
0x02: flow action
0x03: qos_cl ass
0x04: deploy_ring
0Ox05: circuit_state
0x06: nesh_fI ags
0x07- OxOF: RESERVED for future standardi zation
0x10: routing (routing entry type)
0x11: firewall (firewall entry type)
0x12: observability (observability entry type)
0x13: ids (IDS entry type)
0x14: health (health entry type)
OxFF: RESERVED ( Yal dabaot h)

10.2. Sophia Sub-Dictionary Type Registry (NEWin draft-03)
| ANA SHOULD establish a new registry:

Regi stry Name: Unheaded Sophia Sub-Dictionary Types

Tenpl at e: Type Code (0x00-0xFF), Type Nane, Description
Speci fication Reference
Pol i cy: Speci fication Required

Initial entries:
0x00: LEAF (leaf node, netadata only)
0x01: BRANCH (branch node, nested sub-dictionary reference)
0x02: COWCSI TE (netadata + nested sub-dictionary)
0x03: ALIAS (indirection to another entry)
0x04- OxFF: Reserved for future use

10.3. Sophia QPACK Static Table Registry (NEWin draft-03)

Regi stry Name: Unheaded Sophia QPACK Static Table Entries

Tenpl at e: I ndex (uint), Field Nanme, Default Val ue,
Speci fication Reference
Pol i cy: Speci fication Required

Initial entries: See Section 5.2.1 (24 entries, indices 0-23)
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Appendi x A,  Changes fromdraft-bellis-unheaded-sophi a-dictionary-02

The foll owi ng changes are nade in draft-03:

1.

Bellis

*Sub-Di ctionary Type System (NEW*: Added Section 3.2 defining
typed sub-dictionary entries (LEAF, BRANCH, COWOCSI TE, ALIAS) for
hi erarchi cal know edge representation. |ncludes nested | ookup
chai ns, maxi num nesting depth (8 levels), circular reference
detection, BPF map representation, CBOR encodi ng, and use cases.

*QPACK Conmpressi on Headers (NEW *: Added Section 5 defining
QPACK- based conpression for dictionary entries. Includes static
table (24 entries), dynam c table managenent, encoding format,
conpression ratios, deconpression linmts, and backward
conmpatibility with draft-02 raw CBOR entri es.
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3. *Cross-References to Foundation draft-06 (UPDATED)*: Updated
UNHEADED- FOUNDATI ON ref erence fromdraft-04 to draft-06. Added
Section 1.1 docunenting the specification famly structure.
Added cross-references to Wtan draft-03 throughout.

4. *Sophia Sub-Dictionary Type Registry (NEWIANA)*: Added | ANA
registry for sub-dictionary type codes (0x00-0xFF).

5. *Sophia QPACK Static Table Registry (NEWIANA) *: Added | ANA
registry for QPACK static table entries.

6. *Nested Dictionary Security (NEW*: Added security considerations
for depth limt enforcenent, circular reference prevention,
nanespace partitioni ng, QPACK deconpression bonb nitigation, and
dynani c tabl e poi soni ng.

7. *PQC Key Dictionary Integration (NEW*: Added PQC SI G MAP and
PQC KEY_MAP BPF map definitions for storing full post-quantum
signatures and public keys. Defines signature |ookup, key
rotation protocol, and al gorithm support matrix covering SLH DSA,
M.- DSA, FN-DSA, M.- KEM and HQC.

8. *UPC Opcode Dictionary (NEW*: Added Sophi a-driven instruction
decode for the MBC | SA. Defines opcode dictionary structure
(root key 0x10, "code" category), 10 instruction class types,
32-byte BPF map entry format, and Sophi a-driven decode use cases
(tracing, dynam c dispatch, profiling, validation).

9. *Updated Date*: Changed date from 2026-03-05 to 2026-03- 15.
Al'l changes in draft-03 are purely additive. No existing dictionary
format, wire encoding, or processing rule fromdraft-02 is nmodified
or renoved. Draft-02 CBOR entries remain valid in draft-03.
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