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Abst r act

Thi s docunent specifies the Shimpipeline for the Unheaded Prot ocol
Conputer (UPC). The Shimtranslates MBC (Mnad Bytecode) prograns
into eBPF execution contexts, defines the per-hop processing nodel,
and specifies the tick packet protocol that drives distributed
conputation across | Pv6 network hops. The pipeline inplenments a
four-stage architecture: Assenbly, Verification, Loading, and
Execution, with integrated support for nenory-mapped |/ O franebuffer
rendering, and CRC validati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themexcept as reference to a "work in progress.”
This Internet-Draft will expire on Septenber 18, 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

The Shimis the execution engine of the Unheaded Protocol Computer

(UPC), responsible for translating and executi ng Monad Byt ecode (MBC)

programs within eBPF runtime contexts. It forns the critical bridge

bet ween the declarative instruction set defined by the MBC I SA and

the native eBPF verifier and execution nodel of the Linux kernel

The Shim operates within a four-stage pipeline:

1. Assenbly: Text MBC prograns are assenbled into binary imges

2. Verification: Assenbled programs are validated agai nst security
and conformance rul es

3. Loading: Verified prograns and supporting data structures are
| oaded i nto BPF maps

4. Execution: The fetch-decode-execute cycle runs wi thin XDP
context, processing tick packets

Thi s specification defines:

* The binary encoding of MBC programs and instruction formats

* Verification rules enforced before | oading and execution

*  BPF map structures supporting programstate, nenory, and |/O

* The tick packet protocol that drives distributed conputation

*  Menory-mapped 1/0O semantics for framebuffer and keyboard access

* The Dream Ladder stratification nmodel for conformance |evels
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1.1. Relationship to O her Specifications

The Shim pi peline operates in conjunction with several related
specifications in accordance with [ RFC8126]:

* The Protocol Foundation specification defines the Monad wire
format (20-byte fixed header carried in | Pv6 Hop-by-Hop options
per [ RFC8200]), which encodes register state and control flags at
each hop

* The MBC | SA specification specifies the MBC instruction set
architecture (48 opcodes, 16-register architecture, 32-bit words)

* The Sophia Dictionary specification defines dictionary | ookup
semanti cs used during MBC execution

*  The Wtan Menory Model specification specifies the BPF nmap nenory
nmodel backi ng the Shims RAM MAP and ROM MAP structures

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Pipeline Overview

The Shim pipeline transforns MBC source code into executabl e packet
processing logic through four sequential stages:

—_—
____________ .
| MBC Source Code (Text)
L
—
____________ J
|
v
Stage 1: Assenbly
Label resol ution
I nstruction encodi ng
Bi nary i mage out put
N |
v
————————
____________ -
| Binary Program |mage (32-bit words, little-endian) |
777777777777777777 ———
____________ |
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|
v

Stage 2: Verification
Opcode whitelist

Regi ster range check
| medi at e range check
Branch target check

N |
v
——————
____________ =
| Verified Program | mage
777777777777777777 ——
____________ i
|
v
Stage 3: Loading
Create BPF maps
Popul at e ROM MAP
Initialize CPU state
Attach XDP program
N |
v
e—
____________ =
| Loaded Programin BPF Runtine
__________________ ———————
____________ 4
|
v

St age 4: Execution

Fet ch- decode- execut e
XDP i nvocation | oop

Ti ck packet processing
St ate persistence

Each stage is atomic and idenpotent. Prograns rejected at
Verification are never |oaded. Programs that fail CRC validation
during Execution enmt an Anomaly event but do not execute MBC.
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4. Stage 1: Assenbly

Assenbly translates MBC instruction menonics into a binary program
i mage.

4.1. Input Format

MBC assenbly is plain text, one instruction per line. Coments begin
with '# and extend to end of line. Blank lines are ignored. Labels
are declared with a trailing colon and nust appear alone on a line.

# Fi zzBuzz exanpl e
MOVI r0O, 1 # Initialize r0 = 1

| oop:
ADDI r0O, r0, 1 # Increment rO
JNE r0, 100, loop # Junp if not equal

MWV rl1, r0 # Move result torl
HALT # Stop execution

4.2. Binary Encoding

The output is a sequence of 32-bit words in little-endian byte order.
Each instruction encodes to one word with format:

Bits 31-26 25-20 19-14 13-8 7-2 1-0

|  Opcode | Dest | Srcl | Src2 ||
| (6 bits) [ (6b) [ (6b) | (6b) | (4b) | (2b) |
L o i

Exanpl e encodi ng of MOVl r0Q, 42:
Instruction: MOV rO, 42
Opcode: OxOF (MoVl)
Destination: r0 (0)

I medi ate: 42 (0x2A)

Bi nary: OxOF00002A (littl e-endi an)
Bytes: 2A 00 00 OF

4.3. Label Resolution
The assenbl er performs two passes:

1. First pass: Record | abel offsets (word addresses in the program
i mage)
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5

5

5

2. Second pass: Replace | abel references in branch instructions with
comput ed offsets

Label references are resolved as relative word offsets fromthe
branch instruction’s position. A |label at word address N referenced
frominstruction at word address M becones offset (N- M.

Stage 2: Verification
Verification enforces security and correctness constraints before a
programis | oaded. Prograns MJST pass verification or be rejected
entirely.
1. Opcode Wiitelist
Only 48 opcodes are valid. The verifier MJST reject any program
contai ning an opcode not in the following list:
Val i d opcodes:
0x00 HALT 0x01 NOP 0x02 MOV 0x03 MoV
0x04 ADD 0x05 ADDI 0x06 SUB 0x07 SuBl
0x08 MJL 0x09 MULI 0x0A DIV 0x0B DI VI
0x0C MOD 0x0D MODI O0x0E AND 0x0F OR
0x10 XOR 0x11 NOT 0x12 SHL 0x13 SHR
0x14 LD 0x15 LD 0x16 ST 0x17 STI
0x18 JMP 0x19 JEQ O0x1A JNE 0x1B JLT
0x1C JGT 0x1D CALL Ox1E RET Ox1F PUSH
0x20 POP 0x21 PUSHI 0x22 SYSCALL  0x23 LDVAP
0x24 STNVAP 0x25 DI CTLOOKUP 0x26 CRC16  0x27 FLAG
0x28 RFLAG 0x29 RESERVED O0x2A RESERVED 0x2B RESERVED
0x2C RESERVED 0x2D RESERVED
2. Register Range Validation
Al'l register references MUST be in range [0, 15]. The verifier MJST
reject programs with register fields containing values greater than
15.
3. Imediate Val ue Range Validation

I medi ate val ues occupy 4 bits in the instruction encoding. MMl and
ADDI instructions with inmmedi ate values larger than 15 MJST be
rejected at verification time. Prograns requiring |arger imrediates
MUST use multi-instruction sequences or |oad from ROM MAP.
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5.4. Branch Target Validation

Branch instructions (JMP, JEQ JNE, JLT, JGT) MJIST have target
of fsets that:

* Point to valid instruction boundaries (word-aligned addresses
wi thin the program i mage)

* Do not exceed the programimge bounds

* Do not formbackward branches w th unbounded depth (prevent
infinite |l oops without instruction linit enforcement)

6. Stage 3: Loading
Loading creates the runtinme BPF map structures and initializes
program state. Al maps MJST be created before the program begins
executi on.

6.1. BPF Map Structures

6.1.1. ROV MAP
ROM MAP stores the i mutabl e programimge and constant data.
*  Type: BPF_MAP_TYPE_ ARRAY
* Entries: 262,144 (2°18)
* Value size: 4 bytes per entry
* Total size: 1 MB

* Access: Read-only during execution

Verified programimge is populated into ROM MAP starting at index O.
Unused entries are zero-filled.

6.1.2. RAM MAP

RAM MAP provides the flat address space for data nenory and dynanic
state.

*  Type: BPF_MAP_TYPE_ARRAY
* Entries: 16,777,216 (2°24)

* Value size: 4 bytes per entry
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* Total size: 64 MB
* Access: Read-wite during execution

RAM MAP is initialized to zero. Menory layout is defined in
Section 7 (Menory-Mpped |/0).

6.1.3. CPU_MAP
CPU_MAP nmi ntains per-flow CPU state across distributed hops.
*  Type: BPF_MAP_TYPE_HASH
* Max entries: 256
*  Value size: 128 bytes (MdcCpuState structure)
* Key: Flow tuple (source, destination, flow |abel)
MocCpuSt ate structure contains:
* r0-rl1l5: 16 x 32-bit general - purpose registers
* pc: 32-bit program counter (word address)
* sp: 32-bit stack pointer (byte address)
* flags: 16-bit condition code flags
* ticks: 32-bit execution tick counter
* reserved: 8 bytes for future extension
6.1.4. SCREEN_MAP
SCREEN _MAP provi des nenory-mapped franebuffer access.
*  Type: BPF_MAP_TYPE_ ARRAY
* Entries: 64,000
* Value size: 1 byte per entry
* Total size: 64 KiB

* Layout: 320x200 pixels, 8-bit palette indices
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6.1.5. KBD_MAP

KBD_MAP provi des nenory-mapped keyboard i nput.

*  Type: BPF_NMAP_TYPE_ARRAY

* Entries: 8

* Value size: 4 bytes per entry

* Total size: 32 bhytes

* Layout: Bitmask of 256 key states (1 bit per key)
6.1.6. Additional Maps

The foll owi ng maps support extended functionality:

* TTY_MAP: Terninal 1/Oring buffer

*  PROC_TABLE: Process/thread state managenent

* SCHED STATE: Schedul er state (Level 3+ feature)

March 2026

*  TLB_MAP: Virtual nmenmory translation cache (Level 3+ feature)

* COWUTE_EVENTS: Event | og for anonalies and diagnostics

6. 2. Loadi ng Sequence
1. Create all BPF maps in kernel

2. Populate ROM MAP with verified programimge

3. Initialize CPU MAP with default CPU state (all registers zero,

pc=0, sp=0, flags=0)
4. Zero-fill RAM MAP
5. Attach XDP programto network interface
6. Enabl e the program for packet processing

7. Stage 4: Execution

Execution inplenents the fetch-decode-execute cycle within XDP

context, processing one instruction per invocation up to a

256-instruction limt.

Bellis Expi res 20 Sept enber 2026
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1.

2

3.

Fet ch- Decode- Execut e Cycl e
Loop:
1. Fetch: Read instruction from ROM pc]

2. Decode: Parse opcode and operand fields
3. Execute: Performoperation, update registers/nenory
4. Increnment: pc += 1
5. Check limt: if ticks >= 256 or HALT, exit |oop
6. Else: goto Loop
Instruction Limt and BPF Verifier Conpliance

Each XDP i nvocati on MJUST execute at nobst 256 instructions. This
limt:

*  Prevents CPU exhaustion attacks

* Ensures bounded execution time

* Conplies with BPF verifier’'s | oop detection requirements

* Enabl es predictabl e per-hop processing | atency

If an instruction limt is reached without HALT, the program suspends
and resurmes at the next tick packet. PC and register state persist
via CPU MAP across ticks.

St at e Persi stence

Program state persists across tick packets via BPF nmaps:

* CPU_MAP: PC, registers, flags persist across ticks

*  RAM MAP: Menory contents persist across ticks

*  SCREEN _MAP: Franebuffer contents persist across ticks

State is keyed by flow tuple (source I P, destination IP, flow | abel).
Different flows maintain i ndependent execution contexts.

Ti ck Packet Protocol
Ti ck packets are | Pv6 packets [ RFC8200] carrying Monad state and

driving distributed conputation across hops, wi th Shim prograns
verified against the BPF instruction set defined in [ RFC9669] .
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8.1. Packet Structure
A tick packet consists of:
1. | Pve Fixed Header (40 bytes)

2. Hop-by-Hop Options Header (24 bytes, containing Mnad register
file)

3. Payload (variable, application-specific data)

| Pv6 Fi xed Header (40 B) \
Ver si on (4b)

Traffic O ass (8b)

Fl ow Label (20b)

Payl oad Length (16b)

Next Header (8b) = 0 (HbH)
Hop Limt (8b)

Sour ce Address (128b)
Destinati on Address (128b)

Hop- by- Hop Options (24 B) \
Next Header (8b) \
Hdr Ext Len (8b) = 2 \
Paddi ng (16b) \
Opti on Type: Ox3E (Mnad) \
Option Data Len (8b) = 20
Monad Register File (20 B) \

(per draft-bellis-foundation) |

| Payl oad (vari abl e) \
L Appl i cation-specific data \

8.2. Processing Pipeline
1. Packet arrives at ingress interface
2. XDP programextracts Mpnad state from HboH option

3. Load/initialize CPU MAP entry from Monad state
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4. Validate Monad CRC- 16/ CCI TT (MJST reject if invalid)
5. Execute MBC program (up to 256 instructions)

6. Reconpute Mnad CRC-16/CCI TT

7. Wite updated Monad state to packet HbH option

8. Return XDP_TX (bounce packet to next hop or originating
i nterface)

8.3. Tick Rates
Ti ck packet generation rates vary by operational node:
* LOCAL npde (single-hop |oopback): 35 Hz (28 ns between ticks)

* DI STRI BUTED node (rmulti-hop propagation): ~1 kHz (1 nms between
ticks, governed by network propagation)

Tick rate is controlled by application logic, not the Shimitself.
The Shim sinply processes each arriving tick packet up to its
256-instruction limt.

9. Menory-Mpped 1/0

The Shim provides a unified 32-bit flat address space with reserved
regi ons for nenory-mapped |1/ 0O

9.1. Physical Address Mp

Addr ess Range Size Devi ce Access
0x0000_0000- 0Xx0003_FFFF 256 KB ROM R
0x0004_0000- 0x0006_7FFF 160 KB Reserved -
0x0006_8000- 0x0006_8FFF 4 KB Keyboar d ( KBD_NAP) R
0x0006_9000- 0x0006_FFFF 28 KB  Reserved -
0x0007_0000- 0x0007_FFFF 64 KB  Framebuffer R'W
0x0008_0000- OXFFFF_FFFF 4GB - RAM ( RAM_NAP) R'W

9.2. Keyboard Access (0x0006_8000)
Keyboard state is exposed as an 8-entry array of 32-bit val ues, where

each bit represents one key state (1 = pressed, 0 = released). Tota
of 256 keys support ed.
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3.

4

10.

10.
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LD r0, 0x68000 # Load keyboard state word O

LD r1, 1 # Shift amount for key 1 (ESC)
SHRr0O, r0, r1 # Shift right by 1
AND r0, r0, 1 # Mask for single bit

# r0 now contains ESC key state (1 if pressed, 0 if not)
Framebuf f er Access (0x0007_0000)

The framebuffer is a 320x200 pixel display with 8-bit palette

indices. Pixel (x, y) is stored at byte address 0x70000 + (y * 320)

+ X.
# Wite color 42 to pixel (x=100, y=50)
Movl r0O, 100 # x coordinate
MOVl rl, 50 # y coordinate
# Calculate offset: y * 320 + Xx
MULI r2, rl1, 320 # r2 =y * 320
ADDr2, r2, r0O #r2 += x

# Add base address
ADDI r2, r2, 0x70000

# Wite color value
MOVl r3, 42 # Col or index
STr2, r3 # Store at cal cul ated address

TTY/ Consol e 1/0 (0x0007_FO00 0x0007_FFFF)

Ring buffer for termnal output. Wite operations enqueue
characters; read operations drain the queue.

Framebuf f er Specification

The framebuffer is a 320x200 pi xel display with scanline-nmgjor
| ayout .

1. Dinmensions and Layout

* Wdth: 320 pixels

* Height: 200 scanlines

* Color depth: 8-bit palette index (256 col ors)
* Scanline stride: 320 bytes

* Total size: 64 KiB
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10. 2. Pixel Address Cal cul ation

To wite a pixel at coordinate (x, y):

address = 0x70000 + (y * 320) + x

Constraints:

* 0 x 319

* 0 y 199

* Qut-of-bounds wites are silently dropped by the BPF verifier
10. 3. Access Met hods

* STB (single-byte wite): ST instruction wites one pixel at a tine
(sl owest, nobst precise)

*  SYS_DRAW FRAME (bul k copy): Syscall that copies entire 64 KiB
buffer to framebuffer in one operation (fastest, for scene
renderi ng)

11. Dream Ladder Feature Stratification

The Shim defines conformance | evels that inplenmentations nust
support, organized as a stratified | adder

11.1. Conformance Levels
11.1.1. Level 0: M crocode (Required)
Foundati on | ayer providing:

* NMbonad wire fornat (20-byte HoH option) with CRC-16/CCITT
val i dation

* Sophia dictionary | ookups during instruction execution

* XDP packet processing nodel

Conformance: Al inplenentati ons MJST support Level O.
11.1.2. Level 1: Digital (Required)

I nstruction execution |layer providing:

* Full MBC instruction set (48 opcodes)

Bellis Expi res 20 Sept enber 2026 [ Page 16]



Internet-Draft Shim Pipeline Specification for the Unhe March 2026

* 16-register architecture (r0-r15)
* 32-bit word operations

* Arithnetic, logic, and control flow instructions (nho nenory
oper ati ons)

* 256-instruction limt per tick

Conformance: Al inplenentations MJUST support Level 1.
11.1.3. Level 2: Mechanical (Required)

Menory operations | ayer providing:

*  RAM MAP and ROM MAP (64 MB + 1 MB flat address space)

* LD/ ST instructions for nmenory access

* CPU_MAP for state persistence across ticks

* Level 0 and 1 features

Conformance: Al inplenmentations MIST support Level 2
11.1.4. Level 2a: Menory 1/ 0O (Recomended)

Menory- mapped |1/ O | ayer providing:

*  Franebuffer (320x200, 8-bit palette) at 0x70000

* Keyboard i nput at 0x68000

* TTY consol e at 0x7F000

* Al Level 0-2 features

Conf or mance: | npl enentati ons SHOULD support Level 2a. Level 2a

enabl es interactive applications (games, denps, interactive

prograns) .
11.1.5. Level 3: Interrupts and Exceptions (Optional)

Advanced features for future extension

* Hardware interrupt handling

* Exception handling and recovery

Bellis Expi res 20 Sept enber 2026 [ Page 17]



Internet-Draft Shim Pipeline Specification for the Unhe March 2026
* Trap vector dispatch
Conf ormance: Level 3 is OPTIONAL. Inplenentations may define their

11.

11.

11.

12.

12.

own Level 3 features.

1.6. Level 4: Scheduling and Miultitasking (Optional)
Process and thread managenent:

* PROC _TABLE for process state

*  SCHED STATE for schedul er deci sions

* Preenptive nultitasking

Conf ormance: Level 4 is OPTI ONAL.

1.7. Level 5+: Virtual Menory, Syscalls, Filesystem (Future)

Reserved for future extension. Currently not defined.

2. Conformance Decl aration

I mpl enent ati ons MUST decl are which | evels they support.

A conform ng

i mpl ement ati on MUST support a contiguous range of |evels starting

fromLevel 0. For exanple

* "Level 0-2": Supports Mcrocode, Digital, and Mechanica

* "Level 0-2a": Supports Mechanical plus Menory 1/0O

* "lLevel 0-4": Supports full multitasking stack

| ayers

An inplenentation claimng Level N support MJST al so support all

| evel s 0 through N-1.

CRC Val i dation Ordering

CRC-16/CCITT validation ensures that register state has not been

corrupted during network transm ssion

1. Pre-Execution Validation

When a tick packet arrives, the Shim MJST:

1. Extract Mnad state from | Pv6 HbH option

2. Validate CRC-16/CCITT of Mnad state

Bellis Expi res 20 Sept enber 2026
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3. If CRCisinvalid: emit an Anomaly event to COVWUTE_EVENTS map
and DO NOT execute MBC
4. 1f CRCis valid: proceed to stage 4 execution
This ensures corrupted state never affects program execution.
12. 2. Post-Execution Reconputation

After MBC execution conpletes (whether via HALT or 256-instruction
limt), the Shim MJST:

1. Reconpute CRC-16/CCITT of the updated register state

2. Wite the updated Mnad state with new CRC i nto the outgoing
packet’s HbH option

3. Return XDP_TX to transmt the packet
Thi s ensures correct state propagates to the next hop.
12.3. Anonaly Event Format

When CRC validation fails, an Anonmaly event is witten to
COVPUTE_EVENTS wi th structure:

* timestanp: 64-bit Uni x nanoseconds
* event _type: 8-bit code (0x01 = CRC _FAI LED)
* flow tuple: Source IP, Dest IP, Flow Label (for correlation)
* nponad_state: Copy of corrupted Mnad state
* expected crc: Expected CRC val ue
* conputed_crc: Conputed CRC val ue
13. | ANA Consi derations

Thi s specification requests creation of three ANA registries to
support interoperability and future standardi zation.

13.1. ShimPipeline Stage Registry
Regi stry Name: Unheaded Shim Pi peline Stages

Range: 0-255
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Initial assignments:

* 1. Assenbly

* 2: Verification

* 3: Loading

* 4: Execution

2. BPF Map Type Registry for UPC
Regi stry Name: Unheaded BPF Map Types
Range: 0-255

Initial assignnents:

* 1. ROM_MAP (read-only program i mge)
* 2. RAM MAP (read-wite nmenory)

* 3. CPU MAP (register state)

* 4. SCREEN _MAP (franebuffer)

* 5: KBD_MAP (keyboard input)

* 6: TTY_MAP (terminal output)

* 7. PROC_TABLE (process state)

* 8: SCHED STATE (schedul er state)

* 9: TLB _MAP (virtual nenory)

* 10: COWPUTE_EVENTS (event | og)

3. Dream Ladder Level Registry

Regi stry Name: Unheaded Dream Ladder Levels
Range: 0-7

Initial assignments:

* 0: Mcrocode (required)

Shim Pi pel i ne Specification for the Unhe
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14.

14.

14.

14.

* 1. Digital (required)
* 2. Mechani cal (required)
* 2a: Menory I/ O (recomended)
* 3 Interrupts and Exceptions (optional)
* 4. Scheduling and Miultitasking (optional)
* b5-7: Reserved for future use
Security Considerations
1. Primary Security Boundary: eBPF Verifier
The eBPF verifier is the primary security boundary. Al MC
execution occurs within eBPF context, subject to kernel verification
rules follow ng principles established in [RFC9000] for transport
reliability:
* Menory access nust be in-bounds (BPF map bounds enforce this)

* Loops nust be bounded (256-instruction linmt enforces this)

* Privilege escalation is not possible (XDP context isolation
enforces this)

2. CPU Exhaustion Prevention

The 256-instruction limt per tick prevents malicious prograns from
consum ng excessive CPU resources. Progranms exceeding this limt are
suspended and resune at the next tick. Over a period of N ticks, the
maxi mumtotal instructions executed is 256 * N, providing predictable
resource consunpti on.

3. Menory Access Control

BPF maps provi de bounds checki ng:

*  ROM MAP: Qut-of -bounds reads return zero

*  RAM MAP: Qut-of-bounds wites are silently dropped

* SCREEN_MAP: Cut - of -bounds pixel wites are silently dropped

The kernel enforces all bounds checks; the Shimdoes not need to
replicate this.
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14. 4. Packet Leakage Prevention
Al'l Shim processing returns XDP_TX (bounce packet to sender or next
hop). Return codes XDP_DROP and XDP_PASS are never used, preventing
acci dental packet |eakage into the host stack or transm ssion to
uni nt ended reci pi ents.
14.5. Tick Packet Injection Trust Mbde
Any node on the network path can inject tick packets. The Shim does
not authenticate the origin of tick packets. This is an
architectural assunption: use network ACLs and | PSec if
authentication is required. The Shims responsibility is to:
* Validate CRC to detect corruption (but not forgery)
* Process only valid, well-formed MBC i nstructions
* Prevent execution of out-of-spec opcodes
14.6. Register State Confidentiality
Monad register contents are visible in plaintext at each hop (in the
| Pv6 HbH option). There is no confidentiality for register state.
If confidentiality is required, apply TLS or |PSec encryption at a
| ayer above the Shim
14.7. Verification as a Security Gate
The Verification stage MJST reject progranms wth:
* Invalid opcodes (prevents execution of undefined instructions)
* Qut-of-range registers (prevents register field corruption)
* Qut-of-range i nmedi ates (prevents encodi ng errors)
* Invalid branch targets (prevents control flow attacks)
Prograns that fail verification MJST NEVER be | oaded. No exceptions.
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