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Abst r act

Thi s docunent defines the MBC (Minad Bytecode) Instruction Set
Architecture for the Unheaded Protocol Conputer (UPC). MBCis a

48- opcode, 32-bit fixed-width instruction set designed for execution
within eBPF XDP progranms. It provides conputational capabilities for
di stributed packet processing using the Monad wire format, enabling
determnistic network packet classification and transformati on at the
net wor k edge.

Status of This Meno

Thi s docunent specifies an Experinmental Internet Protocol for the
Internet community. This docunent is a product of the |ndependent
Submi ssion stream It represents the work and views of its author,
who is responsible for its contents. |t does not represent a
consensus view of the Internet community. Readers interested in this
topic should note that the content of this docunment may change based
on depl oynent experience and feedback fromthe Internet at |arge.
Publication of this docunment does not inply adoption by the Internet
Engi neering Task Force (I ETF). Note that other groups nay al so

di stribute working docunments as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

This Internet-Draft will expire on Septenber 18, 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info/) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and nust
provi de the Revised BSD License, as described in Section 4.e of the
Trust Legal Provisions (https://trustee.ietf.org/license-info/).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
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and restrictions with respect to this docunent.

Tabl e of Contents

1. Introduction . 5
2. Requirenents Language . 6
3. Instruction Encoding 6
3.1. Instruction Format e 6
3.2. Instruction Encoding Variants . 7
4. Register Model e 7
4.1. Ceneral -Purpose Registers . 7
4.2. Flags Register 8

Bellis Expi res 20 Sept enber 2026 [ Page 2]



Internet-Draft

bl

o1
QOB NOOoNOOOhOoaoaaaadaOIOogoE AW

Bellis

o
e

w 0

~N ~

PRPRPRRER

NN

® ® 0 0w ®

©ooo

Program Counter . . .
CPU State Structure .

nstruction Set

Arithmetic Instruct|ons .

.1. ADD - Addition . .

2. SUB - Subtraction . .

3. ML - I\/Ultlpllcatlon(Low32 Blts)
4. DV - Integer Division . .
5. M - Integer Mddulo . . .

6. NEG - Arithnetic Negation .

Logi ¢ and Bitw se Instructions

1. AND - Bitwise AND .

2. OR- Bitwise OR. .

3. XOR - Bitw se Exclusive (P

4. NOT - Bitwise NOT . .

5. SHL - Shift Left (Immdlate) .
6. SHR - Shift Right Logical (Imedi ate) .
7. SAR - Shift Right Arithnetic (Irrmadlate)
Dat a Movement |nstructions . .
1. MO - Mve Register .

.2. MWl - Move Inmediate .

Conparison Instruction

.1. CwW - Conpare . .

Ext ended | nmedi at e Instruct|ons .
.1. LOAD I MVB2 - Load 32-bit | nnmedi ate
.2. ADDI - Add I mediate

Interrupt Instructions

.1. INT - Trigger Interrupt .

.2. |IRET - Return fromInterrupt

Stack Operations . . ..

.1. PUSH - Push to Stack

.2. POP - Pop from Stack

Branch and Junp Instructions

.1. JMP - Unconditional Junp

2. JZ - Jump if Zero . . .

3. JNZ - Junp if Not Zero

4. JN - Junmp if Negative .

5. JP - Junp if Positive .

6. JC- Junmp if Carry .

7. JNC - Junp if No Carry

Call and Return Instructions

.1. CALL - Call Subroutine

.2. RET - Return from Subroutine

3. JMPR - Junp Register

4. CALLR - Call Register

Menory Load and Store Instructi ons
0.1. LD - Load Word (32-bit)

0.2. ST - Store Wrd (32-bit)

Expi res 20 Sept enber 2026

MBC I nstruction Set Architecture for the

March 2026

O © O OO

10

10
11
11
11
11
11
12
12
12
12

13
13
13
13
13
14
14
14
14
14
14
15
15
15
15
15
16

16
16
17
17
17
17
17
17
18
18
18
18

[ Page 3]



I nterne

®O® NNNN OO0

©Looo

10.
10.
11.

11.
11.
11.
11.
11.
11.

12.

12.

Bellis

1.
2
.3
Saf ety Constraints
1
2
3
4.

t-Draft MBC Instruction Set Architecture for the

5.10.3. LDB - Load Byte (8-bit)

5.10.4. STB - Store Byte (8-bit) . . .
5.10.5. LDH - Load Hal f-word (16-bit)
5.10.6. STH - Store Half-word (16-bit)

.11. Register-Based Shifts and Extended Aﬂ t hrretl c

5.11.1. SHLR - shift Left Register . . .
5.11.2. SHRR - sShift Right Logical Regi st er
5.11.3. SARR - Shift Right Arithnetic Register
5.11.4. MJLH - Miltiply H gh (Signed) .

.12. Extended Multiply .

5.12.1. MILHU - Miltiply Hgh Uh3|gned

.13. Atonmic Operations .

5.13.1. CLI - Cdear Int errupt Enabl e .
5.13.2. STl - Set Interrupt Enable .
5.13.3. XCHG - Atom c Exchange .
5.13.4. CAS - Conpare and Swap .

.14. System Instructions .

5.14.1. SYSCALL - System Call
5.14.2. HALT - Halt Execution
Menory Addressing .

.1. Indexed Addressi ﬁg l\/bde
.2. Alignnent Requirenents
.3. Address Space Layout

BPF Verifier Conpliance .

.1. Instruction Limt

2. Bounded Loop Pattern
3. Map Access Null Checks
4. Menory Safety Quarantees
I nterrupt Mdel .
I nterrupt Vector Tabl e (IVT)
Interrupt Handling Sequence .
Standard Interrupt Sources

Opcode Wi telist .

Di vi sion by Zero Behavi or

St ack Bounds

Privil ege Model .
| ANA Considerations . . .

1. MBC Opcode Registry

Security Considerations . .
BPF Verifier as Trust Boundary .
Instruction Limt Prevents Infinite Loops
No Privilege Separation
CAS Atomicity Limtations .
Menory Bounds Enforced by eBPF Maps
CRC Val i dation Before MBC Execution
Ref erences .
1. Normative Ref er ences .

cuhwnE

Expi res 20 Sept enber 2026

March 2026

19
19
19
19
20
20
20
20
20
21
21
21
21
21
21
22
22
22
22
23
23
23
23
24
24
24
24
25
25
25
26
26
26
26
27
27
27
27
27
30
30
30
30
30
31
31
31
31

[ Page 4]



Internet-Draft MBC Instruction Set Architecture for the March 2026

12. 2. Informati ve References . . . . . . . . . . . . . . . . . 32
Author’'s Address . . . . . . . . . . . . . . . . . . . .. ... 32
1. Introduction

The Unheaded Protocol Conputer (UPC) is a conputational engine
enbedded wi thin eBPF XDP programs, executing at the network edge to
provi de determ ni stic packet processing for infrastructure
automati on. The MBC Instruction Set Architecture defines the | ow

| evel conputation nodel for the UPC

MBC is optimzed for execution within eBPF verifier

constrai nts—specifically the 256-instruction linmt per eBPF program
execution. This constraint drives several design decisions: fixed-
width 32-bit instructions for efficient decoding, a conpact
16-register set for mnimal nenory usage, and a carefully tuned
opcode al |l ocation that bal ances feature conpl eteness with code
density.

The primary use cases for MBC incl ude:

* Packet classification based on Monad wire format headers

* Dynam c packet transformation and header rewriting

* Per-packet telemetry and flow tracking

* Distributed policy enforcenent in nulti-hop environnents

MBC is part of the Foundation (Mnad wire format specification),
whi ch defines the Monad packet header structure and flow semantics.
The Monad wire format provides a 20-byte fixed header with 12 | ANA-
regi stered extensions, frozen at version 0x0l. WMBC executes on
packets carrying Monad headers, all ow ng per-packet conputation to be
distributed across the network infrastructure.

Conpl emrentary to MBC are two ot her Unheaded specifications:

* Whtan: The nessage bus and ring buffer protocol for event
distribution within the UPC ecosystem

* Sophia: The dictionary service and know edge graph for statefu
comput ati on and policy storage

Thi s docunent specifies the conplete MBC | SA, including instruction

encodi ng, register nodel, opcode definitions, menory addressing,
i nterrupt handling, and BPF verifier conpliance.
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2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174].

3. Instruction Encoding

MBC uses a 32-bit fixed-width instruction format. Al instructions
are aligned on 4-byte boundaries and follow a uniform structure.

3.1. Instruction Fornat
The 32-bit instruction is |laid out as foll ows:

0 1 2 3

01234567890123456789012345678901

L e i S e I S ek i S N SR S

| Opcode | Destination | Sour ce | I mredi at e

| [ 31: 24] | [ 23: 20] | [ 19: 16] | [15:0] |

R o o e e i i e S S S s T S S S S e e ik i e R

Opcode [31:24]: 8-bit opcode identifier, ranging from O0x00 to OxFF
Opcodes 0x00 and OxFE are reserved.

Destination [23:20]: 4-bit register index (r0-r15) for the result of
the operation, or flags register for conpare operations.

Source [19:16]: 4-bit register index (r0-r15) for the first operand,
or flags for conditional branches.

I mediate [15:0]: 16-bit signed i nmedi ate val ue, used for offsets,
constants, or as part of extended operands.

Al instructions are stored in little-endian byte order in nmenory.
When an MBC programis | oaded, the instruction stream MIUST be byte-
swapped fromthe storage format to the native CPU byte order before
executi on begins.

Field extraction follows standard C bitfield senantics: opcode is the
hi gh byte, destination is bits 23-20, source is bits 19-16, and
imediate is the low 16 bits. Al shifts and nmasks are perforned in
the native CPU word size (32-bit or larger).
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3.2. Instruction Encoding Variants

Several instruction fam lies use non-standard field mappings:

Arithnetic (ADD, SUB, MJL, DIV, MDD, NEG: Destination (dst) and
Source (src) both reference GPRs. Inmmediate field is unused (MJST
be 0).

Ext ended | nmredi ate (LOAD | MV32, ADDI): Destination is GPR
Imediate is signed 16-bit val ue, sign-extended to 32 bits.
Imediate field is the low 16 bits of the constant for LQOAD | MVB2.

Menory Operations (LD, ST, LDB, STB, LDH, STH): Destination is GPR
(for loads) or ignored (for stores). Source is base address GPR
I medi ate is signed byte/word of fset.

Branch Operations (JZ, JNZ, JN, JP, JC, JNC): Source field encodes
flags to test. Imediate is signed 16-bit word of fset from next
i nstruction.

Atom c Operations (XCHG CAS): Destination and Source are both GPRs.
I medi at e specifies additional paraneters.

4. Register Model

MBC provides a 16-register conputational nmodel with a separate flags
register.

4.1. Ceneral -Purpose Registers

MBC defines 16 general - purpose registers, each 32 bits wi de:
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Regi ster | Mienonic | Convention

0 | ro | Return val ue

1 | ri | Argunment 1, scratch
2 | r2 | Argument 2, scratch
3 | r3 | Argument 3, scratch
4 | ra | Argunent 4, scratch
5 | r5 | Argument 5, scratch
6 | reé | Call ee-saved

7 | r7 | Call ee-saved

8 | rg | Call ee-saved

9 | ro | Call ee-saved

10 | rio | Callee-saved

11 | ril | Scratch

12 | ri2 | Scratch

13 | ri3 | Scratch

14 | ril4 | Scratch

15 | ris | Stack pointer (SP) convention

Al'l registers are 32-bit unsigned values. Signed arithnetic uses
two’s conpl ement representation internally; the signedness is
determ ned by the instruction semantics, not register w dth.

The stack pointer (SP) convention uses rl1l5. The stack grows downward
(toward | ower addresses). Stack operations are not directly
supported by MBC instructions (PUSH and POP are nenory operations);
managenent of the stack is the responsibility of the MBC program

4.2. Flags Register

MBC rmai ntains an 8-bit flags register with the follow ng bit
assi gnnents

Bit | Mienonic | Meaning
____| __________ | ____________________________________________________

I F Interrupt Enable (1 = interrupts enabl ed)
Reserved Must be zero
Reserved Must be zero
Reserved Must be zero

I I
I I
I I
| |
| Reserved | Must be zero
I I
I I
I I

C Carry flag (set by arithnmetic, test by branch)
N Negative/ Sign flag (set by arithnetic)
z Zero flag (set by arithmetic, test by branch)

Flags are set by arithmetic operations (ADD, SUB, MJL, DV, MDD, NEG
and by conparison (CWP). Flags are tested by conditional branch
instructions (JZ, JNzZ, JN, JP, JC, JNC and by the interrupt contro
instructions (INT, CLI, STI).
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The Interrupt Enable (IF) flag

actually trigger interrupt han
4.3. Program Counter
The Program Counter (PC) is a
address of the currently execu
automatically increnented afte
and junp instructions nodify t
For the purposes of inmediate
i nstructions,
offset (i.e., it is nmultiplied
This all ows branch targets to
i nstruction.

4.4, CPU State Structure

The MBC CPU state is organi zed

Ofset | Field | Size |
------- |-
0-3 | rO | 4 |
4-7 | r1l | 4 |
A | ... |
56-59 | rl4 | 4 I
60-63 | ri5 | 4 |
64 | flags | 1 |
65-67 | reserved | 3 |
68-71 | PC | 4 |
72-127| reserved | 56 |
Total size: 128 bytes. This s

MBC executi on context.

MBC I nstruction Set Architecture for the

March 2026

controls whether INT instructions wll
dlers (see Section 5.6 for details).

32-bit register that holds the byte
ting instruction. The PCis
r each instruction execution.
he PC directly.

Br anch

field interpretation in branch

the i mediate value is treated as a signed 16-bit word

by 4 bytes before being added to PC).
reach +/- 128 KB fromthe current

as a single 128-byte structure:

Descri ption
Gener al - pur pose register 0
General - purpose register 1

Gener al - purpose register 14
Stack pointer (SP)

Z, N C |IF flags

Reserved for alignnent
Program count er

Reserved for future use

tructure is the working nenory for each

5. Instruction Set
MBC provi des 48 distinct opcodes, organized by functional category.
5.1. Arithnetic Instructions
Arithnmetic instructions operate on two 32-bit operands (src, dst) and
update the flags register
5.1.1. ADD - Addition
Bellis Expi res 20 Sept enber 2026 [ Page 9]
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Opcode: 0x01
Encodi ng: [0x01][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst + src
Flags: Z, N, C set according to result

Adds the value in src register to dst register, storing the result in
dst. Carry flag is set if unsigned overflow occurs. Negative flag
is set if result is negative (bit 31 set). Zero flag is set if
result is zero

5.1.2. SUB - Subtraction

Opcode: 0x02
Encodi ng: [0x02][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst - src
Flags: Z, N, C set according to result

Subtracts the value in src fromdst, storing the result in dst.
Carry flag is set if unsigned underflow occurs (borrow). Negative
and Zero flags set as in ADD.

5.1.3. MJL - Miltiplication (Low 32 Bits)

Opcode: 0x03
Encodi ng: [0x03][dst:r0O-r15][src:r0-r15][i mm unused]

Operation: dst = (dst * src) & OxFFFFFFFF
Flags: Z, Nset; Cset if high 32 bits are non-zero

Multiplies dst by src, storing the low 32 bits in dst. The Carry

flag indicates whether the result overflowed 32 bits. This

instruction perforns 32-bit nultiply returning 32-bit result.
5.1.4. DIV - Integer Division

Opcode: 0x04
Encodi ng: [0x04][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst / src
Flags: Z, Nset; trap if src ==

Di vides dst by src, storing the quotient in dst. If src is zero,

execution traps (see Security Considerations). Division is unsigned
32-bit arithnetic. Remainder is discarded.

Bellis Expi res 20 Sept enber 2026 [ Page 10]
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5.1.5. MO - Integer Mdulo

Opcode: 0x05
Encodi ng: [0x05][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst %src
Flags: Z, Nset; trap if src ==

Conput es dst modul o src, storing the remainder in dst. Traps on
divide by zero. Mdulo is unsigned 32-bit arithnetic.

5.1.6. NEG - Arithnetic Negation

Opcode: 0x06
Encodi ng: [0x06][dst:r0-r15][src:unused][imm unused]

Qperation: dst = -dst (two’'s conpl enent)
Flags: Z, N, C set according to result

Conputes the two's compl enent negation of dst. Equivalent to SUB
with dst=0 and src=dst. Carry flag is set if result overflows (i.e.,
if dst was 0x80000000).

5.2. Logic and Bitw se Instructions

Logi cal and bitwi se instructions operate on 32-bit val ues and update
fl ags.

5.2.1. AND - Bitwi se AND

Opcode: 0x07
Encodi ng: [0x07][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst & src
Flags: Z, N set

Performs bitwi se AND of dst and src, storing result in dst. Carry
flag is not nodified.

5.2.2. OR - Bitwise OR

Opcode: 0x08
Encodi ng: [0x08][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst | src
Flags: Z, N set

Perfornms bitwi se OR of dst and src, storing result in dst.

Bellis Expi res 20 Sept enber 2026 [ Page 11]
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5.2.3. XOR - Bitw se Exclusive OR

Opcode: 0x09
Encodi ng: [0x09][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = dst ~ src
Flags: Z, N set

Performs bitwi se XOR of dst and src, storing result in dst.
5.2.4. NOT - Bitw se NOT

Opcode: 0x0A
Encodi ng: [Ox0A][dst:r0-r15][src:unused][imm unused]

Qperation: dst = ~dst
Flags: Z, N set

Performs bitwi se NOT (one’s conplenent) of dst, storing result in
dst.

5.2.5. SHL - shift Left (Imediate)

Opcode: 0x0B
Encodi ng: [OxO0B][dst:r0O-r15][src:unused][inm shift anount 0-31]

Qperation: dst = dst &t;&t; (im & Ox1F)
Flags: Z, N set; Cset to last shifted-out bit

Shifts dst left by the anmount specified in the immediate field (0-31
bits). Vacated bits are zero-filled. Carry flag is set to the |ast
bit shifted out.

5.2.6. SHR - Shift Right Logical (Inmediate)

Opcode: 0x0C
Encodi ng: [O0x0C|[dst:r0O-r15][src:unused][inm shift anount O0-31]

Operation: dst = dst &gt; &t; (imm & Ox1F)
Flags: Z, N set; Cset to last shifted-out bit

Shifts dst right logically by the amount in the inmediate field.
Vacated bits are zero-filled (unsigned shift).

5.2.7. SAR - Shift Right Arithmetic (Inmredi ate)
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Opcode: 0x0D
Encodi ng: [Ox0D][dst:r0-r15][src:unused][inm shift anount 0-31]

Qperation: dst = ((int32_t)dst) &gt;&gt; (inmm & Ox1F)
Flags: Z, N set; Cset to last shifted-out bit

Shifts dst right arithnmetically by the amount in the inmediate field.
Vacated bits are filled with the sign bit (bit 31). This preserves
the sign of negative nunbers

5.3. Data Myvenent |nstructions

5.3.1. MOV - Myve Register

Opcode: 0xO0E
Encodi ng: [OxOE][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: dst = src
Flags: Z, N set

Copies the value fromsrc to dst. Flags are set based on the copied
val ue.

5.3.2. MWl - Mwve | medi ate

Opcode: 0xOF
Encodi ng: [OxOF][dst:r0O-r15][src:unused][imm signed 16-bit]

Qperation: dst = sign_extend(imm
Flags: Z, N set

Loads a sign-extended 16-bit i mediate value into dst. The i mediate
is sign-extended to 32 bits before being stored in dst.

5.4. Conparison Instruction
5.4.1. CWP - Conpare

Opcode: 0x10
Encodi ng: [0x10][dst:r0O-r15][src:r0-r15][i mm unused]

Qperation: Compute (dst - src), update flags, discard result
Flags: Z, N, C set according to subtraction

Conpares two val ues by conputing dst - src and setting fl ags
accordingly, without storing the result. The Carry flag is set if
unsi gned underflow occurs (src > dst in unsigned conparison). This
instruction is used to prepare for conditional branches.
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5.5. Extended | nmedi ate I nstructions
5.5.1. LOAD IMM32 - Load 32-bit |Inmediate

Opcode: 0x1C
Encodi ng: [Ox1C][dst:rO-r15][upper:4-bit upper word][imm 16-bit | ower word]

Operation: dst = (upper << 16) | inmm
Fl ags: Z, N set

Loads a full 32-bit inmediate into dst. The upper 4 bits cone from
the source field, the lower 16 bits fromthe imediate field. The
mddle 12 bits are zero-filled. This allows |oading of arbitrary
20-bit imediates. For full 32-bit constants, two consecutive
instructions are required.

5.5.2. ADDI - Add |Inmediate

Opcode: 0x1D
Encodi ng: [O0x1D][dst:r0-r15][src:unused][imm signed 16-bit]

Qperation: dst = dst + sign_extend(inmm
Flags: Z, N, C set according to result

Adds a sign-extended 16-bit inmediate to dst, storing the result in
dst. Flags are updated as in ADD.

5.6. Interrupt Instructions
5.6.1. INT - Trigger Interrupt

Opcode: 0x17
Encodi ng: [O0x17][vector:r0O-r15][src:unused][imm unused]

Qperation: If IF flag set, junp to | VT[vector]; save return address
Flags: |F cleared upon entry to handl er

Triggers the interrupt handler at |IVT entry specified by the value in
the vector register. The PC+l (next instruction address) is pushed
onto the stack (via SP--). The Interrupt Enable flag is cleared upon
entry to the handler, preventing nested interrupts. |If IF is already
clear, INT is a no-op.

5.6.2. |IRET - Return fromlnterrupt
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Opcode: 0x18
Encodi ng: [0x18][dst: unused][src:unused][imm unused]

Qperation: PC = pop fromstack; IF =1
Flags: |F set

Returns froman interrupt handler. Restores the saved PC fromthe
stack and sets the Interrupt Enable flag. The stack pointer (r15) is
i ncremented by 4.

5.7. Stack Operations

5.7.1. PUSH - Push to Stack

Opcode: Ox1A
Encodi ng: [Ox1A][src:r0-r15][dst:unused][inmm unused]

Qperation: *(--SP) = src; (SP -= 4)
Fl ags: None

Pushes the value in src onto the stack (using rl15 as SP). The stack
grows downward (toward | ower addresses). SP is decrenented by 4
bytes before the wite.

5.7.2. POP - Pop from Stack

Opcode: 0x1B
Encodi ng: [O0x1B][dst:r0-r15][src:unused][inmm unused]

Operation: dst = *(SP); (SP += 4)
Fl ags: None

Pops a value fromthe stack into dst. SP is increnented by 4 bytes
after the read.

5.8. Branch and Junp Instructions
5.8.1. JMP - Unconditional Junp

Opcode: 0x20
Encodi ng: [0x20][dst: unused][src:unused][inmsigned 16-bit word of fset]

Operation: PC = PC + (sign_extend(inm * 4)
Fl ags: None
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Unconditionally junps to the target address specified by the sign-
extended i mediate. The immediate is nmultiplied by 4 to convert from
word offset to byte offset. This allows junps to +/- 128 KB fromthe
current instruction

5.8.2. JZ - Jump if Zero

Opcode: 0x21
Encodi ng: [0x21][dst:unused][src:flags field][inmsigned 16-bit word of fset]

Qperation: If Z flag set, PC = PC + (sign_extend(im) * 4)
Fl ags: None

Junps if the Zero flag is set. Typically used after a CWP or
arithmetic instruction. Source field encodes which flag to test
(currently only Z is supported in src=0x0).

5.8.3. JNZ - Junp if Not Zero

Opcode: 0x22
Encodi ng: [0x22][dst:unused][src:flags field][inmsigned 16-bit word of fset]

Qperation: If Z flag clear, PC = PC + (sign_extend(inmm * 4)
Fl ags: None

Junps if the Zero flag is clear (i.e., result was non-zero).
5.8.4. JN - Junp if Negative

Opcode: 0x23
Encodi ng: [0x23][dst:unused][src:flags field][immsigned 16-bit word offset]

Qperation: If Nflag set, PC = PC + (sign_extend(im) * 4)
Fl ags: None

Junps if the Negative flag is set (result bit 31 is 1).
5.8.5. JP - Junp if Positive

Qpcode: 0x24
Encodi ng: [O0x24][dst:unused][src:flags field][inmsigned 16-bit word of fset]

Operation: If Nflag clear, PC = PC + (sign_extend(inmm * 4)
Fl ags: None

Junps if the Negative flag is clear (result is positive or zero).

Bellis Expi res 20 Sept enber 2026 [ Page 16]



Internet-Draft MBC Instruction Set Architecture for the March 2026

5.8.6. JC - Junp if Carry

Opcode: 0x25
Encodi ng: [0x25][dst:unused][src:flags field][inmsigned 16-bit word of fset]

Operation: If Cflag set, PC = PC + (sign_extend(im) * 4)
Fl ags: None

Junps if the Carry flag is set. Used for unsigned overfl ow
det ecti on.

5.8.7. JNC - Junp if No Carry

Opcode: 0x26
Encodi ng: [0x26][dst:unused][src:flags field][inmsigned 16-bit word of fset]

Qperation: If Cflag clear, PC = PC + (sign_extend(imm * 4)
Fl ags: None

Junps if the Carry flag is clear.
5.9. Call and Return Instructions
5.9.1. CALL - cCall Subroutine

Opcode: 0x27
Encodi ng: [0x27][dst:unused][src:unused][inmsigned 16-bit word of fset]

Qperation: *(--SP) = PC + 1; PC = PC + (sign_extend(im) * 4)
Fl ags: None

Calls a subroutine at the address specified by the offset. The
return address (PC+l) is pushed onto the stack before junping. Used
with RET to inplenment subroutine calls.

5.9.2. RET - Return from Subroutine

Opcode: 0x28
Encodi ng: [0x28][dst: unused][src:unused][imm unused]

Qperation: PC = *(SP); SP += 4
Fl ags: None

Returns from a subroutine by popping the return address fromthe
stack and junping to it. Conmplenents CALL.

5.9.3. JWMPR - Junp Register
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Opcode: 0x29
Encodi ng: [0x29][dst:unused][src:r0-r15][i mm unused]

Qperation: PC = src_register_val ue
Fl ags: None

Performs an indirect junp to the address contained in the src
register. No return address is saved.

5.9.4. CALLR - Call Register

Opcode: 0x2A
Encodi ng: [ O0x2A][dst:unused][src:r0-r15][i mm unused]

Qperation: *(--SP) = PC + 1; PC = src_register_val ue
Fl ags: None

Performs an indirect call to the address in the src register. The
return address (PC+1l) is pushed onto the stack

5.10. Menory Load and Store Instructions
Al'l nmenory operations use i ndexed addressing: effective_address =
base register + sign_extend(imm). The imediate field is a signed
byte offset (for byte load/store) or word offset (for word | oad/
store).

5.10.1. LD - Load Word (32-bit)

Opcode: 0x30
Encoding: [0x30][dst:r0O-r15][src:r0-r15][imm signed 16-bit offset]

Qperation: dst = *(base + sign_extend(inm)
Flags: Z, N set

Loads a 32-bit word frommenory at address (src + sign_extend(inmm)
into dst. The imediate is treated as a byte offset. Unaligned
access behavi or is undefined.

5.10.2. ST - Store Wrd (32-hit)

Opcode: 0x31
Encodi ng: [0x31][src:r0-r15 (data)][base:r0-r15][imm signed 16-bit offset]

Qperation: *(base + sign_extend(imm) = src
Fl ags: None
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Stores a 32-bit word fromsrc into menory at address (base +
sign_extend(im)). The destination field is used to specify the base
register. The source field specifies the data register

5.10.3. LDB - Load Byte (8-bit)

Opcode: 0x32
Encodi ng: [0x32][dst:r0O-r15][src:r0-r15][imm signed 16-bit offset]

Qperation: dst = *(uint8 t*)(base + sign_extend(inmm); zero-extend to 32 bits
Flags: Z, N set

Loads an 8-bit byte frommenory, zero-extends it to 32 bits, and
stores it in dst.

5.10.4. STB - Store Byte (8-hit)

Opcode: 0x33
Encodi ng: [O0x33][src:r0-r15 (data, |ow byte used)][base:r0-r15][inm signed 16-bit offset]

Qperation: *(uint8 t*)(base + sign_extend(imm) = (uint8_t)src
Fl ags: None

Stores the low byte of src into nenory at address (base +
sign_extend(im)).

5.10.5. LDH - Load Hal f-word (16-bit)

Qpcode: 0x34
Encodi ng: [0x34][dst:r0-r15][src:r0-r15][imm signed 16-bit offset]

Qperation: dst = *(uintl6_t*)(base + sign_extend(im)); zero-extend to 32 bhits
Flags: Z, N set

Loads a 16-bit half-word from nenory, zero-extends it to 32 bits, and
stores it in dst.

5.10.6. STH - Store Half-word (16-bit)

Opcode: 0x35

Encodi ng: [O0x35][src:r0-r15 (data, |ow hal f-word used)][base:r0-r15][i nm signed 16-bit of
fset]

Qperation: *(uintl6 t*)(base + sign_extend(imm) = (uintl6 t)src
Fl ags: None

Stores the low 16 bits of src into nenory at address (base +
sign_extend(im)).
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5.11. Register-Based Shifts and Extended Arithnetic
5.11.1. SHLR - sShift Left Register

Opcode: 0x36
Encodi ng: [0x36][dst:r0-r15][src:r0-r15 (shift count)][i mm unused]

Qperation: dst = dst &t;&t; (src & Ox1F)
Flags: Z, N set; Cset to last shifted-out bit

Shifts dst left by the anmount specified in src (masked to 5 bhits).
Unli ke SHL, the shift anpbunt cones froma register, allow ng dynamc
shift amounts.

5.11.2. SHRR - Shift Right Logical Register

Opcode: 0x37
Encodi ng: [O0x37][dst:r0-r15][src:r0-r15 (shift count)][i mm unused]

Qperation: dst = dst &gt; &t; (src & Ox1F)
Flags: Z, Nset; Cset to last shifted-out bit

Shifts dst right logically by the anbunt in src (nmasked to 5 bits).
Vacated bits are zero-filled.

5.11.3. SARR - Shift Right Arithnetic Register

Opcode: 0x38
Encodi ng: [0x38][dst:r0-r15][src:r0-r15 (shift count)][i mm unused]

Qperation: dst = ((int32_t)dst) &gt;&gt; (src & Ox1F)
Flags: Z, Nset; Cset to last shifted-out bit

Shifts dst right arithnetically by the amount in src (nmasked to 5
bits). Vacated bits are filled with the sign bit.

5.11.4. MJLH - Miltiply H gh (Signed)

Opcode: 0x39
Encodi ng: [0x39][dst:r0-r15][src:r0-r15][i mm unused]

Qperation: dst = (((int64_t)(int32 t)dst) * ((int64_t)(int32 t)src)) >> 32
Flags: Z, N set

Performs a signed 32x32->64 bit multiply and returns the high 32

bits. Both operands are sign-extended from 32 bits to 64 bits before
mul tiplication. Useful for scaling and fixed-point arithnetic.
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5.12. Extended Multiply
5.12.1. MJHU - Miltiply H gh Unsigned

Opcode: 0x3A
Encodi ng: [Ox3A][dst:r0-r15][src:r0-r15][i mm unused]

Qperation: dst = (((uint64_t)dst) * ((uint64_t)src)) >> 32
Fl ags: Z, N set

Perfornms an unsi gned 32x32->64 bit multiply and returns the high 32
bits. Both operands are treated as unsigned 32-bit val ues.

5.13. Atom c Operations
5.13.1. CLI - dear Interrupt Enable

Opcode: 0x3B
Encodi ng: [O0x3B][dst:unused][src:unused][inmm unused]

Qperation: IF =0
Flags: |IF cleared

Clears the Interrupt Enable flag, disabling interrupt processing.
Al INT instructions become no-ops while IFis clear. Used to
protect critical sections frominterrupt preenption

5.13.2. STl - Set Interrupt Enable

Opcode: 0x3C
Encodi ng: [O0x3C][dst: unused][src:unused][imm unused]

Qperation: IF =1
Fl ags: |F set

Sets the Interrupt Enable flag, re-enabling interrupt processing.
Typically used after a CLI to re-enable interrupts at the end of a
critical section.

5.13.3. XCHG - Atom c Exchange

Opcode: 0x3D
Encoding: [0x3D][dst:r0-r15 (address)][src:r0-r15 (new value)][imm of fset]

Qperation: old = *dst; *dst = src; dst = old
Flags: Z, N set based on old val ue
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Atom cal |y exchanges the value at the nmenory address in dst with the
value in src. The old value is returned in dst. The inmediate field
specifies an optional offset to add to the address. This operation
is atomic with respect to interrupts (guaranteed to conpl ete without
interruption even if IFis set).

5.13.4. CAS - Conpare and Swap

Opcode: 0x3E

Encodi ng: [Ox3E][dst:r0-r15 (address)][src:r0-r15 (new value)][imm conpare val ue high 16
bi t s]

Qperation: if (*dst == conpare_value) { *dst = src; Z=1} else { Zz=0 }
Flags: Z set if swap succeeded, clear if failed

Atom cally conpares the value at address dst with a conpare val ue
(32-bit, specified via imediate and additional register). |f equal,
stores the new value fromsrc and sets Z flag. |If not equal, |eaves
menory unchanged and clears Z flag. Used for |ock-free

synchroni zation. The full 32-bit compare value is formed fromthe
imediate field (lower 16 bits) and a second i nmedi ate encoded in the
src field (upper 16 bits).

5.14. System Instructions
5.14.1. SYSCALL - System Call

Opcode: 0x40
Encodi ng: [0x40][syscall _numrO-r15][src:unused][inmm unused]

Qperation: I nvoke systemcall (syscall nunber in dst register)
Fl ags: Depends on syscal

I nvokes a systemcall. The syscall nunber is specified in the dst
register. Systemcalls provide access to eBPF hel per functions and
privil eged operations. Not all syscalls are available in XDP
context; availability depends on the eBPF verifier and kerne
ver si on.

5.14.2. HALT - Halt Execution

Opcode: OxFF
Encodi ng: [OxFF][exit_code:r0-r15][src:unused][imm unused]

Operation: Stop execution; return exit_code to caller
Fl ags: None (execution halts)
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Term nat es execution of the MBC program The value in the dst
register is returned as the exit code to the caller. This is used to
signal conpletion or error conditions back to the eBPF XDP program

6. Menory Addressing

MBC uses a single addressi ng node: indexed addressing.
6.1. Indexed Addressing Mde

Ef fecti ve Address = Base Regi ster + Signed O fset

For load/store instructions, the effective address is conmputed by
addi ng the sign-extended i mMmediate field to a base register. The
imediate field width determ nes the range:

* Byte instructions (LDB, STB): 16-bit signed offset = -32768 to
+32767 bytes

* Half-word instructions (LDH, STH): 16-bit signed offset = -32768
to +32767 bytes (each byte)

* Word instructions (LD, ST): 16-bit signed offset = -32768 to
+32767 bytes (each byte)

Al'l menory accesses use byte offsets in the inmmediate field. The
eBPF verifier enforces that all nenory accesses are w thin bounds of
al | ocat ed eBPF maps or kernel nenory buffers.

6.2. Alignnent Requirenents

MBC does not require strict alignment for nenory accesses, but
performance is inproved for naturally-aligned accesses (4-byte words
shoul d be 4-byte aligned, etc.). Unaligned access behavior is
defined by the underlying eBPF map type and kernel architecture.

6.3. Address Space Layout

MBC address space is not directly visible to MBC programs. Al

menory access goes through eBPF map keys, and the base register

val ues are validated by the eBPF verifier. Typical layout in an eBPF
program

* 0x00000000 - OxOFFFFFFF: Stack nenory (provided by eBPF runtime,
typically 512 bytes per context)

*  0x10000000+: eBPF map nmenory (accessed via hel per functions,
val i dated by verifier)
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7. BPF Verifier Conpliance

MBC execution rmust conply with eBPF verifier constraints to be JIT-
conpi l ed for high performance

7.1. Instruction Linit
An MBC program MJUST NOT exceed 256 instructions per eBPF program unit
("per tick"™ of the XDP handler). This is the eBPF verifier’'s limt
on linear instruction sequences wi thout |oops. Loops within MBC
progranms nust follow bounded iteration patterns (see bel ow).

7.2. Bounded Loop Pattern

MBC prograns that use loops (via junp instructions) nust ensure | oops
termnate in bounded tinme. The standard pattern is:

1. Initialize a loop counter (e.g., rl = 0)

2. Increnent counter in |loop body (e.g., rl1 =rl1 + 1)

3. Test counter against Iimt (e.g., CWP rl, 256)

4. Conditional branch back to loop start (e.g., JC loop_start)

The eBPF verifier performs static analysis to verify that the | oop

counter is bounded and the loop will termnate. |If a loop is
unbounded, the programw |l fail verifier validation and will not be
| oaded.

7.3. Map Access Null Checks
Any access to eBPF map data via LD/ ST instructi ons MJST be preceded
by a bounds check or the eBPF verifier will reject the program In
practice, this neans:

* The base register for a nmenory access nust either be the stack
poi nter (r15) or a validated map data pointer

* The offset nmust be within the known bounds of the allocated region

* |f accessing map data, the nap | ookup MJST have been perforned
i medi ately before the access

The eBPF verifier tracks data flow to ensure these properties are
mai nt ai ned.
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7.4. Menory Safety Guarantees
The eBPF verifier enforces nenory safety:
* Al menory addresses are validated before access
* Stack accesses are bounds-checked
* Map accesses are validated against allocated map size
* Uninitialized reads are prevented by data-flow anal ysis
* Qut-of-bounds wites are prevented by bounds checki ng
These guarantees are inherent to the eBPF execution nodel and are not
specific to MBC. However, MBC prograns nust be structured to respect
t hese constraints.

8. Interrupt Mdel

MBC provides a sinple interrupt mechani smfor synchronous events and
i nter-process conmunication

8.1. Interrupt Vector Table (IVT)
The IVT is a 256-entry table of interrupt handl er addresses, |ocated
at fixed word addresses 0x00 to OxFF. Each entry is a 32-bit word
address (4 bytes apart). The total IVT size is 1024 bytes (256
entries x 4 bytes).

Address | Vector | Purpose

0x000 | 0x00 | Reserved (division by zero trap)
0x004 | 0x01 | Reserved
.. [ [
0x080 | 0x20 | Timer interrupt
0x084 | Ox21 | Keyboard interrupt
c. | ... | ...
0x200 | 0x80 | Systemcall (SYSCALL instruction)
I I

(Reserved for user-defined handl ers)
The IVT is initialized by the MBC | oader before program execution

begins. Entries not filled by the | oader contain zero (trap on
execution).
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8.

8.

9

2. Interrupt Handling Sequence

VWhen an interrupt is triggered (via INT instruction or externa
har dwar e event):

1. The CPU saves the current PC+l (return address) onto the stack
(at SP-4, then decrenents SP)

2. The Interrupt Enable (IF) flag is cleared
3. The PCis |oaded with the value from | VT[vector_ nunber]
4. Execution continues at the interrupt handl er

5. The handl er executes IRET to return: restores PC from stack, sets
IF flag

Interrupt handlers run with IF clear, preventing nested interrupts
(re-entrancy).

3. Standard Interrupt Sources

0x20 (Timer): Periodic tinmer interrupt, used for tine-based
schedul i ng and wat chdog tiners.

0x21 (Keyboard): Keyboard input interrupt. Not typically used in
XDP cont ext.

0x80 (Syscall): Invoked by the SYSCALL instruction, used to access
privil eged operations.

Vector 0x00 is reserved for division-by-zero exceptions. Additiona
vectors are reserved for user-defined purposes.

Saf ety Constraints

.1. Opcode VWhitelist

Only the 48 defined opcodes are valid in MBC prograns. Opcodes 0x00,
OXFE are reserved and MUST NOT be used. All other opcode val ues are
undefined and will cause a trap if executed. An MBC | oader MJST
validate that all instructions in a programuse only defined opcodes
bef ore | oadi ng.
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9.2. Division by Zero Behavi or
If a DV or MDD instruction is executed with src = 0, the execution
traps (i.e., the eBPF programis termnated and an error is returned
to the kernel). This is consistent with hardware division-by-zero
behavior. The trap raises an exception that is caught by the eBPF
verifier.

9.3. Stack Bounds
The stack pointer (rl1l5) starts at a predeternined address (typically
the end of the eBPF stack frane, around 0x1000 in nost
i npl erentations). The MBC programis responsible for nmanaging stack
bounds. If SP underflows or overflows the allocated stack space,
menory corruption results. The eBPF verifier does not automatically
check stack bounds for MBC prograns; this is the responsibility of
t he programer.

9.4. Privilege Mdel
MBC has a flat privilege nodel with no distinction between user and
kernel nobde. All instructions execute with the sane privilege |evel.
The eBPF verifier is the trust boundary; any MBC programthat passes
verification is assuned safe to execute.

10. | ANA Consi derations

Thi s docunent requests the creation of a new | ANA registry for MBC
Opcodes.

10.1. MBC Opcode Registry
Regi stry Name: MBC Instruction Set Architecture Opcode Val ues
Regi stry Range: 0x00 - OxFF (256 val ues)
Regi stration Procedure: Standards Action [ RFC38126]
Initial Assignments:
* 0x00: RESERVED
* 0x01: ADD - Addition
* 0x02: SUB - Subtraction

*  0x03: ML - Multiply (low 32 bits)
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*  0x04: DV

I nt eger Division

* 0x05: MAD

I nteger Modul o

*  0x06: NEG - Negate

* 0x07: AND - Bitwi se AND

* 0x08: OR - Bitwi se OR

*  0x09: XOR - Bitw se XOR

*  OxOA: NOT - Bitw se NOT

* 0Ox0B: SHL - Shift Left (Immediate)

*  0Ox0C. SHR - shift Right Logical (Imediate)

*  0Ox0OD: SAR - Shift Right Arithnetic (I mredi ate)
*  OxOE: MOV - Move Register

*  OxOF: MOVl - Move Inmediate (16-bit sign-extended)
*  0x10: CWP - Conpare

* 0x11-0x1B: RESERVED

*  0x1C. LOAD I MVB2 - Load 32-bit Inmediate

* 0Ox1D: ADDI - Add I mredi ate (16-bit sign-extended)
*  Ox1E- Ox1F: RESERVED

* 0x17: INT - Trigger Interrupt

* 0x18: IRET - Return from I nterrupt

*  0x19: RESERVED

* Ox1A: PUSH - Push to Stack

*  0x1B: POP - Pop from Stack

*  0x20: JMP - Unconditional Junp

* 0x21: JZ - Junmp if Zero
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0x22:

0x23:

0x24:

0x25:

0x26:

0x27:

0x28:

0x29:

Ox2A:

JNZ - Junp if Not Zero

JN - Junp if Negative

JP - Jump if Positive

JC - Junp if Carry

JNC - Junp if No Carry

CALL - Call Subroutine

RET - Return from Subroutine
JMPR - Junmp Regi ster

CALLR - Call Register

0x2B- 0x2F: RESERVED

0x30:

0x31:

0x32:

0x33:

0x34:

0x35:

0x36:

0x37:

0x38:

0x39:

Ox3A:

0x3B:

0x3C:

0x3D:

LD - Load Word (32-bit)

ST - Store Word (32-bit)

LDB - Load Byte (8-bit)

STB - Store Byte (8-bit)

LDH - Load Hal f-word (16-bit)

STH - Store Hal f-word (16-bit)
SHLR - Shift Left Register

SHRR - Shift Right Logical Register
SARR - Shift Right Arithmetic Register
MJLH - Multiply High (Signed)
MULHU - Multiply H gh Unsigned

CLI - Cdear Interrupt Enable

STI - Set Interrupt Enable

XCHG - Atoni c Exchange
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11.

11.

11.

11.

11.

* Ox3E: CAS - Conpare and Swap
*  0Ox3F: RESERVED
*  0x40: SYSCALL - System Call
* 0x41- OxFD: RESERVED for future standardi zation
*  OxFE: RESERVED
*  OxFF: HALT - Halt Execution
Reserved ranges are allocated for future expansion. Any assignnent
of previously reserved opcodes requires standards action through the
| ETF.

Security Considerations
1. BPF Verifier as Trust Boundary
MBC security relies entirely on the eBPF verifier. An MBC program
that fails verifier checks will not be |l oaded. The verifier ensures
menory safety, bounds checking, and term nation. An attacker cannot
directly execute unverified MBC bytecode; all MBC prograns mnmust pass
the eBPF verifier before execution
2. Instruction Limt Prevents Infinite Loops
The 256-instruction limt per eBPF program guarantees that no single
MBC execution can consune arbitrary CPU tine. Loops nust be bounded,
enforced by verifier static analysis. This prevents deni al - of -
service attacks based on infinite |l oops within an MBC program

3. No Privilege Separation

MBC has no user/kernel npde distinction. Al MC instructions

execute at the sane privilege level. This sinplifies the |ISA but
means that any MBC code can access any menory | ocation accessible to
the eBPF programitself. [Isolation between different tenants nust be

provi ded by the eBPF XDP program and kernel, not by MBC itself.
4. CAS Atomicity Limtations

The CAS (Conpare and Swap) instruction is atomc with respect to eBPF
interrupts on a single core. However, it does not provide atomicity
across nmultiple cores or sockets. For multicore scenarios, externa
synchroni zation (e.g., distributed |ocks) is required. MBC prograns
MUST NOT assune that CAS provides nulticore atonmicity.
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11.

11.

12.

12.

5. Menory Bounds Enforced by eBPF Maps

Al'l menory access in MBC prograns is validated by the eBPF verifier
agai nst all ocated eBPF map sizes. Qut-of-bounds accesses are
prevented by the verifier. This guarantee is inherited fromthe eBPF
execution nodel and does not require additional MBC-level validation.

6. CRC Validation Before MBC Execution

Bef ore executing an MBC program on a Mnad-framed packet, the eBPF
XDP program MJUST verify the packet’s CRC (if present in the Mnad
header). Execution of MBC bytecode on corrupted packets can result

i n undefi ned behavior. The CRC check MUST occur before the first MBC
instruction is executed.
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