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Abst r act

Thi s docunent anal yzes the applicability of the TCP Authentication
Option (TCP-AO to secure TCP-based network nmanagement protocol s,
specifically NETCONF and gNM. It describes deploynment profiles in
whi ch TCP- AO provi des per-connection integrity and peer

aut hentication with | ow operational overhead, either as an
alternative to or in conbination with TLS/SSH. This docunent gives
gui dance on key managenent (e.g., static keys and operational "key
chai ns") and docunents expected behaviors and benefits. No new
protocol bits are defined and there are no | ANA acti ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction and Motivation

The TCP Aut hentication Option (TCP-AO [RFC5925] provides connection-
oriented integrity and peer authentication for TCP segnents with
cryptographic agility [ RFC5926]. TCP-AO has seen depl oynent
primarily with routing/control protocols; however, its applicability
to network nanagenment and telenmetry protocols is under-docunented.

Thi s docunent specifies practical applicability guidance for using
TCP-AO with two widely used TCP-based nmanagenent protocols: NETCONF

[ RFC6241] (conmonly over SSH [ RFC6242] or TLS [RFC7589]) and gNM (as
specified by the OpenConfig conmunity, see [OC-GNM]). TCP-AO can be
used: (a) as a |ightweight hop-by-hop integrity nechani smwhen TLS/
SSH are operationally inpractical; or (b) in defense-in-depth

al ongside TLS/ SSH to harden the TCP substrate agai nst spoofed resets
and option tanpering.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.
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3.

TCP- AO Recap

TCP- AO (TCP option kind 29; see TCP specification [ RFC9293]) protects
sel ected TCP header fields, options, and payl oad using per-connection
traffic keys derived froma Master Key Tuple (MKT). It supports
algorithmagility and hitless rekey via KeylDs, as specified in

[ RFC5925] and [ RFC5926]. TCP-AO provides integrity and peer

aut hentication only; it does not provide confidentiality. Wen
confidentiality is required, it SHOULD be used in conbination with an
encryption nechani sm such as TLS

Limtations of Existing Solutions (TLS/ SSH and | Psec)
TLS/ SSH:

* Provide end-to-end confidentiality and rich authentication, but
require PKI, certificate |ifecycle managenent, and consi stent
trust-store operations across heterogeneous fleets.

* Do not protect the underlying TCP control plane itself against
certain transport-level disruptions (e.g., off-path resets or
option tanpering on unencrypted segnents prior to keying).

| Psec:

* (Ofers strong security properties but introduces per-SA policy
managenent, NAT traversal considerations, and often coarser
granul arity (per-host/per-subnet) than operators desire for per-
connecti on managenent channel s.

In contrast, TCP-AO offers a |ightweight, hop-by-hop protection nodel
with explicit per-connection association and zero-|oss rekey

semanti cs.

Applicability to NETCONF

NETCONF servers typically listen on TCP port 830 (SSH) or use TLS per
[ RFC7589]. (Operators MAY deploy TCP-AO to protect the underlying TCP
transport for NETCONF sessi ons when

* TLS/SSH are unavailable or inpractical (e.g., brownfield devices
| acki ng PKI support), OR

* Additional hardening of the TCP substrate is desired in defense-
i n-dept h.

Gui dance:
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* AO policies SHOULD be enforced only between authorized client and
server peers (e.g., NMS subnets).

* (Operators SHOULD configure overlappi ng MKTs (key chains) to enable
predictable, hitless rekeys for long-lived sessions.

* \Were confidentiality is required, AO SHOULD be conbined with TLS/
SSH, AO by itself does not encrypt managenent content.

Applicability to gNM

gNM commonly runs over TCP with gRPC and often with TLS. Streani ng
telemetry subscriptions can be long-lived and bandwi dt h-efficient,
but the control channel remains sensitive to spoofed resets and
tanpering on the TCP pat h.

Gui dance:

* AO MAY be applied beneath gNM (with or without TLS) to provide
hop- by-hop transport integrity and to resist TCP control -pl ane
di srupti on.

* \When TLS is used for confidentiality/authentication, AO provides
addi ti onal assurance that TCP segnents (including control flags
and negoti ated options) are authenticated.

Key Managenent and Depl oynent

Static keys vs. dynam c keys:

* (Qperators MAY deploy static MKTs (pre-shared keys) at noderate
scale. To avoid outages during rotation, operators SHOULD use key
chains with overlapping lifetines and pl anned Keyl D transitions.

* TCP- AO does not define in-band key nanagenent; dynam c keying
occurs out-of-band. Existing automation systens (e.g., via
NETCONF/ TLS or gNM /TLS) MAY distribute and rotate MKTs securely.

Al gorithm sel ecti on:

* | nplenmentati ons MUST fol |l ow [ RFC5926] for required MACs/ KDFs
Qperators SHOULD prefer nodern, efficient MACs consistent with
i mpl emrent ati on gui dance.

Depl oyment not es:

* TCP-AO is not conpatible with address/port translation; the peers
| P addresses and ports are part of the authenticated context.
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11.

12.

* TCP-AO slightly reduces avail able MSS due to option bytes; PMIUD
SHOULD be verified on managenent paths.

Security Considerations

TCP- AO provides integrity and peer authentication at the transport

|l ayer and nitigates off-path spoofing, forged resets, and tampering
with protected TCP options and payload. |t does not provide
confidentiality; when secrecy is required, AO SHOULD be conbined with
TLS. Key hygiene is critical: per-peer unique MKTs SHOULD be used,
rotated regularly, and tracked operationally. Algorithmagility as
defined in [ RFC5926] SHOULD be nmi nt ai ned.

I ANA Consi derations

Thi s document has no | ANA acti ons.
Appendi x A, Non-Nornative Notes and Exanpl es

* Exanple policy: require AO on TCP/ 830 (NETCONF) and the gNM port
from NVS subnets; maintain two MKTs with 24-hour overlap for
mont hly rotations.

* Lab validation: capture AO presence with a packet analyzer (TCP
option kind 29) and test negative cases (wong Keyl D, wong MAC)
to verify expected failures.
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