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Abst ract

Thi s docunent defines a base profile of SSH for use with the U S.
Conmer ci al National Security Algorithm (CNSA) 2.0 Suite, a
cybersecurity advisory published by the United States Governnent
whi ch outlines quantumresistant cryptographic algorithmpolicy for
U.S. national security applications.

This profile applies to the capabilities, configuration, and
operation of all conponents of U.S. National Security Systens that
enploy SSH. It is also appropriate for all other U S. Governnent
systens that process high-val ue information.

This profile is made publicly available for use by devel opers and
operators of these and any other system depl oynents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 Cctober 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies a profile of SSH [ RFC4253] to conply with the
Nati onal Security Agency’s (NSA) Commercial National Security

Al gorithm (CNSA) 2.0 Suite [annccnsa]. This profile applies to the
capabilities, configuration, and operation of all conponents of U'S
National Security Systens (NSS) that enploy SSH U S. Nationa
Security Systems are described in N ST Special Publication 800-59

[ SPBO059]. This profile is also appropriate for all other U'S
CGovernment systens that process high-value information, and is nmade
publicly avail able for use by devel opers and operators of these and
any ot her system depl oynents.

The reader is assuned to have fanmiliarity with [ RFC4253].
[ ED NOTE: This document uses sone details from
[1-D. harrison-m kemssh] to specify use of M.-KEMin SSH W note

that the draft is not yet an RFC, and we nmay need to adjust this text
accordingly based on the progress of that docunent.]
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[ ED NOTE: This document may change to use gui dance from work
speci fying the use of M.-KEM and M.-DSA in SSH. ]

Al'l usage of the term"CNSA" in this docunment refers to CNSA 2.0
[annccnsa], unl ess ot herw se stated.

2. Term nol ogy
Text from RFC2119.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119] [RFCB174] if and only if they appear in all capitals, as
shown here.

Al'l MJST-1evel requirements of [RFC4253], apply throughout this
profile; they are generally not repeated. In cases where a MJST-

I evel requirement is repeated for clarity, the source docunent
prevails. This profile may contain changes that el evate or downgrade
some SHOULD- or MJST-1evel options froma specified RFC. Al options
from[RFC4253], that are not nentioned in this profile remain at the
requi renent | evel of the reference

Al'l usage of the term"CNSA" in this docunment refers to CNSA 2.0
[annccnsa], unl ess ot herw se stated.

3. The Commercial National Security AlgorithmSuite

The National Security Agency (NSA) profiles comrercial cryptographic
al gorithms and protocols as part of its mssion to support secure,

i nteroperabl e comunications for U S. Government National Security
Systens (NSS). To this end, it publishes gui dance both to assi st
with the U S. Governnent transition to new algorithnms and to provide
vendors - and the internet community in general - with information
concerning their proper use and configuration within the scope of

U.S. GCovernment National Security Systens.

The Conmmercial National Security Algorithm (CNSA) Suite is the set of
approved comercial algorithns that can be used by vendors and IT
users to neet cybersecurity and interoperability requirenents for
NSS. The initial suite of CNSA Suite algorithnms, Suite B
establ i shed a baseline for use of comrercial algorithms to protect
classified information. The followi ng suite, CNSA 1.0, served as a
bri dge between the original set and a fully quantumresi stant
cryptographic capability. The current suite, CNSA 2.0, establishes
fully quantumresi stant protection [annccnsa].
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Pursuant to the National Security Menorandum on Pronoting United
States Leadership in Quantum Conputing Wiile Mtigating Risks to

Vul nerabl e Cryptographic Systems [NSM 10], the National Institute for
St andards and Technol ogy (NI ST) sel ected several quantumresistant,
or post-quantum asymretric algorithns for standardization. From
these, NSA has included two in CNSA 2.0: M.-DSA-87 [FI PS204] for
signing, and M- KEM 1024 [ FI PS203] for key establishment. M.-DSA-87
and M.- KEM 1024 together with SHA384, SHA512, AES-256, LMS, and XMSS
conmprise the CNSA Suite 2.0.

The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance for using the CNSA 2.0 Suite in certain | ETF
protocols. These RFCs can be used in conjunction with other RFCs and
crypt ographi ¢ gui dance (e.g., N ST Special Publications) to properly
protect Internet traffic and data-at-rest for U S. Governnent

Nati onal Security Systens.

4. CNSA 2.0 Conpliance

The purpose of this document is to provide gui dance for CNSA-
compliant inplementations of the Secure Shell (SSH) protoco

[ RFC4253]. Note that, while conpliant Secure Shell inplenentations
MUST foll ow the guidance in this docunent, that requirenent does not
in and of itself inply that a given inplenentation of Secure Shell is
suitable for use in NSS. An inplenentation nmust be validated by the
appropriate authority before such usage is pernitted.

4.1. CNSA 2.0 Suite

The choice of all but the user authentication nethods is determ ned
by the exchange of SSH MSG KEXINI T between the client and the server
The al gorithnms provided in the name-lists specified in

SSH M5G KEXINIT are listed in order of preference. CNSA-conpliant

i npl ementations MJUST list the following algorithms as the first (nost
preferred) algorithms in their respective name-lists.

Key Exchange Al gorithns:

M- KEM 1024- sha384 [ FI PS203], [ SHS]
[ED NOTE: Use of M.-KEMis specified in [I-D. harrison-mkem ssh], and
this draft only details use for M-KEM 1024-sha384. CNSA 2.0 also
all ows SHA-512 to be used for the exchange hash, but at the tinme of
witing, only M-KEM 1024 with SHA-382 is specified in
[1-D. harrison-m kemssh]. |f SHA-512 becones avail abl e as an option,
it will be a CNSA conpliant option.]

Public Key Al gorithns:
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5.

5.

M.- DSA- 87 [ FI PS204]

[ED NOTE: There is no formal specification for use of M.-DSA in SSH,
this draft will be updated as necessary guidance is established.]

Encryption Al gorithns:
AEAD_AES 256_GCM [ RFC5647]
aes256- gcmapenssh. com

MAC Al gorithms (both client to _server and server to client):
AEAD_AES 256_GCM [ RFC5647]

Any al gorithnms not appearing in the above |ist MJUST NOT be negoti ated
for use in a CNSA-conpliant inplenentation of SSH.

[ ED NOTE: The authors are tracking draft-mller-sshmaes-gcmwth
regard to the use of AES-256 GCM for encryption and MAC. As the
draft progresses, we may include aes256-gcmin the Encryption
Algorithns field noted above.]

The procedures for applying the negotiated algorithns are given in
the follow ng sections.

Transport Layer
1. SSH MSG KEXINIT Overvi ew

The server and client use the SSH MSG KEXI NI T exchange [ RFC4253,
Section 7.1] to negotiate the follow ng name-1lists:

kex_al gorithns
server _host _key al gorithns
encryption_algorithns (client_to_server and server_to_client)
mac_al gorithns (client _to _server and server_to _client
The kex_algorithms name-list is used to negotiate key exchange
al gorithms and hash used in the exchange hash. This is discussed
further in Section 5.2.
The server _host _key algorithns name-list is used to identify the

al gorithms for which the server has host keys, and which the client
iswilling to accept. This is discussed in Section 5.3.
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The encryption_al gorithnms and nac_al gorithns name-lists are used to
negoti ate symretric encryption and MAC algorithm These nane-lists
are discussed in nore detail in Section 5.4.

5.2. Key Exchange

Thi s docunent does not preclude inplenmentations that contain

al gorithms other than those specified in CNSA 2.0, such as the

mandat ory-to-i npl ement algorithnms listed in the Key Exchange Met hod
Nanes (al so known as those containinng "MJST" in the OK to | npl enent
columm). However, algorithns that are not CNSA conpliant nust not be
negoti ated and used in a CNSA-conpliant connecti on.

A CNSA conpliant connection MJST NOT allow the reuse of epheneral/
exchange values in a key exchange al gorithm due to security concerns
related to this practice. In accordance with [ SPBO056A], an
epheneral private key shall be used in exactly one key establishnent
transaction and shall be destroyed (zeroized) as soon as possi bl e.

The key exchange al gorithm and hash is determ ned by the
kex_al gorithns nane-list exchanged in the SSH MSG KEXI NI T packets
[ RFC 4253 Section 7.1], as described above.

For CNSA conpliant connections, the followi ng MIST be negotiated in
the kex_al gorithns nane-list of SSH MSG KEXINI T, and MJST be the
first (nost preferred) choice in the list:

Key Exchange: M.- KEM 1024 MUST be used to establish a shared
secret value between the client and the server. Any algorithm
ot her than M.- KEM 1024 MJST NOT be negotiated for key exchange in
a CNSA-conpliant connecti on.

Hash Al gorithm The exchange hash MJST be generated using either
SHA- 384 or SHA-512, or the connection MJST be termi nated. Any

al gorithm ot her than SHA-384 or SHA-512 MUST NOT be negotiated for
hashing in a CNSA-conpliant connecti on.

[ ED NOTE: CNSA 2.0 conpliance requires the use of M-KEM 1024 for key
est abli shnent, and SHA-384 or SHA-512 for hashing. [RFC9142] does
not provide guidance for use of M.-KEMin SSH, but recently posted
[1-D. harrison-m kem ssh] details guidance on the technical function
necessary to include M.-KEMin SSH. Currently, the kex nessage
exchange requires use of SSH MSG KEXDH I NI T [ RFC4253], or

SSH MG ECDH I NI T [ RFC5656], and the details are given in that
docunent. This docunment is subject to change as

[1-D. harrison-m kem ssh] progresses. |
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The key exchange is started by the client and server sending an
SSH M5G KEXI NI T message. In SSH MSG KEXINIT, both the client and
server MJST include M-KEM 1024-sha384 [I-D. harrison-m kem ssh] in
the kex_al gorithns nane-list, and M.- KEM 1024-sha384 MJST be the
first (nost preferred) algorithmin the Iist.

For use of M.-KEM the client sends the public key output, PK, of the
M_- KEM KeyGen al gorithmin a foll owi ng nessage

The server then sends its reply nessage, which includes the

ci phertext output, CT, of the M.-KEM Encaps al gorithm and the
server’ s epheneral public host key. The exchange hash is then
generated and signed by the server.

Note that [I-D. harrison-m kem ssh] details several checks that nust
al so be perforned for the M.- KEM al gorithm conponents.

5.3. Server Host Authentication

For server host authentication, the server sends the client the
server_host _key_al gorithnms name-list packet of the SSH MSG KEXINI T
message. For CNSA conpliant connections, M.-DSA-87 MJST be listed as
the first (nost preferred) algorithmin server host key al gorithns.

The server generates the exchange hash H as defined in Section 5.2
and signs it using its private host key. CNSA 2.0 conpliance
requires the use of M.-DSA-87 for signatures.

[ ED NOTE: There is no formal specification for use of M.-DSA in SSH
this draft will be updated as necessary guidance is established.]

Aut hentication by the client is a twd-step process of validating the
presented public key and verifying the signature. By default, the
server sends a raw public key, but it could be an X 509 certificate.

For CNSA conpliant connections, servers MJST be authenticated using
digital signatures. The public key algorithminplenmented MIUST be M-
DSA-87. \Wiere possible, public keys SHOULD be validated with
certificates, otherwise, the client MIJST validate the presented
public key through another secure, possibly offline, mechanism

CSNA conpliant inplementations MIUST NOT enploy a “Trust on First Use
(TOFU)” security nodel where a client accepts the first public host
key presented to it froma not-yet-verified server. |f raw public
key format is used, the trust anchor MJST be securely distributed.

Becker & Wnn Expires 19 Cctober 2025 [ Page 7]



I nternet-Draft CNSA2 SSH Profile April 2025

Where X. 509 certificates are used, they nust conply with [ RFC8603].
Details on CNSA conpliance and certificates can be found in
[1-D.jenkins-cnsa2-pkix-profile].

5.4. Encryption

One of the follow ng sets MJST be used for the encryption_al gorithns
and mac_al gorithms name-lists in SSH MSG KEXDH. Either set MAY be
used for each direction (client_to_server and server_to_client):

encryption_algorithmnanme list :={ AEAD AES 256 GCM }
mac_al gorithmnname_list :={ AEAD AES 256 _GCM }

or
encryption_algorithmnanme_list :={ aes256-gcm@penssh.com }
mac_al gorithmnnanme_list := {}

For encryption, use of AES-GCM MUST neet the requirenents in

[ SPB0038D], with the additional requirenents that all 16 octets of
the authentication tag MJST be used as the SSH data integrity val ue,
and that AES is used with a 256-bit key. Use of AES-GCMin SSH
shoul d be done as described in [RFC5647], with the exception that
AES- GCCM need not be listed as the MAC al gorithmwhen its use is
inmplicit (such as in aes256-gcm@penssh.com). |In addition, the AES-
GCM i nvocation counter is increnented nod 2764

i nvocati on_counter = invocation_counter + 1 nod 2764

CNSA conpliant inplenentati ons MIJST NOT repeat a counter value, and
MJUST ensure the counter is properly incremented after processing a
bi nary packet.

6. User Authentication

The user authentication protocol for authenticating the client to the
server is specified in [RFC4252]. For CNSA conpliant connecti ons,

all users MJST be authenticated as outlined in [ RFC4252], and SHOULD
be aut henticated using a public key nethod.

Specifically, all users MJST be authenticated and SHOULD be

aut henti cated using public key. Users MAY authenticated using

passwords subject to requirenents in this section. CNSA conpliant

connecti ons MJUST NOT use ot her nethods of authentication, including

h93tba§ed aut henti cati on, keyboard-interactive authentication, or
none” .
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When aut henticating with public key, CNSA conpliant connects MJST use
M- DSA- 87.

The server MJUST verify that the public key is a valid authenticator
for the user. Public key authentication is a two-step process of
validating the public key and verifying the signature. In order for
the server to verify the client, it nust have a copy of the client’ s
public key in advance. |f possible, validation SHOULD be done using
certificates. Oherw se, the server nust validate the public key

t hrough anot her secure, possibly offline, mechanism \Wen
certificates are used, the file can list the CA key preceded by the
string “@ert-authority” instead of the user key.

When algorithns are negotiated in SSH MSG KEXINI T, the SSH protoco
defined in [ RFC 4253] does not require the server to declare its
supported al gorithns for user host key, and the server will reject
public key authentication requests for key types it does not support.
For CNSA conpliant connections, the client MJST use M.- DSA- 87

Recent OpenSSH i npl ementations do require the server to declare its
supported al gorithnms via nmechanisns detailed in [ RFC 8308]. The

client includes “ext-info-c” in the kex algorithnms field of the
SSH MG KEXI NI T nessage, to indicate that it wants to negotiate an
SSH extension. In QpenSSH versions 9.5 and 9.6, “ext-info-c” is

automati cally appended and forces the server to |list the user
aut henti cation methods it support. CNSA conpliant servers MJST |ist
M.- DSA_87.

If authenticating by passwords, it is essential that passwords have
sufficient entropy to protect against dictionary attacks. During
aut henti cation, the password MJST be protected in the established
encrypted conmuni cati ons channel. Additional guidance on password
requirenents are provided in [ SP80063] .

7. Confidentiality and Data Integrity

Use of AES-CCMin SSH is detailed in [RFC5647]. CNSA conpli ant

i mpl ement ati ons MJST support AES-GCM as described in SECTIQON, to
provi de confidentiality and ensure data integrity. No other
confidentiality or data integrity algorithnms are pernitted

As specified in [ RFC5647], all 16 octets of the authentication tag

MJUST be used as the SSH data integrity value of the SSH binary
packet .
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8.

10.

11.

Rekeyi ng

Section 9 of [RFC4253] allows either the server or the client to
initiate a "key re-exchange ... by sending an SSH MSG KEXI NI T packet"
and to "change sone or all of the [cipher] algorithns during the
reexchange". For CNSA conpliant inplenentations, the sanme cipher
suite MUST be enpl oyed when rekeying; that is, the cipher algorithns
MUST NOT be changed when a rekey occurs.

Security Considerations

Most of the security considerations for this docunent are described
in [RFC4253], [RFC5647], [RFC4252]. Additional security
considerations for the use of M.-KEMin SSH can be found in

[1-D. harrison-m kem ssh].

| ANA Consi der ati ons
Thi s docunent has no | ANA actions
Ref er ences

[ AES] National Institute of Standards and Technol ogy,
"Announci ng t he ADVANCED ENCRYPTI ON STANDARD ( AES)",
FI PS 197, DO 10.6028/ NI ST. FI PS. 197, Novenber 2001,
<htt ps://nvl pubs. ni st. gov/ni st pubs/fi ps/
NI ST. FI PS. 197. pdf >.

[annccnsa] National Security Agency, "Announcing the Comrerci al
National Security Algorithm Suite 2.0", Septenber 2022,
<https:// nmedi a. def ense. gov/ 2022/ Sep/ 07/ 2003071834/ - 1/ - 1/ 0/
CSA CNSA 2. 0_ALGORI THVS_. PDF>.

[ FI PS203] National Institute of Standards and Technol ogy (2024),
"Modul e- Latti ce- Based Key-Encapsul ati on Mechani sm
St andard", (Department of Conmerce, Washington,
D.C.), Federal Information Processing Standards
Publication (FIPS), N ST FIPS 203,
<https://doi.org/10. 6028/ NI ST. FI PS. 203>

[ FI PS204] National Institute of Standards and Technol ogy (2024),
"Mbodul e- Lattice-Based Digital Signature Standard",
(Departnent of Commrerce, Washington, D.C.), Federa
I nformation Processing Standards Publication (FIPS), N ST
FI PS 204, <https://doi.org/10.6028/ N ST. FI PS. 204>

Becker & Wnn Expires 19 Cctober 2025 [ Page 10]



I nternet-Draft CNSA2 SSH Profile April 2025

[GCM Dworkin, M, "Recommendation for Bl ock G pher Mdes of
Qperation: (al oi s/ Counter Mdde (GCM and GVAC', NI ST
Speci al Publication 800-38D, DA 10.6028/ Nl ST. SP. 800- 38D,
Novenber 2007,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ Legacy/ SP/
ni st speci al publ i cati on800- 38d. pdf >.

[1-D. harrison-m kem ssh]
Harrison, A., "Mdul e-Lattice Key Exchange in SSH',
January 2025, <https://datatracker.ietf.org/doc/draft-
harri son-m kem ssh/ 00/ >.

[1-D.jenkins-cnsa2-pkix-profile]
Jenkins, M and A. Becker, "Commercial National Security
Algorithm Suite Certificate and Certificate Revocation
List Profile", January 2025,
<https://datatracker.ietf.org/doc/draft-jenkins-cnsa2-
pki x-profilel>.

[ NSM 10] United States, The Wiite House, "National Security
Menor andum on Pronoting United States Leadership in
Quantum Conputing Wiile Mtigating Risks to Vul nerabl e
Cryptographi c Systens”, NSM 10, May 2022,
<htt ps://www. whi t ehouse. gov/ bri efi ng-room st at enent s-
rel eases/ 2022/ 05/ 04/ nati onal - securi ty- menor andum on-
pronot i ng- uni t ed- st at es- | eader shi p-i n- quant um conputi ng-
whil e-mitigating-risks-to-vul nerabl e-cryptographic-
systens/ >.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4252] Ylonen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Aut hentication Protocol"”, RFC 4252, DO 10.17487/ RFC4252,
January 2006, <https://ww.rfc-editor.org/info/rfc4252>.

[ RFC4253] Ylonen, T. and C. Lonvick, Ed., "The Secure Shell (SSH)
Transport Layer Protocol", RFC 4253, DA 10.17487/ RFC4253,
January 2006, <https://ww.rfc-editor.org/info/rfc4253>.

[ RFC5647] Igoe, K and J. Solinas, "AES Galois Counter Mde for the
Secure Shell Transport Layer Protocol", RFC 5647,
DO 10. 17487/ RFC5647, August 2009,
<https://ww.rfc-editor.org/info/rfc5647>.

Becker & Wnn Expires 19 Cctober 2025 [ Page 11]



I nternet-Draft CNSA2 SSH Profile April 2025

[ RFC5656] Stebila, D. and J. Green, "Elliptic Curve Al gorithm
Integration in the Secure Shell Transport Layer",
RFC 5656, DO 10. 17487/ RFC5656, Decenber 2009,
<https://ww.rfc-editor.org/info/rfc5656>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8603] Jenkins, M and L. Zieglar, "Commercial National Security
Al gorithm (CNSA) Suite Certificate and Certificate
Revocation List (CRL) Profile", RFC 8603,
DO 10. 17487/ RFC8603, May 2019,
<https://ww.rfc-editor.org/info/rfc8603>.

[ RFC9142] Baushke, M, "Key Exchange (KEX) Method Updates and
Recomendati ons for Secure Shell (SSH)", RFC 9142,
DA 10. 17487/ RFC9142, January 2022,
<https://ww. rfc-editor.org/info/rfc9142>.

[ SHS] National Institute of Standards and Technol ogy (N ST),
"Secure Hash Standard (SHS)", DA 10.6028/ N ST. FI PS. 180- 4,
FI PS PUB 180-4, August 2015,
<https://nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 180- 4. pdf >.

[ SPB0038D] National Institute of Standards and Technol ogy,
"Recommendati on for Bl ock C pher Mdes of Qperation:
Gal oi s/ Counter Mode (GCM and GVAC, N ST Speci al
Publ i cati on 800-38D', Special Publication 800-38D, DO
10. 6028/ NI ST. SP. 800- 38D, Novenber 2007,
<https://doi.org/10. 6028/ NI ST. SP. 800- 38D>>.

[ SPBO056A] National Institute of Standards and Technol ogy,
"Recommendati on for Pair-Wse Key Establishnent Schenes
Using Discrete Logarithm Cryptography, Revision 3, N ST
Speci al Publication 800-56A", Special Publication
800-56A, DO 10. 6028/ NI ST. SP. 800-56Ar 3, April 2018,
<https://doi.org/10. 6028/ NI ST. SP. 800- 56Ar 3>>.

[ SPBO059] National Institute of Standards and Technol ogy, "Guideline
for Identifying an Information System as a Nati onal
Security System', Special Publication 59, DO
10. 6028/ NI ST. SP. 800- 59, August 2003,
<https://csrc.nist.gov/publications/detail/sp/800-59/
final >.

Becker & Wnn Expires 19 Cctober 2025 [ Page 12]



I nternet-Draft CNSA2 SSH Profile April 2025

[ SP80063] National Institute of Standards and Technol ogy, "Digita
I denity QGuidelines", Special Publication 800-63-3, DO
10. 6028/ NI ST. SP. 800- 63-3, June 2017,
<https://doi.org/10. 6028/ NI ST. SP. 800- 63- 3>>

Aut hors’ Addr esses
Al i son Becker

Nati onal Security Agency
Enai | : aebecke@we. nsa. gov

Casey Wnn
Nati onal Security Agency
Emai | : cwwynn@we. nsa. gov

Becker & Wnn Expires 19 Cctober 2025 [ Page 13]



