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Abst ract

Thi s docunent defines a base profile of SIMMe for use with the US
Conmer ci al National Security Algorithm (CNSA) 2.0 Suite, a
cybersecurity advisory published by the United States Governnent
whi ch outlines quantumresistant cryptographic algorithmpolicy for
US national security applications.

This profile applies to the capabilities, configuration, and
operation of all conponents of US National Security Systemns that
enploy SMME. It is also appropriate for all other US Governnent
systens that process high-value information.

This menmo is not an | ETF standard, and has not been shown to have
| ETF community consensus. This profile is made publicly avail able
for use by devel opers and operators of these and any other system
depl oynent s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies a profile of S/MMe [RFC8551] to conmply with
the National Security Agency’ s (NSA) Commercial National Security

Al gorithm (CNSA) 2.0 Suite [cnsafaq]. This profile applies to the
capabilities, configuration, and operation of all conponents of US
Nati onal Security Systens (NSS) [SP80059] that enploy SSM M This
profile is also appropriate for all other US Governnent systens that
process high-value information, and is nade publicly available for
use by devel opers and operators of these and any other system

depl oynent s.
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Thi s docunent does not define any cryptographic algorithm and does
not specify how to use any cryptographic al gorithmnot currently
supported by SIMME; instead, it profiles CNSA 2.0-conpliant
conventions for SIM Mg, and uses algorithns already specified for use
in SMM that are also allowed by the CNSA Suite 2.0. This docunent
applies to all CNSA Suite solutions that nmake use of S/M M

The reader is assunmed to have famliarity with [ RFC8551].

This nmeno is not an | ETF standard, and does not represent |ETF
communi ty consensus.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here. Normative |anguage does not apply beyond
the scope of this profile.

This is a profile of SSMMe [RFC8551]. Therefore, the requirenents
| anguage in this neno may be different than that found in the
under | yi ng standards.

All references to "CNSA" in this docunent refer to CNSA 2.0
[cnsafaq], unless otherw se stated.

3. The Commercial National Security Algorithm Suite

The CNSA Suite is the set of approved conmmercial algorithnms that can
be used by vendors and I T users to nmeet cybersecurity and
interoperability requirenments for NSS. The initial suite of CNSA
Suite algorithms, Suite B, established a baseline for use of
commercial algorithns to protect classified information. The
following suite, CNSA 1.0, served as a bridge between the origina
set and a fully quantumresistant cryptographic capability. The
current suite, CNSA 2.0, seeks to provide fully quantumresistant
protection [cnsafaq].

This profile uses CNSA 2.0 conpliant algorithms: M.-DSA-87 [ FI PS204]
for signing, and M- KEM 1024 [ FlI PS203] for key establishnent. M-
DSA- 87 and M.- KEM 1024 together with SHA- 384, SHA-512, AES-256, LM,
and XMSS conprise the CNSA Suite 2.0.
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The NSA is authoring a set of RFCs, including this one, to provide
updat ed gui dance for using the CNSA 2.0 Suite in certain | ETF
protocols. These RFCs can be used in conjunction with other RFCs and
crypt ographi ¢ gui dance (e.g., N ST Special Publications) to properly
protect Internet traffic and data-at-rest for US Gover nment NSS.

4. Requirements and Assunptions

CMVB val ues are generated using ASN. 1 [ X680] and the Distinguished
Encodi ng Rul es (DER) [ X690].

For key agreenent, CNSA conpliant inplenentati ons MJST use M.- KEM
1024. Details provided in Section 7.

For digital signature, CNSA conpliant inplenmentations MIST use M-
DSA- 87.

For CNSA Suite applications, public key certificates used to verify
S/'M ME signatures MJST be compliant with the CNSA Suite Certificate
and Certificate Revocation List (CRL) profile specified in
[1-D.jenkins-cnsa2-pkix-profile].

Wthin the CM5 signed-data content type, signature algorithm
identifiers are located in the signatureAlgorithmfield of Signerlnfo
structures contained within the SignedData. In addition, signature
algorithmidentifiers are located in the Signerlnfo
signatureAlgorithmfield of countersignature attributes. Specific
requirenents for digital signatures are given in Section 6; conpliant
i mpl ement ati ons MJST consi der signhatures not neeting these
requirenents as invalid.

Thi s docunent assunes that the required trust anchors have been
securely provisioned to the client.

Al'l inplementations MJST use SHA-384 or SHA-512 for hashi ng, AES-GCM
for content encryption, and AES-KWP for key encryption. The
requirenents for these are given in the follow ng sections.

5. Message Digest

CNSA- conpl i ant i npl enent ati ons MJST use either SHA-384 or SHA-512 for
message di gest.

[ RFC5754] specifies the conventions for using SHA-384 or SHA-512 with

the Cryptographic Message Syntax (CM5). CNSA-conpliant S/M ME
i mpl ementations MJUST follow the conventions in [ RFC5754].
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7.

Wthin the CM5 signed-data content type, nessage digest algorithm
identifiers are located in the SignedData digestAlgorithns field and
the Signerinfo digestAl gorithmfield.

The SHA- 384 nessage digest algorithmis defined in FIPS 180 [ SHS],
and the algorithmidentifier for SHA-384 is defined in [ RFC5754] as
fol | ows:

i d-sha384 OBJECT I DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashal gs(2) 2}

The SHA-512 nessage digest algorithmis defined in FIPS 180 [ SHS],
and the algorithmidentifier for SHA-512 is defined in [ RFC5754] as
fol |l ows:

i d-sha512 OBJECT | DENTIFIER ::= {
joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 3}

[ RFC5754] defines the Algorithmdentifier paraneters field as

OPTI ONAL. I npl ement ati ons MJUST accept SHA-384 and SHA-512
Algorithmdentifiers with absent paraneters, or with NULL paraneters.
As specified in [ RFC5754], inpl enentati ons MJST generate SHA-384 or
SHA-512 Algorithmdentifiers with absent paraneters.

Digital Signature

VWhen an S/ M ME nessage includes signed attributes (signedAttrs) in
the header, the input to the signing algorithmis signedAttrs, which
MUST i ncl ude t he nessageDi gest representation of the encapsul ated
message, as described above.

CNSA- conpl i ant i npl enent ati ons MJST use M.- DSA-87 as the digital
signature algorithmin S/IMME, using the identifier defined in

[ RFC9881]. The M.-DSA al gorithmincorporates an internal hashing
function, so there is no need to apply a hashing algorithm before
signing. \Were an application or inplementation nakes it nore
efficient to performhashing externally, the external -3 mechanism
described in Step 6 of Algorithm 7 of [FIPS204] and Section 8 of

[ RFC9881] MAY be used. HashM.-DSA is not permtted.

Key Establi shnent
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7.1. KEM

CNSA- conpl i ant i npl enent ati ons MJST use M.- KEM 1024 for key
agr eenent .

A CMS originator MJST inplenent the Encapsul ate al gorithm from M-
KEM and a CMS responder MJST inpl ement the Decapsul ate al gorithm
from M.- KEM
CNSA- conpl i ant i npl enent ati ons MJUST NOT support the user keying
material (uknm) field defined in [RFC9629], and therefore ukm MJST NOT
be included as input to the key-derivation function.

7.2. KDF

A CNSA conpliant inplementati on MUST use HKDF as described in
[ RFC9936] with SHA-384 or SHA-512 for KDF conputation.

7.3. AES Key Wap
Wthin the CM5 envel oped-data content type, key wap algorithm
identifiers are located in the KeyWapAl gorithm paranmeters within the
Envel opedDat a Reci pi ent| nf os KeyAgreeReci pientlnfo
keyEncrypti onAl gorithmfield.
For CNSA-conpliant inplenmentations, the KeyWapAl gorithm MIST be
i d- aes256- wr ap- pad
The required algorithmidentifier, specified in [ RFC5649] is:
i d- aes256-wrap-pad OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithm(4) aes(1) 48 }
8. Content Encryption
CNSA-conpliant S/M ME i npl ementations using the authenticated-
envel oped-data content type [ RFC5083] MJST use AES [AES] in Galois
Counter Mdde (GCM) [GCM as the content authenticated encryption
al gorithm and MUST foll ow the conventions for using AES-GCM wi th the
CVB defined in [ RFC5084].
Wthin the CM5 aut henti cat ed-envel oped-data content type, content

aut henti cated-encryption algorithmidentifiers are located in the
Aut hEnvel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm
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field. The content-encryption algorithmis used to encipher the
content |located in the Aut hEnvel opedData EncryptedContentlnfo
encryptedContent field.
The AES- GCM cont ent aut henticated-encryption algorithmis described
in [AES] and [GCCM. The algorithmidentifier for AES-256 in GCM node
is:

i d- aes256- GCM OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)

country(16) us(840) organization(1l) gov(101) csor(3)

ni st Al gorithm(4) aes(1) 46 }

The Al gorithm dentifier parameters field MIST be present, and the
paraneters field nust contain GCMParaneters

GCWPar aneters ::= SEQUENCE { )
aes-nonce OCTET STRI NG,
aes-1 CVl en AES-GCM | CVl en DEFAULT 12 }

The authentication tag |l ength (aes-1Cvien) SHALL be 16 (indicating a
tag length of 128 bhits).

The initialization vector (aes-nonce) MJST be 12 bytes in |l ength and
MUST be generated in accordance with Section 8.2 of [GCM. AES-GCM

| oses security catastrophically if a nonce is reused with a given key
on nore than one distinct set of input data. Therefore, a fresh
content encryption key MJST be generated for each nmessage.

9. Security Considerations
Most of the security considerations for this docunent are described
in [ RFC8551] and [RFC9629]. Additional security considerations for
the use of M.-KEM and M.-DSA in S/M ME can be found in [ RFC9936] and
[ RFC9882], respectively.
Public-key certificates MJST be properly validated according to
[ RFC5280], including tinely revocation checking by CRL or OSCP
[ RFC6960] .

10. | ANA Consi derations
Thi s docunent has no | ANA actions

11. Ref er ences
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