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Abst ract

Thi s docunent specifies the Al Discovery and Retrieval Endpoint
(AIDRE), a protocol for publishing machi ne-oriented, canonical, and
semantically retrievable content on the web. AlIDRE defines a

di scovery docunent, collection netadata, retrieval interfaces,
optional vector-native query support, and content representation
rules for Al systens.

Al DRE ains to reduce redundant craw ing, parsing, tokenization, and
enbeddi ng of the sane origin content while inproving freshness,
provenance, and interoperability for Al systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Cctober 8, 2026
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1. Introduction

Modern Al retrieval systens repeatedly process the same web content
by crawl i ng, extracting, chunking, and enbedding text. This results
i n redundant conputation, increased costs, and inconsistent
interpretations.

Al DRE introduces a standardi zed nechanismfor origins to expose
canoni cal, machine-oriented retrieval interfaces, enabling direct
semantic access to content.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. 1. Ter ns

Oigin: The web origin publishing Al DRE met adat a.

Di scovery Document: A JSON docunent describing endpoints and
capabilities.

Col l ection: A logical grouping of content.



Chunk: A retrievable unit of canonical content.
Enbeddi ng Space: A defined vector representati on space.
3. Discovery

3.1. Well-Known UR

An origin inplementing AlDRE MIUST expose the di scovery document at

/. wel | -known/ ai - di scovery

over HTTPS using a well-known URl as defined in [ RFC8615].

3.2. Media Type

The di scovery docunent MJST be served as application/json

3. 3. DNS Consi der ati ons

Clients MJST NOT require DNS SRV | ookup for discovery.

DNS HTTPS (SVCB) records MAY be used as optim zation hints, as
described in [ RFC9460] .

DNS SRV records are NOT RECOVMENDED for public interoperability.

3.4. Exanple

{
"version": "1",
"service": "A DRE",
"endpoi nts": {
"search": "https://ai.exanpl e.conisearch",
"collections": "https://ai.exanple.com collections”,
"chunk”: "https://ai.exanple.com chunks/{id}"
1
"capabilities": {
"query_text": true,
"query_vector": true
}

4. Collections

Col l ections group retrievable content.

Each col |l ecti on SHOULD defi ne:



name
description
visibility
updat ed_at

* Ok X *

Query Mbdel

.1. Ceneral Rule

A request MJST include exactly one of:

* o query
* query_vector

.2.  Text Query

Servers MJST support text queries.

.3. \Vector Query

Servers SHOULD support vector queries.
If used, clients MJST specify enbeddi ng_space.
Sear ch Endpoi nt

.1. Method

Cients MJST use HTTP POST

. 2. Request Example

{
"query": "sso setup",
"collection": "docs",
"top_k": 5

}

.3. Vector Exanple

{
"query_vector": [0.01, -0.02],
"enbeddi ng_space": "exanpl e-space",
"col lection": "docs"

}
Resul ts

1. Structure



Responses MUST include a results array.

7.2. Exanple

"results": |

{
"id": "doc_l#chunk_1",
"score": 0.91,
"met adat a": {
"updated_at": "2026-04-01T00: 00: 00Z",
"canonical": true
}
}

]
}

7.3. Optional Fields

Servers MAY return
t ext

* semantic payl oad

* vectors

Servers SHOULD NOT return vectors by default.

8. Chunk Retrieva

Servers SHOULD support:

GET / chunks/ {i d}

9. Caching and Freshness

Servers SHOULD expose
cont ent _hash

* updated_at

* etag

10. Error Handling

Errors MJST be JSON obj ects.

Exanpl e:



11.

11.

11.

11.

11.

"error": "unsupported enbeddi ng space",
"message": "Enbeddi ng space not supported"

}

Security Considerations

Al DRE can make machine-oriented retrieval of content nore efficient.
That efficiency introduces risks, including accelerated scraping,
exfiltration of structured content, abuse of vector-return paths,
stale or malicious publication, and m sl eadi ng provenance.

1. Retrieval Anplification

Al DRE can reduce the cost of |arge-scale content extraction for both
legitimate and illegitimate clients. Deploynents SHOULD consi der rate
limting, authentication, authorization, abuse detection, and staged
di scl osure of higher-val ue representations.

2. Vector Disclosure and Leakage

Returni ng vectors can create additional disclosure risk beyond
returning text al one. Depending on the enbeddi ng nbdel, vectors NAY
expose distributional or structural properties of source content and
MAY enabl e downstream correl ati on, approxi nate nenbership inference,
or other forms of analysis not intended by the publisher

Accordi ngl y:

* Servers SHOULD NOT return vectors by default.

* Servers SHOULD eval uate whet her vector return is necessary for a
gi ven depl oynent .

* Sensitive or access-controlled collections SHOULD di sabl e vector
return unless there is a specific operational need.

*  Depl oynents MAY use distinct policies for public and authenticated
col | ecti ons.

Thi s specification does not require or assume that vector inversion
is practical in all settings, but deployments SHOULD treat vector
di sclosure as a potentially sensitive operation

3. Malicious or Stale Canonical Content

Al DRE gi ves publishers a machine-oriented canonical surface. If that
surface is conpronised, stale, poisoned, or maliciously altered,
downstream systenms MAY ingest or trust incorrect content at scale.
Depl oynment s SHOULD t her ef ore consi der content review workfl ows,
publicati on approval s, deprecation semantics, rollback procedures,

and freshness validati on.

4. Signed Provenance
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11.

12.

13.

14.

14.

Depl oynments MAY attach signed provenance netadata to responses,
coll ections, or chunk resources. Signed provenance can help clients
verify origin authenticity, content integrity, and publication scope.

If signed provenance is used, deploynents SHOULD defi ne:

what is signed,

whi ch keys are authoritative,

how keys are di scovered,

signature lifetime and rotation policy,

the failure behavi or when signature validati on does not succeed.

ERE

A depl oynent using signed provenance SHOULD ensure that key discovery
is bound to the publisher’s trust nodel, for exanple via HTTPS on the
publisher origin or another integrity-protected mechani sm

5. Query Abuse

Query inputs, including query vectors, can be adversarial. Servers
SHOULD val i date input size, dinensionality, and request shape, and
SHOULD protect retrieval infrastructure against resource exhaustion

6. Access-Controlled Collections

Al DRE does not inply that all collections are public. Private or
tenant - scoped col |l ecti ons MJST be protected by appropriate

aut hori zation controls. Discovery docunents SHOULD avoi d revealing
unnecessary detail about protected collections.

Privacy Considerations

Sensitive data SHOULD NOT be exposed unintentionally.

| ANA Consi der ati ons

Thi s docunent does not itself register a new nedia type.

However, this specification defines and uses the | abe
application/aidre+json as the preferred representation for AlDRE
request and response bodies. |If Al DRE proceeds toward broader

st andardi zati on and depl oynent, a future revision of this docunent or
a conpani on specification SHOULD request | ANA registration for that
medi a type in accordance with the procedures applicable at that tine.

Until such registration occurs, inplenmentations SHOULD treat
appl i cation/aidre+json as a provisional nedia type for experinental
and pre-standard depl oynent.

Medi a Types

1. AIDRE JSON Media Type
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15.

15.

15.

15.

Al DRE request and response bodi es SHOULD use the nedia type
appl i cation/ ai dre+j son.

Clients MIST send a Content-Type header of application/aidre+json
when sendi ng Al DRE request bodi es.

Clients SHOULD send an Accept header of application/aidre+json.

Servers MAY accept application/json for conmpatibility, but a
conformant inplenmentati on SHOULD prefer application/aidre+j son.

2. Character Encoding

Al DRE JSON payl oads MJST use UTF-8 encodi ng.
HTTP Usage

1. Methods

The di scovery and col |l ecti on resources MJST support HTTP CET.
The search resource MJST support HTTP POST.
The chunk dereference resource MJST support HITP GET.

2. Request Headers

Cients SHOULD send:

* Accept: application/aidre+json
Clients sending request bodi es MIST send:
* Content-Type: application/aidre+json
3. Response Headers

Servers SHOULD include a Content-Type response header set to
appl i cation/aidre+json for successful AlDRE responses.

Servers MAY include ETag, Last-Mdified, Cache-Control, and RateLimt

fields where appropriate.

4. Status Codes

Servers SHOULD use the following HTTP status codes consistently:

* 200 OK: successful request.
* 201 Created: resource created, if an extension defines creation.



400 Bad Request: syntactically invalid request.

401 Unaut hori zed: authentication required or fail ed.

403 Forbi dden: authenticated but not permitted.

404 Not Found: resource identifier not found.

409 Conflict: request conflicts with resource state.

415 Unsupported Medi a Type: unsupported Content- Type.

422 Unprocessable Entity: semantically invalid request, such as
unsupported enbeddi ng di nensionality.

429 Too Many Requests: rate limt exceeded.

500 Internal Server Error: unexpected server error.

503 Service Unavail abl e: tenporary overl oad or mai ntenance.

* % X * X X %

* ok

Request and Response Envel ope

.1. General Response Shape

A successful search response MJUST be a JSON obj ect containing a
results nenber whose value is an array.

A successful response SHOULD al so cont ai n:

* request_id

coll ection
met a

* %

.2. Response Envel ope Exanpl e

{
"request _id": "req_ 7f4clc",
"collection": "docs",
"results": |
{

"id": "doc_123#chunk_ 7",

"score": 0.92,

"met adata": {
"updated_at": "2026-04-01T10: 00: 00Z",
"canonical ": true,
"visibility": "public"

}

}

I,

"meta": {
"returned": 1,
"top_k": 3

}

}

.3. Request ldentifiers

Servers SHOULD generate a request identifier for each request.

A request identifier SHOULD be unique within operationally rel evant
scope and SHOULD be suitable for debugging and audit correlation
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18.

1.

Error Model

Error Envel ope

Errors MJUST be JSON obj ects.

Error responses SHOULD cont ai n:

L I

error
nessage
details
request id

Error Exanpl e

"error": "unsupported_enbeddi ng space",
"message": "The requested enbeddi ng space is not supported."”,
"details": {
"enbeddi ng_space": "exanpl e: unsupport ed- space”
}

,equest_id": "req_7f4clc"

Error Codes

Servers SHOULD use stable, machi ne-readable error val ues. Suggested
val ues incl ude:

L I R R

1.

i nval i d_r equest

unsupport ed_enbeddi ng_space
i nval i d_enbeddi ng_di nensi on
unsupported return_field
unaut hori zed

f or bi dden

not _f ound

rate limted

internal _error

Pagi nation and Linmits

top_k Semanti cs

The top_k nenber requests the naxi mum nunber of results returned.

If top k is onmitted, the server MIUST apply a docunented default.

Servers MJST reject non-positive top_k val ues.

Servers MAY enforce an inpl enentation-defined nmaxi numtop_Kk.
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18.

19.

19.

19.

19.

If the client requests a top_k larger than the server maxi num the
server MJST either reject the request with an error or clanp the
val ue accordi ng to docunented behavi or

2. Pagination

Sear ch endpoi nts MAY support pagi nation

If pagination is supported, the server SHOULD use an opaque cursor
schene.

The client MJST treat cursor val ues as opaque.

3. Pagi nation Envel ope Exanpl e

{
"request _id": "req_ 9aal",
"col lection": "docs",
"results": [],
"meta": {
"returned": O,
"top_k": 10,
"next _cursor": "eyJvZnZzZXQ G BEwWvVHO"
}
}
Enmbeddi ng Conpatibility Rules
1. Enbedding Space ldentification

Each enbeddi ng space advertised by the server MJST incl ude:

* id
* di nensi ons
* di stance

It SHOULD al so incl ude:

* normalized

* provider

*  nodel

* revision

2. Dinmensionality

If a query_vector |ength does not match the di nensions declared for
the requested enbeddi ng space, the server MJST reject the request
with 422 Unprocessable Entity.

3. Di st ance Functi on
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19.

20.

20.

20.

The server MUST eval uate query vectors according to the distance
function declared by the enbeddi ng space.

Clients MJST NOT assume cosine simlarity unless the enbeddi ng space
decl aration says so.

4. Normalization
I f an enbeddi ng space declares normalized=true, clients SHOULD send
normel i zed vectors.

A server MAY nornalize vectors on receipt, but such behavi or SHOULD
be docunent ed.

5. Conpatibility Failure Exanple

{
"error": "invalid_enbeddi ng_di nensi on",
"message": "The supplied query vector has |length 1024, but the
enbeddi ng space requires 3072.",
"details": {
"enbeddi ng_space":
"openai : t ext - enbeddi ng- 3-1 arge: 3072: cosi ne: v1",
"expect ed_di mensi ons": 3072,
"actual _di nmensions": 1024
}
}

Repr esent ati on Negoti ati on

1. Return nject

The return object requests optional fields in result nenbers.
Supported fields MAY include:

i ds

met adat a

t ext

semanti c_payl oad
vectors

* %k Ok k%

2. Server Behavi or
If a client requests an unsupported return field, the server MJST
ei ther:

ignore the field, or
* reject the request with a nachi ne-readabl e error.

The chosen behavi or MJUST be docunented by the depl oynent.
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22.

22.

22.

22.

3. Unknown Fi el ds

Cients MJST ignore unknown response fields.

Servers SHOULD i gnore unknown request fields unless doing so would
creat e anbi guous or unsafe behavior.

Rate Limiting

1. Ceneral

Servers MAY apply rate limting.

If rate limting is applied, servers SHOULD expose limt state using
HTTP rate limt fields defined in [ RFC9333].

2. Suggested Fields

Depl oynent s SHOULD consi der exposi ng:

* RateLimt-Limt
Rat eLi mi t - Rermai ni ng
* RatelLimt-Reset

*

3. Related Specifications

Depl oynents are encouraged to align with existing HTTP rate Iimt
field specifications rather than inventing depl oynent-specific
headers when interoperable fields are sufficient.

Schema and OpenAPl Conf or mance
1. Conpanion Artifacts
Thi s specification MAY be acconpani ed by JSON Schema, QpenAPl, or
sim | ar machi ne-readabl e descriptions of Al DRE nessages and
resources.
2. Normative Authority
Such artifacts are useful for tooling, validation, code generation,
testing, and documentation. However, unless explicitly stated
ot herwi se, this docunent remains the normative definition of the

pr ot ocol .

I f an QpenAPl description, JSON Schema, or other conpanion artifact
conflicts with this docunent, this docunment takes precedence.

3. Conformance Qui dance
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24.

24.

Depl oynments SHOULD ensure that published conpanion artifacts are kept
consistent with the protocol version advertised in the discovery
docunent .

Versioning and Extensibility

1. Discovery Version

The di scovery document MJST contain a version nenber.

2. Conpatibility Rule

Backwar d- conpati bl e addi ti ons SHOULD be nade by addi ng new fi el ds.
Clients MJST ignore unknown fields.

Backwar d-i nconpati bl e changes SHOULD be introduced through a new
prot ocol version.

3. Ext ensi on Menbers

Depl oynments MAY defi ne extension nmenbers.

Ext ensi on nmenbers SHOULD use nanmes that minimze collision risk
HTTP Exchange Exanpl es

1. Discovery Request Exanple

Request :

GET /.wel | -known/ ai -di scovery HTTP/ 1.1
Host: exanpl e. com
Accept: application/aidre+j son, application/json

Response:

HTTP/ 1.1 200 K

Cont ent - Type: application/aidre+json
Cache-Control : nax-age=300

ETag: "disc-v1-9f2a"

{

"version": "1",

"service": "Al DRE",

"organi zation": "Exanple Corp",

"endpoi nts": {
"collections": "https://ai.exanple.comcollections”,
"search": "https://ai.exanpl e.conisearch",
"chunk": "https://ai.exanple.con chunks/{id}"

b



"capabilities": {
"query_text": true,
"query_vector": true,
"return_text": true,

"return_semanti c_payl oad":

"return_vectors": false,
"delta_sync": false

)

’nbedding_spaces": [
{

"id": "openai:text-enbeddi ng-3-1arge: 3072

"di mensi ons": 3072,
"di stance": "cosine",
"normal i zed": true

}

] i)

"auth": {
"type": "none"

}

24.2. Search Request Exanple

Request :

POST /search HTTP/ 1.1
Host: ai.exanpl e.com

Accept: application/aidre+json
Cont ent - Type: application/aidre+json

true,

:cosine:vl",

"openai : t ext - enbeddi ng- 3- 1 arge: 3072: cosi ne: v1",

{
"query_vector": [0.013, -0.028, 0.442],
"enbeddi ng_space":
"collection": "docs",
"top_k": 3,
"return": {
"ids": true,
"nmet adata": true
"text": fal se,
"semanti c_payl oad": true,
"vectors": false
}
}
Response:

HTTP/ 1.1 200 K

Cont ent - Type: application/aidre+json

RateLimt-Limt: 100
Rat eLi ni t - Remai ni ng: 99
RateLi m t- Reset: 60

{

"request _id": "req_7f4clc",



"col lection": "docs",
"results": [
{
"id": "doc_123#chunk_7",
"score": 0.92,
"source": {
"url": "https://exanpl e.com docs/sso/ setup"”,
"title": "SSO Setup",
"section": "Prerequisites"

"met adat a": {
"updated_at": "2026-04-01T10: 00: 00Z",
"canonical ": true,
"visibility": "public",
"content hash": "sha256:abcd..."

}

1enantic_pay|oad": {
"type": "application/semantic+json”,
"clainms": [

"subject": "SAM. SSO',
"predicate": "requires"
"object": "domain verification"
}
]
}
}

"meta": {
"returned": 1,
"top_k": 3

}

}

24.3. Conpatibility Error Exanple

Request :

POST /search HTTP/ 1.1

Host: ai.exanpl e.com

Accept: application/aidre+json
Cont ent - Type: application/aidre+json

{
"query_vector": [0.1, 0.2],
"emnbeddi ng_space":
"openai : t ext - enbeddi ng- 3-1 arge: 3072: cosi ne: v1",
"col lection": "docs"
}
Response:

HTTP/ 1.1 422 Unprocessable Entity
Cont ent - Type: application/aidre+json
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"error":

"message"
enbeddi

"details"

"invalid_enbeddi ng_di mensi on",
. "The supplied query vector has length 2, but the
ng space requires 3072.",

- A

"enbeddi ng_space":
"openai : t ext - enbeddi ng- 3- 1 arge: 3072: cosi ne: v1",

"expect
"act ual

}

equest _

ed_di nensi ons": 3072,

_di mensions": 2

id': "reqg_err_11"

ABNF Sunmary

The fol | ow

ng ABNF, using the notation from[RFC5234], summarizes the
princi pal Al DRE JSON menber nanes. It is descriptive of menber nanes

and presence expectations and is not a conplete JSON granmar.

query- nenber
qguery-vect or - nenber
enbeddi ng- space- nmemnber

col | ection-
t opk- menber

r et ur n- nenber
resul t s- menber
net adat a- nenber

request-i d-
next - cur sor

%" query"

%" query_vector"
%" enbeddi ng_space"
%" col | ecti on”
%"top_k"
%"return”
%"resul ts"

%" et adat a"

%" request _id"

%" next _cursor"

menber

menber
- menber

Ref er ences

1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", RFC 8174.

[ RFC5234] Crocker, D., and P. Overell, "Augnented BNF for Syntax
Speci fications", RFC 5234.

[ RFC8615] Nottingham M, "Well-Known Uniform Resource
ldentifiers (URIs)", RFC 8615

2. Informative References

[ RFC9460] Schwartz, B., "Service Binding and Paraneter
Specification via the DNS', RFC 9460.

[RFC9333] Polli, R and M Martinez, "The RateLimt Fields for

HTTP", RFC 9333.



27. Additional Design Considerations

27.1. Wy Text Query Renmi ns Mandatory

Text query support remains nmandatory for baseline interoperability.

Not all clients and deploynents will share an enbeddi ng space, and a
text path allows a client to interact with an Al DRE depl oynent even

when vector conpatibility has not been negoti at ed.

27.2. Wy Vector Return Is Optional

Vector-native querying and vector disclosure are distinct concerns. A
depl oynent may wi sh to support vector-native query senmantics while
refusing to disclose stored vectors. This separation allows the
protocol to reduce redundant text processing w thout forcing a single
di scl osure nodel .
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