| ndependent Subni ssi on D. Bates
I nternet-Draft SVT Robotics
I ntended status: Informational 10 May 2026
Expires: 11 Novenber 2026

Agent Transaction Protocol (ATP)
draft - bat es-at p-00

Abst r act

ATP defines a cryptographically verifiable directed acyclic graph
(DAG nodel for agent transactions. ATP enables tanper-evident
signed causality and auditabl e |lineage across agentic systens by
representing each action as a signed node with one or nore parent

ref erences, assuming verifier access to issuer public keys and the
ref erenced parent nodes. The protocol is designed to be Iightweight,
transport-independent, and suitable for environnents where
accountability, provenance, and verifiable history are required.
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1.

1.

I nt roducti on

Agentic systens are rapidly increasing in autonony, comnposition, and
reach. Agents now i nvoke tools, delegate work to other agents,
operate across service boundaries, and act on behal f of both humans
and non-human principals. Existing observability and identity
standards solve parts of this problem but they do not fully answer a
more difficult governance question: can an independent verifier prove
what action occurred, what prior actions caused it, and under whose
authority it was taken?

ATP is intended to address that gap. ATP does not attenpt to replace
existing identity, authorization, transport, or observability

mechani sms. I nstead, ATP defines a nminimal protocol for expressing
agent actions as signed graph nodes with explicit parent references.
This makes the resulting |ineage tanper-evident; independent
verification requires access to issuer public keys and parent nodes

t hrough depl oynent - speci fi ¢ mechani sns.

ATP i s designed around causality rather than sinple sequencing.

Li near | ogs can describe what happened next, but conpl ex agent
systens require a nodel that can express branching, nerging,

del egation, and parallelism ATP therefore adopts a DAG nodel so
that the protocol can represent heritage truthfully rather than
forcing artificial ordering.

1. Docunment Scope

Thi s docunent defines *ATP Core*: the node schema, canonicalization,
signing, validation, scope nodel, validation nodes, security

consi derations, privacy considerations, operational guidance, |ANA
registries, and a Profile Framework that establishes how profiles MAY
extend or constrain Core.

Profile-specific rules -- including domai n-specific action-type
vocabul ari es, em ssion and node-worthiness rul es, seal ed-scope
semantics, conposite conformance | abels, the full profile
specification tenplate, and profile registration procedures -- are
defined in separate profile specifications registered under the ATP
Profiles registry (see Section 17.2 and Section 20). One
illustrative exanple of such a profile is an ATP-MCP profile that
defines conposite conformance | abels such as ATP- MCP-L1, ATP- MCP-L2,
or ATP-MCP-L3 for chains describing Mdel Context Protocol [MCP]
interactions; ATP-MCP is one possible profile among many and i s not
specially privileged by ATP Core. The conpani on docunent

[ ATP- PROFI LES] is one such specification and is not nornatively
required to use ATP Core.
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1.2. Cunul ative Deferral s

ATP Core intentionally defers several operational concerns to

depl oynents and future specifications: key discovery (Section 16.1),
cross-scope retrieval and federation (Section 16.3), transport

bi ndi ng, del etion mechani snms (Section 16.9), well-known UR
registration (Section 17.3), and algorithmagility (Section 10).
Each individual deferral is a deliberate scope-discipline choice.
Cunmul atively, the m nimum operationally conpl ete depl oynent between
two strangers therefore requires out-of-spec agreenents on key
publication, node availability, and transport. Deploynents that
cannot reach those agreenents out-of-band SHOULD | ayer ATP with a
transparency service or federation profile (Section 14.6,

Section C.6) rather than expandi ng ATP Core.

2. Conventions and Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

For the purposes of this docunent:
* *Node:* A single ATP transaction object.

* *Parent:* A referenced prior node that contributes to the current
node’ s heritage.

* *Heritage:* The recursively traversable causal |ineage of a node.
* *|]ssuer:* The entity that signs the node.

* *Agent:* The execution identity that perforned the action. An
agent MAY be any executable identity -- a software service, an Al
nmodel , a robotic system an automated process, or a hunman operator
acting through an instrunmented interface. ATP does not assunme an
agent is an Al nmodel; the termis used in its general sense of
"the entity that took the action.™

* *Actor:* An OPTI ONAL del egating principal on whose behal f the
action was taken. The actor is distinct fromthe agent: the agent
performs the action, the actor authorizes it. An actor MAY be a
human, a service account, a schedul ed-job identity, or another
account abl e non- human pri nci pal
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3.

* *Scope:* The transaction boundary wi thin which node identity and
val i dation semantics are eval uat ed.

* *Validation:* The act of reconputing node identity, verifying
signatures, and traversing parent relationshi ps according to ATP
rul es.

* *profile:* A normative specification that extends or constrains
ATP Core for a specific deployment context, domain, or
interoperability scope (see Section 20).

* *Profile Assessnent:* A profile-defined evaluation of whether a
node or scope satisfies a profile’s emi ssion, |ineage, or
completion rules. Profile assessnment is distinct from ATP Core
val idation (see Section 20.7).

Pr obl em St at enent

Modern agentic systems create a governance gap. An action may be
initiated by one principal, delegated to an orchestrator, enriched by
mul ti pl e subordi nate agents, and executed through tools or downstream
systens. Traditional |ogs can record these events, but they are
frequently nutable, centralized, or unable to prove |ineage

i ndependently of the platformthat produced them Likew se, identity
tokens can prove who was aut henticated, but they do not provide a
durabl e, linked record of what happened across a causal graph of
actions.

Thi s creates operational and governance probl ens, including but not
limted to agent sprawl, weak accountability, inconplete audit
trails, and difficulty reconstructing a trustworthy history of
actions after an incident. ATP is intended to provide a conmmon
protocol layer for verifiable agent-action |ineage wi thout requiring
a bl ockchai n, wi thout enbeddi ng | arge payl oads, and w t hout taking
ownershi p of broader policy or trust-distribution concerns.

Desi gn CGoal s
ATP is designed to satisfy the foll ow ng goal s:

* *Verifiable causality:* An inplenentation can deternine what prior
node or nodes caused a current action

* *Tanper-evident heritage:* Changes to a node or its referenced
| i neage invalidate downstream verification

* *Deterministic identity:* Independently inplenented systens can
conpute the sane node identity fromthe same canonical content.

Bat es Expi res 11 Novenber 2026 [ Page 6]



I nternet-Draft ATP May 2026

*Li ght wei ght representation:* ATP carries hashes and |ineage
references rather than full payl oad bodi es.

*Transport independence:* ATP is not bound to a specific
transport, runtine, vendor, or nodel provider

*Rol e separation:* |ssuer, agent, and actor are represented
distinctly so that governance questions can be answered wi t hout
conflating execution identity and del egated authority.

*DAG native senmantics:* ATP nodel s branching and nmergi ng natively
rat her than forcing conplex systens into an artificial |inear
chai n.

5. Non- Goal s

ATP intentionally does not define several adjacent concerns.

ATP Core does not defi ne:

*

Bat es

trust registries or cross-organi zation trust anchors;

key distribution, discovery, or long-termrevocation
i nfrastructure;

payl oad storage or payload confidentiality controls;
aut hori zation policy or runtinme access control decisions;

consensus nechani sns or conflict resolution across divergent
hi stori es;

execution semantics for how agents, tools, or workflows nust
behave;

profil e governance procedures, the profile specification tenplate,
or conposite conformance | abels (those are defined by individua
profil e specifications and by [ ATP- PROFI LES]);

dommi n-speci fic node-worthi ness, stream ng semantics, or seal ed-
scope nechani sns (those are profile responsibilities, see
Section 20);

anti - suppressi on nechani sns (see Section 14.6); a transparency-

service layer such as a SClI TT-conpati bl e service (see Section C. 6)
MAY be conposed al ongsi de ATP where anti-suppression i s required.
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Those concerns may be | ayered al ongsi de ATP Core, but keeping them
out of the core protocol is necessary to preserve inplenmentability,
interoperability, and scope discipline.

6. Architecture Overview

ATP is a protocol layer, not a full platform ATP assunes that
systens al ready have mechani snms for transport, execution, payl oad
storage, and authorization. ATP adds a verifiable transaction |ayer
that can travel al ongside those nechani sns.

ATP is intentionally domain-neutral. It is suitable for Al agent
orchestration, but equally suitable for any systemthat benefits from
cryptographically signed, causally |inked records of actions.
Illustrative use cases include (non-exhaustively): an insurance
underwriting workflow recording the chain of claimadjudication

deci sions; a fraud-detection pipeline recording each scoring step and
the data used; a regul ated nedical-triage systemrecordi ng why one
pat h was sel ected over another; a supply-chain routing system
recordi ng handoffs between carriers; or any orchestrator-and-too
architecture (the pattern Appendix A illustrates). The protocol
mechani cs -- DAG structured signed nodes with determnistic identity
-- are the sane in all cases

At a high level, an ATP-aware system perforns the foll owi ng steps for
each action:

1. Construct a transaction node describing the action

2. Canonicalize the node according to ATP rul es.

3. Conpute the node identifier fromthe canonical content.
4. Sign the node identifier using the issuer’s private key.

5. Store, emt, or transnmt the signed node through inplenentation-
speci fic neans.

6. Validate the node and its parents when |lineage or integrity nust
be verifi ed.

ATP is intentionally conpatible with centralized or decentralized
storage patterns. A deployment MAY keep nodes in an append-only
event store, a content-addressed object store, a relational database,
or another storage substrate, provided ATP node integrity and parent
resol ution semantics are preserved
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6.1. Deploynent Patterns

ATP does not mandate a single depl oynent topol ogy. Three patterns
are common; depl oynents MAY conbi ne them

*Pattern 1 -- Inline emssion.* The executor that perforns the action
al so constructs, signs, and persists the ATP node. The request node

is constructed and signed _before_ the action is invoked (its

i nput Hash covers the request payload); the conpletion or failure node
is constructed and signed _after_the action returns (its outputHash

covers the result). This pattern requires the executor to hold

i ssuer key material directly. It is the |owest-overhead pattern and
is appropriate when the executor is the natural signing-authority
boundary.

*Pattern 2 -- Sidecar em ssion.* The executor del egates ATP node

construction and signing to a co-located ATP-emt service. The
executor calls the sidecar with action netadata; the sidecar
canoni cal i zes, signs, and persists. This pattern centralizes key
custody at the sidecar boundary and is appropriate when the executor
cannot or should not hold private key material directly.

*Pattern 3 -- Centralized audit service.* A separate service observes
executor activity (via instrunmentation, nessage-bus subscription, |og
shipping, or an explicit emt APlI) and constructs ATP nodes on the
executor’s behalf. 1In this pattern the _audit service_is the

i ssuer, signing under its own key, and the executor is identified in
the agent field. This pattern is appropriate when executors cannot
be nodified to participate in ATP directly.

St orage MAY be centralized (a shared node store accessible to al
i ssuers) or decentralized (each issuer maintains its own store, with
cross-issuer references resolved via Section 16.3 cross-scope
mechani sns). ATP does not prescribe; the choice is operational
| mpl enent ati ons SHOULD docunent which pattern they inplenent so
verifiers can correctly interpret the meaning of unresol ved parent
references in the chosen topol ogy (Section 14.5, Section 14.6).

7. Data Mbddel
ATP nodel s agent actions as nodes in a directed acyclic graph.
A node MAY have zero parents, one parent, or nultiple parents:
* A node with zero parents is a root node.

* A node with one parent expresses a sinple causal dependency.
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* A node with multiple parents expresses fan-in, nerge, or
synt hesi zed herit age.

Mul tiple child nodes MAY reference the sane parent. ATP therefore
supports fan-out naturally.

The following diagramillustrates these structural patterns:

graph TD
Al "Root Node<br/>(0 parents)"] --> B["Node B<br/>(1 parent)"]
A --> C["Node C<br/>(1 parent)"]
B --> D "Node D<br/>(2 parents)"]
cC-->D
Bl

C--> "Node E<br/>(1 parent)"]

style A fill:#2E75B6, col or: #fff
style B fill:#4A90D9, col or: #fff
style C fill:#4A90D9, col or: #fff
style D fill:#D94A4A, col or: #fff
style E fill:#4A90D9, col or: #fff

In this diagram
* *Node A* is a root node with zero parents.

* *Nodes B and C* denpbnstrate fan-out: both reference Node A as a
parent.

*  *Node D* denpnstrates fan-in: it references both Node B and Node C
as parents, nerging two causal |ineages.

*  *Node E* denonstrates a sinple |inear dependency on Node C

ATP does not require total ordering across all nodes in a trust
domai n. The protocol is designed to preserve causal relationships
rat her than inpose a gl obal sequence. Inplenmentations that require
ordering MUST provide that behavior outside ATP or as a profile

| ayered on top of ATP.

A valid ATP graph MJUST be acyclic. No node may directly or
indirectly reference itself through its parent rel ationshi ps.

8. Node Schena
An ATP node is a structured object containing identity, causality,

and signature material. The following fields are defined in the base
nodel :

Bat es Expi res 11 Novenber 2026 [ Page 10]



I nternet-Draft ATP May 2026

* *nodeld:* The determnistic identifier of the node.
* *timestanp:* The clained creation tinme of the node.

* *gcope:* The boundary within which the node’'s identity and |ineage
are eval uat ed.

* *jssuer:* The signing authority for the node. issuerld identifies
a signing-authority boundary (see Section 16. 6).

* *agent:* The execution identity that perforned the action
agent . versi on SHOULD change whenever the agent’'s deci sion-
produci ng configuration changes (see Section 16.5).

* *actor:* An OPTI ONAL del egating principal on whose behalf the
action occurred (see Section 16.4).

* *action:* A description of the action and references to rel evant
payl oad hashes. Dependi ng on node type, one or both of inputHash
and out put Hash MAY be present.

* *parents:* An ordered array of zero or nore parent node
identifiers. Each entry MJUST be a nodeld value as defined in
Section 10.1. The order of parents is significant for
canoni cal i zation (Section 9) but has no semantic priority unless a
profile explicitly defines parent-position semantics. A parents
array MUST NOT contain duplicate nodeld values unless a profile
explicitly defines multiplicity semantics.

* *profile:* OPTIONAL. Identifies the ATP profile (see Section 20)
whose additional rules apply to this node. When absent, ATP Core
rul es apply exclusively.

* *gignature:* The cryptographic signature over the node identifier

The base schema is as foll ows:
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{
"nodel d": "hex(SHA256( canoni cal _node))",
"timestanp": "RFC3339",
"scope": "string",
"issuer": {
"issuerld": "string",
"keyld": "string"
},
"agent": {
"agentld": "string",
"version": "string"
},
"actor": { /1 OPTIONAL -- see bel ow
"actorld": "string",
"aut hContext": "string"
1
"action": {
"type": "string",
"input Hash": "hex",
"out put Hash": "hex" /1 OPTIONAL -- see bel ow
}
"parents": ["nodeld"],
"profile": "string", /1 OPTIONAL -- see Section 20.1
"signature": "base64"
}

The exampl e above is illustrative; fields annotated as OPTI ONAL MAY
be omtted as defined in the surrounding prose. Per Section 9,
omtted fields do not appear in the canonical formand do not affect
nodel d conput ati on.

The actor object is OPTIONAL. Actor identifies the del egating
princi pal whose authority the agent is acting under. That principa
MAY be a human, a service account, a scheduled-job identity, or

anot her account abl e non-human principal. Wen no del egating
principal exists, actor is omtted. Such om ssion is meaningful: it
i ndicates the action was not taken on behal f of an accountabl e
princi pal .
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When actor is onitted, validators MJUST NOT treat the omi ssion as

m ssing data; the omissionis itself a normative claimthat no

del egating principal exists. Inplenentations that fail to record an
actor when one exists are emtter-side governance failures, not
protocol anbiguities. Validators have no protocol -l evel mechanismto
di stingui sh acci dental om ssion from autononous-action oni ssion;

depl oynents requiring that distinction MIST address it operationally
-- for example, through enitter-side governance, profile-defined
actor-required rules (per Section 20.3 node-worthiness), or out-of-
band audit policy. Profiles MAY further constrain when actor MJST be
present.

Wthin the action object, outputHash is OPTIONAL in the base
protocol. A node MAY onit outputHash when the action’s outcone is
not yet known at emi ssion tine (see Section 16.2 for the request/
conpl etion pairing pattern)

The profile field is OPTIONAL. Wen present, validators MJST apply
the validation rules of the identified profile in addition to ATP
Core rules (see Section 20.1 and Section 20.4).

Al'l other top-level fields shown above are REQUI RED unless a future
profile or extension explicitly states otherw se.

Profiles MAY define additional top-level fields and additional fields
within the action object as specified in Section 20.3 and

Section 20.4. For exanple, profiles MAY add fields such as
action.subtype; Appendix Aillustrates this pattern.

A *deci sional node* is a node that records a selection, policy

deci sion, or synthesis without a direct invocation of an externa
system Decisional nodes typically use inputHash to reference the
mat eri al the decision was based on and output Hash to reference the
decision rationale or output. The atp:decision action type

(Section 17.1) is the canonical core action type for decisiona

nodes; Appendix A illustrates decisional-node usage in a multi-issuer
chai n.

A *relay node* is a node whose action semantics assert that input was
forwarded without nodification. Relay nodes have uni que trust
semantics that differ fromrequest/conpletion senantics; ful

treatnment is in Section 14.1, with relay-fidelity validation states
defined in Section 14.2.
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9. Canonicalization

Canoni calization is REQU RED for ATP interoperability. Two
conform ng i npl enentations presented with the sane ATP node content
MUST produce the same canoni cal byte sequence before hashing.

ATP i npl enentati ons MJST canoni cali ze nodes according to RFC 8785
JSON Canoni cal i zati on Schenme (JCS) [ RFC8785].

Bef or e hashi ng:

* object keys MJST be sorted according to RFC 8785;
* UTF-8 encodi ng MJST be used;

* insignificant whitespace MJST NOT be incl uded;

* arrays MJST preserve their declared order;

* null-valued fields MJST be omitted unless a future ATP profile
explicitly defines otherw se.

Because canonicalization is foundational to determnistic identity,
i npl ementations that do not use RFC 8785 JCS are not conformant with
this draft.

10. Signing and Verification
10.1. Node ldentity
The node identifier is conputed as:
nodel d = SHA256( canoni cal (node_wi t hout _si gnature))

The signature field itself MJUST NOT be included in canonicalization
or nodeld conputation. The nodeld field, when present in a node
representation, MJST al so NOT be included in its own

canoni calization. The nodeld is the _output_ of canonicalization
pl us hashing; its inclusion in the input would be circul ar

| npl enent ati ons conputing or reconputing nodeld over a stored or
transmtted node MJUST first renmpve both nodeld and signature before
canoni cal i zation. Parent references, scope, tinestanp, issuer,
agent, actor (when present), profile (when present), and action
fields MIUST be included. Profile-defined fields, when present, MJST
be included as specified in Section 20.4.
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10.

10.

10.

ATP Core mandat es SHA-256 for nodeld conputation. ATP Core does not
define a hash-algorithmagility nechanism This is intentional and
keeps the protocol simple at the cost of forward flexibility; if
crypt ographi ¢ devel opnents require a different hash algorithm that
capability will be introduced in a future ATP Core revision or
profile rather than negotiated within this version

2. Signhature Al gorithm

I mpl enentations confornming to this draft MJST support Ed25519
[ RFC8032] .

Addi tional algorithns MAY be supported by future ATP profiles, but
i nt eroper abl e baseline inplenentati ons MJUST support Ed25519. ATP
Core does not define a signature-algorithmagility nechanism the
sanme forward-conpatibility rationale stated for hash al gorithns
(Section 10.1) applies.

3. Signature Conputation

The signature is conputed over the nodeld:

signature = Sign(privateKey, nodeld)

The key used to generate the signature MJST correspond to
i ssuer. keyl d.

4. Verification

A node is *fully lineage-valid* under ATP only if all of the
foll owi ng conditions hold:

1. The node can be canonicalized successfully.

2. The nodeld reconputes exactly fromthe canonicalized node content
excl udi ng signature.

3. The signature validates against the issuer key identified by
i ssuer. keyl d.

4. Al referenced parent nodes can be resolved in the rel evant
verification context.

5. Al referenced parent nodes are themselves fully lineage-valid
according to ATP rul es.

6. No cycle is introduced by the node’'s parent relationships.
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Conditions 1, 2, 3, and 6 together establish *node-level integrity*
and apply to every validation node. Conditions 4 and 5 establish
*|ineage validity* and apply only to validation nodes that resolve
parent nodes (full recursive validation per Section 13.1, and bounded
validation within its decl ared boundary per Section 13.2). Tip
validation (Section 13.3) intentionally does not resolve parents and
therefore does not establish lineage validity.

Val i dati on nodes other than full recursive validation MAY produce
node-speci fic validation results as defined in Section 13. An

i mpl ementati on MUST NOT represent the result of tip validation,
bounded val i dation, or redacted-lineage validation as full |ineage
val i dati on.

A node with unresol ved, invalid, or withheld parents MJST NOT be
treated as fully lineage-valid in any verification context.

Conflict resolution between nultiple valid child nodes that reference
the sane parent is out of scope for ATP.

If a validator cannot retrieve the public key for the (issuerld,
keyld) pair identified in a node, the node MJST be reported as
keyUnresol ved in the validation result. A key-unresolved node MJST
NOT be treated as cryptographically valid, and MJUST NOT be classified
as invalid. The keyUnresolved state is distinct from an invalid
node, whose key is avail abl e but whose signature verification fails;
and an unresol ved parent, whose content cannot be obtained in the
current verification context.

A keyUnr esol ved node has not established node-level integrity, even
when canoni cal i zati on succeeds and nodel d recomputes correctly.

Node-| evel integrity (conditions 1, 2, 3, and 6 above) requires
successful signature verification, which is inpossible wthout the

i ssuer key. Inplementations MJST NOT report a key-unresol ved node in
the verified set of any validation node.

When a parent node is keyUnresol ved, the parent’s signature cannot be
verified. A child node referencing such a parent retains its own
node-l evel integrity (assumng conditions 1, 2, 3, and 6 hold for the
child s own content), but its *lineage validity is not established*
for as long as the parent renmi ns key-unresolved. Validators MJST
report the parent under keyUnresolved and MJST NOT report the child
as fully lineage-valid in that validation run. A subsequent re-
validation that obtains the parent’s public key MAY restore |ineage
validity for the child without re-signing the child, since the
child s signature covers its own nodeld only.
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11.

Heritage and DAG Semantics

Heritage is the conplete set of ancestor nodes reachabl e by
recursively followi ng parent references froma given node. Heritage
establ i shes the causal |ineage of an action

ATP heritage has the followi ng properties:

* *Transitivity.* If node C references node B as a parent, and node
B references node A as a parent, then node A is part of node Cs
herit age.

* *Tanper evidence.* Because each nodeld is conputed from canonica
content that includes parent references, nodifying any ancestor
i nval i dates the nodeld of every descendant that references it,
directly or transitively.

*  *Non-exclusivity.* A node's heritage nmay include nodes signed by
mul tiple issuers, spanning multiple scopes, and representing
actions taken by nultiple agents. Heritage is a graph property,
not an ownership property.

Heritage traversal is the nechani sm by which validators answer causa
guestions: "what caused this action?" is answered by wal ki ng parent
edges; "was this action derived froma specific prior action?" is
answer ed by checki ng whet her a given nodeld appears in the heritage
of the node under inspection

ATP does not define a required traversal algorithm |nplenentations
MAY use depth-first, breadth-first, or other graph-traversa
strategies. The protocol requires only that heritage traversa

foll ows parent references and that each traversed node is subject to
the applicable validation node (see Section 13).

Because ATP graphs are DAGs, heritage traversal is guaranteed to
term nate. The acyclicity constraint (Section 7) ensures that no
traversal path can | oop

Fan-in nodes -- nodes with multiple parents -- create heritage that
merges two or nore causal lineages. This is intentional and
necessary for representing actions that depend on nmultiple prior
results, such as a synthesis that conbines a tool execution result
and a prior selection decision. Heritage traversal through a fan-in
node follows all parent edges.
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11.1. Identical Content and | denpotency

Because nodeld is content-addressed (Section 10.1), two em ssions
that produce identical canonical content will produce identica

nodel d val ues. ATP treats such em ssions as the sane | ogical node: a
verifier that encounters the same nodeld twi ce MAY deduplicate, and
storage substrates MAY reject the second wite as an idenpotent no-

op.

Where two distinct emissions are intended to be distinct nodes (for
exanple, two retries of the sane operation), emtters MJST ensure
that sonme canonical field differs. Practical mechanisnms include

* a high-precision tinmestanp (sub-nillisecond) so concurrent
em ssions are distinguishable;

* a profile-defined nonce field that participates in
canoni cal i zati on per Section 20.4;

* a sequence nunber enbedded in agent.version or another canonica
field;

* distinct inputHash val ues when the underlying request payl oads
differ.

Emitters that allow identical canonical content for genuinely-

di stinct actions accept the consequence that those actions coll apse
into a single ATP node. This is sonetines desirable (the sane

| ogi cal event observed tw ce) and sonetinmes a correctness bug (two
retries that should be separately auditable). Profiles MAY nmandate a
freshness mechani smfor emni ssion contexts where coll apse is
unaccept abl e.

12. Scope Model
Scope is REQUI RED on every ATP node.

Scope identifies the transacti on boundary to whi ch the node bel ongs.
In typi cal deploynents, a scope corresponds to one workfl ow
execution, one request lifecycle, or one business transaction. ATP
does not inpose a global neani ng beyond that boundary concept. Scope
val ues SHOULD be uni que per transaction and SHOULD be shared by al
nodes that belong to the same transaction; that is, scope is a
transaction-1level identifier, not a node-level identifier.
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Scope is an opaque string. ATP does not define or constrain its
format. |Inplenentations MAY use UUI Ds, URNs, structured identifiers,
or other stable values. Nodes that belong to the same transaction
boundary SHOULD share the sane scope val ue.

Each parents entry is a nodeld. Because nodeld is content-addressed
and scope is a field inside the referenced node rather than part of
the parent reference itself, parent references are scope-agnostic by
definition.

Parent references MAY target nodes in the sane scope or in different
scopes. Cross-scope parent references are therefore PERM TTED.

When a validator resolves a parent node and discovers that the
parent’s scope differs fromthe current node’s scope, that difference
is not an error condition. The validator MJST proceed w th nornal
ATP verification. |If a parent nodeld can be resolved to content but
the parent’s declared scope differs fromthe current node’'s scope
(including when the parent was obtained through out-of - band
retrieval), the validator MJUST still apply full ATP validation to the
parent content; scope mismatch alone is not a validation failure.

A validator operating within a given verification context MJST
attenpt to resolve referenced parent nodes regardl ess of whether they
are in the same scope or a different scope.

If a referenced parent node is obtained and fails ATP verification,
that parent is *invalid*.

If a referenced parent node cannot be obtained in the current

verification context -- including because the validator |acks access
to the rel evant scope, the referenced scope is unavail able, or
verification is restricted to a single scope -- that parent is

*unresol ved*. The parent is not absent; it is sinply not reachable in
the current verification context.

Val i dat ors MJST di stingui sh between invalid parents and unresol ved

parents.
Full lineage verification requires access to all referenced parent
nodes across all relevant scopes. |nplenentations MAY provide

bounded or partial validation nodes (see Section 13), but such nodes
MUST NOT treat unresolved parents as valid.
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13.

13.

13.

Scope participates in nodeld conputation in the same way as ot her
canoni cal node fields. Two nodes that are identical except for
different scope values therefore produce different nodeld val ues.
This is intentional: the same action in two different transaction
contexts is represented as two different ATP nodes.

Because parent references are made to nodeld values rather than to
scope nenbership, cross-scope heritage does not weaken ATP integrity
semantics. It does, however, affect what a validator can practically
resolve and verify in a given environnent.

Val i dati on Modes

Val i dation nodes are verifier-side behaviors. ATP nodes are witten
the sanme way regardl ess of which validation node a future verifier
uses. Validation nodes therefore affect how heritage is read and
checked, not how nodes are enitted.

ATP defines four validation nbdes.
1. Ful | Recursive Validation

In full recursive validation, the validator resolves every parent
recursively back to every reachable root node within the avail able
verification context. Each traversed node MJUST be canonicalized, its
nodel d MUST be reconputed, its signature MJIST be verified, and the
traversed heritage MJST satisfy ATP DAG constraints, including
acyclicity.

Thi s node provides the strongest |ineage claimand is appropriate for
i ncident forensics, regulatory audit, and dispute resolution. Ful
recursive validation is the only node that establishes full |ineage
validity per Section 10. 4.

2. Bounded Validation

In bounded validation, the validator declares a verification
boundary, such as a depth horizon (e.g., "verify this node and 3
generations of parents") or a tine horizon (e.g., "verify back to
nodes created after tinestanp T"). Every node within that declared
boundary MJUST be fully validated according to ATP rules. Parent
nodes beyond the decl ared boundary are not re-verified in that
validation run and MJUST be reported as out-of-horizon

This node is appropriate for operational health checks, real-tine
nmoni toring, and performance-constrai ned environnments. Bounded
val idation establishes lineage validity only within its declared
hori zon.
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13.

13.

3. Tip Validation

In tip validation, the validator verifies only the node under

i nspection. The node MJUST be canonicalized, its nodeld MJST be
reconputed, and its signature MJST be verified. Declared parent

ref erences MJUST be checked for structural presence, but parent nodes
are not resolved or verified.

This node is appropriate for ingestion-time integrity checks and

ot her scenarios where the primary question is whether the node itself
arrived intact. Tip validation establishes node-level integrity per
Section 10.4 but does not establish |ineage validity.

4. Redact ed-Li neage Validation

In redacted-1lineage validation, the validator is given a partia

I ineage in which one or nore nodes are intentionally w thheld for
confidentiality, access-control, or privacy reasons. A withheld node
MAY be represented by nodeld alone. 1In this node, the validator can
confirmthat downstream nodes reference specific parent nodelds, but
cannot validate the withheld node’s content or signature unless the
wi t hhel d node is later nade avail abl e.

Wt hhel d nodes are distinct fromunresol ved nodes. A withheld node
is intentionally omitted but acknow edged. An unresolved node is one
that the validator could not obtain in the current verification

cont ext .

The distinction between withheld and unresolved is comunicated to
the validator out-of-band: it is the responsibility of the party
provi ding the chain (the chain-bundl e producer, the APl endpoint, the
audi t -export tool, or equivalent) to declare which nodelds are

wi t hhel d. ATP Core does not define a normative protocol for this
declaration; in practice, deploynents use an explicit w thhel dNodel ds
list in the chai n-exchange envel ope (Section 16.12), an out-of-band
agreenent between the auditor and the audited party, or a profile-
defined sentinel in node payloads. Validators MJST NOT infer

wi t hhel d status from absence al one -- absence is unresol ved unl ess
explicitly declared w thhel d.

This node is appropriate for cross-organization audits and

per m ssioned verification contexts where not all parties have access
to all nodes.

5. M nimm Support and Validation Results

| mpl enent ati ons MJST support tip validation at nininmm
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13.

I mpl enent ati ons that claimsupport for full |ineage verification
(i.e., the full recursive validation node defined in Section 13.1)
MUST i mpl enent that node and MJST report results in the format
defined in Section 13.6.

Bounded val i dation and redacted-1ineage validation are OPTI ONAL.
When i npl emented, they MJUST clearly report validation depth, out-of-
hori zon nodes, unresol ved nodes, and wi t hhel d nodes as applicabl e.
A validation result MJST include, at m ni num

* the validation npde used;

* the set of verified nodes;

* the set of invalid nodes, if any;

* the set of unresolved nodes, if any;

* the set of withheld nodes, if any;

* the set of out-of-horizon nodes, if any;

* the set of key-unresolved nodes, if any; and

* the set of profile-unresolved nodes, if any.

No validation node may silently suppress unresolved, w thheld,

i nvalid, out-of-horizon, key-unresolved, or profile-unresolved

| i neage gaps.

6. Validation Result Fornat

Validation results MJST be expressed as a JSON object with the
foll owi ng top-Ievel keys:

{
"mode": "full",
"boundary": {},
"verified": [],
"invalid": [],
"unresolved": [],
"w thhel d": [],
"out Of Hori zon": [],
"keyUnresol ved": [],
"profil eUnresolved": [],
"relayFidelity": {}
}
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The fields are defined as foll ows:

*

Bat es

*mode* (string): The validation node used for this result. MJST
be one of "full", "bounded", "tip", or "redacted", correspondi ng
to the validation nodes defined in Sections 13.1 through 13. 4.

*pboundary* (object, OPTIONAL): When node is "bounded", the
decl ared verification boundary that was applied (Section 13.2).
REQUI RED when node is "bounded"” and SHOULD be omitted otherw se.

The object MJUST contain at |east one of: "depth" (integer -- the
par ent - generation depth checked) or "sinceTi mestanp" (RFC 3339
string -- the tinme horizon checked). |nplenentations MAY incl ude

addi tional inplenmentation-specific boundary descriptors. The
boundary object makes bounded-validation results self-describing
so that operators and downstream auditors know exactly what was
verified.

*verified* (array of strings): The nodeld hex strings of all nodes
that passed the validation checks applicable to the selected

val idation node (Sections 13.1 through 13.4). Tip validation

est abli shes node-level integrity only; full recursive validation

establishes full lineage validity (see Section 10.4).
I mpl enent ati ons MJUST NOT represent verified entries from non-ful
nmodes as full |ineage validation.

*invalid* (array of strings): The nodeld hex strings of nodes that
failed ATP validation. Causes include, but are not limted to,
canoni calization failure, nodeld m smatch, signature failure,
acyclicity violation, and strict-node profile-resolution failure
as defined in Section 20.4. Profiles MAY define additiona
invalidity causes; such causes MJST be enunerated in the profile
speci fication.

*unresol ved* (array of strings): The nodeld hex strings of parent
nodes that could not be obtained in the current verification
cont ext .

*wi t hhel d* (array of strings): The nodeld hex strings of nodes
that were intentionally omtted but acknow edged in a redacted-
| i neage context (Section 13.4).

*out Of Hori zon* (array of strings): The nodeld hex strings of nodes

|l yi ng outside the declared validation boundary in bounded
validation (Section 13.2).
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13.

* *keyUnresol ved* (array of strings): The nodeld hex strings of
nodes whose issuer public key could not be retrieved for the
(issuerld, keyld) pair, preventing signature verification
(Section 10.4).

* *profileUnresolved* (array of strings): The nodeld hex strings of
nodes whose profile value was not recognized by the validator (per
Section 20.4). |In permssive node, a profile-unresol ved node MAY
still pass ATP Core validation and appear in verified; in strict
node it is also reported in invalid. Profile-unresolved nodes are
al ways reported in this category so that operators can detect
interoperability gaps.

* *relayFidelity* (object, OPTIONAL): An object keyed by nodeld hex
string, with values indicating the relay fidelity state of relay
nodes as defined in Section 14.2. Pernitted values are
"Verified", "Asserted", and "Contradicted"

Absent categories MIST be represented as enpty arrays, not omitted.
The rel ayFidelity object MAY be omtted when no relay nodes are
present in the validated set. The boundary object MJST be present
when node is "bounded" and SHOULD be omtted in other nodes.
Profiles MAY extend this structure with additional keys.

7. ATP Core Conformance

An implenentation is *ATP Core conformant* if it satisfies all of the
foll owi ng requi renents:

* canoni cal i zes nodes according to RFC 8785 JCS as required by
Section 9;

* conputes nodeld per Section 10.1, including all required fields
and any profile field when present;

* generates and verifies EJd25519 signatures per Section 10.2 and
Section 10. 3;

* enforces acyclicity per Section 7;
* inplenments at least tip validation (Section 13.3);

* produces validation results in the format defined by Section 13.6,
including all required result categories;

* distinguishes invalid, unresolved, w thheld, out-of-horizon, key-
unresol ved, and profil e-unresol ved nodes per Section 13.5;
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14.

* treats the atp: action-type prefix as reserved per Section 17.1;

* passes all golden test vectors published in [ ATP- TEST- VECTORS] for
canoni cal i zati on, nodeld conputation, and Ed25519 signature
verification.

ATP Core conformance is the floor required for any ATP
i mpl ement at i on.

*Profile conformance is always additive.* An inplenentation that is
ATP Core conformant MAY additionally claimconformance with one or
nmore profiles registered per Section 17.2. Profile conformance
requires both ATP Core conformance and satisfaction of all rules
decl ared by the relevant profile. A profile MJST NOT weaken any ATP
Core conformance requirenment (Section 7, Section 10).

Conposite conformance | abels (such as ATP-MCP-L1, ATP-MCP-L2, and
ATP- MCP-L3) are not defined by ATP Core. Such |abels are defined by
i ndi vidual profile specifications.

Security Considerations

ATP signatures prove that an issuer nade a clai mabout a node. They
do not, by thenselves, prove that every claimcarried in the node is
true in the external world.

1. Relay Node Trust Senantics

A *relay node* is a node whose action semantics assert that input was
forwarded without nodification. Relay nodes deserve a dedicated
treatment because they have a unique trust property: the relay

i ssuer’s signhature proves that the issuer _nmade the non-nodification
claim, but it does not prove the claimis true. Qher ATP action
types (atp:request, atp:conpletion, atp:failure, atp:decision) carry
clains that are intrinsic to the issuer’s own activity (the issuer
asked, conpleted, failed, or decided). Relay nodes are the only ATP-
Core action type whose claimis _about another party’'s data_, which
is why their fidelity nust be evaluated separately. ATP defines
atp:relay (Section 17.1) as the canonical core action type for relay
nodes. A common indicator within atp:relay nodes is inputHash equal s
out put Hash. Profiles MAY define additional relay action types,
provided their semantics are explicitly declared per Section 20.3.
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Profiles that define relay-like action types MJST state how rel ay
fidelity is evaluated for those types. Permitted eval uati on methods
i nclude: payl oad hash equality (e.g., inputHash equal s outputHash),
direct-origin signature validation, dual-parent |ineage (per the
mtigations in this section), or profile-specific rules. Profile-
defined relay types whose fidelity evaluation is not declared MJST be
treated by validators as equivalent to atp:relay.

A node whose action semantics inply relay, forwarding, or pass-

t hrough behavi or MJUST be understood as an issuer assertion of
fidelity. The signature binds the relay issuer to that claim but
does not independently prove payload integrity across the relay
boundary.

Validators MJUST NOT treat a relay node’ s signature as proof that the
ref erenced payl oad was unnodified. The signature proves only that
the relay issuer made a non-nodification claim

When a downstream node is itself signed by a separate issuer
val i dators SHOULD verify the downstream node’s signature directly
rather than relying solely on the relay node’s fidelity claim

When the originating node that a relay clains to forward is reachabl e
via parent references or other avail able Iineage context, validators
SHOULD verify the originating node’s signature directly. This is the
strongest fidelity check available within ATP.

When the originating node is unreachabl e, including because it is
Cross-scope, access-restricted, unresolved, or withheld, validators
SHOULD report relay fidelity as asserted rather than verified.

I mpl enentations that require strong relay fidelity guarantees SHOULD
adopt one or nore of the following nmtigations:

* *Direct parent resolution:* The consum ng node references the
originating node (skipping the relay) so that validators can
verify the original signature directly.

* *Dual -parent pattern:* The consum ng node references both the
rel ay node and the originating node, preserving both the chain-of -
custody path and a direct verification path.

* *(Qut-of-band payl oad verification:* The validator independently

retrieves the payload identified by the rel evant hash and
reconputes integrity outside the ATP graph
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Rel ay nodes renmain valid and useful ATP nodes. They record that a
boundary was crossed, who clains to have crossed it, and what
fidelity assertion was made. ATP treats relay nodes as
accountability artifacts, not as automatic proof of non-nodification.

If arelay issuer’'s fidelity assertion is later shown to be fal se,
the signed relay node renmins evidence that the issuer made that
assertion.

2. Relay Fidelity Validation States

For relay-node fidelity, validation results SHOULD di stingui sh at
| east the foll owi ng states:

* *Verified:* The originating node is resolved, signatures validate,
and the relay claimis consistent with the originating materi al

* *Asserted:* The relay node is validly signed but the originating
node was not independently verified.

* *Contradicted:* The originating node is resolved and the rel ay
cl ai m does not match the originating materi al

These states are specific to relay fidelity semantics and do not
repl ace the broader ATP validation result categories defined in
Section 13.5.

3. Tinestanp Trust

The tinestanp field is a clainmed value set by the node emitter. ATP
does not define a trusted time source or require synchronized cl ocks.
Val i dators SHOULD treat tinestanps as issuer assertions subject to
the sanme trust considerations as other node content.

4. Signature Scope

An ATP signature covers the nodeld, which is derived fromthe
canoni cal node content. The signature does not cover the referenced
payl oads thenselves -- only their hashes. Payload integrity depends
on the hash algorithmand the availability of the original payl oad
for reconputation.

5. Trust Model Summary
ATP' s security guarantees rest on three trust assunptions. These

assunptions are stated individually el sewhere in this docunment and
are collected here for the benefit of inplenenters and revi ewers.
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* *|ssuer key availability.* Verifiers are assuned to be able to
retrieve issuer public keys for any (issuerld, keyld) pair that
appears in the chain. Key discovery is intentionally deferred to
depl oynents and future specifications (Section 16.1). Wen a key
i s unavail able, the affected node is keyUnresol ved rather than
invalid (Section 10.4).

* *Node availability.* Full lineage verification requires that all
ref erenced parent nodes be retrievable in the verifier’s
verification context. ATP does not define a federation or cross-
scope retrieval protocol (Section 16.3). \Were parent nodes are
unavail abl e, the affected nodes are unresol ved and |i neage
validity is not established (Section 10.4, Section 13.5).

* *]ssuer honesty (within signature scope).* ATP signatures prove
that an issuer made a clai mabout a node. They do not prove that
the claimis true in the external world. Tinestanps
(Section 14.3), action types, and payl oad references are all
i ssuer assertions subject to operational trust in the issuer

These assunptions are deliberate scope choices, not om ssions. ATP
conposes with identity, authorization, transparency, and federation
mechani sns that strengthen each assunption (Section 14.6,

Section C 6) w thout expanding ATP Core.

6. Suppression and Anti- Suppression

ATP detects nodification but not suppression. A malicious operator
who controls a node store MAY withhol d individual nodes froma
verifier. A verifier observing unresolved parents cannot, on the
basis of ATP al one, distinguish between (a) nodes that exist

el sewhere but are unreachable in the current verification context,
(b) nodes that have been deliberately suppressed, and (c) nodes that
were never witten.

ATP Core does not provide an anti-suppression nmechanism This is a
del i berate scope choice, not an oversight.

Depl oyments that require operator-independent assurance agai nst
suppressi on SHOULD | ayer ATP with an append-only transparency service
such as a SCI TT-conpatible service [SCITT]. In such a conposition

* ATP nodes (or their nodeld val ues) are published to the
transparency service as signed statenents;

* the transparency service provi des operator-independent evidence
that the node existed at a given tinme and was not retroactively
suppr essed;
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* ATP retains its causal -DAG and |ineage-validity semantics over the
under | yi ng chai n.

Profiles MAY define normative SClI TT-conpati bl e or equival ent
publication patterns. ATP Core does not require such |ayering, but
the protocol is designed to conpose with it (see Section C.6 for
further discussion of the SCITT rel ationship).

7. Replay and Scope Bi ndi ng

Because scope participates in canonicalization (Section 9,

Section 12), a node’s nodeld is bound to its declared scope. A
literal replay of a signed node into a different scope produces a
different reconputed nodeld; the original signhature does not validate
against that different nodeld. Replay across scopes is therefore
not, by itself, a node-integrity attack

However, a malicious party who obtains a signed node MAY present that
node in a different verification context where its declared scope

val ue happens to be permtted or expected. Validators MJST eval uate

scope semantics within their verification context and MJST NOT accept
a node as evidence of an action in a verification context whose scope
semantics do not match the scope val ue decl ared by the node.

ATP Core does not define an anti-replay nechani sm beyond scope

bi nding. Depl oynents requiring stronger anti-replay protection (for
exanpl e, freshness guarant ees agai nst sane-scope replays after a |ong
interval) SHOULD | ayer additional context-binding outside the
protocol -- for exanple, transport-|ayer freshness tokens, audited
delivery channels, or profile-defined nonce fields participating in
canoni cal i zati on per Section 20. 4.

Privacy Consi derations

ATP nodes carry netadata about actions, identities, and causa

rel ati onshi ps. Even when payl oad content is stored externally and
referenced only by hash, the existence of a node in an ATP chain
reveal s that an action was taken, by which agent, on behalf of which
actor (when present), and in what causal relationship to other
actions.

1. Data Mnim zation

ATP' s design supports data mnimzation by carrying hashes rather
than full payl oads. However, the netadata fields thenselves --
including actorld, agentld, issuerld, and action.type -- may
constitute personal data or sensitive operational data dependi ng on
t he depl oynment context and applicable jurisdiction

Bat es Expi res 11 Novenber 2026 [ Page 29]



I nternet-Draft ATP May 2026

15.

15.

I mpl ement ati ons SHOULD eval uat e whet her node metadata requires
protection under applicable privacy regul ations and SHOULD appl y
access controls to ATP node storage and retrieval accordingly.

2. Deletion and Retention Tension

ATP' s tanper-evident properties create a tension with data subject
rights such as the right to erasure under GDPR and siml ar
regul ati ons.

Payl oads referenced by inputHash and out put Hash are stored outside
the ATP chain and MAY be del eted independently w thout invalidating
the chain's structural integrity. The hash references will remain,

but the referenced content will no longer be retrievable.
Node netadata within the chain -- including actorld, agentld,
ti mestanps, and causal relationships -- cannot be renoved wi thout

invalidating the node’s signature and the nodeld references of al
descendant nodes.

I mpl enent ati ons that nust accommodate del etion rights SHOULD consi der
the follow ng approaches:

* Store personal data exclusively in external payloads referenced by
hash, not in node netadata fields.

* Use pseudonymous or indirect identifiers in actorld that can be
dereferenced through a separate, del etable napping.

* Apply redacted-1ineage validation (Section 13.4) so that nodes
cont ai ni ng personal data can be withheld fromverification
contexts when required.

ATP does not define a normative del etion or redacti on mechanism The
tensi on between i mutabl e audit evidence and deletion rights is an
operational and | egal concern that deploynments nust address in the
context of their applicable regulatory requirenents.

3. Chain Existence as Mt adata

Even when all payl oad content and personal identifiers are renoved or
pseudonyni zed, the existence of an ATP chain itself -- including its
structure, depth, timng, and issuer distribution -- may revea
operationally sensitive information. |nplenentations SHOULD apply
appropri ate access controls to chain nmetadata, not only to payl oad
content.
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4. Pseudonynous ldentifiers and Post-Deletion Verification

I mpl enent ati ons SHOULD use pseudonynous or indirect identifiers in
actorld rather than directly identifying personal data. A separate
identity-resolution service SHOULD manage the nappi ng between
pseudonynous identifiers and real identities.

When a data subject exercises a right to erasure, the RECOVMMENDED
approach is to delete the identity-resolution mappi ng and any
external payl oads contai ning personal data. The ATP chain itself is
not nodifi ed.

After identity-resolution deletion, the actorld value remains in the
chain but can no | onger be resolved to a natural person. The chain’s
structural integrity, signatures, and causal relationships are
unaf f ect ed.

I mpl enentati ons MUST NOT rely on actorld opacity alone as a privacy
control. |If the actorld value itself is directly identifying -- for
exanpl e an email address or enployee nunber -- deletion of the
mappi ng servi ce does not renove the personal data fromthe chain.
Pseudonynous identifiers are therefore RECOWENDED as the default.

Fol I owi ng del etion of identity nmappings or external payl oads,
val i dators SHOULD use redacted-1ineage validation as described in
Section 13.4 when verifying historical chains that include now
unr esol vabl e or now wi t hhel d el ement s.

Depl oynents subject to data protection regulations SHOULD docunent
their ATP data retention and del eti on procedures as part of their
privacy inmpact assessnent.

Oper ational Considerations
1. Key Lifecycle

ATP does not define a key managenent protocol, key discovery
mechani sm or trust registry. However, ATP deployments depend on
durabl e issuer key practices in order for signed nodes to remain
verifiable over tinme.

Each issuer controls its own key material. No issuer is expected to
hol d anot her issuer’s private key. Private key storage is

i mpl ement ati on-specific and MAY use HSMs, cloud KMS systens, |oca
keystores, or other suitable mechanisnms. The operational requirenent
is that the private key associated with a given issuer.keyld can
gener ate ATP-confornmant Ed25519 signatures, and that validators can
obtain the corresponding public key for verification
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An issuer MAY rotate signing keys at any time by beginning to sign
new nodes with a new keyl d.

Previously signed nodes renain valid after rotation. A node
continues to identify the key that was active when it was signed
through its issuer. keyld val ue.

An issuer MJST rmaintain the ability to provide the public key for any
keyld that appears in its signed nodes for as |ong as those nodes may
need to be verified.

ATP Core does not define a public key discovery mechani smor a
normative well-known URI path for key publication. |nplenentations
MAY use wel | -known URI's, JWK sets, append-only key |ogs, out-of-band
registries, or other equivalent nmechanisnms that allow a validator to
retrieve the public key for a given (issuerld, keyld) pair. A future
ATP specification or profile MAY define a nornative key-di scovery
pat h; this docunent does not.

This deferral creates a practical interoperability consequence: unti
a normative key-discovery path exists, two inplenentations that w sh
to cross-verify each other’s chains MJST agree on a key-retrieva
mechani sm out - of -band. Cross-organi zation verification is therefore
fragmented at the discovery |layer even though node integrity,
identity conmputation, and signature verification are determnistic.
Profiles requiring open cross-organization verifiability SHOULD
define a key-publication nmechanism (for exanple, a JWK set served at
a profile-specified well-known URI) and SHOULD declare it as a
profil e conformance requirenent.

Key retirenent does not invalidate previously signed nodes. The
nodel d and signature remain correct; only the deployment’s ability to
verify those nodes depends on continued public key availability.

I mpl enent ati ons SHOULD plan for indefinite retention of public keys
for any keyld that has been used in production signing.

Depl oyments are RECOMVENDED to publish or otherw se maintain an
append-only public key record per issuer so that historical keylds
remai n resol vabl e even after active signing use has ended.

2. Request/ Conpletion Pairing

ATP does not require a single emssion timng nodel for all action
types. However, when inplenentations require auditable evidence of
attenpted, in-progress, conpleted, or failed actions, a paired
request/conpl etion pattern i s RECOMVENDED.
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In this pattern, a *request node* (typically atp:request, see
Section 17.1) records intent. The request node carries inputHash
covering the request payload. outputHash is omtted (not zeroed or
set to a placeholder -- absent). Per Section 9, null-valued fields
are omtted during canonicalization, so this is consistent with
deterministic identity conputation.

A *conpl etion node* (typically atp:conpletion, see Section 17.1)
records outcome. The conpletion node references the request node as
a parent. The conpl etion node SHOULD carry an inputHash matching the
request node’s inputHash so that validators can determ ne that both
nodes describe the sanme |ogical action. The conpletion node carries
out put Hash covering the response or result payl oad.

A *failure* is also represented as a conpletion node, typically using
atp:failure (Section 17.1). The relevant action.type SHOULD i ndicate
failure semantics, and out put Hash SHOULD cover any resulting error
payl oad.

ATP does not mandate that profiles use the core atp:request,

atp: conpletion, and atp:failure types directly. Profiles MAY define
nore specific action types that follow the same em ssion senantics,
provided the profile specification declares the mapping (per

Section 20.3).

If an emitter crashes or otherw se fails between request-node

em ssion and conpl eti on-node enission, the unpaired request node
remains a valid ATP node. Validators and operational tooling SHOULD
report unpaired request nodes as open or inconplete rather than
invalid. This behavior is intentional and provides crash-recovery
and interrupted-action visibility.

3. Cross-Scope Resol ution

Cross-scope parent verification is an operational capability, not a
separate ATP protocol. Inplenentations that expect validators to
verify nodes across scope boundaries SHOULD ensure that validators
can retrieve referenced nodes across those boundari es.

Thi s MAY be achi eved through a shared node store, an API-based
retrieval mechanism or another exchange nechanism ATP does not
define a federation protocol or a required topology for cross-scope
node access.
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4. Actor Mapping Cuidance

In governed depl oynents, actor om ssion SHOULD be uncomon. Most ATP
nodes ought to identify the principal whose authority the agent is
acting under.

actor represents the delegating principal. That principal MY be
hurman or non- hunan.

When a human initiates an action, actorld SHOULD identify the human
princi pal and authContext SHOULD identify the authentication
mechani sm such as SAML or QO DC

When a machi ne-ori gi nated chain has no human initiator, actorld
SHOULD identify the accountabl e service principal -- the service
account, schedul ed-job identity, CI/CD pipeline identity, managed
identity, or equival ent non-human principal. authContext SHOULD
identify the credential or trust mechani smused, such as workl oad
identity, managed identity, service account, or APl key.

When there is genuinely no del egating principal and the agent is
acting autononously, actor MAY be omitted. Such omissionis a

meani ngful signal: it indicates the action was not taken on behal f of
an accountable principal. Inplenentations SHOULD treat frequent
actor omission as a governance concern rather than as routine
behavior. See Section 8 for the corresponding verifier rule on

om ssi on.

5. Agent Versioning Quidance

ATP does not mandate a versioning scheme for agent.version.
I mpl enent ati ons MAY use senantic versions, date-based versions,
commit hashes, or other distinguishable version identifiers.

However, agent.versi on SHOULD change whenever the agent’'s deci sion-
produci ng configuration changes. The governing test is
*configurational*, not run-tine behavioral: if the _configuration_
that produces outputs changes such that the agent could produce a
different output for the sane input, the version SHOULD change. Run-

time output variance that is intrinsic to the agent’s design -- for
exanple, a sanpling LLMwith no fixed seed producing different
conmpl etions for identical pronpts -- does NOT require a version bunp

on every emission. The version tracks the agent the way a software
version tracks a binary: it changes when the binary changes, not when
the binary processes different inputs.

Changes that SHOULD trigger a new agent.version include, but are not
limted to:
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* a software code change that alters decision logic (a refactor, a
routing-rul e change, a control-flow nodification);

* a nodel swap (for Al agents);
* a pronpt, tenmplate, or few shot exanple change (for Al agents);

* a tool -scope change that affects what tools the agent can sel ect
or invoke;

* a policy-bundle, guardrail, or business-rule change that affects
out put behavi or; and

* a configuration change that affects output behavior, such as
sampl ing paraneters, retrieval settings, scoring weights, or
generation paraneters

Changes that ordinarily SHOULD NOT trigger a new agent.version

i nclude infrastructure-only changes that do not affect decision
behavi or, such as scaling changes, region failover, key rotation,

| oggi ng changes, observability changes, or transport/protoco
upgrades that do not alter the agent’s decision logic. Run-tine non-
determ ni sm (sanpling, random seed-based variation, tinme-of-day-
dependent behavior) |ikew se does NOT trigger a version bunp unless
the _configuration_ of that non-determ ni sm changes.

ATP cannot enforce correct version bunps at the protocol level. |If
an i npl ementati on changes agent behavi or w t hout changi ng
agent.version, that is an inplenmentation governance failure rather
than a protocol anbiguity.

6. Issuer ldentity Ganularity

ATP does not prescribe a required granularity for issuerld. issuerld
identifies a signing-authority boundary: the entity that controls the
private key material and is accountable for the nodes it signs. That
boundary MAY align with a tenant, a deploynent, a region, a service,
or anot her organizational unit.

The governing principle is key custody. Nodes signed under the sane

i ssuerld share the same key-custody boundary. |If two systens have
i ndependent key custody -- for exanple, different key storage,
different rotation policies, or different operational teans -- they

SHOULD use different issuerld val ues.

Conversely, systens that share key custody MAY share an issuerld
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I mpl enent ati ons SHOULD choose issuerld granularity such that
comprom se of one issuer’s key material does not inplicate nodes
signed by a different issuer. This is the primary security
constraint on issuerld design.

The conbination of issuerld and keyld MJST be unique within the
rel evant verification context. Two different issuers MJST NOT share
a keyld value that maps to different keys within that context.

ATP does not mandate whether issuerld maps to tenants, deploynents,
services, or regions. This is an operational design decision. An

enterprise with centralized key custody MAY use one issuerld across
mul tiple agents or services. A deploynent with per-tenant or per-

envi ronment key isol ati on SHOULD use distinct issuerld val ues that

reflect those custody boundari es.

7. Storage Mdel Guidance

ATP does not nmandate a storage substrate. |nplenentations MAY use
append-only | ogs, content-addressed object stores, relationa
dat abases, or other storage systens.

In practice, three storage patterns are conmmon:

*Pattern A -- Append-only event |og.* Nodes are witten sequentially
to a log. Parent resolution is performed by index | ookup or by a
secondary index on nodeld. This pattern integrates naturally wth
event -sourced architectures and operational nonitoring systenms, but
parent resolution across |arge graphs depends on effective indexing.

*Pattern B -- Content-addressed object store.* Nodes are stored keyed
by nodeld. Because nodeld is derived from canoni cal node content,
this pattern aligns closely with ATP's deterministic identity node
and supports direct parent |ookup by nodeld. However, tenpora
ordering and operational queryability may require additiona

i ndexi ng.

*Pattern C -- Hybrid.* Nodes are witten to an append-only log for
tenmporal ordering and operational queries, and are al so i ndexed or
stored by nodeld for efficient parent resolution. This pattern
supports both operational visibility and efficient heritage traversa
at the cost of greater inplenmentation conplexity.

Regar dl ess of storage choice, inplenmentations MIST ensure that a node
can be retrieved by nodeld with sufficient performance to support the
val i dati on nbdes the deploynent intends to offer
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| mpl enent ati ons that support full recursive validation (Section 13.1)
SHOULD ensure that parent resolution by nodeld remains efficient at
scal e, since recursive validation traverses the full heritage graph

I mpl enent ati ons MJUST ensure that stored nodes are i mutabl e once
witten. Mitation of a stored node invalidates its nodeld, breaks
downstream parent references, and defeats ATP s tanper-evidence
guarantees for any verifier that does not retain the original bytes.
I mpl enent ati ons MAY enforce inmmutability through storage-engine
constraints -- for exanple, wite-once tables, content-addressed

obj ect stores, append-only |ogs, or BEFORE UPDATE triggers that
reject row nodi fications.

Storage-layer integrity checks, such as reconputing nodeld from
stored content as an operational health neasure, are RECOMVENDED.
However, such checks are not a substitute for ATP validation

8. Permssioned Verifiability

ATP does not define an access-control nodel for node retrieval
Access control over who may retrieve and verify which nodes is an
i npl ement ati on and depl oynent concern

In practice, ATP deploynents often serve multiple verification
audi ences with different access rights.

*Tier 1 -- Full-chain verification.* A verifier with unrestricted
access to all relevant nodes and scopes can performfull recursive
validation as defined in Section 13.1

*Tier 2 -- Scoped verification.* A verifier with access linmted to
particul ar scopes, issuers, tine ranges, or other node attributes
val i dates the nodes available in that verification context. Parents
outsi de that boundary are reported as unresol ved or out-of-horizon
according to the applicable validation node.

*Tier 3 -- Redacted verification.* A verifier is given a parti al
chain in which sensitive nodes are withheld and represented only by
nodel d or by wi t hhel d-node pl acehol ders consistent with Section 13. 4.
The verifier can validate visible nodes, confirmvisible chain
structure, and transparently report w thheld nodes.

I mpl ement ations that serve nultiple verification audi ences SHOULD
provi de mechani sms to scope node access by verification context --
for exanple, by scope, by issuer, by tine range, or by other node
attributes
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When a verification context restricts the nodes available to a
verifier, the verifier MJST use the appropriate validation nmode and
MJST report any nodes that are unresolved, w thheld, or out-of-

hori zon in the validation result.

I mpl ement ati ons MAY offer a *hash-only verification path* in which a
verifier is given only nodeld val ues and parent references w thout
full node content. This allows the verifier to confirmchain
structure and determ ne whet her one node descends from anot her

wi t hout access to the netadata of internedi ate nodes.

ATP does not define a protocol for pernissioned export, redacted-
chain generation, or verifier authorization. Those mechani sns remain
i mpl ement ati on-specific.

9. Deletion and Redaction Operations

ATP does not define a deletion protocol, a redaction protocol, or an
identity-resolution service. Those mechanisns remain inplenentation-
speci fic.

In practice, deploynments can reduce privacy tension through three
operational |ayers:

*Layer 1 -- Keep personal data out of node netadata.* Deploynents
SHOULD prefer pseudonynous identifiers in actorld and SHOULD avoid
enbedding directly identifying personal data in actorld, agentld,

i ssuerld, or action.type.

*Layer 2 -- Delete external payloads freely.* Payl oads referenced by
i nput Hash and out put Hash nmay be del eted i ndependently of the ATP
chain wi thout breaking ATP structural integrity.

*Layer 3 -- Verify post-deletion chains using the appropriate

val idation node.* After identity-resolution deletion or payl oad

del etion, validators SHOULD use redacted-Iineage validation or

anot her appropriate restricted verification node so that w thheld or
now unr esol vabl e content is reported transparently rather than
treated as invalid.

These operational practices do not elininate the | egal or governance
tensi on between immutabl e evidence and deletion rights, but they nake
privacy-preserving ATP depl oynments practical w thout nodifying the
core protocol
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ATP does not define benchmark requirenents. Performance depends on
i npl ement ati on | anguage, hardware, storage design, graph shape, and
val i dati on node. However, depl oynents SHOULD understand four

di stinct ATP cost centers.

*Cost 1 -- Canonicalization.* Canonicalization cost scales primarily
wi th node count rather than with node conpl exity because ATP nodes
are structurally snmall and regular. For nost depl oynents,

canoni calization is not the dom nant validation cost.

*Cost 2 -- Signing and signature verification.* EJd25519 signing and
verification are conputationally |ightweight for individual nodes.
I'n bulk validation scenarios, signature verification cost becones
nmeasur abl e but remains parallelizable because each node's signature
i s i ndependent.

*Cost 3 -- Parent resolution.* The dom nant perfornance cost in ATP
validation is usually parent resolution: retrieving referenced nodes
by nodeld. Inplenentations SHOULD optim ze node retrieval by nodeld
as a primary access pattern.

*Cost 4 -- Lineage traversal.* Full recursive validation traverses
the entire heritage graph and therefore scales linearly with the
nunber of reachable nodes in that heritage. Bounded validation caps
traversal according to the declared horizon. Tip validation avoids
heritage traversal entirely.

| mpl enent ati ons that support full recursive validation (Section 13.1)
SHOULD ensure that parent resolution by nodeld remains efficient at
scal e, since recursive validation traverses the full heritage graph.

I npl enentati ons that serve |l atency-sensitive validation requests
SHOULD consi der bounded validation (Section 13.2) or tip validation
(Section 13.3) for operational use cases, reserving full recursive
validation for audit and forensic contexts.

I mpl enent ati ons SHOULD nonitor and report heritage depth and
branching factor for production scopes. Unusually deep or wi de
graphs may indicate emtting-system design issues, excessive
del egation, or insufficient scope partitioning.

Caching of previously validated subtrees is permtted and RECOVMMENDED
for deploynments that performrepeated validation of overl apping
heritage. Cached validation results MJST be invalidated if the
validator’s trust in any issuer key changes, for exanpl e because of
key conpronise, key replacenent, or revocation-related policy change.

Bat es Expi res 11 Novenber 2026 [ Page 39]



I nternet-Draft ATP May 2026

16.11. Node Granularity CGuidance
ATP Core does not normatively prescribe what events MJST or MJST NOT
produce ATP nodes -- that is profile responsibility (Section 20.3).
However, deploynents and profile authors benefit froma shared
default. The governing principle is: *an ATP node represents an
action that warrants independent audit*, not every interna
comput ati on step.
The foll owi ng non-normative heuristics describe the typical default:
*Node-wort hy events* (typically emtted as ATP nodes):

* External tool invocations and their conpletions (cross-process,
Cross-service, or cross-organization calls).

* (Cross-agent di spatches (one agent handing work to anot her).
* Cross-issuer payload forwarding events (relay nodes).

* Decisions that materially affect downstream outcones (too
sel ection, routing decisions, synthesis fromnultiple inputs).

*  Workflow or transaction boundaries (root nodes for new
transacti ons; conpletion nodes for terninating transactions).

*Not node-worthy events* (typically NOT emtted as ATP nodes):

* Internal control flowwithin a single agent’s reasoning (if/else
branches, |oops, exception handlers).

* Lookups of environnent variables, configuration values, or static
reference data.

* Per-token nodel output during generation (token-streani ng chunks).

* Pre-em ssion canonicalization, signhing, or storage operations of
the ATP | ayer itself.

* Heal th-check pings, heartbeats, or other liveness traffic.
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The boundary between node-worthy and not-node-worthy is *whether the
event crosses a trust boundary or affects auditability*. An interna
if statement in an agent’s code is not node-worthy; a decision that
sel ects between two external tools, paid services, or downstream
agents is. A configuration | ookup is not node-worthy; a
configuration change_ that could alter the agent’s behavior is
reflected in agent.version (Section 16.5), not in a separate

em ssi on.

Profiles MAY normatively constrain these defaults. For exanple, a

hi gh-assurance profile MAY require explicit decisional nodes for any
output that affects regulatory reporting; a | ow assurance profile MAY
suppress deci sional nodes entirely and emit only request/conpletion
pairs. Profiles SHOULD justify their granularity rules with
reference to the audit posture they target.

16.12. Chain Exchange Patterns

ATP does not define a transport protocol for chain exchange.
However, depl oynents that share chains across organi zational or
system boundari es benefit from comon patterns.

Three patterns are common:

*Pattern X -- Bundl e export.* The producer assenbles a JSON envel ope
containing an array of signed nodes plus a list of w thhel dNodel ds
(where applicable) and provides it to the consumer as a single
artifact. A typical bundle structure:

{
"atpVersion": "11",
"nodes": [ /* array of signed ATP nodes */ ],
"wi t hhel dNodelds”: [ /* array of nodeld hex strings -- see Section 13.4 */ ],
"scopes": [ /* OPTIONAL -- array of scope values represented in this bundle */ ]
}

The consuner iterates nodes, validates each per the appropriate
val i dati on node (Section 13), and treats any parent reference that
resolves only to a withhel dNodelds entry as wi thheld rather than
unresol ved.

*Pattern Y -- Pull by nodeld.* The producer exposes a content-
addressed retrieval APl (GET /atp/nodes/{nodeld}) returning the
signed node by its identifier. The consumer wal ks parent references,

resolving each via the API. This pattern is appropriate when the
consuner’s traversal pattern is unpredictable or when chains are very
| ar ge.
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*Pattern Z -- Push to log.* Each issuer enits signed nodes to a
shared append-only |log (a transparency service per Section C 6, an
event bus, or a centralized audit store). Consuners subscribe or
query the log. This pattern is appropriate when nultiple consuners
need access to the sanme chains or when anti-suppression guarantees
(Section 14.6) are required.

Bundl e exports SHOULD i ncl ude enough context for the consuner to
performthe validation node they require: a bundle intended for full-
recursive validation MJST include all heritage; a bundle intended for
tip validation MAY include only the tip nodes. ATP Core does not
define a normative bundl e schemma; profiles MAY do so.

I ANA Consi derations

Thi s docunent requests the followi ng | ANA acti ons.

1. ATP Action Types Registry

I ANA is requested to create a newregistry titled "ATP Acti on Types”

under a new "Agent Transaction Protocol (ATP)" registry group. The

registration policy for this registry is Specification Required

[ RFC8126] .

Each entry in the registry MJST include the follow ng fields:

* *Type Val ue:* The action type string.

* *Description:* A short description of the action type's senantics.

* *Reference:* A pointer to the specification that defines the type.

* *Status:* One of active, deprecated, or obsolete. active indicates
the type is currently recomended; deprecated indicates the type
SHOULD NOT be used in new em ssions; obsolete indicates the type
is retained for historical |ookup only and MJUST NOT be used in new
emi ssi ons.

The atp: prefix is reserved for this registry. Action types defined

by ATP profiles MAY register under the atp: prefix follow ng the

Speci fication Required policy above. Action types that are not

regi stered MUST NOT use the atp: prefix.

The following initial values are registered by this docunent, al
with Status active
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at p: request

at p: conpl eti on

atp:failure

atp:rel ay

at p: deci si on

Bat es

ATP

Represents the
initiation of an
action, recording

i ntent and i nput

mat eri al . out put Hash
is typically absent.

Represents the
successful conpl etion
of an action
initiated by a
correspondi ng request
node. out put Hash
covers the result

payl oad.

Represents the
failure outconme of an
action initiated by a
correspondi ng request
node. out put Hash
SHOULD cover any
error payl oad.

Represents a
boundary- crossi ng
relay event in which
the emitting issuer
asserts that input
was forwarded w thout
nmodi fication.

i nput Hash SHOULD
equal out put Hash.

Represents a
deci si onal node
recording a

sel ection, policy
deci sion, or

synt hesi s wi t hout
direct invocation of
an external system

Table 1

hi s docunent,
Section 16.2

_|

Thi s docunent,
Section 16.2

Thi s docunent,
Section 16.2

Thi s docunent,
Section 14.1

Thi s docunent,
Section 8
(deci si onal
node
definition)
and Appendi x A
(wor ked
exanpl e)
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Future ATP profile docunents MAY request additional action type
registrations follow ng the Specification Required registration
policy above. A registered action type MAY be transitioned to
deprecated or obsolete Status by a subsequent specification

regi stered under the sane policy; transitions MJIST cite the prior
regi stration.

The five initial action types are registered in Core because they
represent cross-system patterns whose vocabulary alignnent is nore
val uabl e than mnimalism |nplenentati ons MAY use only a subset. In
particular, profiles or deploynents that have no need for explicit
relay or decisional enission MAY nodel those concepts using
atp:request + atp:conpletion pairs and never enit atp:relay or

at p: deci si on nodes. Conversely, deploynents that DO emt relay or
deci si onal nodes benefit fromregistered vocabulary so that cross-
systemvalidators can interpret themuniformy. Registration of
these types in Core does not inply any depl oynent nust use them

2. ATP Profiles Registry

IANA is requested to create a newregistry titled "ATP Profil es”
under the "Agent Transaction Protocol (ATP)" registry group. The
registration policy for this registry is Specification Required

[ RFC8126] .

Each entry in the registry MJST include the follow ng fields:

* *Profile ldentifier:* The full URN of the form
urn:ietf:parans:atp: profile:{nane}:{version} (see Section 20.1).

* *Profile Name:* The short profile name conponent.
* *Version:* The semantic version of the profile (see Section 20.2).

* *Description:* A short description of the profile’ s scope and
pur pose.

* *Reference:* A pointer to the specification that defines the
profile.

* *Status:* One of active, deprecated, or obsolete.
Thi s docunent does not register any initial profile entries. Initial

profile entries are expected to be registered by separate profile
speci fications, including [ATP-PROFILES].
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3. URN Sub- Nanespace Regi stration

I ANA is requested to register the URN sub-nanespace atp under
urn:ietf:parans per [ RFC3553].

*  *Registry name:* Agent Transaction Protocol (ATP) Paraneters

* *URN format:* urn:ietf:params:atp: {class}: {nane}:{version} where
{class} is one of the registered ATP paraneter classes (initially
profile), {name} is the paraneter nane, and {version} is the
paramet er version.

* *Registration policy:* Sub-classes within urn:ietf:paranms:atp: are
added by | ETF Consensus or by a registry policy declared in a
subsequent ATP specification

* *Reference:* This docunent, Section 17.2 and Section 20.1

Thi s docunent does not request the registration of a well-known URI
for ATP key publication. A future ATP specification or profile MAY
define a normative key-di scovery path and request the corresponding
wel | -known URI registration; this docunent explicitly defers that
wor k.

I mpl ement ati on Status

This section is to be renoved before publication as an RFC, in
accordance with [ RFC7942].

At the time of this draft, ATP is at the design and prototype stage.
No production deploynments are reported. A zero-dependency Node.js
ref erence inpl enentati on acconpanying this draft passes all gol den
vectors published in [ ATP- TEST- VECTORS] for canonicalization
(Section 9), nodeld conputation (Section 10.1), Ed25519 signature
generation and verification (Section 10.2 and Section 10.3), and tip-
val i dation node-level integrity (Section 10.4 / Section 13.3).

A reference inplementation intended to denonstrate interoperability
SHOULD publish gol den test vectors covering, at m ninmum

* canonicalization per RFC 8785 JCS (Section 9), including the
inclusion of the profile field when present;

* nodeld conputation (Section 10.1);

* Ed25519 signature generation and verification (Section 10.2 and
Section 10. 3);
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* each validation node defined in Sections 13.1 through 13. 4;

* the validation result format (Section 13.6), including
representation of all required result categories;

* profile-field canonicalization behavior under both strict and
per m ssive validator nodes (Section 20.4);

* handling of invalid, unresolved, wthheld, out-of-horizon, key-
unresol ved, and profil e-unresol ved parents.

The conpanion Internet-Draft [ ATP- TEST-VECTORS] provides an initia

set of golden vectors aligned with the requirenments above

| mpl enent ati ons cl ai m ng ATP Core conformance per Section 13.7 MJST
pass all vectors in [ ATP-TEST- VECTORS] for canonicalization, nodeld
conput ation, and Ed25519 signature verification

Aut hors and inplenmenters w shing to report inplenmentation status,
interoperability results, or production usage are invited to contact
the docunent author identified in the Author’s Address section

Profil e Framework

An ATP *profile* is a normative specification that extends or
constrains ATP Core for a specific deployment context, domain, or
interoperability scope. Profiles MAY define additional action.type
val ues, additional node schema fields, nore restrictive validation
rules, null-field inclusion rules (per Section 9), relay type

decl arations (per Section 14.1), and conpletion-pairing semantics
(per Section 16.2). Full profile governance, including the
specification tenplate, registration procedures, and conposite
conformance | abels, is defined by individual profile specifications
and by the conpani on docunent [ATP-PROFILES]. This docunent defines
the ATP Profile Framework: the rules that any profile MJST satisfy in
order to be ATP-conformant.

1. Profile ldentifiers

A profile is identified by a string value carried in an OPTI ONAL
profile field on ATP nodes (see Section 8). Wen a profile field is
present, validators MJUST apply the validation rules of the identified
profile in addition to ATP Core rules. Wen the profile fieldis
absent, ATP Core rules apply exclusively.

Profile identifiers MJUST foll ow one of the two formats defined bel ow

* *Registered profiles* use the prefix urn:ietf:parans:atp:profile:
foll owed by the profile name and version
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urn:ietf:parans:atp:profile:{nane}: {version}
Exampl e: urn:ietf:paranms:atp:profile:ncp:1.0

Regi stered profiles are recorded in the ATP Profiles registry
(Section 17.2) under the URN sub-nanmespace registered in
Section 17. 3.

* *Private or vendor profiles* use the tag URI schenme [ RFC4151] with
the profile maintainer’s DNS authority:

tag: {authority}, {date}: atp-profil e/ {nane}: {version}

VWhere {authority} is a DNS nane under the profile maintainer’s
control, {date} is the year (YYYY) or year-nonth (YYYY-MM on which
the mmi ntai ner becane authoritative for that DNS authority, {nane} is
the profile name, and {version} is the semantic version per

Section 20. 2.

Exanpl e: tag: exanpl e. com 2026: atp-profile/internal -audit: 1.0

Tag URIs are a registered URI schene defined by [ RFC4151] for use
cases where a stable identifier is needed without per-identifier |ANA
registration. Private profile identifiers are not recorded in the
ATP Profiles registry (Section 17.2) and are valid within the
operational context of the deploying organization only.

Val i dat ors MUST di stinguish registered profile identifiers (which are
URNs under urn:ietf:parans:atp:profile:) fromprivate profile
identifiers (which are tag URI's under tag:) on the basis of the UR
schene.

Val i dators SHOULD reject nodes claimng a registered profile
identifier (using the urn:ietf:paranms:atp:profile: prefix) that does
not correspond to an entry in the ATP Profiles registry.

I mpl ement ations of earlier ATP drafts that enmtted private profile
identifiers in the formprivate:{authority}/{name}:{version} SHOULD
mgrate to the tag URI form before clainng -10 confornmance
Val i dators MAY accept the |legacy private: formduring a transition
peri od but MJST report any non-tag-URl private profile identifier
under profileUnresolved in the validation result (Section 13.6) so
that operators can identify mgration backl og.

2. Profile Versioning

Profiles MJUST use semantic versioning (MAJOR M NOR PATCH)
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* A *MAJOR* version increnent is REQU RED when the profile
i ntroduces breaki ng changes to canonicalization rules, the node
schema, or validation |ogic. Nodes produced under MAJOR version N
are not required to be validatable under MAJOR version N+1 without
explicit backward-conpatibility provisions.

* A *M NOR* version increnent MAY be used for non-breaking
addi tions, such as new action types or new optional fields.

* A *PATCH* version increnent is used for errata, clarifications,
and non-normati ve changes only.

19.3. Mninum Profile Contract
A conformant ATP profile specification MIST defi ne:
1. The profile identifier, in the format specified in Section 20. 1.

2. The action type vocabulary in use, including any relay action
types (per Section 14.1) and their semantics. Profile-defined
action types SHOULD be registered in the ATP Action Types
registry (Section 17.1) when interoperability is required.

3. Any null-field inclusion rules that differ from ATP Core
(Section 9), enunerated explicitly by field nane.

4. Any conpletion-pairing semantics that differ from ATP Core
(Section 16.2), including whether conpletion nodes may carry a
different inputHash than their paired request node.

5. The mini nrum conformance | evel required of validators claimng
compliance with the profile.

6. Any additional schenma fields introduced by the profile, with
their normative status (REQUI RED, OPTI ONAL, or MJUST NOT be
present).

7. Node-worthiness rules identifying which events MJST, SHOULD, MAY,
or MJUST NOT produce ATP nodes within the profile’s scope. The
profil e SHOULD provi de exanples for at |east the nbst common
em ssi on patterns.

8. Streanming semantics, if the profile supports stream ng outputs.
Such profiles MJIST define whether stream chunks, stream
compl etion events, or streamdigests are represented as ATP
nodes, and how the resulting nodes relate to one another via
parents.
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9. Relay-fidelity evaluation rules for any profil e-defined rel ay-
I'i ke action type, per Section 14.1

A conformant ATP profile specification SHOULD al so identify any
fields it introduces that are likely to contain personal data,
confidential operational data, security-sensitive policy data, or
provi der-specific identifiers, and SHOULD provi de gui dance on

m nim zation, pseudonym zation, or external-payl oad referencing for
those fields (Section 15).

A profile MJUST NOT weaken ATP Core’'s cryptographic integrity
requirenents (Section 10) or its acyclicity constraint (Section 7).

4. Canonicalization of Profile-Defined Fields

Profiles MAY define additional top-level fields and additional fields
within the action object. Unless explicitly excluded by the profile
specification, all profile-defined fields MJST participate in
canoni cal i zation (Section 9) and nodeld conputation (Section 10.1).

Profil es SHOULD NOT exclude fields from canonicalization. Exclusion
is reserved for transport-local annotations that are never used for
val idation, authorization, policy decisions, relay fidelity, or audit
claims. A profile that excludes one or nore of its own fields from
canoni cal i zati on MJUST enunerate those fields explicitly and MJST
justify the exclusion. Fields excluded from canonicalization are not
covered by the node signature and therefore MJUST NOT be relied upon
for tanper-evidence.

Val idators that encounter a node with a profile value they do not
recogni ze MJST report the node according to one of the follow ng
behavi ors, declared by the validator’s node of operation

* *Strict:* The node is reported as invalid because the validator
cannot evaluate profile-defined fields’ contribution to
canoni calization. The node is al so recorded under
profileUnresolved in the validation result (Section 13.6).

* *Perm ssive:* The node is canonicalized including all present
fields per Section 9. ATP Core validation proceeds. The
val i dator MJUST report the unrecogni zed profile identifier under
profileUnresolved in the validation result so that operators can
detect interoperability gaps.
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The default behavior is inplenmentation-specific; profile
specifications MAY require strict behavior of conformant validators.
In either node, profile-unresolved nodes MJST appear in the

profil eUnresol ved array of the validation result and MJST NOT be
silently suppressed.

5. Confornmance Levels

ATP Core does not define conformance | evels beyond the validation
mode mininmuns in Section 13.5 and the ATP Core conformance definition
in Section 13.7. Profile specifications MAY define additiona
conformance | evels appropriate to their domain -- for exanple, a
hypot heti cal ATP-MCP profile might define ATP-MCP-L1 / L2 / L3, or an
ATP- Heal thcare profile mght define ATP-Healthcare-Basic / Audit /
Regul ator. ATP-MCP is one possible profile and is not specially
privileged by Core. Conformance |evel definitions and any conposite
| abel s are out of scope for ATP Core and are addressed by individua
profile specifications and [ ATP- PROFI LES] .

Profile specifications that define composite conformance | abels
SHOULD al so specify the test artifacts (gol den vectors, validator
behavi or expectations, conformance test suites) required to
substantiate a confornmance claimat each | evel

6. Wrked Profile Reference

Appendi x A denonstrates a profile-style action-type vocabul ary
applied to an MCP-style interaction. The action types and

action. subtype values used in Appendix A are illustrative; a future
ATP-MCP profile is expected to fornmally regi ster an interoperable
vocabul ary.

7. Profile Assessnent States

ATP Core distingui shes protocol validation fromprofile assessnent.
A node MAY be ATP-valid while the enclosing scope renains profile-
i nconpl ete.

Profil es MAY define assessnent states including:

* *node-conformant:* A node satisfies ATP Core and applicable
profil e node rul es.

* *gcope-open / profile-progressing:* The scope contains no known
profile violations but remains open or inconplete.

* *gcope-sealed / profile-conformant:* The scope is cl osed according
to profile rules and satisfies all required profile em ssions.
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* *gcope-sealed / profile-nonconformant:* The scope is closed but
one or nmore required profile enissions, parent relationships, or
compl etion pairs are mssing or invalid.

ATP Core does not require a scope-sealing nechanism Profiles that
requi re seal ed-scope assessment MJST define how a scope is seal ed and
how assessnment results are represented. Such profiles MAY define
dedi cated termnal action types (for exanple, scope-assessnent or
scope-seal ed event nodes); ATP Core does not register such types.

Profile assessment results are distinct fromATP Core validation
results (Section 13.6). Profile specifications that define
assessnent states SHOULD define a corresponding result format and
SHOULD ensure that assessnent results conpose cleanly with ATP Core
validation results w thout overloading the categories defined in
Section 13. 6.
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Wor ked Exanpl e: MCP Tool Discovery and Invocation

Thi s appendi x pressure-tests whether the Section 8 node schema
carries the weight of a realistic multi-party agent/tool interaction
It illustrates nulti-issuer chain-of-custody, fan-in, the

i ssuer/agent/actor split, relay node semantics, and the request/
compl etion pairing pattern.

The action types and action.subtype values used in this appendix are
illustrative only. They are non-nornative and MJST NOT be treated as
regi stered ATP-MCP profile values. A future ATP-MCP profile is
expected to formally regi ster an interoperabl e vocabul ary.

A.1 Scenario

A human (Bob) is logged into an orchestrator platform The platform
hosts an orchestrator agent that needs to conplete a task requiring
an external tool. The platformis connected to an MCP (Mbdel Cont ext
Protocol [MCP]) broker, which fronts one or nore tool services. The
orchestrator discovers tools via the broker, selects one, invokes it,
and synt hesi zes the result.

Three distinct issuers sign nodes in this chain:

* issuer:platformexample -- the orchestrator runtine (signs
orchestrator-si de nodes).

* issuer:ncp-broker.exanple -- the MCP broker (signs broker-side
nodes).
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* issuer:tool-crmexanple -- the downstreamtool service (signs
executi on nodes).

Each issuer holds its own Ed25519 key pair. No issuer signs another
i ssuer’s nodes. The DAG is assenbl ed from cross-issuer parent
ref erences.

Al'l nodes share a single scope: "w -8f3alb" representing one workfl ow
execution. Cross-scope references are not used in this exanmple but
are PERM TTED per Section 12

The human actor is represented by the pseudonynous identifier

psn: 9c3a7e4f -bob (resol vabl e through a separate identity-resol ution
service per Section 15.4). The actor field persists across
orchestrator-side nodes. The pseudonynous formis used in this
exanple to align with the privacy gui dance in Section 15.4 and
Section 16.9; production deploynments SHOULD foll ow the same pattern
rat her than enbedding directly identifying values such as enmail
addresses or enpl oyee nunbers in actorld.

Each exanpl e node uses a registered ATP Core value in action.type and
a profile-defined descriptive value in action.subtype. The subtype
field is showm to illustrate how a future ATP-MCP profile could add
domai n-specific naming on top of the Core action types registered in
Section 17.1.

A. 2 Node Sequence
The foll owi ng seven nodes formthe chain. Each is shown inits pre-
signing structure; nodeld and signature are elided for readability
but woul d be present and conputed per Section 9 and Section 10.

Node 1 -- tool catal og query (atp:request)

Orchestrator asks the broker what tools are avail abl e.
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{
"timestanp": "2026-04-23T12:58: 002",
"scope": "wf -8f3alb",
"issuer": { "issuerld": "platformexanple",
"agent": { "agentld": "orchestrator-agent",
"actor": { "actorld": "psn:9c3a7e4f-bob",
"action": {
"type": "atp:request",
"subtype": "tool _catal og_query",
"input Hash": "sha256:abl2..."
},
"parents": []
}
Root node. parents: [].

query paraneters
arrived yet
conpl etion pairing pattern

"keyl d":
"version":
"aut hCont ext " :

May 2026

"pl at f orm 2026- 04" },
"1.3.0" },
"sam : corp-idp" },

i nput Hash covers the broker endpoint and
outputHash is omtted because the response has not
-- this is a request node per the Section 16.2 request/
The subtype field shown here is profile-

defined and woul d be specified by an ATP-MCP profil e per

Section 20. 3.

Node 2 -- tool catal og response (atp:conpletion)
Broker returns its tool

orchestrator. *

i nventory.

*Si gned by the broker,

not the

{
"timestanp": "2026-04-23T12:58:00.1102",
"scope": "w -8f3alb",
"issuer": { "issuerld": "ntp-broker.exanple", "keyld": "broker-2026-04" },
"agent": { "agentld": "ntp-catal og-service", "version": "2.1.0" },
"action": {
"type": "atp:completion”,
"subtype": "tool catal og_response",
"i nput Hash": "sha256:ab12...",
"out put Hash": "sha256:cd34..."
},
"parents": ["<nodeld of Node 1>"]
}
The broker has no actor -- the action is not being taken on behal f of
a human principal; it is a service response. The actor field is
OPTI ONAL per Section 8 and is onitted here. parents points back to

the orchestrator’s query,
serves as the conpletion node for
out put Hash that Node 1 omitted.
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Node 3 -- tool selection decision (atp:decision)

O chestrator picks a tool based on the catalog. This is a
*deci si onal node* per Section 17.1: no external systemis called, but
a decision is recorded as part of the chain.

{
"timestanp": "2026-04-23T12:58: 00. 240Z2",
"scope": "wf -8f3alb",
"issuer": { "issuerld": "platformexanple", "keyld": "platform2026-04" },
"agent": { "agentld": "orchestrator-agent", "version": "1.3.0" },
"actor": { "actorld": "psn:9c3a7e4f-bob", "authContext": "saml :corp-idp" },
"action": {
"type": "atp:decision",
"subtype": "tool _sel ection_deci sion",
"i nput Hash": "sha256:cd34...",
"out put Hash": "sha256: ef56..."
},
"parents": ["<nodeld of Node 2>"]
}

i nput Hash references the catal og the orchestrator saw, outputHash
references the selection rationale (pronpt trace, scoring notes, or
policy decision). This node is the auditable answer to "why did the
agent choose this tool ?"

Node 4 -- tool invocation request (atp:request)

Orchestrator asks the broker to invoke the chosen t ool

{
"timestanp": "2026-04-23T12:58: 00. 380Z2",
"scope": "wf-8f3alb",
"issuer": { "issuerld": "platformexanple", "keyld": "platform2026-04" },
"agent": { "agentld": "orchestrator-agent", "version": "1.3.0" },
"actor": { "actorld": "psn:9c3a7e4f-bob", "authContext": "saml :corp-idp" },
"action": {
"type": "atp:request",
"subtype": "tool _invocation_request"”,
"input Hash": "sha256:gh78..."
},
"parents": ["<nodeld of Node 3>"]
}

Request node -- outputHash is omtted per Section 16.2. Linear
descendant of the selection decision
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Node 5 -- tool execution (atp:conpletion)

May 2026

The tool service executes the request and signs its own node. The

broker forwards the request but the tool signs directly,

poi nting at the invocation request.

with parents

{
"timestanp": "2026-04-23T12:58:00.610Z2",
"scope": "wf -8f3alb",
"issuer": { "issuerld": "tool-crmexanple", "keyld": "crm2026-04" },
"agent": { "agentld": "crml ookup-service", "version": "5.0.2" },
"action": {
"type": "atp:conmpletion",
"subtype": "tool _execution",
"input Hash": "sha256:gh78...",
"out put Hash": "sha256:ij90..."
},
"parents": ["<nodeld of Node 4>"]
}
Third issuer enters the chain. No actor -- this is a service-origin
action.
Node 6 -- tool execution response (atp:relay)

Broker relays the execution result back to the orchestrator. This

node is _optional _ -- if the orchestrator accepts the tool’s signed
node directly, the broker’'s relay does not require its own node.
Shown here for conpleteness and to illustrate relay node senantics.
{

"timestamp": "2026-04-23T12: 58: 00. 630Z2",
"scope": "wf-8f3alb",

"issuer": { "issuerld": "ntp-broker.exanple"
"agent": { "agentld": "ntp-relay-service",
"action": {

"type": "atp:relay",

"subtype": "tool _execution_response",

"i nput Hash": "sha256:ij90...",
"out put Hash": "sha256:ij90..."

}

"’arents": ["<nodel d of Node 5>"]
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*Rel ay node.* inputHash == out put Hash because the broker asserts it
is not transforming the payload. Per Section 14.1, this is an issuer
assertion of fidelity, not proof of non-nodification. Validators
requiring strong fidelity guarantees SHOULD verify Node 5 s signature
directly rather than relying solely on this relay claim(see

Section 14.2 for the verified/ asserted/contradicted fidelity states).

Node 7 -- decision synthesis (atp:decision)

Orchestrator synthesizes a final answer fromthe tool result. *This
is a fan-in node* -- it has two parents: the relay’ s execution
response (Node 6) and the selection decision (Node 3), because the
synt hesi s depends on both the evidence and the prior reasoning.

{
“timestamp”: "2026-04-23T12: 58: 00. 820z2",

"scope": "w -8f3alb",
"issuer": { "issuerld": "platformexanple", "keyld": "platform2026-04" },
"agent": { "agentld": "orchestrator-agent", "version": "1.3.0" },
"actor": { "actorld": "psn:9c3a7e4f-bob", "authContext": "saml :corp-idp" },
"action": {

"type": "atp:decision",

"subtype": "decision_synthesis",

"input Hash": "sha256:kl 12...",
"out put Hash": "sha256: m34..."

}
"parents": [
"<nodel d of Node 6>",
"<nodeld of Node 3>"
]
}
Fan-in illustrates why the DAG nodel is necessary: a linear |og could

not express that the synthesis is causally dependent on both the
sel ection rationale _and_ the tool result.

A. 3 DAG Structure

The foll owi ng di agram shows the node-and-edge structure of the
exanpl e, with nodes grouped by issuer
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graph TD
subgraph "issuer: platform exanpl e"
N1[ " Node 1<br/>at p: request <br/ >t ool _catal og_query"]
N3[ "Node 3<br/ >at p: deci si on<br/ >t ool _sel ecti on_deci si on"]
N4[ " Node 4<br/ >at p: request <br/ >t ool _i nvocati on_request"]
N7[ " Node 7<br/>at p: deci si on<br/>deci si on_synt hesi s"]
end

subgraph "issuer: ntp-broker. exanpl e"
N2[ " Node 2<br/ >at p: conpl eti on<br/ >t ool catal og_response"]
N6[ " Node 6<br/>at p:rel ay<br/>tool execution_response"]
end

subgraph "issuer: tool-crm exanple"
N5[ " Node 5<br/ >at p: conpl eti on<br/ >t ool _executi on"]

end

N1 --> N2

N2 --> N3

N3 --> N4

N --> N5

N5 --> N6

N6 --> N7

N3 --> N7

style N1 fill:#2E75B6, col or: #fff
style N3 fill:#2E75B6, col or: #fff
style Nd fill:#2E75B6, col or: #fff
style N7 fill:#2E75B6, col or: #fff
style N2 fill:#6AAF50, col or: #fff
style N6 fill:#6AAF50, col or: #fff
style N5 fill:#D94A4A, col or: #fff

The foll owi ng sequence di agram shows the tenporal nessage fl ow of the
sane interaction:
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sequenceDi agr am
partici pant O chestrator
partici pant Broker
partici pant Tool

Orchestrator->>Broker: atp:request / tool _catal og_query (Node 1)
Br oker-->>Orchestrator: atp:conpletion / tool _catal og response (Node 2)

O chestrator->>Orchestrator: atp:decision / tool_sel ection_decision (Node 3)

Orchestrator->>Broker: atp:request / tool _invocation_request (Node 4)
Br oker - >>Tool : (forwarded)

Tool -->>Broker: atp:conpletion / tool _execution (Node 5)
Broker-->>Orchestrator: atp:relay / tool execution_response (Node 6)

O chestrator->>0Orchestrator: atp:decision / decision_synthesis (Node 7,

Seven nodes. Three issuers. One actor (hunman) across al
orchestrator-side nodes; no actor on broker/tool -side nodes. One

wor kfl ow scope. One fan-in at the synthesis step. One relay node at
the broker | ayer.

A. 4 What This Exanpl e Denonstrates

* *Section 8 schema carries the weight.* Al seven nodes serialize
cleanly into the base schema. No new top-level fields were
required. The subtype field used in action is profile-defined and
woul d be specified by an ATP-MCP profil e per Section 20.3.

* *Three-way identity split does real work.* The orchestrator’s
nodes (1, 3, 4, 7) share issuer and agent but carry the human
actor. The broker and tool nodes carry no actor -- the action is
not human-del egated at that layer. This is exactly the
distinction the split is designed to capture.

* *Cross-issuer chain of custody works via parents.* No issuer signs
anot her issuer’s nodes. Chain integrity cones from content-
addressed nodel d references, which are tanper-evident per
Section 10. Wen the tool’s signed execution node (Node 5) is
present in the chain, the broker is a forwarding |ayer rather than
the authoritative origin of the tool result; profiles MAY override
this default by defining alternative authority semantics for rel ay
nodes.

* *Fan-in is necessary, not decorative.* The synthesis node (Node 7)

denonstrates why a DAG beats a |inear |o0g: causal dependency on
bot h evi dence and prior deci sion.
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* *Request/conpletion pairing works cleanly.* Nodes 1 and 4 use
at p: request and onit outputHash per Section 16.2. Nodes 2 and 5
use atp:conpletion and serve as their respective conpl etion nodes.
The pattern handl es cross-issuer request/response naturally.

* *Relay semantics are explicit.* Node 6 uses atp:relay and asserts
relay fidelity (inputHash == outputHash). Per Section 14.1, this
is an assertion, not proof. Validators can verify Node 5 directly
for stronger fidelity (Section 14.2).

*  *"Node-worthy" selection is profile responsibility.* Node 6 could
legitimately be onitted in this Core exanple. ATP Core does not
prescribe; an ATP-MCP profile is expected to define node-
wor t hi ness rul es per Section 20.3.

A.5 Profile Note: action.type and action. subtype Vocabul ary

The ATP Core action types used in this exanple (atp:request,

atp: conpletion, atp:relay, atp:decision) are registered in

Section 17.1. The descriptive subtypes (tool _catal og_query,

tool _invocation_request, etc.) are illustrative and are carried in a
profil e-defined action.subtype field. Each exanple node uses a

regi stered ATP Core value in action.type and a profil e-defined
descriptive value in action. subtype.

The subtype val ues used here are non-normative and MJST NOT be
treated as registered ATP-MCP profile values. A future ATP-MCP
profile specification is expected to define a canonical vocabul ary
for MCP-style interactions and to register that vocabul ary under the
Section 17.1 Specification Required policy. The vocabulary MAY be
expressed through action. subtype val ues, additional atp:-prefixed
action types (e.g., atp:ntp.tool _invocation), or both -- that design
decision is left to the profile authors.

Future Work and Areas for Further Refinenent

The following areas are candi dates for future refinenent as
i npl ement ati on experi ence accumul at es:

* Enpirical performance data across storage patterns and graph
shapes to validate the guidance in Section 16.10.

* (Qperational patterns for cross-scope federation mechani snms
referenced in Section 16. 3.
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* Profile specifications for domain-specific interaction patterns,
such as an ATP-MCP profile for MCP-style tool discovery and
i nvocation sequences and an ATP-Gateway profile for Al gateway
routing, guardrail, cache, and provider-fallback senmantics.

* Formal specification of conformance levels (e.g., conposite |abels
such as ATP-MCP-L1/L2/L3) within profile specifications. ATP Core
defers conformance-| evel definition to profiles per Section 20.5.

* Scope-level assessment or sealing semantics for chains where an
explicit "no further nodes will be emtted" signal is required.
ATP Core defines the assessnent-state vocabulary in Section 20.7
but does not define scope-sealing nmechani sns; profiles that
requi re seal ed-scope assessnment are responsi ble for those
definitions.

* Stream ng-response semantics for profiles that target token-
stream ng gat eways, including whether each token chunk is a node,
the final response is a node, or only a digest of the streamis
hashed into one conpl etion node. ATP Core requires profiles that
support streamng to declare these semantics per Section 20. 3.

* A normative key-discovery path (e.g., a well-known UR
regi stration under [RFC8615]). ATP Core explicitly defers this to
a future specification (Section 16.1, Section 17.3).

* A nmedia type registration for the Section 13.6 validation result
format, if cross-organi zati on exchange of validation results
becones a recogni zed use case

* A gorithmagility nechanisns for the hash and signature prinitives
currently fixed at SHA-256 and Ed25519. ATP Core treats this as a
forward-conpatibility i ssue addressed by a future revision rather
than negotiated within this version

ated Work

Several active Internet-Drafts and standards initiatives address
aspects of Al agent security, identity, and governance. ATP is
designed to be conplenentary to these efforts rather than

overl apping. This appendix describes the relationship between ATP
and each rel evant body of work.
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C. 1 ldentity and Authentication

[NI'] defines security requirenents for Al agents across provisioning,
regi stration, discovery, cross-donain interconnection, and access
control. It introduces an Agent Credential Authority (ACA) and an
Agent Registry Service (ARS) as part of that architecture.

[ KASSELMAN] proposes Al Agent Authentication and Authorization using
exi sting standards including WMSE, SPIFFE, and the QAuth 2.0 fanmily.
It defines the Agent ldentity Managenent System (AIMS) as a
conceptual nodel for establishing, nmaintaining, and eval uating the
identity and permnissions of agent workl oads.

Both efforts answer the question "is this agent authenticated and

aut horized to act?" ATP answers a different question: "what did this
agent do, and can that action be independently verified?" ATP does
not replace credential issuance, registration, workload identity, or
aut hori zation franeworks. An ATP depl oynent MAY consume credential s
or identifiers established by systens such as ACA/ ARS or Al M5-
compati bl e depl oynents as the operational basis for issuer.keyld,
agent. agentld, and actor.aut hContext mappi ngs.

C. 2 Agent Communi cation Framewor ks

[ ROSENBERG describes a franmework for Al agent communi cati ons,
surveys protocols including MCP, A2A, and the Agntcy Franmework, and
frames requirements for Al agent communi cations on the Internet.

ATP is not a comunication protocol. ATP does not define how agents
di scover, connect to, or exchange nessages with one another. ATP
defines how actions taken during or as a result of those
communi cati ons are recorded as cryptographically signed, causally

I i nked graph nodes. ATP can therefore serve as an accountability and
audit |ayer for systens built on comruni cation frameworks such as
those described in [ ROSENBERG .

C. 3 Donmi n- Speci fi ¢ Gover nance

[ SM TH] defines a governance framework for Al-nedi ated aut ononous
networ k devi ce nanagenent. It establishes thirteen governance areas
i ncludi ng human aut hority, bounded autonony, transparency,
reversibility, escalation, and rel ated safety controls for Al-
medi at ed networ k managenent systens.

ATP and [ SM TH] operate at different layers. [SM TH] defines
governance principles and control expectations. ATP defines
governance evidence: a verifiable record of what agents actually did.
The two are conplenentary. Governance principles without verifiable
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evidence are difficult to prove; verifiable evidence w thout
governance principles is data without policy. ATP can provide the
evidentiary substrate used to denonstrate conpliance or non-
conpliance with donmai n-specific governance frameworks

C. 4 Standards Coordi nation

[ NI ST-AASI ] describes the NI ST Al Agent Standards Initiative, which
aims to foster industry-led technical standards and open protocols so
that agents function securely on behalf of users and interoperate
snoot hly across the digital |andscape. ATP' s focus on verifiable
agent-action lineage falls within that broader accountability and
interoperability space.

C.5 Existing RFCs Applied to Agent Systens
Several existing RFCs are relevant in agent depl oynents.

[ RFC8693] defines QAuth 2.0 Token Exchange, which can be used for
secure del egation and scoped authority grants between systens.

[ RFC7591] defines QAuth 2.0 Dynamc Cdient Registration Protocol,
whi ch can be applied to automated registrati on of agent workl oads.

ATP does not depend on or replace these RFCs. |Instead, ATP can
conmpose with them For exanple, token-exchange contexts may be
reflected in actor.authContext, while identifiers established through
registration flows nmay be mapped by inpl enentations into
agent.agentld and issuer.issuerld.

C. 6 Transparency and Suppl y- Chai n Provenance

[SCITT] (Supply Chain Integrity, Transparency and Trust) defines an
architecture for issuing, registering, and verifying signed
statenents about software supply-chain artifacts via append-only
transparency services. SCITT and ATP address related but distinct
probl ens.

SCI TT publishes signed statenents to an auditabl e transparency |og so
that the existence and order of statenents can be verified

i ndependently of the issuer. ATP defines a directed acyclic graph of
si gned agent-action nodes whose causal relationships are thensel ves
cryptographically tanmper-evident. SCITT is publication-and-

wi tnessing oriented; ATP is causality-and-heritage oriented.

The two are conposable. An ATP deploynent that requires independent
wi t nessi ng of node existence and orderi ng MAY publish ATP nodes (or
their nodeld values) as signed statenents to a SCl TT-conpati bl e
transparency service. |In that conposition, ATP provides the
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verifiable causal structure of agent actions, and SCI TT provides

oper at or -i ndependent evi dence that those nodes existed at a given
time and have not been retroactively suppressed. This conposition is
the recomended depl oynent pattern for the anti-suppression scenario
di scussed in Section 14. 6.

ATP Core does not require a transparency layer. Future profile
speci ficati ons MAY descri be SCI TT-conpati bl e publication patterns
where stronger anti-suppression guarantees are needed.

C.7 ATP s Distinct Contribution

The gap ATP fills is specific: none of the above efforts define a
protocol for cryptographically signed, DAG structured, causally
Iinked records of agent actions with explicit separation of issuer,
agent, and actor identity. Adjacent efforts address who agents are,
what agents are allowed to do, how agents comuni cate, what
governance principles they should follow, and how supply-chain
statenments are made transparent. ATP addresses what agents actually
did, provably, with tanper-evident |ineage that does not require
trusting the platformthat produced the record.

ATP is intentionally narrow so that it can conpose with identity,

aut hori zati on, conmuni cation, governance, and transparency |ayers
defined by adjacent efforts w thout creating conflicts or

dependenci es that would inpair adoption of either ATP or the systens
it conpl enents.
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