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Abstract

This specification defines the use of a Diffie-Hell man key agreenent
(DH KA) protocol conbined with a key derivation function (KDF) to
derive a symetric Message Authentication Code (MAC) key from public
i nformati on conveyed within a JSON Wb Signature (JW5).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// paul basti an. gi t hub. i o/ draft-basti an-j ose- pkdh/draft-bastian-
jose-pkdh.htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-bastian-jose-pkdh/.

Di scussion of this docunent takes place on the Javascript hject
Si gni ng and Encryption Wrking Goup nmailing |ist
(mailto:jose@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at
https://github. com paul basti an/ draft-basti an-j ose- pkdh.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

JSON Web Signature (JW5) [RFC7515] and JSON Wb Al gorithms (JWA)

[ RFC7518] specify how to secure content with Hash-based Message

Aut henti cati on Codes (HVAC) [RFC2104] using a shared symetric key.
These specifications do not provide nmeans to dynamically derive a MAC
key for JW5 validation using only public information enbedded in the
JWE.

Thi s specification defines a new protected header paranmeter, pkdh
(public key derived HVAC), which contains information required to
derive an HVAC key using a Diffie-Hell man key agreement (DH KA) and a
key derivation function (KDF). The JW5 Producer’s DH KA public key
appears either in the pkdh parameter or in a clains el ement for use
in the key agreement conputation. The pkdh paraneter al so includes
the JW5 Recipient’s DH KA public key, used by the JW5 Producer during
key agreenent, as well as the KDF paraneters necessary for deriving
the MAC key.

Thi s specification also defines new al g parameter values, that are
fully-specified according to Fully Specified Al gorithns
(https://ww.ietf.org/archivel/id/draft-jones-jose-fully-specified-
al gorithms-00. htm).

The nethod is useful in settings where pre-shared keys are

undesi rabl e or infeasible, and where direct key distribution or key
wr appi ng i ntroduces operational concerns. It enables the use of
HVAC- based signatures that can be validated solely with information
enbedded in a JWS.

A primary nmotivation for this work is to enable HVAC signhature
validation frominformation contained within an SD-JW, mrroring
capabilities available in credential formats |ike [I1SO 18013-5].

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

The draft uses "JSON Wb Signature”, "JOSE Header", "JWS Signature”,
"JWS Signing Input" as defined by [RFC7515].

*Producer*: The party that perfornms the DH KA first, derives the MAC
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key via a KDF, constructs the JOSE Header and JW5 Payl oad, and
computes the JW5 Signature val ue.

*Reci pient*: The party that perforns the DH KA second, derives the
MAC key via information in the JW5 and validates the JW5 using
the MAC key according to [ RFC7515].

4. Cryptographi c Dependenci es

This specification relies on the following primtives:

* A D ffie-Hellman Key Agreenent (KA-DH), for exanpl e ECKA-DH
defined in [BSI-TR-03111]:

- DH(skX, pkY): Performa non-interactive D ffie-Hell man exchange
using the private key skX and public key pkY to produce a
Diffie-Hell man shared secret of |ength Ndh. This function can
rai se a ValidationError.

- Ndh: The length in bytes of a Diffie-Hellman shared secret
produced by DH().

- Nsk: The length in bytes of a Diffie-Hellman private key.

* A key derivation function (KDF), for exanple HKDF defined in
[ RFC5869] :

- Extract(salt, ikm: Extract a pseudorandom key of fixed | ength
Nh bytes frominput keying material ikmand an optional byte
string salt.

-  Expand(prk, info, L): Expand a pseudorandom key prk using
optional string info into L bytes of output keying material.

- Nh: The output size of the Extract() function in bytes.

* A Message Authentication Code al gorithm (MAC), for exanple HVAC
defined in [ RFC2104]:

- MacSign(k, i): Returns an authenticated tag for the given input
i and key k.

- Nk: The length in bytes of key k.
5. Public Key Derived HVAC

A public key derived HVAC requires three conponents for an algorithm
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1. a Diffie-Hellman Key Agreenent (DHKA)
2. a Key Derivation Function (KDF)
3. a Message Authentication Code al gorithm (MAC)
In general, these paraneters are chosen by the Producer. These
paraneters need to be comunicated to the Recipient to be able to
verify the HVAC.
5.1. Signature Ceneration
The generation of the public key derived HVAC uses the Producer’ s
private key, the Recipient’ s public key, and the nessage as inputs,
along with optional paraneters. The retrieval and conmuni cation of
the Recipient’s public key is out of scope of this specification and
subj ect to the inplenmenting protocols.
I nput :
* skP: private key of the Producer
* pkR public key of the Recipient
* meg: JWS Signing | nput
* salt : salt for key derivation
* info : info for key derivation
Functi on:
def pkdHmacSi gn(skP, pkR, nsg, salt, info)
dh = DH(skP, pkR)
prk = Extract(salt, dh)
k = Expand(prk, info, Nk)
signature = MacSi gn(k, nsQ)
return signature
5.2. Signature Verification
The generation of the public key derived HVAC uses the Recipient’s
private key, the Producer’s public key, and the message as inputs,

along with optional paraneters.

I nput :
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5. 3.

6.

* skR private key of the Recipient

* pkP: public key of the Producer

* meg: JWS Signing |Input

* salt : salt for key derivation

* info : info for key derivation

* signature : the Message Authentication Code

Functi on:

def pkdHmacVerify(skR, pkP, msg, signature, salt, info)
dh = DH(skR, pkP)
prk = Extract(salt, dh)

k = Expand(prk, info, Nk)
signature’ = MacSign(k, nsg)

if signature != signature’:
rai se Exception("Public key derived HVAC i nvalid")
return

Signature Suites
Al gorithns MJST foll ow the nam ng **TODO"*.
Public Key Derived HVAC for JCSE

Public Key Derived HVAC behave |ike a digital signature as described
in Section 3 of [RFC7518] and are intended for use in JSON Wb
Signatures (JWS) as described in [ RFC7/515]. The Producer perforns
the Message Signature or MAC Conputation as defined by Section 5.1 of
[ RFC7515]. The Recipient perforns the Message Signature or MAC

Val idation as defined by Section 5.2 of [RFC7515].

The foll owi ng JW5 headers are used to convey Public Key Derived HVAC
for JOSE:

* alg : REQU RED. The algorithm paraneter describes the chosen
signature suite, for exanple the ones described in Suites
(Section 5.3).

* pkdh : REQUI RED. The pkdh (public key derived HVAC) paraneter
specifies the inputs needed to derive a symetric key for MAC PKDH
Header make (Section 6.1).
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* nonce : OPTIONAL. The nonce nmay be provided by the Recipient
additional to it’s public key and ensure additional freshness of
the signature. |If provided, the Producer SHOULD add the nonce to
t he header.

6.1. The "pkdh" Header Paraneter

The pkdh protected header paraneter specifies the inputs needed to
derive a symetric key for MAC computation using a key agreenent and
derivation schene. |Its value is a JSON object that includes
identifiers, public keys, and al gorithmspecific paraneters rel evant
to the derivation.

6.1.1. Syntax and semantics

The pkdh Header Parameter value MUST be a JSON object with the
followi ng fields:

* pkr (object, REQU RED): The Recipient’s public key used in DH KA
The pkr object MJST contain at |east one key claimas defined in
Section 4.1 of [RFC7515].

I npl enentati ons MUST reject a JWs if the pkr key cannot be
resol ved unanbi guously at validation tine.

* pkp (object, OPTIONAL): The JWS Producer’ s public key used in DH
KA.  The pkp object MJIST contain at |east one key claimas defined
in Section 4.1 of [RFC7515].

I mpl enentati ons MUST reject a JWs if the pkp key cannot be
resol ved unanbi guously at validation tinme or is inconpatible with
the key information in pkr.

* info (string, OPTIONAL): Context- and application-specific
informati on used as the info paraneter to the KDF. |f absent, the
default string value "PKDH v1" SHALL be used.

* salt (string, OPTIONAL): The salt paraneter to the KDF encoded as
BASE64(salt). |If absent, TBD.

For a machi ne-readable definition of these fields, see the JSON
Schema in Appendi x A (Appendi x B)

6.2. Exanple JW (*TODOY)

The JWI/ JWB header :

Bastian, et al. Expires 23 April 2026 [ Page 7]



Internet-Draft PKD- HVAC for JOSE Cct ober 2025

"typ": "t IW,
"al g": " ECDH P256+HKDF- SHA256+HS256" ,
"pkdh": {
"pkp":{
"jwk"
"kty":"EC',
"crv":"P-256",
"x":"f83Q13D2xF1Bg8vub9t LelgHVEV76e8Tus9uPHvRVEU',
"y" " x_FEZRU9MB6HLN t ue659LNpXWspCy St i kYj KI W 5a0"
}
I
"pkr":{
"jwk" |
"kty":"EC',
"crv":"P-256",
X" " vWAVNMRT8HVOQAKbZI AW v OVONF NOzkzq92apq8yj k",
"y": " XGIRpl hubKDv6cFA7e9- yn7F89UUW 57JVLACSLt pXE"
}
b,
"info":"PKDHv1",
"salt": "V2hhdCBhl HNnbHQ="

}
}
The JWI/ JWS payl oad (TODO :
{
"sub": "1234567890",
"iat": 1516239022
}

The JWI/ JWS si gnat ur e:
base64- encoded MAC

Thi s specification described instantiations of Public Key Derived
HVAC usi ng specific al gorithm conbinations:

| " ECDH P256+HKDF- SHA256+HS256" | ECDH usi ng NI ST P-256, | Opt i onal
| | HKDF using SHA-256, and |
| | HVAC using SHA-256 |
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7. Security Considerations
7.1. Replay Attack Detection

Reci pi ent MUST ensure the freshness of signatures by utilizing
epheneral keys in pkr or by providing a nonce for nonce.

7.2. Limted Repudiability

A malicious Recipient can weaken the repudiability property by
involving certain third parties in the protocol steps.

* One method is to have a third party observe all protocol steps so
that third party can be sure that the signature originates by the
Pr oducer.

* Another nethod requires that the Recipient’s public key is a
shared key that has previously been calculated with the keys of
certain specific third parties so that the proof of authenticity
can be done with Miulti Party Computation involving all parties
(see [ TLS- NOTARY]) .

8. | ANA Consi derati ons
Def i ne:
* define new pkdh header paraneter
* alg values for *TODO* and sone nore
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"$schema": "https://json-schema. org/draft/2020-12/schema",
"$id": "https://exanple.conl schemas/ pkdh. schena. j son",

"title": "JOSE Header Paraneter: pkdh",
"type": "object",
"properties": {
"pkp":
"$ref": "#/ $def s/ keyRef"

}1
"pkr': {
"$ref": "#/ $def s/ keyRef"
}1
"info": {
"type": "string"
"salt": {
"type": "string"
}1
"parans": {
"type": "object"
}
b
"required": [
llpkrll
]1
"addi tional Properties": false,
"$defs": {
"keyRef ": {

"type": "object",
"properties": {
Ilj v\kll : { -
"type": "object"

"kid": |
"type": "string"
b,
Pkt {
"type": "string"
b,
" ku": |
"type": "string"
"x5c¢": {
"type": "array",
"items": {
"type": "string"
}
b
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"x5u": {
"type": "string"
b,
"x5t": |
"type": "string"
b,
"anyOr "o |
{
"required": [
"j \M("
]
b,
{
"required": [
"kid"
]
b,
{
"required": [
"kt
]
b,
{
"required": [
" ku
]
b,
{
"required": [
"x5¢"
]
b,
{
"required": [
"x5u"
]
b,
{
"required": [
"x5t"
]
| }
"additional Properties”: fal se
}
}
}
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Docurent Hi story
-01
* use consistent key nam ng
* renanme pkds header to pkdh header
* add salt to pkdh header
-00
* initial draft after renanmng to draft-bastian-jose-pkdh
[ draft-bastian-jose-dvs ]
-02

* renmove term "Designhated Verifier Signatures", replace with "Public
Key Derived HMAC

* add pkds header structure
* renanme Signing Party to Producer
* rename Verifying Party to Reci pient
-01
* renove all HPKE-rel ated parts
* add co-editors Stefan Santesson and Peter Lee Al tmann
-00
* initial draft
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