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Abstract

Thi s specification defines structures and al gorithm descriptions for
the use of designated verifier signatures, based on a conbi nation of
Key Agreenent and Message Authentication Code, with JOSE.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://paul bastian. gi thub.io/draft-bastian-jose-dvs/draft-bastian-
jose-dvs.htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-bastian-jose-dvs/.

Di scussion of this docunent takes place on the Javascript bject
Si gni ng and Encryption Wrking Goup nmailing |ist
(mailto:jose@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at
https://github. com paul basti an/ draft-basti an-j ose-dvs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Desi gnated verifier signatures (DVS) are signhature schenmes in which
signatures are generated, that can only be verified by a particular
party. Unlike conventional digital signature schenes |ike ECDSA,
this enabl es repudi abl e si gnatures.

Thi s specification describes a general structure for designated
verifier signature schemes and specified a set of instantiations that
use a conbination of an KA-DH (Diffie-Hell man key aggrenent) with an
MAC (Message Aut hentication Code al gorithn.

The conbinati on of ECKA-DH and MAC is a established nmechani sm and
used, for example, in the mobile driving Iicence (nDL) application,
specified in [I SO 18013-5].

This specification and all described algorithns should respect the
efforts for Fully Specified Al gorithns
(https://ww.ietf.org/archivel/id/draft-jones-jose-fully-specified-
al gorithms-00. htm ).

This algorithmis intended for use with digital credentials
ecosystens, including the |Issuer-Holder-Verifier nodel described by
WBC VCDM or | ETF SD- JWI- VC

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Ter mi nol ogy

The draft uses "JSON Wb Signature", "JOSE Header", "JWS Signature",
"JW5 Signing Input" as defined by [ RFC7515].

Signing Party: The Party that perforns the key agreenment first and
generates the MAC. Simlar to a Signer

Verifying Party: The Party that perfornms the key agreenent second,
generates the MAC and conpares it to a given value. Simlar to a
Verifier.
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4.
5.

1.

2.

3.
Basti an,

Crypt ogr aphi ¢ Dependenci es

DVS rely on the following primtives:

* A D ffie-Hellman Key Agreenent (KA-DH), for exanpl e ECKA-DH
defined in [BSI-TR-03111]:

DH(skX, pkY): Performa non-interactive D ffie-Hellman exchange
using the private key skX and public key pkY to produce a
Diffie-Hell man shared secret of |ength Ndh. This function can
rai se a ValidationError.

Ndh: The length in bytes of a Diffie-Hellman shared secret
produced by DH().

Nsk: The length in bytes of a Diffie-Hellman private key.

* A key derivation function (KDF), for exanmple HKDF defined in
[ RFC5869] :

Extract(salt, iknm: Extract a pseudorandom key of fixed |length
Nh bytes frominput keying material ikmand an optional byte
string salt.

Expand(prk, info, L): Expand a pseudorandom key prk using
optional string info into L bytes of output keying material.

Nh: The output size of the Extract() function in bytes.

* A Message Authentication Code algorithm (MAC), for exanple HVAC
defined in [ RFC2104] :

MacSign(k, i): Returns an authenticated tag for the given input
i and key k.

Nk: The length in bytes of key k.

Desi gnated Verifier Signatures

A designated verifier signature requires three conponents for an
al gorithm

a Diffie-Hellman Key Agreenent (DHKA)
a Key Derivation Function (KDF)

a Message Aut hentication Code al gorithm (MAC)
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In general, these paraneters are chosen by the Signing Party. These
paraneters need to be comunicated to the Verifying Party before the
generation of a Designated Verifier Signature.
5.1. Signature Ceneration

The generation of the Designated Verifier Signhature takes the private
key of the Signing Party, the public key of the Verifying Party and
the message as inputs. The retrieval and comunication of the
Verifying Party's public key is out of scope of this specification
and subject to the inplenenting protocols.
I nput :
* skS: private key of the Signing Party
* pkR public key of the Verifying Party
* meg: JWS Signing | nput
* salt : Salt for key derivation
* info : optional info for key derivation
Functi on:
def dvsSign(skS, pkR, nsg, salt="", info = "DVS-1")

dh = DH(skS, pkR)

prk = Extract(salt, dh)

k = Expand(prk, info, Nk)

signature = MacSi gn(k, nsQ)

return signature

5.2. Signature Verification

The generation of the Designated Verifier Signhature takes the private
key of the Signing Party, the public key of the Verifying Party and
the message as inputs. The retrieval and comunication of the
Verifying Party's public key is out of scope of this specification
and subject to the inplenenting protocols.
I nput :
* skR private key of the Verifying Party

* pkS: public key of the Signing Party
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5.

6.

* meg: JWS Signing | nput

* salt : Salt for key derivation

* info : optional info for key derivation

* signature : the Message Authentication Code

Functi on:

def dvsVerify(skR, pkS, nmsg, salt ="", info = "DVS-1", signature)
dh = DH(skR, pkS)
prk = Extract(salt, dh)

k = Expand(prk, info, Nk)
signature’ = MacSign(k, nsg)

if signature != signature’:
rai se Exception("Designated Verifier Signature invalid")
return

3. Signature Suites
Al gorithns MUST foll ow the nam ng DVS- <DHKA>- <KDF>- <NMAC>.
Desi gnated Verifier Signatures for JOSE

Desi gnated Verifier Signatures behave like a digital signature as
described in Section 3 of [RFC7518] and are intended for use in JSON
Web Signatures (JWS) as described in [RFC7515]. The Generating Party
performs the Message Signature or MAC Conputation as defined by
Section 5.1 of [RFC7515]. The Verifying Party performs the Message
Signature or MAC Validation as defined by Section 5.2 of [RFC7515].

The foll owi ng JW5 headers are used to convey Designated Verifier
Si gnatures for JOSE:

* alg : REQU RED. The algorithm paranmeter describes the chosen
signature suite, for exanple the ones described in
(#generic_suites).

* rpk : REQU RED. The rpk (recipient public key) paraneter
represents the encoded public key of the Verifying Party that was
used in the DHKA algorithmas a JSON Wb Key according to
[ RFC7517]. This paraneter MJST be present.
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* nonce : OPTIONAL. The nonce may be provided by the Verifying
Party additional to it’s public key and ensure additional
freshness of the signature. |If provided, the Signing Party SHOULD
add the nonce to the header.

The Signing Party may use existing JW5 header paraneters |ike x5c,
jwk or kid to represent or reference it’'s public key according to
[ RFC7517] .

6.1. Exanple JWI

The JWI/ IJW5 header:

{
“typ" : “Jwr,
"al g" : "DVS-P256- SHA256- HS256" ,
"fwk" : <JWK of the Signing Party>,
"rpk" @ <JWK of Verifying Party>
}
The JWI/ JWS payl oad:
L.
"iss" : "https://exanple.as.coni,
"iat" : "1701870613",
"given_nane" : "FErika",
"fam |y_name" : "Mistermann”
}

The JWI/ JWS si gnat ur e:
base64- encoded MAC

Thi s specification described instantiations of Designated Verifier
Si gnatures using specific algorithm conbinations:

T e T . +
| Al gorithm Name | Al gorithm Description | |
| | | Requirements |
o e e e e e e oo oo e e e e e e e e oo - - S +
| DVS-P256- SHA256- HS256 | ECDH usi ng NI ST P-256, | Opt i onal |

| | HKDF using SHA-256 and | |
| | HMVAC usi ng SHA- 256 | |
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7. Security Considerations
7.1. Replay Attack Detection

Verifying party MUST ensure the freshness of signatures by utilizing
epheneral keys in rpk or by providing a nonce for nonce.

7.2. Limted Repudiability

A malicious verifiying party can weaken the repudiability property by
involving certain third parties in the protocol steps.

* One method is to have a third party observe all protocol steps so
that third party can be sure that the signature originates by the
si gner.

* Another nethod requires that the verifying party’'s public key is a
shared key that has previously been calculated with the keys of
certain specific third parties so that the proof of authenticity
can be done with Miulti Party Computation involving all parties
(see [ TLS- NOTARY]) .

8. | ANA Consi derati ons
Def i ne:
* define new rpk header paraneter
* alg values for DVS-P256- SHA256- HS256 and sone nore
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