Transport Layer Security R Barnes
I nternet-Draft G sco
I ntended status: Informational 24 February 2026
Expi res: 28 August 2026

Stop Doing Cryptographic AlgorithmDrafts when Email to ANA is Al You
Need
draft-barnes-tls-this-coul d- have-been-an-email - 00

Abst ract

Peopl e keep pitching drafts to the TLS Wbrking Group where the only
thing the draft does is register a code point for a cryptographic
algorithm Stop doing that. |1t’s unnecessary. Wite an email to
I ANA i nst ead.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at
https://bifurcation. github.io/no-nore-crypto/draft-barnes-tls-this-
coul d- have-been-an-enni |l . htm. Status infornmation for this docunent
may be found at https://datatracker.ietf.org/doc/draft-barnes-tls-

t hi s- coul d- have- been-an-emai l /.

Di scussion of this docunent takes place on the Transport Layer
Security Wirking Goup nailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com bi furcati on/ no-nore-crypto.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

There used to be a grand tradition of debating the merits of
cryptographic algorithns in the TLS working group. Over tinme, folks
realized that this was not a productive use of the W s time. The
typical TLS WG participant is not a cryptographer, and the

crypt ographi c choices of TLS users are typically dictated by other
factors than the opinion of the TLS WG
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As a result, [RFC8447] |oosened the registration policy on the TLS
registries to Specification Required, with a very limted carve-outs
related to the "Reconmended” columm. As a result, anyone can

regi ster a code point for a cryptographic algorithmw th a stable
public specification, without having to convince the TLS WG of
anything. Registration is as sinple as one enmail to iana@ ana.org
(mail to:iana@ ana. or Q).

Thi s docunent proposes that the TLS WG adopt a restrictive policy
that if the only thing a docunent does could be done wi thout the WG
that document will not be adopted.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Wen Are Crypto Docunents OK?

The registry policies in [RFC8447] define a few specific things that
requi re working group action.

* Initial registration with Recormended=Y

* Changi ng the value of the Recommended colum to "Y" or "D' from
sonet hi ng el se

* Changi ng the val ue of the Recommended columm from"Y" or "D' to
somet hi ng el se

Unl ess a docunent does one of these things it MJUST NOT be adopted by
the Wo. Even if there are additional technical details to be
speci fied, the proponents can publish their own specification; even
an individual -00 Internet-draft neets |ANA's criteria for a stable,
public specification.

For exanpl e:
* [I-Dietf-tls-mkem and [I-D.ietf-tls-mdsa] define technical
details, but do not request Recomended=Y. The authors could have

simply published these details on their own (e.g., in an
i ndividual Internet-draft) and requested code points.
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6.

6.

* [1-D.reddy-tls-slhdsa] sinply registers SLH DSA code points,
pointing to the existing FIPS docunments for all technical details.
Nonet hel ess, it has consumed a significant anount of WG time,
including nultiple chall enges and appeal s.

Aut hors that just want to register a code point should skip the
wor ki ng group and go directly to IANA. It’'s easier, it’s faster, and
it won't waste a bunch of other folks tine in the working group.

Security Considerations

The policy proposed in this document has no inmpact on security. The
registry policies already allow any algorithmw th a specification to
be registered. Let’s just not spend the W5 s tinme debating things
that the WG doesn’t need to opi ne on.

I ANA Consi derati ons
Thi s docunent has no | ANA actions. Ironically.
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